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Web Content Seaurity
The Requirement, M ethods Available and Considerations

By Sephen Gray

| ntroduction
Inmost organizationstoday web acaess is universd. Almost dl employess with

accessto aPCwithin anorganization have Inter net acaess. With this access amomes
regporsibility to ensurethat the Internet acaessis used in such away that it:

Doesnot adversdy dfed stdf productivity

Doesnot contraveneacceptabl ebehaviour policiesof the organizaion
Doesnot compromisethe information or informati on resour ces withinthe
organization.

This pgpa examinesthety pes of web content security, and employee Intand
management solutions (HM) availabl eto organizationsto ensure Intenet usage is
legtimate and safe aspassibe. | t also examinesthedeployment consideraions of
diff erent solutions and therd ative strengths and w eeknesses of these solutions.

The Requirement

Malidous Software

Now adays, most organizati ons have some form of perimeter secu rity in place These
sysgemsindude Frewdls ad Intruson D etections Sygems (IDS) . M any of these
sysems dftenmek e the policy assumption that everythingon the outside is dangerous
and everythingontheinsideof the firewdl istrusted. Thisis dftenrefl ected in def ault
devicepdicy configurationsw hich dlows treffic from inside networks to outside
Internet hosts, whilebl ocking all trafficorig naingfromthe Internet destinedfor
inddehods.

Raherthan tryingto peretraethe plethorao f perimeter defences, andrisk deection
by IDS, heckers can develop mdicioussoftware, and atempt to infed a user’s host
withinanorganization. The madicious oftware can be downloaded from theweb, or
transmitted by email. The user is oftenunaw are of themadiciaus nature of the
saftware they have downloaded or goened by emal. This typeof softwareis dften
referredtoasTrojans  Onceinstdled on anintend PC, the Trojan tekes advantage
of theaforementioned commonly used default perimet @ security polic ies and initiates
connections to exernal Intemet hosts. These Trojans or agentsthen pd | Internet

“ masters” for instruction, whichmay include, gethaingsersitive informaionfrom
Internal servas, mllectinguser activity such askeystrokes or beingused asa
member of adistributed denid of service (DDOS) attack.

Somewedl -known examples of malici ous softwarethat ope aein thismanner
include:

Back Orifice/ Back Orifice 2000
Trinoo
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SbSeren

Internet Usage — Employee Internet Management (EIM)

Another role of Web cortent seaurity iscortrolling Internd usage. M any
organizations put a price on the cost of virus eradi ction, or thecost of an  intrusion,
but oftenfail to cd cuaethe cog of unproductive and nontbusness related Inter net

usage.

For many or ganizations the aost of lost employee productivity by wha istermed
“CQybaslacking” isamud greater thanthe cost of intrusions or virus eradi cation.
Cybersladqng hes animpact in thefollowving aeas
Resour ces and infrastructure Inamgority of organizaions, non -business
rdaed | nernet usageadds toasg gnificant burden on network resources.
Unlike aDDOS atadk, which consumesbandwidthand costsacampany for
the duration of the attack, constant non -business rd ated web usageis dway's
aversely afecting legtimate Internet usage.
Cost of Internet usage. M any organizations pay for Inte ne usage by the
amount of datadownloaded. Non -businessIntanet usage represerts a
significat portion of thelnternd bill.
Access to unauitabl elnte net sites containi ng pornography, ads of viole nce,
recial hatred end othe controversid contert. Such material dow nloaded from
thelnternet can leadto sexud harassment char ges, adverse publidty and
employeedismissds.

M ethods of Controlling Web Access

Therearea number of way savail abletoan organization to control web access. These
include.

Control Lists

Real-Time Analysis

Control Lids (URL Method)

Deviaes enployingthe control list method ty picaly integrate with an organizations
firawdl, proxy saveror Internet caching device. When aweb use requeds access to
agte, thefirevall/proxy/cache monaultsthecortrol list server and determines if the
pdicy for the requesting user will pamit or deny access tothereguested Ste. The
contrd lig istypicdly adatabase of URL smaintained by the vendor of the produc t.
The daabeseof URLs iscategorisedinto anumber of dfferent caegories Thedegee
of categorisationand granulaity var esfrom vendor tovendor, but most vendorsoffe
a leas the broad categories of Business SportsRdigion, Poalitics, Entertainm  ent,
Camputers, Pornogr gohy and Racism. M udh like virus sigretures, the cortrol lists
daabases are continually updated by thevendars and made avai lable for download to
subscribing customers viathe I nternet.

Thestrenghsof Cortrol List Techniques are:

Feed Ifthe URL Matches, theuser is dther permitted or denied access
dependingonthepolicy definedfor that particular user or group.
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Scalability. Snce URL pattan matching i snot ovely CPU intendve, cortrol
ligs can scd eto support alagenumber of concurrent users.

Precison. Snce the URL blockers stesare categorised by thevendors thereis
little chance o over -bl odking or fdse positives (you may not dways agree
with the categorisation) .

Thewesaknesses of Control Liststechniquesind udes:
Coverage Na dl sites are covered in the daabase , and some Stes not
caegaised. By inlarge, mog of thepopula sites are oveed , but thee isthe
chancethat samesites will not be detected. M ost control list productsareof
Ametican origin and hence have an A merican Stebias  Internetional sites
may not be as comprehensively covered
Lack of in-bult virusor mali ci ous code pratection. Produds enploying the
contrd lig method generdly have no control over virus dow nload other than
preverting user access tosites thet ae known to contain viruses , such as
hacke sites.

Some of the morepopula products employingtheCorntrol Lis mehaod include:

Webserse (http://www w ebsense.com )
SurfCortrol ( http:/Avww .surf@ntrol.com)

Real TimeAnayssMethod

Real Time A dysis is the other method employed by vendorsto control web access.
Whena web user requests awebsi te, the Red Time Andy ser device downloadsthe
web content from the requested site, andy ses the content, and detaminesw hethe the
web content issuitablefar presentationto the requesting user.

The Red -Time Andyser peforms etha (and so metimes both) of the fol lowing
functions.
Scans f or unsuiteble content that contravenes organisationda pdicy
Deted mdicious code.

A Red-Timeandysa generdly employsKeywordM achingor Patten M adhingto
detect unsuiteble cortent. Thetwo methodsusal are:

KeywordM &ching . Keywards ae g venweightings depending onther leve
of offence Each occurenceof akeyword incramerts the wurt by itsre dive
weighting | f the count exceedsadd ined threshold, then the web dteis not
deemed suitad e for download and blocked. K eyword matching is paticularly
proneto gving fasepostives (over -blocking), eg A Breag Cance site may
beblocked duetotheregular occurrence of theward “bresst”. Regula tuning
of thekeyward list isrequired.

Patem M atching. Paternmachingthenex step inthe evolution of Real Time
Andysisthat ams toove comethelimitations of Keyword metching
Numeaous mehaods suchas Bayesian Satigicd Classifiers Naurd Net
Classifiers, and Support Vedor M achines a e usedto analysethe context of
the web content ae used to more precisdy def inethe ty peof website
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Theprimay drength of the Red Time Andysismehad is:
M aximum Coverage. A Red Time Anaysa will cachthemgority of sitesiit
ismeant to block if thethresholds are sa gppropriadly.
Some Red TimeA ndysers dso indude virus/madicious codedetection asa
complementay function

The weaknesses of Red Time Andysisare:

- Scalability. The processof downoading each webpagefor analyssis
processor intensive, and therefore can impact adversely onregponse times
Adding more hardwae (CPUs, Sarvers), passible in a duger arangements
can dleviatethi s, however this addsto the cost of implementing such a
saution.

Lack of Precision. Red Time Analysis is adequatefor blodking parnographic
ad offensivema erid, asthetexud contert is quite predict ad e, but difficult
toconfigureto optimi zefor productivelnte net usage. Regtriction of ather
caegaiesof sites (News Sports, Online broking) are much mor edifficult to
block gererate text lists for.

Anexample df aweb contert security productsemploying Red TimeA ndyssis
WebSheeper from BdtimoreTechnolog es (www mimesvesper.com )

Web Based Virus M anagement

Apart from virusscanning a thedesktop, there aretwocommon methodsused to scan
Internet web content for virusesin within anorgani zation,
HTTPRairetion

Proxy Scanning

HTTP Rediredion

HTTPredredionis atechniqguew he ey any web pages requested by anInte nal user
areredireded by thefirew dl to avirus-scaming machine to veify the contert isvirus
free bef ore presertingthedaatothe client browser. CheckPoint, the manuf acures of
Firewd|-1, namesthar implementation of thistechnol ogy Contert VectoringPratocd
(CVP). Itis dso ar alable for virus scamingof SM TPbased eanall . Numeaous arti -
virus vendorshave productstha integrae withtheleadingcommercid Firewdls

Whileemail redirection virusscanningworks well for email messagesw heresligt
dd ay sto scan messages ar e acogptabl e, virus scanning of web content can impose
naticesble delay to web pageretrieval. The prablem isthat web pagestypicaly
contain 20 or moreindividud camponents (mastly graphics) , which will be scanned
by thevirus scanner. M utiply this by the number of users Webbrovsngat any one
time, and thevirus sanner hes asi gnificant warkload. Onee the number of concurrent
usrs reaches a citicd limit , thepeformance impact can becomes|arge enough to
causew eb browsing to become unusable. Users may then look to dtemative means of
Internet access, such asa dialing into an | § usingamodem connected dredly to
their PC.
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Proxy Scanning

The other comman techniqueisproxy scanning This techniquetypicdly involves
placingavirus scanningweb proxy betweenthe corporateproxy server and the
Interret. Thecorporae proxy severis configured to faowad dl web requeststothe
virus scanning proxy. The configuraion arrangement can bereversed ,whereuser’s
brow sersare configuredto tagd the scaning proxy, which iscorfiguredto chain
proxy its request to the corparateproxy . In environments without acarporateproxy,
user’ sbrow sa's must becorfiguredto forward webrequess tothevirus scaming

proxy.

The nature of web contert issuch tha t virus scanningweb proxies suffer the same
sc ability issues as virus scanning by firewal content redirection.  Some virus
saanning proxies provideupdatemessages to the user browser to let them know that
the page is beingscamed rather thanallowing the browser (or use) to give up as
nathing ishgppeningin the browser window.

The advatage of aweb proxy scanningsolution isthat once the web content hasbeen
sanned, it isstored in cache making web browsing f ager f or subsequent access  to
seanned pages Ty pidly thecate performance of virus scanningproxies does not
goproechthat of dedicated WWW proxy and | nternet caching appliances, as thevirus
saanning proxy isusually preocaupied withitsprimary task of virus sannngw e
contert.

Inorder toscdeto suppart lage use papulati ons, vendors of scanning proxi es
recommend dustering and ar load -bd ancing techniques beused to ensure adequae
web browsing paformance.

Web Virus Scanning Deployment Congderations

Web virusscanning is risk versus rev ard propasition.

By scanning & the gaeway |, latency is introduced and scaability  issues arise as
Internet bandwidth and user population increases. Thishasto bewei ghed up against
the comprehensive coverage a gateway antivi rus sdution can provideand thereduced
risk of internd virusinfection.

Virusinfection risksfrom web dow nloads ismitigaed anumber of ways:

Desktop Virus protection . If the virus scamer deployed on the workstation is
up todateand also cgpadeof blocking or d eaningw eb contert, the need for a
centrdised web scanning solution isreduced.

Prevention of aacessto virus prone sites .M ost Employe2 Internet

M anagement (EIM ) products usngthe Cortrol Lig meahod have acaegay,
whichind udes Hacki ngand Warez sites. These arethedominant sources of
web-based viruses. By preventing access tothese SteswithanEIM product,
therisk of web virusdownload is reduced.
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Conclusion

There are numerous products employingthe aovetedniques availebl eto
organizationswishingto cortrol theinformaion broudt into their organization by
steff. These sdutions permit enforcement of company Internet accesspolicy and hep
emsuretha Internet access islegtimatebusiness relaed Thereisno Snde  solution
thet will be suitablefor every organization , andthe choiceof product will depend on a
numbe of fadorsincluding:

Campany Interng UsagePolicy and M anagement  buy -in
Number of concurrent web users

Internet bandwidth

Budge

IT seaurity staff resour ces and skillsto managethe environment.
Existing content security and anti - virusenvironmert in place

Fortunaetely, most vendors of cortent security products provide dow nloadabl e
evaluaionversions (and implementaion guidelines) far their products. This enables
IT departments to det erminethe suitability of suchproducts bdfore committingtoa
paticu ar vendors produd.
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