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Outsour dng Secur ity Management

The need for outsour dng

The security of Information is a key management concem in the modern, electronic
business world. In order for companies to maintain their competitive edge, business
decisions must be based on accurae, complete and accessible information.

According to BS 7799, Security of information refers to the preservation of

Confidentiality - Ensuring tha information is accessible only to those
authorized to have access.

Integrity - Safeguarding the accuracy and completeness of information and
processing methods.

Availability — Ensuring that authorized users have access to information and
associated assets when required.

The degree to which these aspects are preserved must be based on the business
requirements for security. This can be properly understood through accurae risk and
impact analysis.

Security maenagement is concerned with addressing activities that are required to maintain
risks at a manageable level.

According to Information Security Forum,

A project to upgrade software to abusiness critical system containing extremely sensitive
information was incorrectly implemented.

As aresult the mission critical data within this systemwas unavailable for two days. This
affected the business in the following ways:

Sensitive information could not be retrieved, creating asafety risk.

$105 million in revenue could not be recovered.

1 000 departmental users and 10 business partners could not use the system as
intended

5 000 queries from customers went unanswered

500 dataentries were delayed

YV VYVVYVY

Source: It could happen to you — A profile of mgjor incidents, Informetion Security
Forum

The challenge to meet security requirements, to prevent such disastrous impads, is
becoming more overbearing to organizations. Qutsourcing security management could
offer thesolutions - The key questions faced by any organization is

> Should they keep the responsibilities of information security in-house;
» Should they develop and train their own IT staff,
» Should they develop their own security policies
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Or
» Should they contract such services to an outsourcing specialist who is using the
latest availabletechnology, tools and expertise to offer the most efficient service?

The decision to outsource security management needs to be weighed carefully as this
highly debaable decision has both pros and cons. This purpose of this paper is to
highlight some high-level security issues, faced by organizations when outsourcing
security menagement. Some key factors regarding preparation and management of the
outsourcing partnership arealso included.

Range of services

The number of outsourcers offering security services is fast growing to meet thedemand
for security management. Qutsourcers can offer conmplete or partial solutions to
companies. The services offered vary from high - level security eg. developing policies
to detailed technical solutions e.g. Router configuration standards. Organisaions need to
exercise caution with whom they select to partner with. If they do not properly
understand their need for security, these services may exceed or fall short of the
requirements necessary to preserve security.

Security monitoring and auditing services
Outsourcers are also providing clients with security monitoring and auditing services.
These essential functions provide feadback. For example:
Logging & reporting failed and successful atempts to gain acoess.
Using Auditing tools to ensure best practices are applied to policy or standard
settings.
Implementing intrusion detection to recognize unauthorized and suspicious adtivity.
Any service level agreement must specify the responsibility for monitoring and reporting.

Sped alized k nowl edge and experience

Security outsourcers claim to have specialized knowledge and experience. The
expectation is that they are trained on new technologies, techniques, and are aware of the
latest vulnerabilities and security updaes. The difficulty facing organisaions is the
measurement of this claimed expertise and knowledge and actually benefiting fromit.

Team of specialists

Outsourcers can afford to retain highly skilled security professionals. Qutsourcing
security gives an organisaion access to ateam of specialists who focus on securing their
clients neworks and information. There is very little knowledge transfer to the
organisations staff. Thus the organisation becomes totally dependent on these teams of
specialists. A mitigating fador is that as trained security professionals depart, the
responsibility to continue providing specialist security personnel rests with the
outsourcers.

Security Philcsophy, Polices & Practices may differ
The outsourcer’'s security policies and practices may differ from those of the
organization. This may result in the organizations needs for security not being met. The
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organization must ensure that the outsourcer complies with the organisations policy. For
example, the Change Control policy must be adhered to before any testing or
maintenance service is performed, on networks or critical goplication systents.

Critical Access

Outsourcing security management allows critical access to the company’s private and
sensitive information. This could lead to the outsourcer gaining unfair advantage or
becoming a competitor of the company. Service level agreements must include legal
clauses, which will prevent unnecessary risks to the company. Once information is
leaked, there is very little a conmpany can do. Non-disclosure agreements which prevent
outsourcers from using an organizations architectures and strategies must also be drawn
up, perhaps with penalties for violations.

The seriousness of this type of outsourcing threat was highlighted, when a Chinese
programmer working on a large Air Force computer contract, broke into a database that
detailed comba readiness. He posted on the Internet passwords to the database, which
contained unclassified information on aircraft, communications and missiles. The
programmer worked for the contractor the Air Force hired to work on the computer
system.

Unawar e of the cultur e and people

Organisations are often unaware of the culture and type of people working for the
outsourcer. The likelihood of misunderstanding is increasad if the level of information
security knowledge between the organisation and the outsourcer is vastly different. This
could lead to frustrations, which drive people to behave dishonestly. Differences in the
business environments in terms of hours of business, organizational politics, business
practices and culture could also lead to communication weaknesses and the failure to
deliver services.

Sub-contr acts

Due to the demand for fast and effident services, outsourcers who lack the expertise or
technicd <ills must look elsewhere. This often reaultsin the outsourcer sub-contracting
parts of their work to smaller unfamiliar compani es. These sub-contracts d 0 increase the
risks of ingppropriate programming practices, virus infection, poor communication, and
generally low-qudity servicebeng ddivered. Given the subcontractor relationship, there
islittlethe organisaion can do directly and often hasto work indirectly through the chief
outsourcer.

Ownership

Many people areunder the misconception that “ outsourcing is handing over control”- An
organisation can assign responsibilities to the outsourcer but the ownership and control of
the information must be dictaed by the organization. It is therefore imperaive tha an
intemal management teamis dedicated to this function.

Latest Technd ogy
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The outsourcer may be keen on implementing the latest (potentially unstable, bleeding
edge) security technology and tools. This could creae unnecessary complex procedures
to the existing processes if the business need is not initially considered. Intemal staff
aggravaed by new procedures, which incressetheir workloads, will be tempted to bypass
procedures and breach security. The particular flaws associated with the relesse of
technologies may not be identified and pase problens, which would have been identified
by other users. |

Peopl e aspects

Mast outsourcers focus primarily on perimeter and host security i.e. the technical
solutions. The people aspects of security are often ignored yet most security related
incidents occur fromwithin the orgenistion.

These security compromises can take many forms:

» Sharing of passwords with co-works and strangers.
» Using company resources for personal and other non-related business purposes.
> Inserting incorrect and falsified information to the information systemand

computer prograns.

User awar eness

Security management must address end-user security awareness and education.

Adeguate information security and computer usage policies must be developed,
implemented and communicated to users. Using outsiders to develop policies and
procedures raises the risk that these policies may not consider the existing culture of the
organisation. Many employees would perceive these policies as obstecles to getting their
tasks conpleted.

Getting it right from start

Service Level Agreement (SLA)
Internal M anagement Team
Security Policies and procedures

Service Level Agreement (SLA)

The first step to ensuring a successful alliance is to prepare a well-developed Service
level agreement. This agreement will set the boundaries, levels of quality of service,
penalties and deliverables that the organisaion requires. Legal issues regarding data
protection acts, national and intemational security laws should also be included to protect
both parties.

A suitable method of accuraely measuring performance must be agreed upon and
complied with on a regular basis. Determining the quality of setwvice is subjective.
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Contract negotiators should identify fectors that are indicative of the quality of service
required. The outsourcer should provide evidence to support the objective measurement
of these factors.

Outsourcing agreements can exist for several year's, the SLA must continuously be
evaluaed, improved and adjusted. Regular reviews of procedures for measuring the SLA
factors and the factors themselves must be reviewed. As the business needs grow, the
security requirements need to be re-addressed withinthe SLA.

Inter nal Management Team

An internal management team comprising of senior executives and existing security
professionals should be formed within the organisation to manage and measure the
performance of the outsourcer. Failure to recognize and create these vital functions has
led to organistions losing control of or simply not managing their agreements. This team
needs to be intimately involved with the outsourcers to ensure due diligence is being

performed and to provide adequate stewardship of critical information resources. The
levels of adequacy determined in the SLA should guidethe criteria for measurement.

Security Polides and Procedur es

Before any security service is outsourced, the organization should ensure tha security
needs are understood and compensating mechanisits, such as policies are created and
implemented throughout the organization. Security services are driven by security
policies. The absence and weakness of asecurity policy canprevent an organization from
taking necessary action against attackers or employess. If the governing policy does not

define what is acceptable or unacceptable, the legal avenues available to the organisation,
will be limited. Security policies are also exremely useful in raising security awareness.

The policies tha have been developed must be adequate; they must be clear, concise and
effectively cover all security layers i.e. from the Goveming security policy of the
organistion, which provides high-level guidelines to the detailed standards implemented
at lower levels. Thevalue of the policy is only achieved when policies are complied with.

Policies must be periodically monitored to test their effectiveness and gppropriaely
adjusted for inadequecies.

Conclusion

Within the last few years Security Management outsourcing has grown and meatured.
There are old and new players in the market. As the need for security services anplifies,
organisations will establish criteria to evaluae security management outsourcers and
partner with them. Will this interdependency ever provide an acceptable level of
assurance?

Based on the aove discussion, it can be concluded, that apart from the technical
solutions, adequate management and complex scenarios, assurance is primarily
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determined by trust and people fulfilling their responsibilities. Even though all the
precautions and best practices are followed, the potential still exists for an outsourcer to
exploit an organistion.

Skip Kemerer of NASA has precisely stated tha any person with unscrupulous motives
and with access to sensitive information has the potential to cause damege. “ Security is
tied to the person. If | had access to government secrets and wanted to sell them, no one
could stop me fromdoing that. It still comes down to the individual.”
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