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Authentication mechanisms —which is best?

Introduction

Thefoundation of commerceis huilt on trugt and security incarporating prindpl es of
confidentiality, athentiction, integity andnon -repudiation. Trust and security are
fundamentd requirements and business successfadorsfor electronic commerce
goplictions over thel ntand.

Ass businesses place massveinvestment in their information and compute/ngw ork
infrastructure, effective arangements are needad toidentify individud users of
sysem resources andto confirm that they arewhothey purport tobe andthat they are
ertitled to usethe resources required.

The purpose o this pape is to present information on vari ous methods of

auherticaion Theinformationwill consig of asummary of the prosand cons of the
dternaivesolutions. Also introducal aekey decisonfadorstha should be
consi dered.

Saope

Thefdlowingtypesof athentication mechanismsw ere assessed:

Passwords
Tokes

Smart cards
Digtd Sgnatures
Biometrics

Each authentication technology has been addressed as followvs

Overview of the technology

Advatages

Disadvantages

Issuesrelaingtotheparti cular technology

Key requirements in authenti cating usersaa oss networks

Business managers exped tokeg o ut unathorised paties andhdd legitimate users
accountabl efar ther actions. M oreover, they expect toachievetheseobjectives
without unnecessary expense

Inorder tosatisfy these expectdions autherticationof usas across anetwork should
fufil the followingsix inter -rd aedrequirements (accordi ng to the European Seaurity
Forum):
Usersshauld only beregstered once nomater how many sysems they may nesd
tousein arde toperform ther function;

Registrations should be conducted promptly a nd efficiently;
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In gaining acaessto the sy stem(s), they are entitled to use, users should only have
tolog-on and have their idertity confirmed once pe session;

| dentification/confirmation processes shoul d beeffective (i.e bl eto deteamine
accuraely whether prospective users areregsta ed and, if so, wheher they are
who they say they are);

| dentification/corfi rmation processes shoul d beefficient intermsof cost andtime
taken per user;

| dentification/confi rmation proaesses should begppropriateto the ciraumstances
of theuses.

PASSWORDS

Overview
M any of today’ sauthentication schemes are based upon what theindividual knows -
their ID and password.

Passwords dongwithauser -identif ication aodehave been thepredominant method of
auherticgioninthedient/serva environment.

Advantages
They canbe implemented ertirdy within software, avoidingthe needfor
peipheral hadware.
ID/password carried over SSL encryption isfeasi ble and deploydd e.

Disadvantages
Ids and passwords travellingov & the neawark a e becaming incressingly proneto
“ eavesdropping’
Sbjed toreplay atacks
Sbjed topassword guessing
I neff ecti ve password managament and controls(i.e re -issue, unlocking, €c.)
Lack of user avaeness and training
Trojan harses cancap tureidsand passwords under false pretences
Can bestdenor dbsevel

Issues
Lifetime —passw ards need tobe changed at reasonableintervals to prevert
password guessing.
Owne ship -- passwards need tobe used and owned by asngleindividua, nat
shared by a group.
Distribution ‘Whethe distributed inhardcopy or dectronical ly, the distribution
process should provide f or protection againg disclosure.
Sarage —-Passwvards can be soread encrypted orin aphysica ly separate areawhich
isonly accessble by authorised sy stem components.
Entr y —The computer terminal should nat display the user’s passwordasit is
bengenteed
Trangmisson -- Encry ption should be consider ed to scramble passwv ords aossing
the nawark.
Cast - It is chegp and easy toimplem ent. Caostsrisew hen the number of users
beginsto gena ate ad gnificant anaunt of administrative work in
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issuing/regsteaing users and when gecid oftwareis requiredto hand ethe
autherticaion process eff iciently.

User gperability — The ertiresolut ion isimplemented in software and the user
does not needto worry about any peaipherd hardware devices

Social aceptance - Usars arealready familiar withpasswordsand are
comfortable withthis autherti caion process

Ease of irstallation —M og systen sdready have userid and password facilities
bult in by themanufacturer to hend ethis typeof authenti ction.

TOKENS - CHALLEN GE RESPONSE

Overview

Hardware-based "chall enge-response’ authenti cation (in which the server chdlenges
the usr todemorstrate that he possesses agpedfichadwaetoken ad knows aPIN
or passphraseby combiningthem to gererate aresponsethet isvdid, but only once)
has been apgpula method df enhanci ngthe autherticaion of remoteaccess users

Advantages/benefits

Eassed usefor usersas they only need to ranembea asndeP N to access the
token.
Esse o management as thereis only one token instead of multiplepasswards
Erhanced security astheatacke requires boththePIN andthetokento
masquer ade as theuserr.
Bdter accountability as tokens aretangible.
They aremobilein camparison to digitd signatures
- Mauresdutionsthat have ga ned widespread market acceptance and deploy mert
o Consiget with ThinClient gpproach, no dient side software mmponent
« Mohility and portability, since security is nat tied tothe specific machine, usas
have access with any browsa based | nternd connection
Brow ser independent

Disadvantages

Client requiredto carry atoken cad in order to use Intemet barking facilities.
Tokensnead tobe replaced every 4 years

Ongoing operaions coststo keep track of token car ds.

Possible barie to cusomer acquisition snceclient cannot useserviceuntil he
reca ves thetoken card

« Longertime toautherticatethe identity of theuser & numeroussteps aerequired
to authenti catetheclient.

Issues

« Vendo dependency - D ependant onvendor to supply physca token cards causes
risk of future har dwae support.
« Salahility - Thissolution does not scewdl beyond 100,000 uses.

Distribution - Digributi on of tokensto austome's needs to be considered.
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Cast - Caost of implemertingatoken sysem has to be considered. Oneof the
additional cods for usingtoken authentication sy stemsis the token itsdf. It is
important to notetha thae a e mary instanceswhe e user'sreport log tokens
whichlead toadditiond replacement costs. The cogs of thetdkensthemsdves
needs be acritica camponert in a company’ s evaluation process. Corside ation of
bath the gpplication softwareimplementation ¢ ostsas wdl as the token hadware
need to betaken into consideration.

Accuracy - The accuracy of tokens is considered high as the methadology and
log ¢ incarporated into this method hes provided exce lent rdliability in
auherticaingtheir users

User operability - User operability of token autherticationrequires that the end
user must maintain apiece of hardware. This additional hadware requirement can
becomeinconven ent.

Social acoeptance - Onedisadvantage of thetokenis that someindividuas wi 11
nat accept thetoken as ameansfor authentication dueto their fear of losingthe
device If theuser needsto pay for replacement andreplacement st is high, then
the acceptance of such adevi ce will be dminished.

Product lifecycle - Two factars needto beteken into account to assessthe
lifecyd e of token authertication. First, the token itself is usually porteble. As
such, the replacement cod for lost, golen or misplaced tokenstend to reducethe
lifecydeof any suchtoken. Second, token authe ntication systemsarestill
evolving. New technd ogy consisting of lower transaction costs and increased
fegtures isbeing devdoped conti nuausly. Companies must consi der their strategy
and how thisfitsin withtoken authentication. If thecompany desires to havethe
latest and gregtest token authentication scheme avail ad e, thenthelifecycle of a
tokenschemeis drasticdly shortened.

Ease f irstallation - Theprocess of implementingatdken authertication sysem
into the existing compute environment can betimeconsuming. The proaess
requires setting up the s ver, isuing atoken toeath user, traningtheusea on
how to employ the aithentication process, and setting up the detabeseto maintain
thetokens

Non-repudiation - The token scheme possesse samedium leve of non-
repudiation. By desiqn, it camnot give absolute assurance on who initiged the
transacti on sincetokens and their passwords can bestd en.

TOKENS - SMART CARDS

Overview

A smatcad is aaedit card Szed plastic card withamicro processor chip embedded
inthe card The amatcard reade makes d ectricd contact with various connectors, to
feaed detain and out of the chip. Thecad is"smart” sinceit contains its own
processor, manory and gperating system. The amartcard has mnside rably mare
adlities then 'regul ar tokens' because of the microchip embedded in the card.

Thesmartcardis generdly used as asubstitutefor user ID / password sy gems. A
much higher levd of security can beachieved with asecure conmunication protocol
betw een the smatcard and reade and betweenthereader and PC.
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Advantages

"Sngesign on". Instead of having to enter passwardsor taken codesfor every
nenv svice, the user can jud insert thecard and erter the pin to adivaethe card
Key featuresof the smartcard are digitd sigratures, wherethesmat cad can
provethat aparticula user signed agiven documert.

A smat card contains dl the data needed to persoralize naw arking.

Veasdility of combiningcredit, debit and stored valuecards i none convenient
platfam

Multifundiona use possble (accesscad, timerecarding ...) Snart cadsmay
cary multiple applications which may, in prindple beadded ar renovedduring
the card's lif egy cle. Thiscan consida ably ad the business casefort he
introduction of cad technology, since asinge card can be used far multiple
functionsby multipleor ganisations.

The processing pow e of asmart cad makes it ided tomixmutiplefunctions
thereby enablingbarks tomanage and improvether operdion sa lower costsand
offer innovative services

Ability tocarry out dffline, anline and peer -to-peer transadions

Secret key information isstared tamperproof onthe card secre key operationis
peformeddirectly onthe card, theref ore no Trgan horses ca nspy theseaet key
onthePC.

High security when runningcry ptogaphic operations.

Rights profiles and keysarestared withtheuse (better suppart o travelling
UsErs).

PublicK ey Infragrucduresy gems are mor eseaur ethan password based systems
because thereis no shared knowledge of thesecret. The private key needonly be
knowninoneplace, rather then twoor more If theoneplace is on asmatcard,
and the private key rever learvesthesmatcad, the crucial secret for the system is
neverin asituation where it is easily compromised. A snatcad dlows for the
private key tobeusabl e andy et never gppear on anetwork or in the host computer
sysem.

Smartcards can enable multi - authenti cati on by accepting athumbprint onthe
suface of the card i n addtion tothePIN inorder to unlock theservices of the
cad. Altenaivey, athumbprint templae, retinatemplae, or othe biomeric
information can be stored onthe card, only to be checked against data obtai ned
from aseparae biometric input dev ice.

Disadvantages

- Specid reading hardwarenecessxy for users
Lack of astandard infragrucuref or smartcard reader /writas is oftencited asa
complaint. The mg or computer manuf actures haven't until very recertly given
much thought to offeringasm atcard reader as astandad component. M any
compani es don't wart to absorbthe cost of outfitting computes withsmatcad
readers urtil the economies of scd edrive downther cost.
Concens about dff eent graupsaccessingthe informati onon thecard.
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Isues

Administration - Centrad updeteof rights profiles on smartcards nesdsto be
maintd ned; Adminigration/issuingauthority and secure logistics are necessary to
emsuretha this systam works eficiently.

Mohility and portability - Public key catificates and private keyscanbe uilized
by web brow sersand other popuar softwarepackages but they in some sense
identify the workstation rather then the user. The key and certificate det ais stored
ina proprietary browser storageareaand must be expo rt/impatedin arde tobe
moved fram onew orkstaionto another. With snartcards, the certificae and
private key are partable, and can beused on mutiple workstations, whether they
area work, & home, or on theroad. If the lowe levd softwarelayers support it,
they can be used by d ffeent software programs from df ferert vendors, on

diff erent platforms, such as Windows, Unix and M ac

Costs - Pricedf implanenting and maintain ngthisty pe of sy sem compaedto
thet of other token dternatives is ex pendve. Lost/forgatten smartcard replacement
costs dso need tobetaken into congderation.

User gperability - User operability of token atherticaionrequires that theend
user must maintain apiece of hadware.

Social aceptance - Sncethe smartcar d opeaates virtualy identicaly to the credit
cad, the user perceives this token authentication device asjust anather pieceof
plastic Usersaremare comfortebl ewith associati ng ownership with end
protedingphysica dojeds through expeaiencewithca mpusidcards, ec.
Product Lifecycle — As smartcards are usually porteble, thereplacement cost for
log, golen or migplaced tokens tendto reduce the lifecy d eof any such token
Ease of irstallation - Theprocess of implementingasmartcard systemre quires
sdting up theserver, issunga card to each user, training the user on how to
employ the authenti cation process, and setting up the databaseto mairtainthe
smartcards.

Non Repudiation - The aility todeny, dter thefad, thet your private key
peformed adigtal signaureis callel repud ation. I f, however, yaur privae
signingkey existsonly on asinge amartcard and only you know the PIN to that
smartcard, it isveay dfficult for others to impersonateyour digita signature by
usngyou privaekey.

DIGITALKEYSAND CERTIFICATES

Overview

Digtd Catificates are electronic documents thet areissued generdly by atrusted
third party cdled a Certificate Autharity (CA). These certifi caescontain inf armation
about the user that the CA has verified to betrue. These catificates consist of a
“Public Key” denoted by a series of charactersw hich reside on aphysca computer or
agnatcad. When an dectronic message issert fromthe dient tothebank it is
signedusingthe digitd certif icate. This enaures thet the user iswho hesayshe is
PublicK ey cryptogrgohy is the enablingtechnd ogy, aPK | (Public K ey
Infrastrudure istheinfrastructure that manages the keys and certificaes.
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Advantages

Vdidaesthecregionof afileby asender. Redpientsneed toknow that the
sender createdthefile.
Preverts the sender from denying involvement in the creation of afile
Ensures thet only intended recipients are adetoread thefiles.

- Guarantess that thefilewas not altered duri ng transit.

o Customer centricsol uionto base pasomalization features from autherti cation

» Wide gpplicationusefor thefuture which achi eves authentication and enay ption
usngthe sametechnology.

« Catificates can be stored on smartca dsin the futurew hich provides sscure
physica sorage.

o Considered tobea rdiadd e authenti cati on method recognized by legd sysems.

« Industry momentum is growingfor dgital certificaes.

» Catificates are atradivebecause brow sersand servers dready have somesupport
for tham (designed for dectronic commerce.

o Software comporentsneededfor X 509 publickey infrastructure are dreedy
avail éle on the marketplace

Disadvantages

Caomplicaefar usersto instdl.
Must beinstdl ed onevery computer use wishestowak o n.
Not feassib e where users sha e machines

Issues

Ease of use. It will probably be quite complicated for the user to handle their
catificates.

Problemswith publicwark gations . Cetificateuseis problemati cwith public
workgations becausecertifi caesarenot atometicaly flushed from browser
after use.

Mobhility & Portability. M ug movecertificaesfrom systemtosygemfora
patiaular use.

Multiple certificates . Cannot deliver singlesignon, as users are always likely
to have to choose among anumber of catificates.

Administration. In order to manage certifi cates the following needs to be
consi Cer ed:

A certifiation authority that issues and manages catifi cates

Rautinesto regiger individuals, and createtheir keys and certificates
Raoutinesto revoke catificates (dueto key loss/compromise)

A directory savicetostore andretrieve catificates and revocdion ligs

Legal issues. Thelaw about certifi caeshasnot been clarified e g shauld CAs
haveto provide Key escrow (back up of priv atekeys) and wheher digtal
signatureswill cameto be legally binding.
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Legagy systems. Therewill be legacy sysems that cannot interact with
catificates.

Sorage of certificates. How shauld certificaes be sored for eech client - smat
cads arestill expengve.

Cast. Certificatesthansdvesarequite expensive ad the whole system of
catification is quite complex The cost of d gital sighaures isrdaively low
comparedto the athe schemes, since DS sareprimarily asoftwae -based
sdution to atherticaion DS s canbefrom Vai Sign. Ongoing maintenance
isrelaivdy inexpensivein schanesw here users administe their ovnkeys,
rangingto mare expensive if anentity wants to get athirdparty CA involved
Accuracy - The accuracy of digta signatures is considered high as the
methodology and logc incorporated into bath of thesemethods has provided
excd lent rdiability in autherticaingthar users The only way to compromise
auherticaionisif someonelearns apersons autharizaioncode and  hes
accesstothe computer holding the privaekey. This risk, while vdid, is

rd atively low andtherefore does nat alter the overal accuracy of the
autherticaionmehod. Onefind pant isthat d gitd signatures often utilize
complex mathematica dgorithmstoensureaccuracy and reliability.
Operability - M ost technology today requires minimd eff ort on the pat of the
user. Once the DS cepability is "turnedon,” D Ss are goplied auttomaticaly .
Additiondly, thespead of authentication usngD Ssis high duetothefad thet
the operationof ataching aDSto amessage can bepafomed a the pead of
transmisgon. D S sreside onthe hard drive of the user’s PC or serversonthe
negwak. Theef are, their physic sizeis nat gpplicable, but their logi cd size
can besigificant and shouldbeconside ed

Social acaeptance - Thegenerd publicis na vay familiar with DS snor does
it understand how digtal signatureswork. Until soci ety dterstheir present
rdiance on apaper signadure digtad signa ureswill beslow togain
acceptance.

Product lifecycle - Very similarto takers, the d gitd signaureprodud isinits
infancy with congant enhancements being made. Therefore, depending upona
company’s information security straegy, many sygemscould beimplemented
urtil the product reachesmaurity. Oneadvantage of usingdigtd signaturesis
thet thereis no separate hardwarerequired diminaingthenead for hardware
replacements Also, the lif eppanof an individud digitd sighaureis high 9nce
onceaeded, it islimitedonly by theuser or the CA upon gereratingthekeys.
DS scan be aonfigured to bevdid for life.

Ease of installation - D ependng onthe complexity of the DSauthentication
scheme, ease of instdlation canberdaively essy o difficult. If no
Catification Authority isusad, instdlaion is rdatively easy. Howeve, the use
of a CA introduces additiond stepsin the instdlation of DS softwareand
creation of Publicand Private keys which decreases the ease of ingallation.
Non repudiation - D Sschemes possessamedi um level of non -repudi gion By
design, it cannot gve absol ute assurance onw ho initiated the transacti on since
private keys and their passwords can be stden.
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BIOMETRICS

Overview

Biometric identification i s based upon an individud’ s physicd chaaderigics
Biometricdevices use samemeasurabl ef estureof an individual to autherticaether
identity. Thedevicesarebuilt on thepremise that phydca human chaacterigicsare
unique and cannat be borrowed , migplaced, forged, stolen, duplicaed, or for gotten.

Therearea number of diff erent human characteistics that canbe used inbiometric
recognition, includingthefollowing
Fingerprints - involves ascan of thepatterns onthesurfaceof theskinon the

finger;

Hand geometry - invadves ascanof theshape and characteristics of the ertire
hand;

Fecial recognition - compares alivefacid image against apreviously recorded
facialimage;

Handwrittensigretures - invol ves ascan of thehandwriting or signaturepatterns
Reind Patems - involves ascan of theblood vess pattem on therding
Voicepdterns - involves ascan of the aurd pattern of thevoiae; and

Iris patems - invol ves ascan of theiris(thecolored pat o theeye surroun ding
the pupil).

Advantages

Offersthehighegt level of assurancein the authentication of usersas it isdifficult
for onetofakethe physicd characteristics of another.

Easy to use astheuse only needs to presert hinvhersdf inperson and need not
remember data or carry tokers.

Disadvantages

Most implementations require specid ha dwareinput devices a each workstaion
If thephysicd reader can be by passed, suchtha biomericdatadeived fromthe
sa@nning canbe entered, then the person can  beimpersonaed.

Biomericdevices arenat rdiable under dnorma circumgances (i.e. dirty fingers
may bar biometric atherticaion based on fingerprints).

Isues

Physical variance -When using biometric devices someprablensmay occur due
totechnical diffiaulties inmesasuringand profilingphysicd charaderisticsaswel
asfrom the saomewvha vaiable neture of physical atributes

Vendor interoperability - A number of diffeent vendors exist currently and most
of thehardw ae and softwareareincompat ible.

Caosts - Biomdric devices tend to be expensve. Biomeric sygems dona require
much as far asfuturereplacanents o maintenancethroughout thelif eof the
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product, but they arerelaivdy expensiveintidly. Other itemsaddngto the cost
of implementingabiomericsysemindudethecost totran personnd tousethe
sygem, ad the initia set -up cog toenrol | authorized users inthe sy stem
Accuracy - Because biometric technology is based on auniquephysicd trait of a
humanbeng, itsaccur agy tocorrectly identify authorized sy stem users while
rgecting unauthorized usersdoes nat dways have to beprecise. Theleve of
accurecy o biometricsystems isbased on the setting of the compaison dgorithm.
The comparison a gorithm compareshow closethedigtd representaionistothe
staredtemplae. For many systems, thisthreshdd can be ad usedto ensure thet
virtudly no impastorswill be accepted or to ensuretha virtudly no userswill be
reected.

Oper ability — Thebiomericschemei s very convenient since the user does nat
need to renembe to carry sameform of tokenwiththem. Thishidh level of
convenience is offset by thespead of atherticaion asbenginthe lower range.
Depending on thenumbe of user tamplatesstared inthe d atabese it may take a
whilebefore amach can be placed, thereby decreasing thespeed of
autherticaion

Social aceptance — Biometricsis viewed as havingalow levd of social
acceptance. This criteiondgpends on thetypeof hometricdeviceused ass ome
biomericsis viewedas intrusive

Product lifecycle —As some physicd charaderigicsof apesonchange over time
routine updates would need to be madeto the host server in order that proper
levels of authentication ae achieved. With respect to th elife of the system, most
biometricsygems consig of the useof ascanner, aCPU, and athe equipment
such as videomonitars end cameras Theseitems have ardatively long life span
unlessthey are damaged. A ssudh, biometric autherticaionsystems gen  erdly
have alonger lifespan.

Ease f irstallation - These devicesrequire enrolling eechindividua using the
biometri ¢ authenti cati on method intothesystem. Somevendors state that it takes
two minutes to errol | a user intothe gpplication If you ar eenrolling asignificant
amourt of use's, the proaess cantake a g gnificant anount of time
Non-repudiation - Biometricdevicespassess ahighlevd o non -repudiion. As
these devices arebased on the unique characteristics of onés being, ausea, for
example, cannot deny tha their fingerprint initisted a transaction.

Condusions

Passwor ds

Authettication that rdiessoldy on passw ords hes dftenfail ed to provide adequate
protedionfor computer systemsfor anumber of reasors. If usersaredloved to
makeup their own passwords, they tendto chooseonestha are easy to reanembea ad
therefore easy to quess. Passward systemscan be df edive if managed propely, but
whichis sedom thecase Advancesinsecurity techndogy provide dterretive
authenti cati on mechanisms that canbe usedin combinaionwith passwords to
improve the overd | authenti cation toa sy stem.

Tokens —C hallenge Response

Thetdken based olution strength lies inthepartable deviae that the user utilisesto
vaify hisher identity with apassward/PIN. A lthough thisis an improvement on
password based authentication, it is a costly solution whichdoes not scalewdl. Token
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sdutions, such as SeaurID, has been proven inthe past and canbeimplemented in a
timely fashion, however , it does not satisfy thefundamentd security dbjedives such
ascorfidentidity, integrity o non -repud ation. Theuse will haveto carry atoken
cad that could belog and needreplacement, |eedingthe arganizaionto incur acost
for replacingthecard

Tdkens - Smartcar ds

The smartcard has consider ebly more abilities than 'regular tokens because of the
microchip embedded in the card Key featuresof the smatcad are digitd sigratures
wherethesmatcard canprovethat apaticua use signed a gvendocument. The
only dsadvartage of smatcads is the high price of implementingand maintaning
thistype d systan comparedtothat of athe token dternatives How ever,
expectations a e that theuseof amartcards will increasergpidly inthefut ue.

Egped dly since compani es and organizations aetryingto defend themsdves agang
the unauthorized use and abuse of business critical resour aes and inf ormation. With
the gowing use o the Electronic Commercetoddiver goodsand services the

netw ork security requirements will become mare and moreimportant.

Digita certificates

Digtd cetificatetechnology isalarge part of an dectronic commercesolution on a
glabd scale providing acommon se of shared services and infr astructur estandards
bewean trading partners  Once establ ished, the vaue proposition to the userswill
provide businessfacilitationthrough autherti caion of trad ngparties, confidentidity,
daaintegity and non-repud aion of transactions. Digtal certificatesissued and
managed by certificaion authoritiespotentially provide asca egble, flexid e, and,
aboveall, seauresy stem by which toimplemert identity authentication procedures.

Biometrics

Biomeric identity atherticaion systems combinedwith rigorous opga ting
procedur es hav e the potentid to providemaximally secureidentity autherticaionfor
detronictransadions. They areunlikey tobewidey implemented far reasons of
cost, detastorage processingtime, and ergonomics There arealsoseious ethica |
issues associ ded with biomericidentification systems
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