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Hardeningin the Enterprise: Always an After Thought?

Introduction

This pape coversina generd and non -technicd way thetopicof goerating system
hadening | haveddibeatdy triedto keep thispger asnon-technicd asit isnat the
intention of this pape. There are awedth of technical doaumentsin thisfieldwritten
by much more experienced people thanmy sdf, andthis isnot a technical blow by
blow on perfaming operating system specific proced ures for thisprocess

| have come across many goad technicd articles on hardeningthemost commonly
used goerating systems on the market today, for example, Windows 9x/NT /2000,
Solaris, Linuxand B variants However it isalso gpparent that these

procedur €policies are nat bang used en -masse as the d arming numbe of machine
break- ns cortinues without respite.

This pape triestolodk & sameof the non -technicd issue€srdaedtothe
what/why/how’ sof the har dening process, andwhy you should ad dressit a multiple
levelswithin your organization.

What is Har dening?

Fo methe essies way todescribe “hardening” is the making of modificaionsto an
operatingsy stem beforeit isput into usetoincreasseitsseaurity and performance By
operatlngsystem I amincludng
General purposeOSs:
o Unix(dl flavours)
o Windows(dl flavours)
Infrastructure
o Routes
Switches
Load Bd acing
Netw ark Traffic Bandwidth M anagement
Caching

O O O O

Securing asystem involves implementing aset of procedures, pradices , and
technologes to protect the information technology (1T) infrastructureas well as
saftware and associaed datathroughout theor ganization. From aprecticd
implemertation angl ethese a e best developed andtested prior tomajor deploy ments
of technology withinan organizaiontoallow the process to be atomatedto ensure
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consigency and spead of gpplying the changesso deploy ment is bothtimdy and
tetedfor security ad peformance.

Because compute security involvesthe enterpriséstotd se o f exposures fram the
loca workstation or srver tothelntrang and bey ond, it cannat be atained by simply
implementinga"mag c bull¢" softwareprodud solution or by ingalling various
sacurity solutions. Camputer seaurity must be implemented by reli able mechaniams
thet perform security -rel dedtasks & each of severd levelsin the environmert.
Implemerntation dso invadves applying security pracedures and pdicies & each of
theselevds. Theprocessof hardening can address seaurity acoss multiple
environmentsand gpplicaions with an organizaion.

Asanovavien, aessto look a for wha should be covered ina ompletehardening
process in a heterogeneous environment arelisted bel ow:

Opergingsygem

File systam

Netwark Srvices

System saviaces

Applications

Paformancetuning

The operaingsysem itsdf comes under aheavy sautiny duringthe her dening
process and thefdlowingaressare normadly covered:
Kernd tuningparameers can also be additiondly configured
Operaingsy gem patches are also gpplied tobringthe O Sup to the most
recent and seaureversion

Every opaaing sy sten usessometypeof file system to contrd access to physica
storaga of themachine. Some of theareas off interest hereare
File permissions need to be modifie dfrom their default settings asmast
OS s ship with amore open set of permissionsthan is needed inthe
majority of environmentstoday
Encryption of locd and remate file systemsmay becorfigured, degpending
onthenature of the information being stored

Thengwak srvicesof an OS, which aeacritica componert of any OStoday, and

assudh, must aso be addressedin the process of hadeningamachine Below ae

somepoints of nate duringthis phase of thehardening process

- The P configuration of t he machine canbevery important in itself, for

example, privaevs. public aldressing of the hosts
Isamore secure method of movi ngsenstive daaaround the network
required? If that is the casethena VPN of some sart needstobetaken
into considera ion during thehardeningprocess
What path does infformationtaketo get to/from thehog? Theroutinga
meachine uses should also betaken into consideration during the
ingd lation process. The generd rule of thumbis that no machi nes shoul d
beruming dynamic routing(RIP, OSPF etc) themselves, but let
infrastructure devicesdecidethebes pah for network traffic
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The configuration of routing devi ces should also betaken into
consi der aion duringthe har dening processwithtemplaesusal todefine

globd default acoess-lists, routing and filteringrul es

Most general purposeOSs in usetoday dsooffer system spedficservices thet are
used to ddiver functiondity to users. The majority of these can bemadified to
improve both thesecurity and pefo rmance of the service. Some of these arelisted
bd ow:
- File Saring

Netwak Pirting

Netwark Time Synchronisation
NameRes0l ution

Netw ork Based A uthentication

Applications are the mainresson peopleusecomputers Bdow isaveay smplelist of
aoplicions.

File Trander

Web Browsing

Mail

Newsyoups

However the point tobemade hereis thet just becauseyou goto the extralengthsto
address the previous aress, unless you look a the goplicationsthemsdves you are
missing one of the most importan t aeasw hen performing any hardening process. As
thecored themgority of OS shecomemaore gable, moreandmaredtacks ae
amednot a the OS itsdf, but the goplication running on the machine, asthe essiest
ertry poirt of mdicious users.

With gpplicationsthea e a e dso business lod ¢ rules, which should be noted and
peformed aspart of the hardening process. Catain businesses have progesses which
sysems anulate. These should dso be added to the ha deningprocess sothey are
goplied consistertly throughout the organizations resources.

Paformancetuningin itself is aform of hardeningbecausein generd it isinaeasing
the capacity, throughput and perf ormance of an O Sor gplicaion. M any
vunerabilitiesexist today nat because o fault y softwaeassud, but softwarewhich,
with modficaions, can out perform astandard corfiguration both in security,

avail ability and throughput, for example

http :/Avww .checkpoint. omiechsupport/documentaion’/FW -1 VPN -

1 performance.html .

Some pepleperform thehardening process after the machineis in use, however |
strongy recommend that thisprocess becompleted beforeany produdionrdated
work is com pleted with the machines. | have seentoomary timesadevelopment
saver placed intoprodudionwithout ful consider &ion of thesecurity implicati ons,

whichendup in aunder performingresour e and arisk totheorganization.
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Why is Har dening Import ant?

The starting point for any hadeningmadd is toassurethat seaurity standardsand
pdicies are inplaceto proted the system from externd atacks and unauthorized
internal usage Securing computer resour ces, applications, andre geddaais an
integd pat o securing an ent eprise and hardening isthe cornergone of that madd.

The proof is in the pudding as they say, andnowheeis it more evident when it comes
tohardening. Organizationstha takethis seriously rarely have problensrdéding to
paformance and security if agood hardening practi ce is adopted. For example:

Every resour ee iscommissioned with aspecificpurposein mind and

consi der aions are takenintoacoount based on load, purpase dc. astohow
the machineis hadened

All resources received abasic lig of “know good” modifications. Local
know ledgeis quite valuabl ehere as experience canhep gealy in dways
applying modifi cations, which you know, work in your environment and
na jud inatext book. Stting downat asy stem and attually perfaming
the reeommended stgps can prevent errars such as this. This acritica step
thet should dways bepeformed prior to publishingasecurity guide.
Securing asystem can be difficut and frustrating, having impassibde
ingrudions inthe guide will not mé&ke the expeaience any essier far the
sysem administrator. Also to mekethehaden ngprocesseven hade,
somegpplicationssimply do not wark when certain resommended
modificationsaremade. Thebest way to dothisisto keep thegpplicaion
specifi c hardeni ng stgps sepaatefram the moreuniversal OS
modifications

All OS s reca vemodfications based specifically aound ther function,
i.ewdsavea. D ay srvice ecificmodifications ae additiona ly
peformedontop of the more generd procedures

You need look nofurther tha the http:/Avww .sansorgtopten.iim list of commonly
exposed vulneg aalitiestoseethereaults All of thevulnerabilitieslisted there all wdl
publicized by thevendors and other int @est groups (newsgoups, mailing lists etg).
Thevast majarity of bresk -ins occur on madi nes for which thereis dmog aways a
relatively easy process to gain informetion and softwaretofixtheissue. A good
hadeningprocess wauldreducethevas mgority of thevu ng abilities liged in the
SAN Stop tendongwitha grea many athe wdl know gpplications and OS related
vunerabilities Thus givingthe or ganization much mare religbility and integrity of its
savices and inf ormation.

Why Hardeninglsn't Being Performed

Thehadest questionof dl to aswe inthepuzzleisthis one. If the many
documented hardening procedures and policies stop themgority o vulnerabilities,
then why isn’'t every onedoing it?
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The vast majarity of adminigrators havetheskills to perfam hardening procedures
onmachines, but don't. Bdow | cover some paertial reesonsas to why thisis the
cese.

Themakeas o the operatingsysems arepatly to damefor thisissue. Almost  every
operatingsy stemthat is instd | ed without modificationto the sandardinstalaion
process will havea number of commonly known hd esin security. If these ramain in
place, and themachine becomes accessibl eby the Intemet, then themachineisi na
high-risk gatetobe compromisad. Becausetheman aim of the OSmanuf acturesis
functionality of the product, security is dftensacrificed at the expenseof fundionality.
How ever the averagesy 2em administraor will have alevd of trust of most  vendors,
inthat they think “ surely they wouldn’t ship an insecure OS’. This levd of trustis

abused on adaily bags with adminigratorsblindly beieving inthe security of anun -
modified operating systam.

Change control of pradudion systems can be d iffiault timing wise Because
hadeningis ever amovingtargd, abigpat of maintaningsecurity isthrouch the
goplication of regularly relessed patichesor updatesfrom vendorsfor their softwae.
Insome environments administrators will generaly ha ve to gothrough achange
contrd process, whi dh i nvolves paperwork, and usually after hours wark to meke
these changes M ost adminidratorsaren't especidly keento say back a coupl e of
timesaweek applyingpachestothar mechines.

The number of p @ches rdeasedis dauntingin their numbe for the average
administraor. If youweetoadd up thecombinationsof OS sandthe gpplications
whichrun onthem, it would not take longto ge large list of productsrequiring
regula updating Itisqui teessy tosee how average adminidrators do not gt
araundtoapplyingthese as soon as is somdimes warr anted due to the sheer number
of updatesrequired. A gan vendorsdo not dwaysmakethe process essy as
sometimes ingructions can be confusingonwh ichservicepadk and minor updateto
aoply inwhich patiaular order, which in itsdf is ablack art sometimes.

Intoday’ sInterne environment gpplicaionshave very fast devel goment oycdes and
usud ly security is thefirst loser in the hunt for thelates t and g eatest kill e function
for an gpplicaionto perform. All developes shoud (in apefect warld anyway)
kesp security issues in mind w hil e goplication developmert isperformed. T his often
savesmoretime in the long run, dueto asmdle amount o f paching/updaingbeng
required.

Interdegpatmentad boundaries confusingresporsibilitiesfor thehardeningprocessare
amg o issuein bigorganizaions. Mog bigorganizationswill have alargeIT staff
covering different areas of respansibility, for  example, servers only, the mail
aoplication, backup only etc. A ssudh different groupshaveveay gpedficandnon -
overlgppingroles Sothehadeningprocesscan bemuddled by questionslike:

Whoisresporsibl efar applyingthepatches fortheOSitsdf ?
Doesthe server goup whichmantans the OSalso maintain the
aopliction, for example I'm intheserver goup ad am responsill e for

the WindonsNT OSonly organizationwide, sowho goplies the ldest M S
Exchange Sever patch? Our graup or themail s erver goup?

© SANS Institute 2000 - 2002 As part of GIAC practical repository. Author retains full rights.



Also the st of generating good hardeningproceduresis someimes viewed & an
unneasssay st by management and they might pref e to place budget money
dswhere A good hardening and build process requires time and extra resour ces.
Upper management might nat alw ays placea priority on the extra costs needel to
achieve caredly built servers, wantingonly to*jug gd it going”.

Risksto an Enter prise If Har dening Isn’t Performed

The potertid risks toanorganization can bequite con sderable if a good hardening
processisnot in place far the building process o dl resources deployed in an
enterprise Theserisks can be put into thefollowing generd categories:

Mondary — FHnarcial L oss rdaing to under peforming and unseaured
resources being used within the orgenization

Productivity —Cast o fixing machi nes afected in terms of end -user and
administraor lost produdively dueto alossof fundionality (server crash
or compramise) and performance

Trust — Loss of goodfaith of ¢ ugomer/users, whichinamoden e-
commercewarld isamust tosuaceasd. Once lost, thisis sometimes
impossibletoregain and if acompany needs thetrust of itscusomersit is
then vitally important toprotect it

Legd —What arethelegd ramifications inyour organizationsfidd of
operationrd aingtoyou information and its security

| fed that time spent on devd oping a strongprocedur ef or thedeploy mert of
respurces initia ly a incgotion, pay sbigdividends in the short, medium and longterm
time periad, intermsof reducingtherisks mentioned aoveto an organizaion.

Condusion

If they is any conclugonthat | would want the readers of this to take avay with them,
itisthis, the moretime spent developingand testing agrongbasdinefora patiaular
resource, the more an or ganization bendits. M ost importantly anaw aeness o the
implications of dangthispracess must be brought to the atertion of, and agreed
upon, by peoplein multiplelevds of an organization far itto bethemost ef fective.
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