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1. Introduction

In red life, you can autherticate a person usng an ID issued by a"trusted” entity.

This ID can be, for example, a pasgort issued by a passport office or a driving

license issued by a depatment of motar vehicle. Howeve, how can you atherticae

peoplein "cyber life' 2. Digitd signature, developed using public -key ayptogaphy,
is a meas for communicaing entities in cyberspace to authenticate themsdves to

eech ahe. Public Key Infragrudure (PK1) provides aframework to generate and
publish public keys securdy and efficiently. Futhemare, PKI should achieve ad

manace trust relaionship among parties wishing to communicate securdy. Different

PKI trust modes have been proposed [1,2]. Inthis pgoer, wepresent the trust modd

introduced in X .509 standard Public K ey Infrestructure (referred as PK 1) and the trust

modd in Pretty Good Privacy public -key cryptogrephic sy sem (referred as PGP).

2. PKI, PGP and Cryptography

In this section, we provide agmerd overview of the ayptogaphic techniques thet ae
essentid indeveloping PK1.

Cryptogrgphic dgorithm is a s¢ o mathematicd fundions used to convet
underdandsble text "plain text" into obscue text "ciphe”, and vice versa The
process of convating plaintext into cipher text is cdled encryption, while decryption
is the process of converting cipher text back to its corresponding plaintext [34]. A key
is an esentid paraneter of the cryptogaphic dgaithm. Different keys produce
different dphers for the same plain tex and using the same cryptogaphic dgorithm.
Therefore, dgorithms are made public while keys shauld be kept privateto insure the
sarey of theenaypted information .

In Private Key (Symmetric) Cryptography , a sinde key is used to enaypt ad
decrypt the text. In order for Alice to serd privae information to Bob, bath shoud
sharethe same key thet is used to encrypt and decry pt transmitted messages. Onthe
other hand, in Public Key (Asymmetric) Cryptography , two different keys are used
for encryption and decryption. A message encrypted using ore key will only be
decrypted usng the other key. Bath keys are mahematicdly rdated, yet not driven
from one anatha. This solves key digribution problan of symmetric ayptogaphy;
every entity warts to engage in private communication with othe ertities over public
ndwak must first gmerde a key-pair. One cdled private which shoud be
confidentid, and the other key, cdled public, which should be pubdished. If Alice
wants to send a private message to Bab, she shoud use Bolbis public key to encrypt
this message. Only Bob can read the message by decrypting it using his own privae

1
© SANS Institute 2000 - 2002 As part of GIAC practical repository. Author retains full rights.



key. The man dsadvartage of public key cryptagaphy, thoudh is that it is mud
slove to process than privde key cryptogeghy. Therdore in practice, bah
techniques have been used. M essages are usudly enaypted using secret shered keys
(symmetric ayptogaphy), then only the secreé key is enaypted using an asymmetric
cryptographicsygem. Snce the sacret key is usudly sharter than the adud messagg,
this technique will result in a mgor reduction in proaessing time if only asymmetric

cryptography is used to encrypt/decry pt nee ded messages.

2.1Digitd Signaure

It is the mog significant gpplication of public key cryptogaphy. The message is first
hashed uwsing a hashing dgorithm, which cmputes a fixed dengh string caled
message digest. Two differet messages will produc e two dffaent digests.
Futhemare, hashing dgorithms are one -way. In other wards, the adud messae
cannot be reproduced using its digest.  If the message changes, the corresponding
digest will dso dhange. This veifies the integity of the message. Digtal signature
uses both asymmetric cry ptogrgphy and hashing agorithm. The dgest of the messape
is enaypted with the senda’s privae key. The recipient decry pts the digest using the
sender’s public key, computes the digest of the message using the  hash dgorithm and
compaes the two results. If they matdh, this verifies the inteyity of the message ad
auherticaes the serder to the recipient. Hgure 1 beow illugrates the mechanism of
gmerdingand veifyingdgtd sigaure.

Signed message

Sgnaure

Sender’ s
Private Key

Sender Recipient
Figure 1. Gererationandveificaion of digtal Sgnatures.

2.2Digitd Certificate

When Alice warts to send a message to Bob, she uses the "pubdished” Bab's public
key to send him her message. Alice assumes that this public key bdongs to Bab ad
na ayore dse But is it possible that someone dse publishes aphony key cldaming
thet he is Bdb 2 Thisis afom of wha is knovn as man-inthe-middle attack, in
which an atacke will impersonate a legtimae user by po sting a phony key thet
cdams to be far the legtimate user. Encrypted daa intended to thet legtimae
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redpient is inercepted and opened by the wrong gy !. In alarge public netwark
such & Internet, with hundreds of million uses, it isimpracticd to assumetha two
users wishing to communicate securely should physicaly exchange their public keys
to ovacome a possille man-inthemiddle atack. The sdution that has been widdy
aoplia is to use a trusted third paty that certifies the publickeys o indviduds who
need to conmunicatesecurdly over apubic network [3].

A digtal certificate is a credantid tha assures the identity of someone which coud

be an individual, a saver, or an organization [35]. This certificae is vouched by the

trusted third party. 1t will be the respongbility o this trusted party to verifying the

identity of the catificate hdder before vouching it. The mostly used standad format

for digtd cetificates is X.509. Fidds of the X.509 catificateindude  the public key
of the certificate holder, a serid number, identification information aou the

catificate holder, a vdidty peaiod nane of the certificae issuer. The catificte is

signed by theprivatekey of theissue.

3. Trust Maoddl in PKI

The main objective of Public Key Infrastructre (PK1) is to provide a framenvak for
the eneration, manegement, and distribution of digtd catificaes [45,6. PKI
combines digtal certificates and Cetifying Authorities (CAs),. Therole of CA isto
be a trusted third party tha issues digtd catificte. Individuds and orgmizations
aoply to CAs for dgtd catificates. CA will therefore, verify the idertity of these
indviduads or organizations, get thar public keys, and issue cartificates Sgned by the
CA’'s private key . A sd o pre-ddinad rues (caled Cetificte Policy) are normally
edablished to indicate whethe a patiaular pesonertity is entitted to get a
catificate. When an indvidud gets a 9gned certificate from a CA, he/lshe uses it to
communicate ova a public network. Other paties may trust the CA thet issues ad
sighsthiscartificae Thistrug hes different components[7):

The CA gystem (hadware/oftward used to issue and maintan cetificate is
secure

The CA’skeys are seaured and have not been compromised.

The process of verifying the identity of the cattificateapplicant isrobust.

The process of maintaining the certificaes and making sure they are still valid
isasorobust.

A nd most importantly, thosewhorunthe CA aetrustworthy .

We may assumetha thereis asinge CA tha is trusted warldwide All certificates
should be gmerded by this centrd, Certifying Authority that evay body trusts.
How ever, this gpproach has some disadvantageous [1]:

If this CA is campromised, dl cetificaeswarldwide will benullified.

This CA edibits a dnde point of falure. It culd be dso a congestion point
with the incressing numbe of catificates
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The assigned sinde entity that runs this eentrd CA  shauld betrus ted by dl
organizations and indviduds in dl urtries of the whole warld. This might not

beacheved inpractice

For these reasons it is imprecticd to havea dnde CA that acts as the only authority

worldwvide. A dnge CA is sutable, thoudh fo r asmal estadishment. For the cases
where a sinde CA is not practica, multiple CAs are maintaned within the PKI

structure. These CAs ae araged in a hierarchy, as shown in Figre 2, to havea
digributed catificate issuance system [3,4]. A root CA, being the most trustworthy
CA inthehigarchy signs other CAs bdow it in the hierarcy (cdled subordinete CA 9),

which can futhe dgn othe CAs in the net levd, or users. This crestes what is
cdled a Certification Chain. An individud signed by ore o the subordinetes CAs
must present thecertificaes of al CA dongits certificate chain.

Root CA

Figure 2: PKI Hierachy

In order to achieve trust between two parties, each should veify dl certificates dong
the chain of certificaes supplied by the ahe paty, urtil each of them reeches the
catificate of aCA that both trug. For example, if use A wantsto communicatewith
usr C, both will verify the certificate chain urtil CA4 which bath should trug.
However, if user B wants to communicate with user D, the verification will end up in
theroat CA [§].

Trust can aso be achieved if cross cetifiction between two dffegent CAs is
edablished Cross certification enables two CAS to trug the certificates issues by
esch atha without following the normd path of the higarchy. This is illustrated in
Figure2 usingadashed line.

In practice, there ae sevad companes waldwide thet issue dgtd aertificates
through their PKI system, they dso help other corpora es, organizations, and even
countries to build their own PKIs VeaiSgn, Entrust, axd Bdtimore are among the
mostly known companies thet provide these services. Some courtries dso implement
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(or plan to implanent) aframevork for a country -wide PK 1 such as the government
of Caneda[9].

Web browsers such as Netscgpe Navigatar and Miaosdit IE incdude certificaes of
many CAs that beongs to different companies such as VeiSgn, enTrust, Deutsche
Tdecom. These catificates ae mnsiderad trusted by the us & of the browser to
vauch for the site catificates that the user wishes to securely communicate with. For
eample, if you have a digtd catificate fran Entrust CA pre -instdled on your
brow ser, then the catificate of any web site sighed by Enturst CA s certificae will be
acepted by your browser. This defaut assumed trust by the browser is somehow
aguede by mary security experts who review these pre -imstdled CA’s cartificates
ad ramove those they corsidaed not trustworthy. Furthermore, there is  dways a
paossiblity thet atrusted known CA will wrongfuly sgn a catificatetoanon -trusted
ertity. A goad example of thisis what happened early this year when VeriSgn issued
two dgta cetificates to a person who frauduently clamed to be a Mic rosdt

employee[1Q.

4. Trust Modd in PGP

Pretty Good Privacy (PGP) is a free public -key cry ptogrgphic system creeted by Phil
Zimmermann in 1991 [3,45]. It uses widdy recognized and reviewed encryption
dgorithms (RSA, IDEA) to encrypt/decrypt an dor sigh messages. PGP is widdy
used for echangng securee -mail over Internet.

Trust in PGP is achieved using the web of trust modd. The underlying idea of this
modé, is that you accept the public key of a PGP use if it has been signed by oneor

more otha trustworthy PGP users In other words, you are relying on trused PGP

usrs to introduce athers. Each PGP user maintains a list of public keys cdled a
keyring. Keyrings can be echanged baween users. When a key is insated, the user

assigns the owner of the key to be:

1. Competetrust: fully trusted tocertify otherspubic keys.
2. Margnal trust: margndly trusted to catify otherspublickeys.
3. Not trusted to cetify others

If you insxt a new key to your keyring, it is conddered vaid if it has been signed by
a least ore campletdy trusted key or two margndly trustedkeys.

Figure 3 depicts how PGP trust works in agtion. The sdid lines beaween each two
pesors indicae tha they met physcaly, eachis conddered fully trustedtoth eothe,
ad they exchenge their public keys. Now, snce Alice trusts Zad, she indudes the
public key of Badr to ha keyring because it is signed by Zaid Bab dso decides to cgt
the keyring of Alice which includes bath Zaid s and Badr's public keys. Th e flaw of
this trust mode gppears when Bob deddes to communicate with Badr. Bob relys on
Zdd to g¢ Badr's key dthough Bob and Zad never me ! [4].  For every trustworthy
friend of you, you are assuming tha he will never cetify someone whose is not
trustworthy. This is a simple assumption that cannat be fuly fulfilled in prectice
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Therefore, the trust modd of PGP is ample and is not gopropriate to useit beyord
securepersond communication [11].

/\
Bob @

Badr

FHgure3 PGPtrustinadion

5. Conclusion

In this peper, we have preserted how trust can be achieved in two dffaent PKI
modes. Thexe modds ae X.509 sandard PKI ad PGP.  The PKI trust modd is
based on Caetificate A uthorities tha generae and manege cetifictes whil e the trust
mode of PGP depends on the trust levd thet individuds can put in people whom they
know to vouch othes atificates. Even if yau trust someone, you may not know
higher standad in vouching others certificaes. Although PGP trust modd is si mple,
it camot, howvever, be usad for aitica gplications where strong authentication is
essentid. The PKI trust mode, on the other hend, is mare complex. However, it can
provide stronger authentication, and henceit is moresuitablefor critical pli  cations
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