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Stronger Authentication Methods:
Biometrics and Public Acceptance

Accounts of major computer systems being compromised in some form or
another make big news stories. When Microsoft gets hacked, the whole world
notices. Unfortunately, for every time this type of story gains national media
attention, there are hundreds, perhaps even thousands of instances of intrusion
which are discovered that don't make it to the 5 O’clock news. Even more
distressing is the untold numbers of intrusions that are not detected or detected
and not reported. Attacks like these threaten the privacy of everyone, people
and institutions alike. They bring with them the growing threat of identity theft.
High tech criminals are stealing people’s electronic identities to log into computer
systems, use theircredit cards, access bank accounts, or a host of other
fraudulent activities. This is not only a threat to the public but to corporations as
well. No bank wants to be known for not protecting the account information of its
patrons. Likewise ho company want’s to be in the news as the victim of the latest
big hack or virus. Based on this it is apparent that the need for better electronic
security becomes more urgent every day. A stronger method of authentication to
prove the legitimacy of a transaction other then the typical use of passwords is
one way to strengthen security. One technology advancement that has the
potential to bring stronger authentication and improved security is biometrics.
Just enabling stronger authentication is not necessarily the biggest obstacle
faced in improving electronic security, the hard part is gaining public acceptance.

Biometrics is quite simply the use of some measurable, unique, physical
attribute for authentication. The most common example of biometrics would be a
fingerprint. Other examples are the patterns of blood vessels in the retina of the
eye, the subtle differences in the iris of the eye, a palm print, facial recognition,
hand geometry or woice print analysis. Many of these technologies are still in
development, so they are seen in science fiction more than in the real world.
However, biometrics, used as an authentication measure, has the potential to
greatly increase the degree of security in many of the systems we use in
everyday life. Before we can understand how biometrics can help improve
security, we must understand authentication and how biometrics could fit into the
authentication procedure.

Authentication is the key to security of any kind. In order to gain access to
a safe a combination is needed; to enter a locked door a key is required; to enter
a secure building credentials and the trust and recognition of the guard is
necessary. Authentication in the realm of information security is the process by
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which a system can detemmine whether or not a given person or computer
system is who they claim to be. Electronic authentication for information security
is invaluable, if your authentication is compromised the rest of your security
measures are bypassed as well. Forthat reason it is of the utmost importance
that we ensure that authentication is as secure as possible and find ways to
implement publicly acceptable secure authentication methods.

One of the best ways to increase the security level of authentication is to
move from one-factor authentication like a password to two-factor authentication
like a password and something else. It is the something else that is important.
The authentication criteriacan be drawn from three sources:

Somethingyou know. — This could be a password, a PIN, mather’s
maiden name, city of birth or anything else that would be unlikely for a
stranger to know.

Somethingyou have. - This would be some type of device used for
authentication, this can also be referred to as asecurity token.
Somethingyou are. - This would be your hand, your face, your woice,
your eyes or any other measurable physical attribute that is unique to
you.

There are two types of two-factor authentication. One is a combination of
‘something you know and ‘somethingyou have’. The cother is a combination of
‘something you know and ‘somethingyou are’. Two-factor authentication using
‘something you hawe’ is achieved using a security token of somekind. The
security token is typically an electronic device, like a smart card, with information
that needs to be accessed in some way during authentication. Two-factor
authentication using ‘'something you are’ is biometrics. Biometric authentication
systems use information based on some kind of physical measurement of your
body. This data is then stored in a template to be used for comparison against
data that is collecting during an authentication attempt.

Why do we need to use two-factor authentication? One-factor or password
authentication may not be strong enough for many situations. The problem with
simple password authentication is human nature. In general we do not like to
remember more than we have to. When it comes to selecting a password we
have a tendency to pick something that is easy to remember and/or easy to type.
Unfortunately if the password is easy to remember or type it is usually also easy
to guess (or crack) and opens up a potential security breach. One possible
solution to this would be to require users to use more complex, strong
passwords. Unfortunately that creates another problem: people don’'t remember
the more complex, strong passwords. Many people write down even their simple
passwords, consequently, more complex passwords are even more likely to get
written down, left on desks, under keyboards, or even stuck to the monitor!
Again this opens up a potentially serious risk. Even if youcan get everyone to
use strong passwords and remember them without writing them down, you still
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have a potential for breach via social engineering. Social engineering could be
as simple as someone asking for and receiving a password or a more complex
scheme involving someone pretending to be a bank representative and asking
for account information over the phone.

Two-factor authentication using biometrics may very well be the key to
increasing the security of the information we use everyday. Biometric based two-
factor authentication has several advantages over two-factor authentication using
a security token. Security tokens can be lost, stolen, or sometimes even
duplicated. Also, security tokens are something else that needs to be
remembered. Itis quite annoying to go tothe ATM and realizedyou left your
ATM card onthe dresser. Likewise it would be frustrating to need your security
token and not have it withyou. When using biometrics as the second factor in
two-factor authentication the factor is ‘something you are’, therefore, you can not
forget to bring it with you. (I hate when |leave my hands onthe dresser in the
morning!) Itis also very hard for someone to duplicate or steal the means for
biometric authentication. If presented inthe right way, perhaps the public could
accept the added security with the convenience of not adding another object to
carry with them ewvery day.

Unfortunately, we are still on the cusp of the age of biometrics. It is
apparent that using biometrics in conjunction with a password is much more
secure than a password alone. It would also seem that biometrics is a better
method for implementing two-factor authentication than using security tokens.

So the question becomes: How do we mowve biometrics from the realm of science
fiction toscience fact? Science fiction may be part of the problem, biometrics is
often tainted by its portrayal inscience fiction movies. It is often portrayed as
part of a complex and sometimes invasive security system. In general people
don’t want to be bothered with anything they perceive to be too complex. They
don't feel the level of security used by covert militaristic organizations is
necessary in the lives of everyday people who don't have secret documents and
stolen gems to protect. Thus biometrics is perceived as being complex and
excessive and faces a challenge in gaining public acceptance. Another area
where mowvies hinder acceptance of biometrics is convincing people that
biometrics is, in fact, more secure. In many movies, biometrics are frequently
easily defeated by the likes of James Bond or Ethan Hurt. It seems easy
enough to the audience to duplicate a finger print on a thin plastic-like material
that generally resembles Elmer’s glue. What'’s the point in using biometrics when
it seems so easily compromised?

Other areas of public concern that may be fueled by movies, books, media
and commonly held ‘conspiracy’ theories include public safety and privacy. The
apparent invasiveness seen in the use of biometrics in some movies may raise
public concerns as well. People are against the idea of having ‘lasers’ (or other
light) shined intheir eyes to do aretinal scan. Ancther invasive biometric seen in
movies is the DNA scan using a drop of blood drawn from the finger like seen in
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the movie Gattaca. Public safety is another threat fueled by these portrayals.
The plot to circumvent a biometric scan often involves the murder of a security
guard so that the evil spy can use his handprint or something of that sort. People
don't realize that a biometric scanner wouldn't recognize a dead hand. The last
and mast important concern is privacy and the misconceptions that surround it.
People are afraid of an ‘Orwellian’ society in which there is no privacy from the
government. It would seem the public is greatly concerned about privacy.
However, often the same people who are afraid that big brother is watching are
the people who leave their password stuck to the monitor. Nonetheless privacy
is a valid concern with biometrics and is something that must be addressed.

Privacy and its perception is a key hurdle that must be overcome in order
for biometrics to gain pubic acceptance. There are privacy advocate groups that
are making efforts to keep the use of biometrics from becoming common place.
One such group is “Fight the Fingerprint” the first line on their web site reads,
“We Stand Firmly Opposed to All Government Sanctioned Biometrics and Social
Security Number Identification Schemes!” Groups like this use privacy as an
angle to helpto fuel the fire and try to keep biometrics from becoming a prevalent
technology. Many people have concerns that biometrics will be used as a
suneillance technology. It can also be seen as another way to dehumanize
society and make all of us a series of ones and zeros in a database somewhere.
What people fail to realize is that biometrics itself would naot be the cause of such
a problem. The collection and use of the data for personal security should not be
a concern. The concernshould lie in the potential misuse of the information
collected. When someone begins using biometric authentication for any
purpose, it is done with the assumption that the data will only be used to
authenticate him or her for access to a specific area or senice. The danger in
misuse lies in the ability to use a biometric identifier as the means to link sewveral
different databases to the same user. This would allow the data to be used for
purposes not intended for at the time of collection, this could be refereed to as
“function creep”. This takes away control that a person has over his or her own
information and identity. It is interesting to note that Biometrics can actually be
used as means of addressing the issue of “function creep”.

There are alsotechnological concerns regarding biometrics that must be
addressed before there is a wide spread implementation. Many of these
concerns are already being addressed, and have been addressed in other
countries. However, it is important to note that these situations exist. One major
concern would be the theft of a biometric. Although it is very unlikely, it is
possible that someone could compromise a biometric authentication system by
somehow impersonating the actual user. This creates an interesting problem
because there are no ‘password resets’ in biometrics once someone has the
means to impersonate biometric datathat biometric authentication is
permanently compromised. This makes it extremely important for biometric data
to be secured. It may be possible to minimize the risk of this by ensuring that the
means to recreate a biometric is never stored in a database, because if the data
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exists it can be hacked. Another technology hurdle that needs to be addressed
is how to handle dismemberment or death. You only have one left thumbprint
and should you for some reason loose your left thumb or anything that it is
attached to you no longer have your biometric. Intrinsic to the security of
biometrics there should be no way for an administrator to ‘reset’ a biometric
without the active involvement of the authenticated user. There are several ways
that this may be addressed. They would most likely need to involve some sort of
two sided authentication involving either the user or their heir (or boss in the
event of a termination with in a company) and a system administrator to complete
a reset of the biometric.

There can never be public acceptance of biometrics until the public feels
that their information is safe and won't be misused. One of the keys tothis is
policy, like a good security policy in a private company; there must be good
legislation that protects people’s rights. As in a good security policy, the public
should be aware of the policy / legislation and thereby aware of the rights they
have as a result of the policy / legislation. As always the policy or legislation will
mean little if it is not enforced and contain a mechanism to change as the
technology or public needs and demands change. Along with the proper laws
and policies there must be proper use of the technology. The proper use of this
technology must also be enforced with good laws and policies. There are
legitimate concerns for the misuse of biometric data. Most of these concerns can
be addressed through proper use of the technology. Alan Greenspan is quoted
as saying, “Indeed, the most effective means to counter technology’s erosion of
privacy is technology itself.”We need to be sure that a biometric is not used as a
global identifier that could potentially link multiple otherwise unrelated databases
to the same person. To accomplish this, the actual biometric data should never
be stored in any database. Instead biometrics should be used in conjunction with
encryption, potentially in a situation where the mathematical representation of the
biometric is used as the encryption key. This would insure that the biometric
itself could not be used in anyway against the user.

Anotherkey to public acceptance is education. Education is important
regardless of whether biometrics is being implemented internally in a company or
if it being introduced to the public for use at ATM machines. The people who will
be using this technology on a daily basis must be informed so that they
understand the benefits as well as the risks of biometrics. Perception is very
important here. The users must be shown that the process is safe, secure, and
easy to use. If an effort is made to get the public to understand biometrics and
not fear it, we will be that much closer to more secure information environments.

In addition to the more superficial concerns there are some psychological
issues that must be addressed. Some people subconsciously consider the need
to identify oneself distasteful and biometrics takes this to the ultimate level. For
many it creates an atmosphere that questions a person’s reputation and
trustworthiness. Ewveryone feels more comfortable “where everybody knows your
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name;” where everyone recognizes your fingerprint is more reminiscent of Big
Brother then a friendly neighborhood bar. Also, because of the association of
fingerprints with law enforcement providing fingerprint information is sometimes
seen as an embarrassment or as an accusation. Therefore it is important that we
address the psychological perception of biometrics as well. It must be portrayed
as something that is normal and something that every upstanding citizen should
want to do to protect his or her identity. Also every step should be taken to
ensure that the public is confident that their personal information is safe and that
biometrics is part of the means for maintaining that security.

Perception often translates to reality in a person’'s mind. Public perception
of biometric authentication methods can be difficult to overcome. Fears include
technological fears that the device may harm them in some way. There are also
some religions that may not allow the use of certain biometric devices. Along
with the other concerns that have been addressed in this paper it seems that
public acceptance may be a daunting task. It is important to recognize that these
feelings and fears are not necessarily the norm. Normal or not it does not make
these issues go away. With proper laws, policy, education and the proper use of
this technology we can gain public acceptance of biometrics. This will make it
possible to make a bit of science fiction become reality and our data and
identities will be more secure. Now we just need to work onthat “Beam me up!”
technology.
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