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Introduction

Fragmentaionistheterm givento the process o breakingdown an IPdatagram into
smdlea packestobetransmitted over different ty pes of nework mediaand then
resssemblingthem at theother end. This processis aninteyd pat of thel P protocol
ad iscovered indepth inRFC 791.

This pgpe will gve abrief desaiption of fragmentation, describesome common
fragmentaion attacks and loock & sameof themeasuresused to prevert them. It will
a0 discuss someof theprol ems fragmentation attacks haveon twowiddy used

commercial firewa | and ID Spack ages.

IP Fragmentation

Sowhat isfragmentation and isit always bad?

WEell the answer to this questionis adefini teno. As discussed earlier fragnentetion is
anintegd pat of thelP protocol and without it thelnterne could not opaate aswe
know it today.

Fragmentaionis necessay in order for traf fic, which isbang sent acrossdifferent
typesof network mediato arivesuccessfully a itsintended destination. Theresson
for thisisthat diff erent typesof network mediaand pratocols have different rules
involvingthemaximum sizealloved for dadagramson its network segnert. Thisis
know n asthemaximum t ransmission unit o M TU.

Soin order totransmit adatagram across anetwork segnent which has aM TU

smdl & then that of the packd tobetransmitted fragmentation is required.

Inorder for afragnented padket to be successfully reassembl el a the degin  aion
each fragment must abey thefollowingrul es:

Must share acomman fragment i dertification number. Also known as fragment
Id

Each fragment must say wha itsplace o offset isin the original unfragmented
packet.

Each fragment must tell the lengh o f the data carried in the fragment.

Finally the fragment mug know w hethe mare fragmerts followv this one.

All of thisinformation will be contained inthelP header. Thehealer will be placed

inan IP datagam followed by an encepsulaedfragnent (TCPI Pfor Frevdlsand
Intruson Detection Course notes SAN SD aling Habour).
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Thefdlowingdiagran shows the breakdown of anIP fragment, which diglays the
e ements &s stated aove.

20 4000 bytes of ICM Pdata

8
» y v .

4028 totd bytes in IP datagram

IPHexder
ICM PH eeder
1500 bytes 1068 bytes

Ethernet MTU = 1500
Orig nal 4028 byte fragment broken into 3 fragments of 1500 bytes or less

Diagran: (TCP/IPfor Firewdls and Intrusion Detection Course nates SAN SD aling
Harbour P4-8).

Thefdlowingisthe TCPdump output of the samefragnented datagram displaying
how the vari aus componentsabove are dsplay ed.

ping.com > my host.com: icmp: echo request (frag 21223:1480@0+)
ping.com > my host.com: (frag 21223:1480@1480+)
ping.com > my host.com: (frag 21223:1048@29%60)

nates:

21223 isthefragment 1d
1480 in thefirst twofragments and 1048in thel ast fragnent shows the number of
databytesin the aurrent fragnernt

Thelast number of eachfragnent shows thefragment of fset
The +signinthefirg two fragmentsind caethat morefragmentsfol low

TCP dump: (TCPIPfor Firewvals ad Intrusion D dection Coursenotes SANS
DalingHarbaur P4 - 16).

Typesof Fragmentation Attadks

There are numerous ways inwhich atackers have used  fragmentaionto infiltrateand
causea denid of serviceto networks, someof theseare discussed below.

Ping O’ Death Fragmentation Attack
TheRng O’ Degh fragmentation atack is adenial of service @tack, which uilises a

ping sy stem utility tocr estean IP packe, which exceeds the maximum alowabl esize
for an IP datagram of 65535 bytes.
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This atak uses many smd | fragnented ICM P padketsw hichw hen reassembl ed at
the destination excead the maximum d low &bl esizefor an1P detagram. Thiscan
causethevictim host to aash, hangor evenreboot.

This a@tack has however beenaround for quite sometime and dl operaingsysem
vendars should hav efixes in place to rectify this problem. It is hovever essentid to
ensuretha you havethelaest patch esinstdledfor your operaingsy gem.

The Tiny Fragment Attadk

This @tak uses amall fragmentstoforce same of the TCP header informaioninto the
next fragment. This may produce acasew hereby the TCPflags fiddis forced into
the second fragment and filte's that attempt to drop comedionreguess will be unable
totest theseflags in thefirst octd thereby igroringthem in subsequent fragments
This atack can beused to circumvent user -defined filtering rules. The atacker hopes
thet afiltai ngrouer will examine only thefirst fragment and dlow dl other
fragmentsto pass

This @tack can be preverted a the route by enfordngrul es, which govemn the
minimum sizeof thefirst fragment. This first fragment should bemade la ge enough
toenaureit contans dl the necessay heada information.

The Tear drop Attack

Thisisalo adend o savie atack tha can causethevidim hog tohang crash or
reboot, aswasthePing O’ Death attack.

Theteardrop attack utilises the weskness of thel P protocol resssembly process. The
teardrop atack isaUD Patack, which uses overlgpping offset fields in an atempt to
bringdown the victim host.

Thistypeof atak has dso been aroundfor sometime and maost operdingsystem
vendars havepatdes availad eto guard aga nst this sort of mdicious activity.

The Overlapping Fragment Attack

Another variaion ontheteardrop attack tha dso uses overlappingfragmentsisthe
Overlgpping Fragnent Attack. Thisattack however isnot adenid of serviceatt ak
bu itis usedin an atempt tobypassfirevdlsto gan access tothe vidim hog.

This &tak can be used to overwritepat of theTCP heada information of the first
fragment, which contained datathat wasalowed to pass through the firewal, with
madi cious datain subsequent fragments. A common exampleof thisis toovewrite
the destination part number to changethe typeof service i.e. changefrom port 80
(HTTP) topart 23 (Telng) which would nat beallowedto pass therouter in normd
circumst nces

Ensuringaminimum fragnent offse isspecified intherouter’s IP filtering code can
prevert this attack.

The Unnamed Attack
Thisatak isyet anather vari ation on the teardrop attack thet atemptstocausea

denial of serviceto thevictim host . This time however thefreagnentsarenot
overlgpping but are aeaed in such away thet thereis age creaed inthe fragments.
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Thisisdone by manipulaingtheoffset vaues to ensurethere are parts of the
fragment, which havebeen skipped. Someopea ating systemsmay behave urreiably
whenthisexploit is used upon them.

Sane K nown Vulnerahilitiesin Chedkpant Firewall -1and ISS Real Secure

Fragmentaion atacks have beenused & atool by d@takerstoinfiltrate and cause a
denial of serviceto networksfor some timenow. May commerddly avaldde
saftware packages have expeienced vulnerabiliti esw hen faced with someof the
atacks liged previously. Two well -known packages thet have been susceptibleto
these atacks a e Checkpoint Firewdl -1and Interng Security S/stems (1S9

Real Secure Intrusion detection sy stem.

Checkpoint FHr enall -1 Vulneg abilities

Checkpoint Frewdl -1 is one of themore widely used firewdl produds on the mark 4.
By dangasearchon thelnternd for Checkpoint Hrew all-1 vu ne abilities| came
aoossseveral vulnerabilitieswhich arerelaed to fragnentation. Theseareddailed

bd ow.

IP Fragment-driven Denial of Sarvice Mulngahility

This wil ne ability wes discoveredl by Lance Spitzne ( lance@spitzner.net) and has
been confirmed by Checkpoint. Tesingby Checkpoint has confirmed that veasions
4.0and 4.1 of Firewd| -1 areaffected. Earlier versionsof the product were nat tested

This wul nerability exploits theway Hrewd -1 hend esfragnented pakkets. FHrewal -
lisaSatefull Ingpedionfirevdl and faor security reasons it reessembl esall IP
fragmentsof adaagram priar to ingection aga nst thesecurity pdicy. Thisis done
inorder to guardagainst attackssuch ast heOverl goping Fragment attack as discussed
inan earlier section of this paper.

Inorder toidentify and audit atackssuch asThe Ping O’ Death Checkpoint added a
mechanismto Firewdl -1to logcertain events that occur during the fragment
resssembly process. This however can cause apossible denid of servicetothe
firewdl. AsHrewdl-1 reassembl esthe entire packet bef ore sending it onit is
passibeto send anumbe of incompletefragmentsto the firewdl which can neve be
resssambled. Thiswil | cause thelogging mechenian to consumeall host CPU
resources on the Firewd | -1 gateway hence rendering the firewd | inoperable.

This wul ner ability hasbeen addressad inversion4.1 sevice pack 2(S2) andverson
4.0servie pack 7(SP7). Thelogging m echaniam has been modified in theseservice
packsto consumeminimal CPU cydes.

Asanintaimfixhoweve it is possibl eto dsable the consoleloggngby entaingthe
fdlowingcommand on the Firewa | -1 modu e command line:

$SFWDIRbiInfw ctl debug —buf

Futhe information on this wulnerability canbefound a the followingsite:
http:/Avww .checkpoint. omtechsupport/deats/ipfrag dos.himl
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One-way Comection Enforeement Bypass

Stes dlowingpratomlsemploying unidredional dataflow connections (such asFTP
ad RSH STDERR) ae susaptibleto this wulnerability.

This wul ner ability made it possible to bypass Firewal -1's normd directionality deck
by using peddly fragmented TCP connectionrequests or by closngandregpenng
one-way TCP comedions inconunction with certain complexmulti -conmnection
protoaols.

This wul nerability hasbeen addressad inversion4.1 sevice pack 2(S2) andverson
4.0servie pack 7(SP7). Theseservicepads featuretighter control of directiondity
checkswhichwill prevent malidousbadk -chame communicaion

Futhe information on this vulnerability canbefound a the following sites:

http:/Av ww .checkpoint. aomitechsupport/dats/one way .html
http:/heworder.box.sk/showmephp32d=2622

Inter net Security Systems (1SS RealSecure Intrusion Detedion System Vun  erability

I SS Red Secure isone of themaore widdy used Intrusion Detedion System products
onthemaket. By doingasearch onthelnternd for Real Secure wulnerabil ities |
came across the fol loving vulnaability which aerd aes to fragmentaion A
description of this vu nerability is detailed below.

Real Secure RXll Denial of Service Vulnerability

This vl ne ability was discovered by theM oduo Security Labs Team and has been
confirmed by ISS This wlnerability affects vasion 3.2 of Red Secure.

This wul ne ability uses IPfragmentaionto cause adend o savicetothe Real Secure
enginecawsing it to aash

A falurein thetreatment of fragnented padkets with the SYN flag set causesthe
immed atefalurein the Red Seaureengne, disablingthe intrusiondeection.

On the Sdarisversion of Red Secure the engineservicefile (* network_engingé) is
disbled, causingacare dump memory filecregion Theevet isimmediady
reported through theRed Seaur e console

OntheNT vasion, the engre (* network_engne.exe ) hasa different bug The
savice dter aashing redarts immediately, generatingaWindowsN T A pplication
Log event. A large and continuaus srean of thesefragmented packets (SYN Flood)
take the processor load up to 1002 thusrende ring the Real Seaur e eng ne inoperable
ad unable todetect any othe atacks.

Inorder toredify this vulnerability youwill need to apply the3.2.2 pach, available
fram Intemet Security Systems Customer Support ( Support@iss.net) .

Futhe information on this vulnerability canbefound a the following sites:
http://xforceiss.net/g atic/5133.php

http:/Avww .security focus.com/archive/1/77548
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Condusion

Asyau can see fragmentation is anecessary pat of thel P protocol but it hasalso
been used extensivey by atacka's to circumvert and bring dovnfirewals and
intrusion detection systems.

Althoughmog of theattacks described in this papa have beenaround for sometime
they gill can cause problemsif your sysems are nat updated to the latest versons of
péaches and sa vice packs.
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