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Introduction

Theincressi ng sgphigicaion and complexity of virus development isameatte of
geat ooncernforthel T industry and goverrment/businessas aw hole

Fighting virusinfectionsused toinvol ve an endless and pesigent cyde o scanning

al of anorganisgions’ informaion sysem assts, dl while still monitoring incoming
emalsandinternet downoads. If (or when) an outhresk did oacur, it wasnecessay to
co-ordnate acomplde powe -downand cean proaessfor thedesktop envirorment.
Destroyed or infected fil es were recovered from backups dter an @tak, and thegycle
of scanning started again - businessas usud.

Developments inthe complexity of virus -generation techniques have made thetask of
virus def ence afar greste chd lengethan ever before. Previowsly, virii were
caalogued accordngto payload, propaggtion, and any stedthtechniques. It hes now
becomeincressingly difficult to categorise virii under thissimple scheane asthe

diff erencebetw ean virus, warm, trgan horse program and backdoor has burred ¢V,

This pgpe isan ovaview of the gared maicious agaets It exanines thosetha
require human interactiontobetriggered (virii andtrojan horse prograns) - and those
thet donat (worms). Thus there aretwobroed categories that also identify theadua
vunerabilitiestargeted:
for virii and trojanhorse prog ams, thetrue risk stems from  exploitation of peple -
iethose thet execute anything - qullibility isessentid for these attacksto succeed,
forwarms thetruerisk stemsna fram people (more likely the lack theredf!), but
exploitation of vulnerabilitiesin operating systans and applications

Fdlowingarethe types o attacks that ae execued by mdicious agerts.
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Virii

The Availability Attack: Love Bug ™

ThelLoveBugisa VBSxipt -based anall virusthat spreads viaemail. It propaggtes by

usngM iaosdft Outlook andmiR C dients.

Impacts

Vulnerahility class

Conficentidity

People

Downloads apassward geding
trgan horse program from a
patialarintend site

Socid engneering aped - people
cannat resst the “hodk”

Avallability Practices
Effect of propaggtion technique - Defaut saipting configurations -
affected systemsmay casea goplications and operating systems

Denid of Servicetoothe systems
or networks and may deletefiles
from the infeded sygem

auomaticd ly runmning saipts

Overdl the LoveBug will beremembered mostly for its massive avail ability impact.
It’s effectiveness can partly be atributedtothesoda engineering aspect and partly
atribuedto the vulneraality of thedef ault scripting setings of thetime. Better

examples of confidertidity atadk follow.

The Confidentidity Attack: W97M/Caligula 2

WOI7M /Cdigula is aWord macro virus withan attack dreded against thepopula
PGP (Pretty Good Privagy) encry ption progam. The virus spreads by kegoing it's
codein afilecal led c:\iovxd and passibly thefilespictureexe and nate exe

Impacts

Vulnerahility class

Conficentidity

People

PGP scrdé key compromise - the
virus locaes the secret keyring file
of PGP ad triesto FTPit toasite
inthe codebr eakers.orgdomain
(was ftp.codebregk ers.org and the
incomingdirectay). If the attacker
can break thepassphrase they can
then gpen PGP encrypted files sent
tothisusa.

Avalability

Practices

Wesk passphrasefor PGP key -
passphrases ae awek link in

public key cryp tography
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The Confidentidity Attack: W97M/Marker %

WI9M M arke (dsoknownas HSFX) is apolymarphic Word macrovirus.

Impacts

Vulnerahility class

Conficentidity

People

Some variants of it collects the
user i nformati on from Word and
use FTPto send it over the
inernet. Variantsadd alog & the
end of thevirus body for every
infected user. Thislog contans
infformation for system time, date,
usrsname ad adress. Vaiat
‘C -triesto upload the lodfileto
ftp.codebreskersorg. Ths virus
opensup thepossibility to creste
largelistsof wlnerabedtes -
geat for afuturetar get -gecific
atacks. Thisvirus ‘recons’ for
others

Avalability

Practices

The ‘Mutating’ Attack: Hybris '™

Thisvirus hasthe ability to intercept da ta (including email) tha issent and received
and scan it for email addresses. Thevirus then prapagaesby modfying the
WSOCK R.DLL fileto dlow it to @tach itsdf to theintercepted email addr esses.

Theinteresting agped of Hybrisis the aility it hasto mutate /evdveasthe
behavi our and f unction of Hy bris degpends on plug -insthat are enayptedin the body
of thewomm. Hybrisattenptstocomed tothenewsgoup dt.comp.virusto post its
own plug-insand download newer versions. Theseuplo adableand dowvnoadable
plug-in postsareintended far the running worms to updatethdr behaviour.

Examples of the behaviaur of someof theplug -insare
» Infectingdl EXEfilesinZIPand RARa chives; and

» Propagating itsdf toremote machines compro mised with SuibSeven
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Numeous mutationsof this virus have been seen and a e wntinuingto befound.

Impacts Vulnerahility class
Confidentid ity People
Ability tointercept detaincluding Socid engnesring aped -
emails - plug-ins give patentia for parnagraphi c-relaed message ad
incressedrisk inthisare a atachmerts. Plug-ins have
incressedtheef fectiveness of this
impad
Avallability Practices
M ail servers may suff er increased Plug-ins gvepotentid far
load & the worm propagtes incressedrisk inthis area
meaking thoseserversungable or
unusable - plug-ins gve potentid
for inaessedriskin thisarea

Trojan Horse Programs

The Remote Contrd Attack: NetBus ™™V, Bad Orifice 2000”2 and SubSeven " ?

NetBusisnot redly avirus, but atrojan horse progam. Somefeguresinclude
open/closetheCD -ROM tray once o inintervas, svgp mousebuttons, start optiona
goplications, shutdown Windows, reboat, logoff or power off, cause defaut web -
brow ser toload aURL, key loggng scre ershats, updae with plug-ins, record sounds
thet the microphone catch, and full fil essy $em access.

Back Orifice 2000 isthenew veasion of thef amous B ack Orifice backdoor trojan
harseprogam. It wes created by the Cut of theDead Cow groupinJuly 1 999. Some
fedures incl ude rebooting, locking up sysem, listing of passwords, key logging, TCP
file ssnding, adding and removing network shares, process cortrol, full accessto
Registry, complaefile access, and srve control (plug -ins).

The SUbSeven Window sbadkdoor wasfirst discovered in M ay 1999 and is usudly
digributed under different nanes vianewv sgoups and emails. Recent versions of
SbSeven comewithasave configuraion utility adlowing it to austomisethe saver.
Some features include op en web brow se to specific address, restat windows contrd
and configuremauseand keyboa d behaviour, recard sound from remotemiaophone
ad videofrom camea, opera eCD -ROM Drive, dter display resdution, get detail ed
window sinfarmaion (vasion, dired x version, etc), seaver cortrol (password, update
close, stat ftp server), 1CQ, IRC, e -mail connedion, saeen cepture, flip screen, it
regstry, and pradicdly full filesystem cortrol.
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SbSevenisrecognised as beingthe most advancedtrojan  horse progam avail able.

Impacts

Vulnerahility class

Conficentidity

People

Oncetrojaned - nothing is sacred

Availability

Socid engnesring aped - usudly
comesviaan inf ected attachment
or newsgroup posting

Practices

Oncetrojaned - you aenot in
charge anymare until you

Trojan horse servers generally
atempt tolisten on anon-

discomed privileged part - inadequete (or
non-existent) firewvals or intrusion
de ecti on sy stems arethethresat
Worms

The Fully-Automated Attack: Netlog/ Network. vbs™ ™

Netlog/ Network.vbs -Visud Basicwom - When exeauted, theworm entersin an
infinite loop. Thew arm begins the loop with the generation of random IP class C

subnet addresses, scanning for window sfil e -shares named"C" fram eachaddress If
ashare isfound, the worm mapstheremote drive tolocd machineand copiesitsdf to
vaious areasincdudingthe startup dredory. Thisis obviously theinfection routine
aswhen theranate machineis restarted, thew orm will be executed. Findly thewor m
takes the next address inthe subnet, or dhoosesthenex random I P address and starts

again.

Impacts
Confidentid ity

Vulnerahility class
People

Theworm has ful accesstoany
documents onthesha ed directary
—potentid impad heeis high.
Also the noisethis worm generaes
soon dtracts alot of attention, dl
heading your way aseveryore will
know you have been inf ected

Functiondity ove security —usa's
emablingfile shaingof ther entire
had drive

Availability
Theworm generd es alot of
netbios nasew hen scanning for
shares If enoughinfected PCs ae
s@nningyour subnet then this
couldcog you afair anaunt of
bandwidth (and money if charged
for trefic by themegpbyte)

Practices
Procedures (or lack of) dlowing
inadequately secured Window's
instd lations
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Ramen is aworm w hich propagaesviaRedhat 6.2 and 7.0 default ingd Is (although
has patentid to crossto athe linux). It atempts toinfect the system by exploiting
three known securit y vulnerabilities - found from wu-ftpd, rpcstad and Ipd services.
Ramen replaces dl " indexhtml" pages on the system ind udingtheweb save’s, if
ore isrunning, with itsowvn ™2,

It dso adds it<elf to the "/etc/rc.dresysinit” filecausingthe  wormtobe active after
the systemisrestarted. Ramen aso makes changesto the systemto effectivdy
disble vu nerable savices, 30 Ramen will not inf ect the systam again Finally the
wormwill scan random dassB subretsfor vulnerable hosts ad, if  such hosts are
found, infect them. Variantsexig whichingd| a backdoor and adstributed denid of
savice agent intothe compromised system ™4,

Impacts Vulnerahility class
Confidentidity People
Key privileged information is Usersoften are running servi ces
avail ableto this worm —eg the thet they do not want or need

passwordfile ifconfig
information. Also consider impact
of defacement and sanningon

publicimage

Avallability Practices
Obviously when Ramen shuts Procedures (or lack of) dlowing
downthevulnerableservi ce on the inadequately secredOS
RH instdl those srvices are instd lations —paticu arly
unavdlabe Alsothewedbsite, unpatched and old versions of
ba ngdefaced, is unusad e patiaul ar services are a risk

The Ful ly-Automated Attack: Lion ™

Lion —aworm which propagatesvia Linuxon x86 platforms with unpatched BIND
savices but culd be expanded to other UNIX platforms. Affected versions o BIND
include8.2,82-P1, 82.1, 8.22-Px and8.2.3-bda

Theorigind version of theworm ingalls arootkit to hide itself, replacing many
sysgem utilities. Newer versionsof the Lion Interng worm havethe patertid for
causing much mare damagethan origindly expected. In addition to atomatically
propageting itself, t hew orm installs multiple backdoors and the Tribe Flood Network
(tfn2K) digributed denial of service(DDOS tool. Theorig nal version of thewom
simply propagates and installs asind e backdoar. Should thetfn2k tod be adivaed,
adl infected machines could be usedto perfarm alagescdedistributed denid of
saviee atack.

Impacts Vulnerahility class
Confidentid ity People
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Asfar Ranen — key privileged
iformation isavailableto this
worm — gy the passwordfile
ifoonfig information. Also
consider impact of def acement and
saanning on public image

Usersoften are running servi ces
thet they do not want or need

Avalability

Practices

Lion trojans progams ad this
means areingd | andthus some
downtime Beingaplafamfor
DDOS means likey network

congestion

Unpached and dd versionsof
patiaular services arearisk. Lack
of IDSor firaval wachingfor or
blocking incoming connectionsto
unusual ports

The Fully-Automated Attack: Adore™

The Adorewarm propaggtes viaLinux on x86 p latforms explating vulngable
vasions o thesaviaes LPRng, rpc statd, wu-ftpdand BIND . A sfor both Ramen ard
Lion befareit, A dore could quitepaossibly be altered toinfect UNIX platforms as

well. Likethe other worms, A dore scans Linux hogsto dg erminethar vul ne ability
(W-4)

Theorigind version of the Adoreworm trganed only onesystem binay (ps), and
movestheorigind to/ug/bin/adore. It thenattampts tomal thefoll owing
information: /etcftpusers ifconfig ps -aux(usingthe untrg aned binay);
/root/bash_history; /etc/hosts; /e c/shadow to extemad addresses:

ador e9000@21cn.com, alore9000@sina.cam, adore9001@21cn.am,
adore001@sna.com. Theworm then runs abinary caled icmp which listens far a
specific connection, port and pac ket length bef are dropping a rootshell to dlow
cmne(:&vi(gﬁs. The specifics can be configured intheicmp tarbal whidhispart of the
worm™ 9,

Adoredso sdsup aaonjobin crondaly torunand hideitsdf and reboot - but
without renovingthebadd cor.
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Impacts

Vulnerahility class

Conficentidity

Asfor Lion and Ramen —key
privilegedinformationis avalable
tothiswom — egthepassward
file ifcorfig infarmaion Also
consider impact of def acement and
saanning on public image

Users often arerunning services
thet they do not want or need

Avalability

Practices

Trojans programsthus apossible
renstal and necessary downtime.
Bangaplatform for DDOSmems
likely network congestion

Unpached and dd versionsof
patiaul ar services arearisk. Lak
of IDSorfiraval wachingfor or
blocking incoming connectionsto
unusual ports

How to Cope

Beway o hypeand irraiond fear ebout virii. If you takea controlled approechto
virus protection and control, therisk of damage can bemanaged (“V.

Understanding yaur enemy isvital. Anti -VirusFAQsaeagood sart for badcground
information, for example - new sgroups such as'dt.comp.virus and'Virus -
L/comp.virus' (¢2¢3) The main anti -virus softwarevendars aso publishwh ite papers
and technicd tipsonvirus de encethat are worth checking

Common-sense must prevall :

From theFA Qs mentioned sbove (“2 <3 key stepsareto:
Say alm —fiveminutes of rationd thinkingwill not causetoo muchmore

damage but ahagty decis onmay;

Try toget expert hep bd ore anything dse;

If youarean 'expert’, then gd thelaest infarmaion onthe specific virus;

Do nat atempt to continue towork with aninfected system. Disconnect from
the ngwark, ondde poweingdown un til expert help arives;

Check other machi nes/systems connected tothe infected compute;

Do na exchangefiles beween infeded andnon -inf ected machi nes; and

Get dl daadeviaes onnectel toinfected machines and check tham dl. You
may needto consider all dataontheinfected systems corrupt ar untrustwortty .
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Prevertion isbetter thancure*:
Implement aDaa Sxeening Policy:

» Emal anddocument checking - never trust emdl atachments;

» Faegn Disks - enforce astrict codeof pradiceregarding fore gn disks; and

» Downloads/ Quaantine - quarantire files downloaded from the Interret.
Anti-virus softw ae vendors offer sd utionsthat have altomated: server -sdescanning
and monitoring of warkgations on anetw ork; defintion updates; endautomae d
uploads and quarantinesof infededfiles However, remember tha this softwareis
only & good asits current daabaseon new virii. Updaes shoud be done daily or a
least weekly.

Also keep your operational systansup -to-dete. A nti-Virus vendors exp ed torelease
their softwarefor the latest version of operaingsysems. Be avare of whet new
trends have beenobserved of | ate, for example - virii exploitingnewv wulneraalities or

insecure goplication / ope aing sy stem re esses

Plan for a breach:

Pat o any virus-defencestrategy should betheD isaster Recovery Plan on restoring
daaand systamsin evert of a citicd falure from aclean backup  “V. Haveavirus
atack pratocol for usersto follow, even if that procedure istosimply cal atechnician
/ scurity adminigrator responsibl e for dealing with such problems. Thisdoes nat

even haveto be gpecific to virii but can cover any form of security incidert.

Damage Control:

Assume dl computing resourcescormeded in any way tothein fected sysgem may
themsdves beinfected, and thenwark from the outside -in, eliminaing machinesfrom
thelig asyou go. It may seam too doviousto mention, but an effective back up
strategy must includesome aspect of peiodic virusscans €2,

Conclusion

Virii, trojan horseprogransandw arms can damage information systamsif | €t
unchecked. These nagiesmay adso impact businesswith asubstartial resouraes drain
if they spread withinthe organisation. Even if avirus payload is nat malidous an
organisation mug expend effort checking for signsof damage andthisinitsdf isa
form of denid of serviceatack V.

Of thetypes o atack listed above, the most successf ul virii and trojan horse progams
rely on an extremely enticing“ hook” to be executed. Wha occurs after being
executed definesthe impact they will have. Hybrisdemondrates this by thefact that,
whileit does not necessaily spread as rapidy & M dissa, but it does havethe ability
tochangethe® hook” it uses(by dtering thelanguage of itsmessage and the
executable name). This dlows Hylris to exst for longer inthe wild.

For worms, the most suacessul attackslisted aoverdy uponexploitingthe lates
goplication and operaingsy sem vunerabi liti es (predominetel y thosein linux).
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However, bengavare of thelaest vulneraalities and the latest viral authreaks isonly
pat of adefense against maicious agenst.

Overdl protedion fram fearsome bessties isamatter of:

» implementing safeguard procedures and softw ae solutionstohelp figt infedion;

= goplying ome common -sense risk managemert including disaster reamvay plans

* adsciplined goproact toforeign filescreening, and a d early defined procedure
for user tofollow if they suspect avirus inf ection; a nd

= viglant pursut of AV -software, OSand other goplication updates and recent news
of vulnerabil ity trends and al fomsof md icious agents.
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