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Evidenceis diffiault to colled a thebeg of times, but when thet evidenceis
detronic an investigator faces some  extracomplexties. Electronic evidencehasnone
of thepermanence that conventional evidence hes, and is even mare dfficult to fom
into acoherent argument. The purpose o this pape is to point out these df fiaulties
and what mug bedonetoovercamet han. Not everythingis covered here — it shauld
beused as a quide only, andyou should seek furthe information for your specific
crcumstances Notetha nolegd advice isgiven here —different regonshave

diff erent legid ation. If indoubt, dwaysas kyou lavye —that’'s what they’rethae
far.

Why Collect Evidence?

Electronic evidence can be very expensiveto colled —theprocesses ae drict and
exhaustive, the systems dfeded may be unavailablefor regula usefar alongpeiod
of time, ad analysisof the data collected must be perfamed. So why bother
cdledingtheevidence inthefirst place? Therearetwosimpleressons  —future
prevertion and responsibility.

Future Prevention

Without knowingw het heppened, you haveno hope of eve bangab letostop
someone dse(or even the orig nal atacker) fram doingit again. It wouldbe
analogousto not fixing the lock on your doar after someone brokein. Even though the
cost of cdlection can be high, the cost of repeatedly recoveing from compramise sis
much higher, both inmonetary and corporate imagetems.

Responsibility

Therearetworesponsible paties after an @tack —the atadker, andthevidim. The
atacker isregporsible f ar thedamage done, andtheonly way to kringthem to judtice
(and tosek recompense) is with adequée evidenceto prove their actions

Thevictimonthe other hend hasaresponsibility tothecommunity. Information
gahered dter acompromisecan be examined and used by others to prevent further
atacks. They may a0 havealegd obligation to paform an andysisof evidence

cdleded, forinstance if the atack on their systemwaspat of ala ger attack.

Collection Options

Oncea compromise has been detected you havetwo options —pull thesystem off the
negwak and begin cdledingevidence o leaveit online and atempt to monitor the
intruder. Both have their pros and cons. In the case of monitoring, y ou may

accidentally dert theintrude whilemontoring and causethemtowipe their tracks
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any way necessary, dest roying evidence asthey go. You also leaveyaursdf opento
paossible ligbility issues if the ettacke launchesfurther attacksat ather sysems from
your own If youdismnnect thesy stem from the nedw ark you may find that you have
inufficient evidenceor ,worse, tha theatake left a ‘dead man switch’ that destroys
any evidenceonaethe system detects thet its offline. What y ou choose to do shoud be
based on the stuaion The“Collection and Archiving’ sedionbeow contains
information on what to do far either case

Obstacles

Electronic crimeis dif fiault to investigate and prosecute — investigators haveto build
their casepurely on any records left after the transactions have complded A dd tothis
thefad thet dectronic records are exremdy (a nd someimes trangoarently) mal eable,
and thet dectronic transactions aurrently havefewe limitaions than their paper  -basad
countapats andyou get acdledion nightmare

Camputer transadti ons aref ast, they can be conduaed from anyw here(throuch
anywhere toanywheae), canbe encry pted or anonymaus, and have no intrinsic
identifying f estures such as handwriting and si gnatur esto idertify thase responsibl e
Any ‘paper trall’ of compute records they may leave can be easily madified or
destroyed, or may beonly temparary. Worse still, auditing programs may
auomatica ly destroy thereaords left whenthey arefinished withthem.

Becase d this, eveniif the details of thetransacti ons can berestored through andysis
itisvay difficult to tiethetr ansaction to aperson. ‘| dentifying information such as
passwords or PIN numba's (or any athe electronic identifier) doesnat provewhodid
it — it merely shows that whoeve did it knew or could get past those identifigs.

Even though technol ogy is cons tantly evolving, investigeting eectronic aimes will
adways bemare dffiault dueto the esseof dteration of the data and the fact that
transactions may be doneanonymously. The best you can do is follow therules of
evi dence ollection and be asassdu ous as posshble

Types of Evidence

Bdoreyau start ollecting evidenceit isimportant to know the different ty pes of
evi dence categories. Without taking these into consideration you may findtha the
evi dence you've spert severd weeks and quitea bit o f morey collectingis usd ess.

Real Evidence

Real evidenceis any evidencethet gpesks for itsd f without relyingon anything dse.
Ineledronicterms, this can be alogproduced by an audit fundion provided that the
log can beshownto be free from cont aminaion

Testimonial Evidence

Testimonial evidenceis any evidence suppliedby awitness. Thistypeof evidenceis
subjed totheperceived reliability of thewitness, but as long as the witness can be
consideredreial g, testimonia evidence can bed most aspowerful asred evidence.
Word pracessor documerts written by awitness may be consider ed testimonia as
long as the athor is willingto statethat they wroteit.
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Hearsay

Hearsay isany evidencepresented by apersonwhowas nat adirect witness. Ward
processor doaumentsw ritten by someone without dreat knowledge of theinddert is
hearsay. Hearsay is generally inadmissi e in court, and should be avoided

The Rules of Evidence

Therearefiverules of cdledingdectronicevidence Thexe rdae tofiveproperties
that evidencemud haveto be useful.

1. Admisside

Thisisthemast besic rule - the evidence must be ableto beused - in court or
otherwise Falureto comply with this ruleis equiva ert tonot collectingthe
evidencein thefirst place, except the cost is higher.

2. Authentic

If youcan't tiethe evidencepostively withtheincident, you can't useit to
proveanything Youmus be abletoshow that theevidence rdaestothe
incident inard evant way.

3. Complete

It's nat enoughtocollect evidence that just shows oneperspediveof the
incident. Not only shouldyou cdled evidencethat canprovetheatacker's
adions but also evidencetha couldprovetheir innocence. Foringance, if you
can show theattacke was logged in a thetimeo f the incident, you also need
toshow whoesewas logged in, andwhy you think they didn’t doit. Thisis
cdled Exculpatory Bvidence and is an important part of proving acas.

4. Reliable

Your evidence colledionand analy 9s procedures must not cast doub tonthe
evidence's autherticity and veracity.

5. Believable

The evidenceyou present should be d early understandable and beievabl eby
ajury. Therés nopant presenting abi nery dump of process memory if the
juy hes noideawha it dl means. Smilarly, if youpresent than witha
farmated, human undergandable version, youmus beableto show the
rdationship to theorigind binary, ahewisetheres noway for thejury to
know w hethe you' ve fakedit.

Usingthese five rules we can deivesome basic d os and don'ts.

1. Minimise Handling/Corruption of Original Data

Onceyou ve creged amaste copy of thearignal data don’t toudh it or the
original itself — dways hand e secondary copies Any dhangesmadeto the
originals will aff ect the autcomes of any a nalyss laer donetocopies. You
should m&ke sureyou don’t runany programs that modify theaccesstimes of
al files (such as tar and xcopy), removeany exernd asenuesfor change and
in gereral andy theevidence after it’sbeen mllected
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2. Account for Any Changes and Keep Detailed Logs of Your Actions
Sometimes evidence dte aion is unavoidad e. I n these cases it isabsolutely
essentid that the nature, extent and reasonsf or the changes be doaumented.
Any changes a dl should beacmurtedfor - not just deta dteration, but
physicd dteration of theoriginas (for instancetheremovd of hardware
components) as well.

3. Complywith the Five Rules of Evidence

Thefiverulesarethaefor areason. If youdon't follow themyou are
probably wagingyour time and money. Followingthese ruesis essertid to
guar anteeng success ul evidence coll edion

4. Do Not Exceed Your Knowledge

If youdon't undastand wha you are doing you can’'t account for any changes
you make andyaou can’t describe whet exadtly you did. If you ever find
yoursdf out of your depth, eitha goandlearn more beforecontinuing (if time

isavdlabe) or find someonew ho knows thetaritary. Never solder on
regard ess — you're just damaging your case

5. Follow Your Local Security Policy
If youfal to comply with your compary’ssecurity pdicy youmay find
yoursdf with some diffi aulties. Not only may youend up in troub e (and
passiby fired if you've donesomething really against policy), but y ou may
na be abletousetheevidenceyou've gatheed If in doult, tdk tothosethat
know.

6. Capture as Accurate an Image of the System as Possible

Thisisrelatedtopoint 1 — dff erences betweentheorigna system and the
measte copy urt as achangetothedaa. Youmust be able toaccount fort he
diff erences.

7. BePrepared to Testify

If you re not willingto testify totheevidence you have coll ected, y ou might
aswdl stop beforeyou garted. Without the collector of the evidence being
thereto vaidae the documentscreaed duringthe evidence ¢ dledion process
it becames hearsay and inadmissble. Remamber thet you may need totegtify
a aldaertime

8. Ensure Your Actions are Repeatable

No oreis going to beieve you if they can’t replicate your actionsandreach
the saneresuts. Thisaso mears that your plan of action shou dn’t be based
ontrid-and-aror.

Cdl ecting H ectronic Evidence After a System Compr onise
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9. Work Fast

Thefaster youwork, thelesslikely thedatais goingto change Volatile

evi dence (seebdow) may vanish ertirely if youdon't collect it intime. Thisis
na tosay youshouldr ush —youmust gill be ol lecting accurae data | f
multiple systamsareinvd ved, work onthem inpardld (ateam of

investi gatorswoud be handy hee), but each singl esy 2em should still be
worked onmethodicdly. A uomation of cartaintasks makes ol lection
proceed even faster.

10. Proceed From \Wlatile to Persistent Evidence

Some eledroni ¢ evidence (see below) ismaorevolailethan othersare. Because
of this you should aways try tocollect themost vd etile evidencefirg.

11. Don’t Shutdown Before Colle cting Evidence

You should neve, ever shutdown asy stem before you collect theevidence.
Not only do youloseany vd ile evidence, but theattackea may havetrojaned
the startup and shutdow n scripts Plug -and-Play devices may dterthesysem
configuraion and temparary filesysems may be wipel. Rebootingis even
worseand should beavaded a dl costs As ageneral rule urtil the
compromised disk isfinishedwith and restared it should neve beusal asa
boot disk.

12. Don’tRun Any Programs onthe Affect ed System

Sncetheatackea may haveleft trojaned programsand libraries on the system,
you may inadvertently trigger somethingthet could change or destroy the
evidenceyou re lookingfor. Any programsyou use should beonread -only
media(such as aCD -ROM o awrite-protected fl gppy disk), and should be
staticdly linked.

Volatile Evidence

Not al theevidence on asygemis going tolast very long. Some evidenceisresiding
instoragethat requires acorsistent power supply; othe evidence may bestor edin
information thet is conti nuously chang ng. When cd leding evidence, y ou should
adways try toproceed fram most volatiletoleag. Of courseyau should still tekethe
ind vidual circumstancesinto account —you shouldn’'t wasetimeextracting
information from an unimportant/unaff ected machin€ sman memory when an
important/affected machin€ s secondary memory hesn't been examined.

Todeterminew het evidenceto collect first, youshoulddrav up anOrder of Vol dility
—alig of evidence sauraes order ed by rd aivevol dility. An exampleOrder of
Volatility would be:

1. Registers and Cache 6. Main Memory

2. Routing Tables 7. Temporary File Systems

3. Arp Cache 8. Secondary Memory

4. Process Table 9. Router Configuration

5. Kernel Statistics an d 10. Network Topology
Modules
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Onceyouhave cdlededtheraw data from volailesourcesyou may be ableto
shutdownthesygem.

General Procedure

When collecting and andy sing evidencethere is a genegal four -step procedureyou

should follow. Note that thisis avery general outline —you should cusomisethe
ddailstosuit your situation.

Identification of Evidence

You must be abl eto dstinguish between evidence and junk daa. For thispurposeyou
should know wha thedaa is whereit isand ho w it isstored. Oncethisisdoneyou
will be abletowark out the best way toretrieveand stare any evidence yau find.

Preservation of Evidence

The evidenceyoufind must be preseved asclose & possibleto itsorigna state. Any
changes made duringth isphesemus be documented and justif ied.

Analysis of Evidence

The stored evi dence mugt then be analy sed to extract therdevant information andto
rex eg ethe chain of everts. A ndysis requires in -depth knowledgeof wha you are
lookingfar and how to get it. Always besurethat the person o peoplewho ae
analysngtheevidencearefuly qudified todo so.

Presentation of Evidence

Communicating the meaningof your evidenceis vitally important — atherwiseyou
can’'t do enythingwith it. Themanner of p resertation isimportant, and it mug be
undersandable by alaymanto be effective. It shoud reman techn cally correct, and
credible. A good presenter can help in this respect.

Collection and Archiving

Onceyou ve deve oped aplan of attack andidentif iedthe evidence thet needstobe
cdleded, it'stimetostat theadud processof capturingthe deta Sarage of that data
isdsoimportant as it can affect how thedataisperceived.

Logs and Logging

You should be running same kind of sysemlogging function. It isimportant to keep
theselogs seaureandto back them up periadicdly. Sincelogsare usually

auomatica ly timestanped asimple copy should suffice, dthoughyou should

digtally Sgnandenaypt any logsthat aeimportant toprated than  from
contaminaion. Remember thet if thelogs are kept localy on the compromised

mechine they aresusceptibl eto dteration or dd etion by an attacke. Having aremote
syslogserver andstaringlogsina‘gicky’ dredory can reducethisrik, dthough itis
still possib efor an atacker to add decoy or jurk entries into the logs.

Cdl ecting H ectronic Evidence After a System Compr onise
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Regular auditing and acaourting of your sysemisuseful not only for detecting
intruders but dsoas aform of evidence. M essages and logs from progams such as
Tripwire can be usedto show what damagean atacker did. Of couse you need a
clean snapshat far theseto work, sothere sno usetrying it after the compromise.

Monitoring

Monitoring nework traffi c can be useful for many reasons —you can gather gatigics
watch out forirregula adivity (and possibly stop an intrus onbeforeit hgppens) and
trace where an atacker is coming from andwha they ae doing.

Monitoring logs as they are aeded canoften show youimportant infarmaionyau
might have missed had you s eenthan separately. Thisdoesn’t mean you shou d
igorelogs laer —it may bewha’s mising from thelogs that is suspicios.

Information gatheredw hil e monitoring network tréffic can be compiled into gatistics
todefine normal behaviour for your sy s tem. Thesestatisti cs can be used & an early
warningd an atacka’s actions.

You can dsomonitor the actionsof your users. This can onceagain ad as an early
warning systen —unusud adivity (such asunsuccessfu atemptsto sutoroat) orthe
sudden gppearance of urknow nusers should be corsi dered definite cause for closer
ingedion

No matter thetype of monitaring done, y ou should be very careful  —therearepl enty
of lavs yau could inadv etertly bre. In general you should limit your monitor ingto
treficor user infarmation and leavethe content unmonitored unl ess the situati on
necesgtates it. Y au shoud dso display a disclamer staingw hat monitoringis done
whenuserslogon The montent o this shoud be worked out incaonjunction with  your
lawvye.

Methods of Collection

Therearetwobadc forms of collection — Freezingthe Scene and Honey potting. The
two aren’t mutudly exclusive —you cancollect ‘frazen information &ter or during

any honeypotting

Freezing the Scene involvestakin g asngpshot o the system initscompromised date
The necessary athorities should be notified (far instance the poli ae and your incident
reponse and |l egd teams) but you shouldn’t goout andtell thewarldjust yet.

You should then start to collect wh a&eve daa isimportant onto removable non -

vd atile mediain astandard formet, and make surethat theprograms and utilities used
tocollect thedatais dso collected ontothesame mediaasthedata All daa mllected
should have acryptoy gphicmessag e digest created, and thosedi gestsshould be
compaedto the arigind for verificaion

Honeypdatingis the proaess of aeatingareplicasystem and | uring the attacker into it
for further manitaring. A rdadedmehod — Sandboxing — involves limitingwhat the
attacker can do while still onthe compromised sy stem so they canbemonitored
without (mud) futher damage. Theplacement of misleadinginfomaion andthe
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atacker’ sresponse toit is a good method f or deermining the atacker’ s motives. Y ou
must maeke sure that any dataonthesysemred aedto the atacker’s deection and
adions should beeither removed or enay pted; otherw ise they can cover their tracks
by destroyingit. Honeypotting and Sandboxingis extremey resour ce intensive, 0 it
may beinfeadbleto perform. Thereare dsosomelegd issuesto contendwith, most
importantly entrgpment. A sbefare — consult your lavyers.

Artefacts

Wherever asystam is compromised, theeis dmog always something | eft behind by
the attacker — beit code fr agmerts, trojaned prograns, running processesor siffer
logfiles. These are known as A rtefacts. They are one of the important thingsyou
should be collecting, but youmust be caeful. You should never atempt to andy e an
artefad onthe compromised system. They could doanything, andyouwant to meke
suretheir effectsarecontrolled.

Artefactsmay bedifficult tofind — trojaned programs may beiderticd in dl obvious
waystotheoriginals(filesize, M A Ctimesetc). Use of cryptagraphi cchecksumsma 'y
benecessay, so youmay need to know theorignd filés chedksum. If you are
peformingregular Fle Integ ity Assesamerts, thisshouldn’t be aprablem.

Andysis of atef actscan be useful i nfinding other sy stemstheattacke (aor their tools)
has broken into.

Collection Steps

We now haveenaughinformation tobuild astep -by-step guidefor the coll ection of
the evidence. Once againthisis only aguide —youshouldcusomiseit toyou
specific situation.

1. Find the Evidence
Deteminew heretheevidenc eyou ae lookingfor is stored Useachecklist —

nat only doesit help youto wllect it, but it canbeusedtodouble -check that
everything yau arelookingfor isthere.

2. Find the Relevant Data

Onceyou vefound the evidence you must figure out what of it isrelevart to
the case. In generd you shoud err oan the side o over -collection, but youmust
remember tha you haveto workfag — don’t spend hours @l lecting
information thet is obviously useess

3. Create an Order of Volatility
Now that youknow exa dly wha together, work out the best orde to gather
it. TheOrder of Voldility for your system isavery good guide asfollowing
ensures thet youminimise | ass of uncorrupted evidence.

Cdl ecting H ectronic Evidence After a System Compr onise
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4. Remove External Avenues of Change
Itis essertid that youavoida Iterations to the origina deta, and prevertion is
adways bdter than acaure Preverting any one from tamperingwiththe
evidence helps you tocrest eas exad an image as possibl e, although you have
tobe cardul —theatacke may have been amat and |t adead-man switch.
Intheendyou shouldtry and do as much aspossibletoprevent changes.

5. Collect the Evidence

You can now start to collect the evidence usngthe gppropriate tods for the
job. Asyou go, re-eva uae the evidenceyou ve dready cdleded . Y ou may
find that you missed somethingimportant. Now isthe timeto make sure you
od it.

6. Docum ent Everything

Your collection procedures may be quetionedlater, soit isimportant tha you
document everythingtha yaou do. Timesamps, digtal signatures and s gned
staements ared | important —don’t leave anythingout!

Controlling Contamination — The Chain of Qustody

Oncethe datahasbeen mllected it must bepratected from corntamination. Originds
should never be used in forensic examination —verified duplicaesshouldbe used
Thisnot only ensuresthé the origind deta remains cl ean, but also enabl esexaminers
totry more‘dangerous’, potentidly data - corruptingtests. Of course, any testsdone
should be done on a d ean, iolated host machine —youdon't want to makethe
problan worse by lettingtheatacka’s progams get access to anetwork.

A good way of ensuringdataremains uncorrupted istokeg aChan of Custady. This
isaddailed list o what wasdonewith the orignal copiesonae they w erecoll ected.
Ramembe thet this will be questiored later on, so document everything —who found
the daa, when and where it wastransparted (and how), who hed accesstoit and wha
they dd withit —eveaything You may findtha your documertation ends up greder
than the datayou collected, but it isnecessay to proveyou case.

Analysis

Oncethe datahasbeen successfully collected it must be analysedto extract the
evidence youwish to present andtorebuil dwhet adualy happened. As for
everything yau must make sureyou fully document evaythingyou do —your wark
will be questioned and y au must be abl eto show thet your resutsare consistently
obtainabl efram the procedures you performed.

Time

Toremndrud the eventstha ledtoyour system be ing corrupted youmus beadeto
cresteatimdine This can bepaticularly diffiault when it comes to computers  —
clock drift, dd ayed reportingand diff ering timezones can creae mnfusion in
abundance. Onethingtoremember isto never, eva changet he clock on an &ff ected

Cdl ecting H ectronic Evidence After a System Compr onise

© SANS Institute 2000 - 2002 As part of GIAC practical repository. Pege 9 %

l}%hor retains full rights.



Coll ecting H ectronic Evidence After a System Compr omise

sysem. Record any d ock drift and thetimezonein useasyouwill need this later, but
changngthedod just addsin an extraleve of complexity that isbes avoided.

Logfiles usudly usetimestampstoindicatewhen an entry  was added, and thesemust
be sy nchronised to makesense. Y ou should dso be using timestamps  — you’ re nat j ust
remngdrudingevents you yoursalf aemakinga chain of events that mus be
accountedfor as well. It’s best touse the GM T time zone when crea  ting your
timestamps —theincident may involve athe time zones than your own, sousinga
common reference pa nt canmeke things much essier.

Forensic Analysis of Back -Ups

When andy sing backups it is best to have adelicaedhod for thejob. This

exam ination host should be secure, d ean (afresh, hardenedingall of the operating
sysgemisagood ideg), ad isolaed fromany network —you dan’'t went it tampered
withwhileyou work, andyou don’t want toaccidentaly send something nasty down
thelire.

Oncethissygemis available you can commence analysisof the backups M aking
mistakes & this point shouldn’t be aprdolem —youcansimply resorethebackups
acain if required.

Ranembe the mantra — doaument everythingyou do. Ensurethat whet you d o isnot
only repedaldl e but that you alway s get thesame results.

Reconstructing the Attack

Now tha youhave cdlededthe data, you can atempt to reconstruct the chain of
eventsleadingtoandfollowingthe atadker s bresk -in. You must correlate dl the
evi dence you have gahered (whichiswhy accuraetimestanps are criticd)  —soit’s
probady best to use some grgphica tools, diagramsand spreadsheets. Include dl of
the evidence you've found whenrecongrudingthe attack — nomater how smalit is
you may misssomethingif you leave a piece of evidence aut.

Asyau can see, wllecting electronic evidenceis notrivial matter. There ae many
complexiti es you must consider, andy ou must dw aysbe &l eto justify your actions.
Itis far from impos sibl ethough — the right tools and knowl edge of how everything
worksis dl you needto gether the evidence required.
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