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Abstr act

NAT has been considered as one of the common methods to hide real |P addresses and
ports to the public area. There exist a hidden cost to use this technology method in the
functionality of certain technologies, and may vary depending on the NAT environment
used.

This document tries to explain the different methods used by NAT (traditional NAT, bi-
directional NAT, Twice NAT and NAPT), the limitations, and the possible solutions (ALG
Applicéion Level Gateways) to keep them functional and secure.

Introduction

Imagine the world with a worldwide network where every imaginable gpplication can be
shared on line. It's name: Inteme. But this dream comes with a possibility of
compromising confidence, availability and integrity. This is when talk about Security is
required.

Security must cover not only protection of environment, but also deployability, solving
problem orientation and suitability to the Intemet environment.

We know the origin of Intemet, and we know that it never had planned to be a secure
network since 1969 when A pang gppeared. The new tasks for improve security as well as
better functionality for Intemet made in 1991 contained in RFCs 1883-1886, and accepted
into the Internet Sandards Track until ending 1995, better know as Ipv6still being asanew
dream an costly away to an immediately implementation, so we still needing the
effectiveness of the security tools around our all dream.

NAT Environments

Basically NAT (RFC 1631) is a routing scheme connecting Intranet and Internet in a
transparent way. This basic idea is goplied due to the lack of 1P address available after the
big explosion of Intemet and also used as one-way traffic filter, restricting sessions from
externals to see the internal devices.

RFC 2663 specify the four NAT common environment configurations. With traditional
NAT, thesession is initiated only by the intemal host, which goes only unidirectional to the
outside host.

A bi-directional NAT server (or two-way NAT), use a DNS gpplication level gateway
(ALG) to do translations from name to IP addresses and TCP/UDP mappings. In this
scheme, fully qualified names from haosts in the private and public networks are assumed as
unique side to side. So once a connection is established in either side, NAT is available to
map the privae nework address to aglobally unique address in a static or dynamic way,
allowing inbound and outbound sessions.
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Twice NAT modifies source and destination addresses for packets in a NAT session. This
method is basically used when conflicts in the address space occurs for both source and
destination network address. In addition to the translaion of source address for outbound
peckets, the NAT server maps the external network host’s registered 1P address to another
uniqueprivae IP address.

The last method in this article will be NAPT (Network address and port translation), which
translate source, destination ports and checksumvalues in TCP/UDPheaders. NAPT allows
NAT servers to modify the transport identifiers in away that is transparent for upper layers.
The biggest issue of this method is when IP payload and port is encrypted, so there is no
way to decrypt the payload by the NAT server.

Limitations.

Unfortunately not all the applications works transparently with NAT, and also those
carrying IP addresses and TCP/UDP port information inside their payloads must use ALGs
for both inbound and outbound sessions. One of the first goplications that fail touse NAT is
the authentication packets used by some existing security protocols.

Anocther immediate limitation is related to the layer in which NAT is working. If we are
taking the translation in the network and transport layer, once NAT does the change in
addresses and ports it has to recalculae the checksum in the packet header. This means if
you are using encryption there will be problems using signed or modification-proof
function.

For example, 1PSec (RFC 2401,2402,2406) uses two mechanisirs in the header. One is
used to ensure data integrity (AH- authentication header), and one for encgpsulating (ESP-
encgpsulating security payload). Neither NAT nor ALG can translate in this condition,
because there is no way to build again the AH, due to there is no way to decrypt the secret
source and destination hosts once the modification take plece.

IPSec has two ways to handle key exchange and menagement: manual and autometed
keying. The most required protocol for on-demand creaion of a security association (SA)
for autometed key is the IKE (Inteme Key Exchange). An SA and IPSec are used together
to creaethe algorithms and the key exchange method to encrypt source and destination end
points, and for this resson NAT cannot modify such values.

An atemative to IKE is simple key management for IP also knew as SKIP (RFC 2409).
This is basically used as encryption method for VPN. SKIP uses packet-oriented keys
transmitted in-line. As consequence NAT can translate the IP header with no issues, but if
you areusing NAPT then it is impaossible to translatethe payload because it is encrypted.

In socket layer protocols like Secure Socket Layer (SSL) and Transport Layer Security
(TLS), encgpsulates the transport layer for programming and manages a logical connection
between two endpoints to simplify access to underlying layers. These protocols are
designed to provide end-to-end security over Internet.
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SSL intercepts messages transmitted from the gpplication layer and fragments them into
blocks. Then compress the data before goplying the message authentication code, encrypts
the messages and transmit the result to the transport layer. So on SSL doesn’t use IPor port
to verify the message, and then is transparent for NAT and NAPT.

TLSis considered the successor of SSL. It verifies user identification without degpending on
IP or Port information, which let it pass through NAT and NAPT.

Protocols such RPC uses three different UDP ports to set up a session, and the packets
exchanged between the RPC client and server during the setup process contain |P address
and port information. As a result, protocols that utilize RPC will have an underlying layer
fail whenusing NAT.

Regarding voiceover IP, H.323 uses multiple control sessions to negotiaethe IP addresses
and port numbers for successive H.235 authentication and real-time audio and video
sessions. When passing through NAT server, the successive session fail because the server
doesn’t know the payload (encoded), which include addresses and port numbers.

The session initiation protocol (SIP) and media gateway control protocol (M GCP) are key
application layer protocols for voice over IP. Both use the session description protocol
(SDP) to derivate the real-time transport protocol (RTP) address and port number for voice
communication, in consequencethe sameeffect fromH.323 is present in these cases.

Popular protocols like SMTP and POP3, can work in a NAT environment because they
don’t include IP addresses in the data payload. But, version four of the Inteme message
access protoool (IMAP4) uses an authentication mechanism like Kerberos and Skey for
accessing e-mail or bulletin boards for mail servers. In this case, like IP address and port
information is not contained in that process then NAT works fine if the authentication
servers are inthepublic side.

Finally, FTP doesn’'t work in a traditional NAT or NAPT environment, although their
authentication commands does. NAT by itself is not available to understand the
encgpsulated information contained in the commands PORT and PA SV where IP address
and port numbers are set up for connection. In addition fragmentation takes plece, the
fragments must to be reassembled before NA T can be performed.

Paossible Solutions
Applicéion level gaeway (ALG) is usually used as next step in NAT process. When the
traffic is routed by the NAT this is then forwarded to the ALG. This understands the
request and does the required translations to perform a connection. If the session comes
from outside, then the ALG must be integrated with the NAT to allow the session to pass
through theserver.

This scheme allows also forwarding ports for simple protocols in fixed ports. This allows

forwarding packets for certain port to dedicated servers, where NAT is used as a virtual
server tha distributes the traffic among server farms. This solution is not providing security
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in the way, especially when NAT and ALGare outside the trusted boundary. Another issue
in this scheme is the fact that performance timings are increased by the ALG, degrading
considerably the throughput for the border router and NA T server.

Unfortunately ALG doesn’t works in all the cases when NAT is not useful. In the IKE
process is no way to decrypt the headers because the process mede in the encryption
algorithmwhere ALGis not part of theprocess, and the same gpplies when using SKIP and
NAPT is used.

In the case of RPC, ALGcan't resolve the problem completely, because some RPC packets
contain encrypted information and cannot be modified by the NAT server. But for those
packets not encrypted, A LG brings agood solution for this protocol.

For voice over IP, exist an ALG called H.323 proxy, which placed between caller and
destination host, to prepare NAT for the successive sessions. This solution applies as well
for the SIP and M GCP protocols.

Also for FTP an especial ALG is needed. In this case the name of this ALGis FTPALG
also called FTP proxy. This is used to analyze the payloads in order for FTPto work with
traditional NAT, NAPT or bi-directional NAT servers. Basically this proxy understands
and interprets the addresses managed in the PORT and PA SV commands. In the same way
this ALG maintains and TCRUDP state information to modify and resssenble fragmented
peckets. If the replaced packet is longer than the original, ALG splits it and modify the
sequence numbers.

Authentication

Authentication protocols usually need DNSA LG or port-forwarding servers to aid the pass
through a NAT. Kerberos uses a conmbination of packet encryption, based in credentials
depending on the time, and trusted third party to provide secure authentication. When a
client initiates a request to a ticket-granting server, authentication server or destination
server located in apublic nework, address translation can be performed transparently. If
this request is made to any server in a private network instead the public nework, then the
DNS-ALG or port-forwarding technology is required for succead in the authentication
throughthe NAT server.

In other hand, Radius (dial-in user service protocol) carries authentication, authorization
and configuration information betwean a network-access server (NAS) and a shared
authentication server. The network-access works as a Radius client, so it sends the user
information to theserver. At this point the connection betweenthe client and Radius server
is authenticated without using IP address, in consequence the process is not affected using
NAT.As well as Kerberos, of the Radius server is in a private network, then DNSALG or
port forwarding must be used.

One time password mechanism like S/Key limits the use of any password to a single

communication session. Using this protocol, when auser logs in, the SKey server issues a
challenge consisting in number and string characters, then the user calculate it and retums
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the answer. The packets used by S/Key doesn’t contain |P or Port information, so on NAT
iS transparent.

Security in Hectronic Commer ce

One of the most popular solution to secure transactions and payments in Intemet-based
commerce is the secure electronic transaction (SET). This solution require that holders and
merchants have a certificate from a trusted certificate authority prior to any transaction is
made. Public key cryptosystem and the certificates used bring a securely way to transmit
daa over Internet. The payload doesn’'t contain IP addresses or port information, let it
works under all NAT environments.

The table shown below®, mention the basic protocols used in network, transport and session
layers and say if the NAT environment can work with it. Also mentioned the reason of
failure in each case and if is possible to get solution using the ALG.

NAT Environments
Protocols | NAT | Two-way | Twice | NAPT | Reason for failure ALGas
NAT NAT Solution
Layer 3&4
PPTP Y Y Y Y N/A N/A
L2TP Y Y Y Y N/A N/A
IKE N N N N Encrypted |P address No
SKIP Y Y Y N Encrypted Port number No
SSL Y Y Y Y N/A N/A
TLS Y Y Y Y N/A N/A
Layer 5
RPC N N N N 1. Dynamic port 1. Yes
numbers
2. Encrypted IP address 2. No
and port number
Kerberos | Y Y Y Y N/A N/A
Radius Y Y Y Y N/A N/A
SKey Y Y Y Y N/A N/A
H.323 N N N N Dynamic IPaddressand | Yes
port numbers
SIP N N N N Dynamic IPaddressand | Yes
port numbers
MGCP N N N N Dynamic IPaddressand | Yes
port numbers
SET Y Y Y Y N/A N/A
FTP N N N N |P address and port Yes (FTP-
number in FTPcommands| ALG)
SMTP Y Y Y Y N/A N/A
POP3 Y Y Y Y N/A N/A
IMAP4 | Y Y Y Y N/A N/A
SSH Y Y Y Y N/A N/A
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Conclusion

NAT can be considered as agred solution to atack problems related with the lack of IP
addresses in Ipv4. But a the same time is a limitative technology with big security issues
that sacrifice confidence and integrity in such protocols based in Network and Transport
methods as well as protocols that works in the session layer where negotiaion and
encryption over 1P and port address are realized.

In the front of the conventional process of cracking systems and the future of quantum
computer where the numbers of transections are highly increased, algorithms and IKE will
become &s the first barrier against confidence and integrity compromise. In this scenario
NAT will become a problem. NAT must find some formula to be working together with
encryption devices to allow the transparent routing and the encryption in the same process
while Ipv6 resolve a least the basic lake of addresses.

Thesecurity issue in NAT environments is key for the success of this technology . A lthough
NAT can work in a transparent way with some secureprotocols such SSL, TLS, SET, SSH,
and authentication protocols such Kerberos, Radius and SKey, and gives some secure
certain to the admin of NAT servers, nore secure algorithns and new encryption methods
to hide all the real information can’t beused in aNAT environment. The future in this area
is based in new standards and 1pv6.

In the meanwhile is important to choose the right configuration scheme for NAT in
combinaion of security tools around it, not just to maintain the routing functionality, but
also goply a least the basic steps of security around it.
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