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Introduction

Fo years, the A S400 hes been acknowledged as oneof themast secure computing
sygems in the world, while Micrasoft and Unix sysems have strugged with one
seurity catagrophe afte another. Why has every mgor computer virus devadaed
Microsoft and U nix systemsandnat touched the AS/400?0ne aswe lies inhow the
0S40 operaingsystem does its jab. Unlike NT or Unix every object in OS400 is
sdf described and monitored by the operating sy stem. In contrast, NT and Unix treat
files, progams, divers and viruses with indifference In an A S400 a progam will
nat look like a file because of different atributes for each object defined on the
AS400. AS400 is object -oriented, ad evolved from the S/stan33 architecture of
the exly e ghties This pape will atempt to dscuss the very basc quesions of how
seurity on an AS400 can be grenghened In patiaular, atention will be gven to
Securing AS400 FTP, Secid Authorities, Ddault Passwords and the A S400
logging subsystem. It should be noted that these areasoutlined for discussions are nat
the only key aress in A 3400 security. They are chosen because they are probably the
most essily negl ected ar ess.

Securing AS/400 FTP

File Trander Pratoaol is one the most popula and hig Hy utilised TCP/IP service,
despite its security risks Because FTP can be used to upload data or execute CL
commands on an A S400, it shauld be secured. U sers and attackers dikemay upload
illegd maerid to the AS400. This uploading of daato the AS /400 may take up
sysem resources System jabs may beinitiated by submitting CL commands throudh
or within an FTP session. These jobs may consume systam resaurces e.g CPU. For
these reasons it is of fundamenta importance tha FTP on the As/400 sysem, just
likeinany other system, is secured.

One o security aoncerns with the AS/400 is the manner in which the system handles
FTP sssions The AS400 handles FTP requests in a diff erent mamer from UNIX
based FTP requests. D espite the differences, the s tandard FTP commands like PUT,
DIR and GET apply onthe A S400 in the exact mamer as in aUNIX or Windows
sygem. Thereare severd other AS/400 specific FTP commands thet shoud betreated
with cution. Such commands can allov auser a an atacker to a egte and delete
libraries, physicd, logcd, and source files; and AS400 file members. Also, A S400
CL jadbs can be run from the locd AS/400 FTP client through the use of the Pass an
AS400 CL command (SYSCMD) inside an FTP session. In addition, onecan  execute
a sysgem command on a remote AS400 FTP server by executing the OS400
command (RCMD) inside an FTP sesdon. Just as in a UNIX system, a user woud
cregte a file with dl FTP commands together with a .netrc file with user name ad
passwordin plain text tobeexeautel in a non -interactive mode; the same canbedone
in an A S400. The process warks just the same, a file containing user profile ad
password in plaintext and another file containing FTP commands can be crested. For
these reasons FTP to the AS400 shoud be cortrolled and be secured. Only
authorized profiles should havethe privilege of usingFTP to the AS400, and these
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profiles should be secured. Two ways of seauring FTP in an AS/400, the OS400
saurity features andtheuseof exit pr og-ams will be briefly discussed

0S/400 Security

Itisimportat towatch FT P sessiondefault naming fama (NAM ERV T) vduew hen
exchanging files with the AS400 Integaed File Sygem (AS400 IFS. When
NAMERMT is sd to 0, OS400 limits FTPtransfas to  the QSYSLIB file systemin
the AS400 IFS When NAMERM T isset to 1, AS400 FTP dlowsyou to exchange
files with a number of other A 3400 IFSs, including the Root (/), QDLS QOpenSys,
QSYSLIB, ad QfileSv.400 sydems. The first option i.e tha of res tricting
downloading and /o wloaling of files thraugh FTP access to speific library,
QSYSLIB, isprobably moresecure and pref ered. When NAM BRMT isset to Oonly
the QSYSLIB filing systan is dedt with through an FTP session Using the
NAMPAMT systen vdue dfers some seaurity in thet it restricts FTP session to
specific libraries. However, it does not prevent users from executing CL commands or
plecing illegd daa on the system. A lot of ahe system security festures may be
employed Such featuresw ere nat expl ored duringthecompil aion of thepaper.

Usingexit programs

Ext progams are another excdlent way of enswring thet security within the FTP
session ismaintaned. Exit progams will, once a certan exit point dready defined is
reeched, pass contrd of the session to an ext progam. This progam will chek
regstration information to seeif an ext progam is dtached to tha ext point. If a
progran hes been attached, contrd will be handed over to the program. Based on
paameters assigned to the exit program, the security officer may peform additiona
logging, dlow or disdlon certain transactions within the FTP sesson. Because an
ext progam is alled bdorerequess ae processal (depending on which exit points
are provided in an gp lication), the security officer may be abde to contrd o see
adionrs of usas wsing FTP. Furthermore, the exit progam may be s¢ up such that it
will be able to deted suspidous adivities, dlowing security officer to creae alog,
send asecurity offi cer amessage, notify theuser that they arepeformingadions thet
ae na dlowed, or even completdy dismnrect the user. Some of the activities
outlined will of coursereguireahigherlevd of programming Exit progransmaintain
aoontrol poirt for F TP sessions.

Special Authorities

Fecid athorities may dlow users unrestricted execution of prog ams like DELETE,
MODIFY etc. It is important toensure that users are not ganted gpedd authorities or
umneasssay privileges. The prindple of least privilege shodd epply. Different
AS400 security levds will control the gating of gpecial authorities and privileges.
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If sydem seaurity levd is set to 20, the system will nat control access to system
resources. All profiles will be authenticated via a username/passward combination
All profiles will be ganted equa access asthey will dl have access to the *ALLOBJ
privilege. It is recommended that dl profiles be reviewed for the *LM TCPB ad
*ALLOBJ vduesunder scurity level 20. The LM TCPB vdue caneither be set to NO
or YESfar each profile. If it is st to YES then thet profilewill be restrictedto meru
optiors, it will not have command line access This is an effective way of ensuring
thet users do not run commands on the A S400. If theAS 400 security leve is set to
20LMTCPB is =t to NO for dl nev profiles by default. Whenever there have bem
new profiles, these values for *LM TCPB and *A LLOBJ shoud be checked to ensure
that uses ae not ganted excessive privileges, as this can be a d angerous
combination.

Security levels 30 and aovewill, by default, gply the prindple of denyingall. This
isadvantageaus because only the security officer will be ableto grant to users specid
authoritiesas requir el.

In generd access to the follow ing authorities should be graited to profiles o

prograns tha specificdly need than for ther jab functions: *ALLOBJ, *AUDIT,
*SECADM and *SAVSYS

All latest A S400 releases no longe ship with seaurity level 20 since that leve was
found to be inadegua e when it comesto security. However, it is still worth auditing
for profiles with specid authorities. The foll owing command, obtained from an audit

tool thet we use on our AS/400 audit wark, may beused to cary aut this fundion
DSPU SRPRF USRPRF (*AL L) OUTRJT (*OUTFILE) +

OUTFILE (SANSLEVELONE)

The above command will dump dl user prdfiles inafile caled LEVELONE redding
on the SAN Slibrary in the A S400. The information it provides midht not be usefu
unlessfiltering is appliad to obtain only relevant infarmation, e.g dump dl profiles
with *SECADM privileges or dump dl prdiles with *LM TCPB=NO. For mare
information on how to peform these tasks, it is recommended tha the A S400
technicad programming tips newsldter a rchives be consuted A link to the archives
may be oltainedthroughthe http: //vwmw. agi00network.com address.

The AS/400 and default passwords

Defalt passwords ae one thomy issue when it comes to the securit y of sysems.
Most systems are shipped with sygem acounts (e.g guest on UNIX and NT) that
have default nanes and paswads. These accounts mé&e the systems more
vunerable if they are not dsabled The AS/400 is no dif ferent. The AS400 comes
with default 1BM -supplied profiles These prdfiles sometimes have thdr passwords
sd to*NONE meaning tha they cannot be used to Sgn onto the AS400, jud like
the password fidd in an /éc/shadow file of Solaris has NP (sometimes LK) for
accourts likebin, sy s etcshowing that such acoounts aelocked. Howeve, it is worth
checkingif theseprdfilesdonot cortain default passwords According to JoeHatvik,
“Theway many A S400 administraors tradtionaly assign passwords isto st p the
Password paramder (PASSWORD) asaddault password (w heretheuse’s password
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isequd totheuser profile nreame and then set the Set Passvard to Expired parameter

(PWDEXP) to equd *YES” Mistakes may hgpen however. Assume tha the

administraor acddentally s¢ the PWDE X Pto*NO for agecificprdile Thet profile
may beused inddinitely without it havingto change its password, whichwas initially

sd equd to profile name It is therefore worth checking for default passvardsin the

sysem. IBM providesthe ANZDFTPWD command inorderto help in dleviatingthe
problen of default passwards To use this command, the profile should have
*SECADM and *ALLOBJ privil eges. Because of the semsitivity of these privileges,

only authorized users and seaurity dfficer should beall owed toruntheANZDFTPAWD
command This command will seach for dl profiles with default passwords. An
adionmay dso be specifiedin the ACTION fidd of the command. The action may be

to disbletheprdfile forceit to changethe password or do nothing . This is a usefu
command because it produces a report detailing al profiles with defaut passwords
ad their staus whaher still active or disbled. It is recommended that

ANZDFTPWD be run with a *NONE action spedfial first so tha there will be no

diguptions to normd business processes. This can be accomplished by issuing the

command:

ANZDFTPWD ACTION (*NONE)

Theabovewill provide areport of dl profiles with default passwords This repat can
be sert to a print queue or can be viewed on screen.  After analyzing the report
produced by ANZDFTPWD dl prdfiles with default passwards shauld be forced to
change their passvards in their next Sgn on sesson. This can be accomplished by
isuing the command:

ANZDFTPWD ACTION (*PWD EXP)

The command above wil | change the *PWEDX P vdue from NO to YES This will
effectively force all profiles with ddfault passwordsto change them whenthey sign on
to the sydan ata the ANZDFTPND command was issued with ACTION
(PWDEXP) gedfied. Having changed all default pass words, the nex dscussion
pantisthet o loggingand audit tral.

Logging

Audit tralls and viol aion atempts shoud be logged to determine the effectiveness of
logcd security and to establish if thee were ay unathorized logon atempts or
adions peformedagaing the system. Loggngand audt trails shauld form an integd
pat o asecuity pdicy. It is thereforeimportant that logging on any critical system
beenabled

QAUDCTL sarves as the on/off switch for AS400 security auditing By default |, the
vdueof QAUDCTL is st to *NONE whidch tdls system not to perform any seaurity
auditing This should be changed to the vdue *AUDLVL and/ar *OBJAUD which
tel A S400topafom auditing *AUDLVL activates event auditing by sy stem or by
usr. *OBJAUD activates dbject auditing QAUDLVL vdue will hdp the seaurity
officer audit security by logging deta concaerning security -related eventsto ajourna
named QAUDJRN. QAUD LVL determinestheleve of auditing the systan performs.
The security officer can specify ane or more vaues (unless one of the values is
*NONE, which causes othe values to be ignored). The most important thing to
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remember when using QAUD LVL to sd up auditing istobegin withonly few vaues.
If many values are ativated & once, much time may be spent managing the size o
the journd receiver atached to the audit journd (it will gow quidkly). SSme of these
options are helpfu to logandreview onanongoingbasis, * SECURITY,*PGM FA IL,
ad * ERVICE, to maintain tigt security. Havev er, otha vaues such & PGMADP,
*CREATE, and *DH_ETE may prove more hepful for spot -checking or to solve
specific security +daed prob ems that may be encountered

It is recommended that QAUDLVL be set to *SECURITY, *SAVRST, *SERVICE
ad *AUTFAIL. Othersvaues shoud be added one a atime after the security officer
is comfortable with the dze of loggng required and the g owth of the audit journd.
Thesize of the journd should beconstantly manitored as it might resut in unexpected
size problems.

Most A S400 administrators believetha what IBM hes dsalded is find. As aresult
they rdy on goplication rumingon top of the A §400 to provide logging This may
prove ca anitous because the gpplication will not log attempts to access the system,
but falledtransactions and other activities on the gpplication.

Conclusion

Althaugh an atempt wea madeto cover AS400 aitica fundiors, the discussion in
this paper is very limited. AS400 is vay versatile interms of security settings The
topicswae wveaed in abrigf overview manneg. It should be noted that a number of
paentid security aeas were not covered. Foaus was narowed to the mostly
problematic areas. They are problanatic because it is essy to make amigake ad
gant excessive autharities tousass, as an example.

It is vitd to secure FTP @ thread areas wae disaussal. M are impatartly, it is
recommended thet, if possible digind profiles be used for FTP access. This will

minimize thethreat posal by sniffing If an atacke r can iff FTP logon credertids,
s/he will not be ale to usethem outside the FTP sesson as such credertids will be

diff erent from those usedto normdly sign on tothe A S400.

Secid vdues regarding specid authorities were highligted Althought hese values
are important, they do not cover all aspects of the A 3400 specid athorities. This is

big area.

SANS Levd One Pgper
© SANS Institute 2006\§(§8b5xpress\work\s m —%Jsg?)qérna%?o(glﬁ grnzri]?:%réaﬁi?gpository. Author retains full rights.



Brief overview of AS/400 Security fundamentals
March 2001

Logging should be enabled, as it forms a very important area in managing and
assessngtheovedl security of theA S400, and any ather system.

As the AS400 becomes more exposad to the Intemet, seaurity vaues shodd be
ticdhtened. Area like HTTP and trust rdationship with ather sysgems and the much
taked about planto ddiver Linux in alogica partition (LPAR) in OS400 sometime
thisyer after theinitid release of V5R1, should bewached. TheA S400 is no longer
the “ most seauresy stem” asmogs AS400 discipleswould believe.
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