GIAC

CERTIFICATIONS

Global Information Assurance Certification Paper

Copyright SANS Institute
Author Retains Full Rights

This paper is taken from the GIAC directory of certified professionals. Reposting is not permited without express written permission.

Interested in learning more?

Check out the list of upcoming events offering

"Security Essentials: Network, Endpoint, and Cloud (Security 401)"
at http://www.giac.org/registration/gsec



http://www.giac.org
http://www.giac.org
http://www.giac.org/registration/gsec

An Introduction to SSH Secure Shell
Damian Zwamborn

GSECAsigment vizd
Pur pose

This pgpa ismeant & anintroduction to SSH Secure $hdl with enphesisonthe
latest version SSH2. When | wasresear hingthis pgper, alot of questions cameto
mind. | havetriedtoanswer dl those questions

Backgound and licensing.

TheSSH1and SSH2 praocd.

How does SSH work?

Why SSH?What are sometypic security thrests that SSH deters?
Extended descriptions of SSH features.

SH Implementaiors.

A few linkstop gpuler clients.

Morehepful links.

Overview

SH Secure Sdl is areplacement for the Berkeley 'r' commands, telnet and ftp
functionalities Introduced inthe BD (Berkd ey) version of UNIX, the'r' commands
(reh, ogn, rgp) dlow you to communicatew ith remote systems. A Ithoudh they 're
nat asextensive as ftp and tdnet, the'r' commands are useful tools for extendingthe

reach of your netw ork.

S3H functions as atypeof tunnd far encod nglogn procedures. All connections

betw een the locd andthe remotehosts a e encry pted, protecting the det a sent betwean
these machi nes. Secure shel | provides several security improvementsover thetenet,
ftp and rloginpratocols. In particula, passwords are never sert over the networkin a
cler text format ast hey arewhen usngtenet, ftp or rlogin This encry ption makes it
difficult for sameoneto breach the confidertiality of your dataand/or compromise
passwords. SSH Secure Shell isbased on the SSH2 pratocd that is standadized by
IBFT in adraft foma (www.ietf.org/idsby.wdgsecsh.itml ).

Secure Shell doesnot close dl network security hd es, but it is one step towvad amore
securenetw ork.

SSH Secure Shel Backg ound

SH Secure Sdl hasbeen aound since105 and is widely usedin many Unix
sysgems dl over theworld. SSH wasorigindly an academic projed authored and
digributed by Tau Ylonen of the Univasity of Finland SSH Secure $hdl was
commercialized in 198 by SSH Communi cations Se curity (www.ssh.comv), w hich
sdls implementationsfor both Windows and UNIX systems.

The SSH1 and SSH2 protocol
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Asof 1May 2001, SSH Secure Shdl 1.x is no longer availabl efrom the SSH
Communications Seaurity site. SSH1 has many seaurity flavsandthe SSH2 protocd
adds alditiond security, If fact, SSH2 is ammplete rewrite of the SSH protocol. SSH
Communications Seaurity hes stated: “ SSH1 (Secure Shdl 1) wasdesgned in1995 ...
it [hag became gpparent that there wereinherent security flaws in SSH1. These flaws
include aw ek hash and susaeptibl eenay ptiond gorithms Theseflaws fdl in the
fdlowingcategories: acaess cortrol and autherticaion, data integrity, confidentidity,
and connection redirection” (R € 1).

A summay of vunerabilitiesinthe SSH1 protacol can befound & the CERT
Coordination Certer: www .kb.cat.org/vuls.

For the sake of clarity, this pape refersto the SSH2 protoool unless explicitly st aed
otherwise

Licensing

The SSH Communications Security FT P site offersdownlcedeblesource code ard
binaries (UNIX platforms and Window s) far bath SSH1 and SSH2 How ever, the
licensingterms dlow only SSH1tobe usedwithout resridion. Canmerdd
enterprises must license SSH2 productson ape -sedt basis

Open Sour ceimplementation of SSH

Thereis dso an Open Sourceimplemertation of SSH, avail able from OpenSH
(www.openssh.com/). This implementati on suppo rts both the sshl and ssh2 protocols
and has no redridions onitsuse The Open Source implementation is largely
compaible with the ommercid version, differingmainly in not providing suppart for
IDEA enay ption because of patent restri ctions.

TheFreeSSH (www freessh.org') site maintains up -to-datelinks on various free and
Open Source SSH implementations as well as ommmercid enteprise
implementations.

How does SSH work?
The SSH2logn procedure can be ill ustrated inthe following dient/sever madd.

Note SSH1 usesserver and host keys to autherticae systenswhae SSH2 only uses
host keys. A srver key (768 bit) is geneaaed every hour by def aut and isnot saved
inafile Theerver key ensurestheen coded data can no longe be decoded oncethe
saver key, after an hour, hasbem regenerated (in the casetha theprivatehost key is
ever compromised).
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1. Authentication ‘
request |

| 2. Host key: 1024 bit RSA

Client verifies or 1024 bit DSA

host key ‘

encrypted session key

3. Client gen_erates ‘ 256 bit session key
random session key ‘

Encrypted ‘ 4. Server decrypts session

confirmation key and enables encryption
authenticates the server

success or failure

5. Client sends an
authentication ‘
request |

1. Thedient m&kes a connectiontoa srver.

2. Thesave identifiesitsdf withit's public host key . The key length is1024 bit
RA o DSA. Theclient lodks initslocl databaseto verify the public host
key isauthentic/lknown. A nunknown key isaddedto the databaseor the
session can be broken If the dlient determines the host key does not belongto
thesaverthedient is aleted (SSH generaes awaning).

3. Thedient then generates arandam 256 -bit number and chooses an encry ption
dgorithm (eg 3DES. Therandam number is then encodedwith RSA or D SA.
PueRSA/D SA authentication never trustsanyt hingbut the privatekey. The
encoded key is then sent to the srve. The host key ensures the authertication
of thepaticuar srver.

4. Thesave decodesthe RSA/D SA encryption and reconstructsthesession key.
Futhamare, theserver snds the client, v iatheencoded session key, a
confirmation. Theregt of thesession is encry pted usingasymmetric dphe.

5. Thedient then sendsa username autherticaion reques. The server replies
with asuacess or falure

Security Threats

TCP/IP was not designed wi th security in mind. Thet iswhy itisimpaortant to
implement security techniques suchas SSH Secure Shdll.

A quik revienv of sameva usbleterms:

Packd sniffing: A packet snif fer is autility that sniffs raw padket dataw ithout
manipulaingthe data P acke sniffers observe, display, and logtrefic A powerfu
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agpect of packet sniffersisther ability to placethe network adapter machine
hosting the sniffing softwareinto promiscuous mode. Network adepte's running in
promiscuous mode receive not only thedatadirected tothe hog's machinebut also
al of the traffic on the phy sically connected local network. M dicious hackers use
packet snif fers gathering inf armation.

Sooofing Spoofing is the creation of TCP/IP packes usingsomebody e<e's IP
address. Routers usethedestination |P addressin arder to forward padk ets through
the Internet, but ignare the sour ce |P addr ess. The destination machine only uses
thet address whenit respondsback to the source.

S oonnectionsare enay pted, praectingthe datasent beween machines. This
encry ptionmékesit dfficult for someoreto breachthecorfidentidity of your daa
and/or compromise your passwards. Typicd attacks that SSH protectsagang are

Trojan harses: Trojars ae programstha masquerade a narmd programson an
unsuspecting hogt but ingead contain code designed to break into asystem. SSH
authertication hgppens on bath endsof a connection and therd ore for practica
purpases, diminaing unauthorized connections

DNSgpodfing “ DN Sspoofi ng is aterm used whena DN Ssaver acceptsand
uses incorr ect information from a host that hesno authority gvingtha
information. DN Sspoofing is in fad mdicious cache poisoningwhere forged data
isplaced in the cacheof the name servers. $odinga ttacks can causeserious
security problemsfor D NS servers wulnerable to such dtadks, for example causing
users to be directed towronglnternd sites ar e -mail beingrouted to non -
auhorizedmail serves’ (Rd 2). Follow referencelink for detail ed expla nation.
DNS:is vulnerable to spoofing because of the absence of authentication.

M an-in-the-middle a@tack. A man -inthemiddle attack “isone in which the
atacker intercepts messagesin apublic key exchange and then retr anamits them,
substituting their ow npublic key for therequested one, so that thetwo origind
patiesstill gppear tobe communicaingwith each othe directly. The attacke uses
aprogamtha appeastobetheserver to the client and gppears tobetheclient to
theseve” (wwwwhatiscom/). A well-knowntool for this is dsniff
(Wwww.mankey .org/~dugond dsiff ). Sncemast athentications only ocaur & the
stat of aTCPsession, this alows th e hacke to gain accesstoamachine,

SH dfersthefollowingsolution to prevert public key substitution: “SSH2
auomatica ly mantains and checks adaabaseconta ning public key sof hosts.
Whenloggingonto ahost for the first time, the hog's publi ¢ key is storedto afile
intheuser's personal directary. If ahost's identificationchanges, SSH2 issuesa
warning and disabl espassw ard’(Ref 3).

A note regardng SSH1 and man -inthe-middl e attacks:

The protocol [SSH1] provides the option thet thesa va name - host key
association isnot checked when connedingthehog for thefirst time. This
alowscommunication without prior communi cation of hog keysor
catification. The comnedionstill provides protection against passve
ligening however, it becomes wulnaable toadiveman -inthemiddle
atacks. Implementations SHOULD NOT normdly allow suchcomedions
by default, asthey pase apotentid security prablem. However, asthere is
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nowidely deployed key infrestructure availableonthe Intend  yd, this
option m&kesthepratocd muchmare usable during the transitiontime
until such an infrastructure amerges, while gill providing amuch higher
level of security thantha offered by older solutions(e.g telne and rlogin)
(Ref 4).

Featuresand Specifications

Authenti cation methads.
Host-basal athentication: password protedionwith 1024 bit RSA -key (public-
key cryptogrgohic al gorithm).
Ability toadd cetifiate and pulickey authertication.
Password aut henti cati on.
Publickey d gorithm supp ort: DSA and Diffie-Hd Iman key exchange
PGP key support.

Data encryption for confidentiality and integr ity.
Encryption dgorithms: DES, 3DESBIowfish, Twdfish, Arcfour, CAST128 -CBC,
128 bit AES or 256 bit AES
Hash Algorithms M D5 and SHA L.

Additional functionality.

File transfer. Hles can becopiedremotdy usinga uility cdledscp (secure copy).
STP(seaurefiletransf & protoal ) wasintroduced with SSH 2. 1t is independent
totherest of the SSH2 protocol suite (see www.ietf.ordidsby.wgsecsh.html).
STP-server isnat cdleddirectly bu through the SSH2 deemon  —thessh2
protoaol ther €foreseaures the connection.

TCP/IP pat forwarding: SSH suppatsport fowading over asecuretunrel.  You
configureyour SH dient toaccept comections onthelocal machinefor certain
pats.Any daathet is sent tothese ports isthen f orw arded and retur ned across the
tunne. Ontheother S de of thetunnd, the SSH saver passes the databack and
forth to aserver youwishtoacaess. Typica implementations of port forwarding
aresavices that have no enay ptionof their own built -in suchas FTP,IMAP,
SV TPad POP3 Nae only roat can redirect privileged ports

X11 conrections for secure X Window Sy stem sessons are apopuar
implementation. SSH Communications Security offers special support for this
fedurebecause it sopopular. SIH aeates afake X server (Fake Xauthority
information) on the samemachinethat the SSH dient isrun. SSH thenfuncti ons
asa go-bewen betweenthecomedionandforwads it toareal X sever ove a
Secure comedion

TCP Wrapper support. The TCPWreppersis apubic -domaintod/packageyou
can monitor and filter incomingrequests for the SYSTAT, FINGER, FTP,
THELNET, RLOGIN,RSH, EXEC, TFTP, TALK, and athe sevices. It isusald to
resrid i nbound network accessto the savicesdefined in the /etc/inetd/inetd.conf
file TCPWrappes is contrd led by two corfigurationfiles: /ec/hostsdlow and
letc/hostsdeny . If they do nat exist or are empty, TCP Wrgppeswill dlow dl
hoststo axcess all savices.

Built-in SOCK S4 and 5support for traverangfirewadls.
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Sppat for SSH 1 fallbadk functiondity. The SSH1and SSH 2 pratocds ae not
compdible. SSH1 dientscamnot com ed toa SSH2 daemon. The SSH2 daemon
can be configured tostat up aSSH1daemon for aSSH1 diert. (M ug beinstaled
with compatible gption). The SSH 1 and SSH2 daemon can be runningontwo
sgparae machines or on the same machine,

Multiple chame suppo rt. “All termind sessions, forwaded connections, etc. are
channels. Either Sdemay open achannd. M ultiplechannels ae multiplexedinto
agndeconnection” (Ref 5).

Distributed key management. The advartage of digributed key managemant is
thet thereis no hierarchy. This avoids having asingetargd for attacks asevay
meachine can hold it’sown keys. It isa o passible to configurethese machines to
change session keysevery haur.

SSH Imp ementations.

The SSH2praool can beimplenentedin vari ousways. In addition to encrypted
terminal connectionsthe SSH protocol can be implemented, for example, as a
complete VPN sdution. At therisk of goingbeyond the smope of thispaper, |
recommend goingto www.ssh.com/products, and www.f-secure.com/products, to ge
anideaof popular implementationsisolutions.

Popular Clients

SSH Communicaions Security. URL: www.ssh.com.

F-Seaure URL: www.f-secure.com. | n the past, SSH Communicaions Security dd
nat sdl Secure Sell but werelicensingit through F - Secure. F- Seaurestill licenses the
UNIX sever but both companies now develop their own diens.

Van DykeTechnologes. URL: www.vandyke.com.

Open SH. URL: www .openssh.com.

For acomplete lig of free and licensed clients, visit the www freessh.org website
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