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Creating Security Policies— Lessons Lear ned
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Intr oduction

Oneof thecore principles in Information Security is adherence to the organization’s
security policy. After attending SANS training or other security classes we returnto
work with an eegemess to move forward with hardening servers, tightening firewalls, and
implementing intrusion detection systems. Asour first step, of course, we identify our
need to comply with the existing security policy. So we begin our search to see if we
even have asecurity policy, and end up dusting off an old notebook we found on ashelf
somewhere. Wha we find may not even be gpplicable to our current environment, iS so
genericthat it’s woefully incomplete, or has become totally out of date. Wha do wedo
next? This paper shows the reader some steps we have taken on our continuing joumey
towards a full set of security policies and procedures.

Revising thePadlicy

Wha do we do if the current security policy is incompleteor out of date? Inourcase |
spoke with my Director and shared the vision with her of how important it was to update
our current Hectronic Use Policy. She was quite receptive, already being familiar with
the critical role played by such a document. It wes clear that the current Blectronic Use
Policy would need to be significantly revised and enhanced to cover acceptable use of
resources, greaer levels of security awareness, and increased user involvement.

We needed to expand the scope of what the current policy covered, and to ensure tha all
2500 employees knew wha was in it. To accomplish that we would have to find an
effective way to educate each person, and to verify tha everyone knew what was
expected of themin maintaining compliance. Rewriting the policy to cover every
identified vulnerability, publishing it to users, and testing for compliance seemed to
present quite adaunting task, when what we really wanted to do wes to get started
making our environment more secure. Wheredo we start?

As it tumed out we were gble to begin working both issues concurrently. Implementing
several server fixes would not violae any current policy, so we were gble to begin
hardening certain aspects of our enterprise even as we started updaing our
documentetion.

The Approach

Sincethe previous security policy didn’'t address as broad ascope as wha we need now,
we decided to tenrporarily set asidetheolder document and begin to produce anew one.
Information Systerrs had been charged with developing the original policy years earlier,
so after speaking with the Legal Department and Humen Resources | simply beganto
write wha came to mind. This became something of a free-form brain dump of concepts
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and ideas leamed inthe SA NS Security Essentials curriculumand elsewhere. Afterafew
rounds of this core dump | went back and begen to refine the sections and wording. As
time allowed | added to and modified different portions of the document, but was unable
to devote full attention to it while balancing urgent work on all our other active projedts.

An observation here: Whereas security policies must address thethree foundational
conoepts of ensuring confidentiality, integrity, and availability, they arealso designed to
create end user awareness and participation. With this in mind it is logical to include
other related matters in which weneed user educaion. As we work through the process
of creating security policies we will also focus on areas that may not seemto affect the
“big thre€’ security aspects directly, but arevery important for the overall health of the
organization. These will include acceptable use policies for the equipment, daa, emall,
Internet, and others as needed. As we will see in a moment these can cause significant
liability problens if not handled carefully, and do fit in naturally with an instructional
program on password selection, use of non-gpproved software, and social engineering.

During the writing process | was eventually able to go back and directly consult the
SANS coursework” where we find eight important topics that should be included in a
good security policy.

Pur pose— the reason and goals for the document
Related Documents— citing other pertinent policies and procedures. These could
include specific instructions for server administrators, network auditors, or end
users. The policy pgoer | started writing tended to mix procedures in with the
policies; those should be moved to other referenced documents before the policy
is complete and ready to be reviewed, signed, ad implemented.
Cancellation — describing which documents this supercedes
Backgr ound — areflection on the need for security policies
Scope — the range of issues covered and to whomthey goply
Palicy Statement— SANS' description says, “ the statements should define
actions that are prudent, expedient, or advantageous to the organization.” The
policies must be realistic. It doesn’t help to declare tha no personal use of
computers will be allowed if that is not something tha will be enforced. An
article from ComputetWorld as quoted by CNN states
o “Dallas attorney B. J. Thomas, who specializes in computer law, said tha,
as counsel for thecity of Cleveland, Texas, her rule of thumb isthat e-mall
is atool like any other. * Any policy can beviolated by the use of another
tool as well,” Thomes said. ‘ In municipal law, [the ideais]: Don't have a
policy unless you can enforce it, and if you enforce it, enforce it
uniformly. "
An organization would probably be better off leaving out statements prohibiting
personal use of email or Intemet entirely if no one is expected to live by them,
rather than to undermine the user community buy-in of the entire security policy.
The policy also may not be legally enforceable due to inconsistent gpplication of
it, should aserious violaion of some other section occur. Again, think things
through carefully and be realistic.
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Responsibility — identifies which people are responsible for the various affected
areas withinthepolicy. Examples include the ClO, system administraiors, and
attomeys. It can also definetheneed to creae specific procedures for
implementaion and enforcement of the policies, referencing the Rel ated
Documents mentioned above.

Action — specifies the tasks to be done, and thetimeframe in which they areto
occur.

Some of these sections | had included, and others need to be added still. It is definitely a
work in progress.

For further input | consulted an excellent book by Michael R. Overly called e-palicy
How to Develop Gomputer, E-M ail, and Internet Guidelines to Protect Your Company
and Its Assets’. Mr. Overly very concisely covers numerous important issues. One
suggestion is that the policy should state that * personal” computers and thedatastored on
themactually belong to the company, and that employees do not have an assumed right to
expect privacy in what they create on the computer or send through an emeail system®
The policy also needsto explain that the organization will be regularly or randomly
monitoring network activity, including email, and that the purpose of users having secret
passwords is not for their privacy, but to provide security for the company’s data. He
even emphasizes the importance of maintaining the corporate culture in away that does
not belie what is expressly stated in the policy ® In other words, if staff members or
management speak or act in ways that suggest their computer work or emails are private
it may weaken the company’s paosition if someone were to file an invasion of privecy
lawsuit. By explicitly stating in thepolicy that the organization has the right to monitor
emails and other network traffic, and not undermining that understanding through
subsequent actions, an organization should be ableto avoid privacy disputes.

In the creation of all policy documents be sureto consult your attomey, the user
community, humen resources department, and perhaps the local bargaining unit as
advised. Also, plesse understand that this paper in no way should be construed as
providing legal adviceor covering every pertinent issue.

Pr oactive Monitoring

In addition to privacy issues, there is also the matter of “ harmful material” entering the
workplace. Itens such as pornogrgphy or jokes in poor taste can creae ahostile work
environment.” If someone in the office becomes offended by something they seeor hear
as aresult of someone else’s email or Intemet experience they mey file a harassment
lawsuit against the company 2 Filtering programs, from companies such as Surfcontrof’
and Websense'”, are available to block URL’s, or to monitor for combinations of words
and phrasings within emall traffic itself that might indicate offensive jokes and stories.

The usageof emall is an entire issue in itself. There are many ways email can be usad to
causea company gred distress inthe event of alawsuit, or can force expensive discovery
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processes to reconstruct an electronic pgper trail.” W ell-written policies covering email
classifications and retention arebecoming extremely advisable. Attorney JimBruceis
guoted by Infoworld on cnn.comas saying "’ If acompany is sued, it is routine for the
other party to ask the company to produceall their records [on the subject], including e-
mail,” Brucesays. ‘E-mail is areally juicy target because it can be searched by
keyword."**

Network and email filtering and monitoring technologies can be a very significant
investment in time, hardware, software, and recurring maintenance costs for URL and
other updates, but it is probably worth the expense. Compared to the potential legal
liability for failing to ensure aharassment-free workplace it will likely be a bargain well
worth the cost.

The Downside

Using hardware and software filtering tools are good techniques a company can employ
to protect its workers and itself, but there is further caution. If a company has such
systems in place, but failsto act promptly and fairly on violations to the acceptable use
policy, theorganization can be held liable for failing to performduediligenceto remedy
thesituaion. In other words, if you don’t respond quickly enough to document and
enforce appropriate discipline for any violations you may still be held liable® It
becomes, then, extremely important to properly implement and executethepolicies and
procedures in away that provides maximumeffect. This also emphasizes the importance
of an organization adequately funding such an effort, including the on-going costs for
personnel and their training in support of these tools.

Whew! The more | studied on thetopic of policies and their legal ramifications, the more
| realized | had no desireto continue writing the stinkin’ things. | really just wanted to
make the operating systers and network more secure.

Anocther Option

Somewhat overwhelmed and discouraged | set this project asideand resumed my other
daily tasks, which of course includes reviewing security bulletins. Inarecent relesse of
the SANS Newsbites® | found an ad declaring “Write Your Information Security Folicies
in aDay!” Hoping for thebest | decided to contact Pentasafe' to see what they hed to
offer. | was very impressed.

The link referenced in the Newsbites article™ took me to apage introducing Pentasafe’s
VigilEnt Policy Center (VPC), which then led to subsequent links”® describing key
features and benefits. The product goparently comes with pre-built security templaes
written by Charles Cresson Wood, an expert in the security field, and which are
accessiblethrough awizard gpplication that steps you through the policy creation
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process. According to their statements you can have adraft security policy prepared in
about aday. That sounds goodto me.

A quick note: This paper is not intended to bea product review, but was created to share
with the reader some of the steps and thought processes our organization is going through
to update our security policies. | hold no stake in Pentasafe, and havenot even seena
demonstration of VPCyet. | have requested one fromthevendor and amlooking
forward to determining if this product will help simplify ourtask. If VPCworks as well
as claimed | plan to consider incorporating it into our environment, provided funding
becomes available. Wehave asignificant budget process to work through, so this may
not be fessible right away. As | share with the reader some additional features claimed
for this produdt, it should become apparent how they might prove helpful in the
enterprise.

Publishing the Palicies

In addition to creating and editing security policies there must be an effective mechanism
to distribute themto the user community. As mentioned earlier, we might have in place
the best policies in the world, but if our users don’t know what they are, and how that
impacts the way they performtheir jobs, it will do little good towards accomplishing the
goal of keeping our networks and datasecure. User educdion is imperative, as is the
ability to verify that everyone understands and has agreed to abide by the policies and
practices. PentaSafe’s VPC seems to provide agood solution to educate, test, and catalog
user awareness,

According to thedocumentation VPC allows administrators, oncethey have worked
through the automated policy creation process, to publish the finished documentsto a
company’s intranet site. Rather than just hoping users will visit, read dozens of pages,
and thereby become fully supportive, VPC goes further. The product is stated to provide
a quiz mechanismto test and record user participation in the on-line policy training
program. Users log in & their convenience, or with pronpting, and arethen educated and
tested on their knowledge of the conpany’s policies. A permanent record of their
participation is stored, and remains available should an incident of violaion arise laer.
Employees are protected by always having on-line access to the company’s policies in
case they have questions, and the company s protected by being able to provethat it has
performed due diligence in crafting policies and educating employess. It isWin-Win.

Summary

PentaSafe’s VPC s certainly not the only method available for an organization to
develop and implement security policies and procedures. It is entirely possible for a
company to creae its own policies fromscratch, or to copy and paste some boiler-plae
wording that might be provided by others as aservice onthe Intemet. However,
allocaing sufficient internal staff time might not be a cost-effective option, especially
considering the potential legal liability that is a stake. The proper skill set mix of
writers, attomeys, human resource specialists, technology experts, etc., may not even be
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available within local staff. Qutsourcing aportion or the entire job may be an option for
some. It is, of course, ultimately up to each organization to determine their best course of
action to fill this essential need.

Conclusion

As | noted a the beginning of this paper | was hoping to share with the reader some
lessons wehave learned. Perhaps trying to write all the policies and procedures ourselves
is not the best way to go, hence our current interest in exploring VPC. We are not yet
finished creating our documents, so weare actually still in thethick of it withyou. It
would havebeen niceto be on the other side, encouraging your progress along a well
worntrail. | wish wehad the definitive words of wisdom for others heading down this
pah, but perhaps some of the issues discussed will help you explorea few options and to
determine what works best for you.

Appendix A

As areference | have included thetext of our current work-in{progress. Beawarethat
this isonly adraft document and in need of revision and review. Hopefully some ideas
will stimulate your own thinking.

A cceptable Use Palicy
Security Palicies and Pracedures for <ORGANIZATION>

Background

The <ORGANIZATION> has set avision and is progressing on apath into the future of enhanced
constituent support and servi ce by mantaining asecure and availabl e network of € ectronic data systems.
These systems are interconnected via high-speed swit ches, routers, and firewdls to dlow gppropri ae
access to <ORGANIZATION> information stored on multiple file servers and daabases. Thegod isto
maintain dl of these components, dong with the backup devices and supported dient PCs, in a manner
consistent with industry best practi ces.

Contained in this document are the polides that direct the processes and procedures by which

<OUT SOURCING VENDOR>, in patnership with the <ORGANIZATION>, strives to ma ntan asecure
and avdlable daaenterprise. By employing industry best practi ces dong with proprietary processes we
areworking to provide duediligencein our best efforts to mainta n the confidentidity, integrity, and

avail aility of the <ORGANIZATION>’ s data resources.

This endeavor is truly apatnership, in tha dl patiesinvolved have asignifi cant stake and responsibility to
comply with dl agreed-upon polici es and procedures to ensure the highest possi ble leve of security. A
single weak link anywhere in the chain, from the largest server, to any individud user running an

unauthori zed program, coul d compromise the integrity of confidentid data or creae a cat astrophic loss.
Theeare“ hostil€’ gpplicaions that can inadvetently or ddiberatdy berun on aPC and cause data
destruction or disruption of service to others. Information Systems is constantly working to harden systems
agai nst such atacks, and to implement services to screen out hostile mobil e code and vi ruses, but it is still
up to each individud user to comply with dl revisions of published polici es and procedures. Risk assumed
by oneis shared by dl.
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The laest version of the <ORGANIZATION>’ s Acceptable Use Policy will d ways be posted on the
<ORGANIZATION>' s Intrane site for qui ck reference.

As dl <ORGANIZATION> network users carefully follow operaionad and security guiddines we havea
good opportunity to continue providing the best possibl e services to the employees, residents, and
businesses of the <ORGANIZATI ON>.

Scope

This document contans multipl e sections that arein many ways inter-re aed. Severad concepts, with
Security being foremost, become threads that run through the entire document and are common to multiple
aress of discipline The overdl objective, of course, isto guard the <ORGANIZATION>' s vitd dectronic
daaresources tha contain confidentid employee records, payroll information, customer informetion, and
much more. All of these records are stored in d ectronic data systems and must be treated in amanner
consistent with current best practices to ensure their confidentidity, integrity, and availability.

This document strives to defi ne methodologies to support the three essentid principles for guarding
dectronic datasystems:;

Confidentiality

Integrity
Availability

Briefly describing each qudity wehave

Confidentiality — Ensuring tha only authorized users can access confidentid or sensitive information. By
precisd y defi ning groups of users, and regul aly auditing the accuracy and consistency of those groups, we
can limit and control who has access to which data  Through avai ety of polici es, practices, and systems
we work to ensure tha only those who are authorized will access any given daaresource.

Integrity — Ensuring that data has not been tampered with, ether on the network or in storage Our god is
to ensure tha daaintegrity is maintaned a dl levds.

Availability — Datamust be avail abl e to those who are authorized to useit. Denid -of-Servi ce atacks are
becoming common, and our god is to ensure that users can access the data they need.

Target Audience

The policies and procedures described in this document cover various groups of people. Some polici es
cover every user of the <ORGANIZATION>'s network and its resources, and others gpply to specific
groups who administer or managethe nework. Thisisnot discriminaory, it is simply afunction of rol es
and responsi bilities. The identified groups are listed bd ow.

<ORGANIZATION> Employees

<OUT SOURCING VENDOR> Employ ess

<ORGANIZATION> Information Systems staff

Indudes both <OUT SOURCING VENDOR> and <ORGANIZATION> Employess
Managers

Network Resources Division

Server Support Division

Desktop Support Division

Daa Center Operaions Division

Network Security Division

o O 0 O o0 O O

Each and every individud person who uses any portion of the network or its resources
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Ownership of Network, PC, and Data Resources

All hadware and software are the property of the <ORGANIZATION>. Although there are numerous
“Persond Computers’ provided for use by staff members they are owned by, are to be used for conducting
business for, the <ORGANIZATION>.

Hardware
Any computer or networking hardware must be gpproved through the formd Information Systems
goprovd process before beng connected anywhere on the network.

Softwar e
No software may be loaded on or removed from any <ORGANIZATION> computer unless it has
been goproved through the formd Information Systems goprovd process.

Usace of Network, PC, and Data Resources

Any person using the <ORGANIZATION> computer network or any of its components must agree to and
abide by dl parts of the A cceptable Use Palicy.

No Privacy of Data
Detal here

Privacy Rights Waiver
Detal here

Computer Usage M onitoring
Detal here

Networ k and/or email Monitoring
Detal here

Allowabl e Use of Computer Systems
Detal here

Formal Information Systems Approval Process

Defi ned and explained here.

Security

Security must be an integrd thread running through every aspect of the enterprise. Just as physicd security
for employ ees has been provided with polid es, guards, and metd detectors we must dso provi de for
security of the <ORGANIZATION>'s data using a multi-l ayered gpproach.

Each PC user is entirdy responsi ble for his or her own user ID and password. No one ese should share
these. Every fil e server and pi ece of networking equipment has its own mechanisms of protection through
access codes as wdl.

Security is everyon€ s business, and is an on-goi ng refinement process as situations change and new
vulnerabilities develop. This section discusses severd aspects tha should be universdly gpplied in
addition to any other, more specific, policies tha are devd oped.

Severd other sections within this document will address security again as it gopli es to spedi fi c areas.

Page 8 of 14
C)AdL ib eXpressWor KMark_Worthington_G SE C.doc
05/01/03 2:00 PM

© SANS Institute 2000 - 2002 As part of GIAC practical repository. Author retains full rights.



Userl D’'sand Passwords

Individud user accounts and passwords are used to creat e security for the systems and databdonging to the
<ORGANIZATION>. As mentioned earli er, users should have no expectation tha anything they create,
store, send, or receve on a computer or through the nework is private dl daais the property of the
<ORGANIZATION> and is subject to review a any time by authorized personnd. T he purpose of a

Userl D and password is to creste security from unauthorized access to the <ORGANIZATION>’ s systems
or confidentid data

Userl D Creation

The <ORGANIZATION> has astandard method for creaing login names to servers, gopli cations,
databases, and email. The UserID consists of 8 characters. Thefirst character is the same as that of the
user’s first name. Appended next is tha portion of the user’ s last namethat will fit within the 8 character
fidd. Ifthelast nameistoo long, it istruncaed a syllabl e breaks to fit.

Since dl UserlDs must be unique throughout the <ORGANIZATION> there will beinstances where a
“ tiebreak er” must be used to keep similar names from resulting in the same 8 character vdue. We will
inset anew character into the second position to creste unique ID’ s.

For example, if Mary Smith dready has MSM ITH and M avin needs to be added, we will create his
UserlD as MASM ITH. When Mdlisa Smitherington is added laer her Userl D will become MBSM ITH,
and so on. By sequencing letters of the dphabet we are al e to accommodat e numerous such situaions.

Password Length and Compl exity

Most user ID’ s hav e been assigned by asystem administrator to be used for each individud person to log
into the nework. In addition, there may exist other D’ s for users to access speci fi ¢ dat abases or
goplications. It is permissibl eto usethe same password for each system or application a user accesses.

In dl cases each user is entirdy and persondly responsible to mai ntain the compl exity and secrecy of his or
her own password.

All passwords must consist of
At lesst 8 characters
A combination of uppercase and lowercase |etters
Numbers
Speci d symbols (~! @#, and so on).

Remember, each password should have dl of theabovein it.

Plesseg, it isimportant NOT to use
- Your login name
Your dog or ca’ s name
Anyon€ s birthday
Any single word found in any dictionary in any language

Yes, this sounds di ffi cult, but any of the above passwords are essy to guess or crack by an atacker trying to
access the system. Even if you think you don’t hav e access rights to anything important, you must still
protect the secrecy and compl exity of your password. |f an a@tacker can get in using your account, he has a
foot in the door and may be abl e to bresk further into the network.

How then do you sel ect a password tha you don’t have to write down on a sticky note and atach to your
monitor? (Please don’t ever do something liketha! You might be surprised, but tha is avery common
way atackers get into systems.)
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Remember, you must safeguard your password a dl times, so i f you need to writeit down, put it into your
wall et or purse where you kegp your other vd uabl es like adrivers license or credit card.

Do you think you could come up with or remember apassword tha fits those requi rements? How about
the one here?

l12satMoA!

It looks very diffi cult, but if you aretold tha it stands for “ | love 2 shop a the Mdl of Americal” you
won't have any trouble remembering it. Thisiscdled apassphrase and it heps to create avery complex
password that is quite secure. Agan, writeit down but only storeit with your vduabl es and don’t leaveiit
lying around. Also, please don’t usethis example sinceit has been shown here.

Password Secrecy

Under norma c rcumstances no password is to be shared between people. If an instance arises where
someone must log into a system to access anothe’ s files, the owner of the login may share the password on
ashort, temporary basis to complete the needed work. At the earli est possible conv enience the owner must
create anew password, something unknown to others. Ifthereis areason for one person to access

another’ s files for longer than a few days, you should contact the hel pdesk to request a change of access
rights for your account.

Remember, you areentirdy and soldy responsiblefor any loss, damage, or misuse of data that may
occur by anyonewho logs on with your UserlD and password. Keep your Userl D, and especially
your password secr €.

Persons Exempt from the Password Policy

No one! Some people find password poli cies annoyi ng and inconv eni ent, but how embarrassing or
damaging to the <ORGANIZATION> would it beifthe CEO or CTO' s PC and network accounts were
hacked into and damage caused due to aweak password. Leé’s dl work together to ensure the security of
the entire network.

Password Rotation

Passwords must be changed regularly to avoid the possibility of them eventudly being discovered and
compromised. Therefore, each user must change his or her password a lesst once every six months. The
password may be changed more often, but you can not reuse the same password within athreeemonth
peiod.

Forgotten or Temporary Password Assignments

Occasiondly auser may forget his or her password. When tha occurs they areto cdl the hepdesk to
request tha anew, temporary password be assigned. Hdpdesk will comply by scheduling or having a
technici an put in anew short-term password. Nether the hepdesk person nor thetechnician is permitted to
divulge the new password to the person cdling. They must both hang up; hd pdesk will ook up the user’ s
namein the <ORGANIZATION> employee phonedirectory. They will then cdl that number and leave the
new password on voi cemail after hearing theintended person’ s recorded message. By taking this smdl
extrastep it will hep to reduce the likdihood that an atacker could successfully obtain alogin by
impersonaing avdid user.

Password Cracking

Pat of maintaining a security policy is ensuri ng that there are no weaknesses caused by falure of some
users to follow polici es and procedures. Therewill be times when certain Information Systems personnd
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will test, or hire others to test, various portions of our enterpriseto veri fy overdl security. Onetest will use
common tools to ensure tha passwords are maintained with suffi cient length and compl exity as stated in
the password policy. We will ddiberady and purposefully run tests in amanner tha will avoid cracking
passwords tha are crafted properly. Passwords tha do not meet AL L of the requirements will most likdy
be discovered during this process.

This practice ensures privacy of data for the users who are hdping contribute to the overdl security of the
<ORGANIZATION>" s resources by following security policies. Those users whose passwords do not
meet the proper standards will be notified by email to correct the situation.

It is expressly aganst policy for anyoneto run any type of password cracking tool or network penetration
testing without proper authori zation. Only certain spedi fi ¢ persons who have proper documents on file with
the <ORGANIZATION> M anager’ s offi ce are permitted to initiate or permit such activities. Disciplinary
measures will betaken against those who viol ae this policy.

Network | nfrastructure

Background
Routers, switches, firewdls, as wdl as various Unix and NT servers, comprise vitd servi ces that make

possible the <ORGANIZATION>’ s extensive data network. Management of these componentsis
deega ed to different groups, but they dl must work together in asecure, stable, and managed way to
provide an effective network. Because some of these components exist in the more vul nerabl e perimeters
of the network they necessarily must be hardened and configured appropri ady.

Nework Components
T hese components indude
. Routers

Switches

Firewdls

DNS Servers

Proxy Servers

Web Saves

FTP Servers

Network Component Passwords

Network components must be configured with passwords of the same type and complexity as descri bed
dsewherein this document. Dueto the criti cd nature of thei r functions they must be subj ect to more
stringent policies, and therefore the passwords are managed as follows.

In keeping with the maxim to provide defense in depth, each infrastructure component located in or
supporting the perimeter networks must have a uni que password. In other words, the externd Internet
router, firewdl, proxy servers, mail servers, DNS servers, FTP savers, and dl other DMZ servers must
hav e passwords totdly different from each other and from dl others anywhere in the network. The
reasoning behind thisis that i f an atacker is aleto penerate one leved of security he will have to start over
a each new device not having captured “ the keys to the kingdom” after acquiring and cracking one
system’ s password file  For the same reason, only one or two critica administrator accounts, dso with
unique passwords, should ever be stored on a system in the perimeter network.

Network Component Passwords — Contingency A ccess

Two seded enveopes contaning passwords areto be stored in alocked box in the offi ce of the Information
Systems Director. One envdope will contain the logins and passwords for dl routers, switches, and
CSU/DSU’ s mainta ned by Information Systems. The other envelope will contain the passwords for the
Unix servers and dl databases. In the event tha the gopropri ae Network Support or Server Administraors
arenot avalabl ein an emergency access to the secured envedopes can be provided by one of the following
peopl
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John Smith — Information Systems Director
Mary Jones — Depatmentd A ccountant
Judy Doe — Administretive Assistant

Network Component Passwords — Change Cyde

Passwords on infrast ruct ure components must be changed a the following times.
At lesst once every three months
In the event tha a password or system becomes compromised dl infrastructure passwords are to be
changed as soon as possible
In the event tha the seded enveopes contaning the passwords secured in the Director’ s officeis
opened for any reason the passwords are to be changed

Prior to any passwords being changed, anew seded enveope contaning the new passwords will be placed
in the designated storage areain the l.S. Director’ s office. The effective date of the new passwordsis to be
written on the outside of the envdope, dong with the names of the supported equipment. Both the old and
new enveopes areto beretaned in the locked box until the next round of password changes, or until the
next Security Audit Reporting Cyd e occurs, whichever comes first. Thiswill cover the unlikdy
contingency that one or more of the devi ces is overlooked in the password change process.

Network Component Passwords -- Assignment and Responsibilities

Routers and LAN Switches

All routers and L AN switches are maintained and supported by the Network Servi ces group of Information
Systems. Login passwords and privil egel evd passwords are assigned and retained as confidentid by two
support persons.

Bob — Network Services M anager
Fred — Nework Engineer

Public Safety DSU/CSU’s

All DSU/CSU’ s are maintaned and supported by the Network Services group of Information Systems.
Login passwords and privilege-leve passwords are assighed and retained as confidentid by three support
persons.

Bob — Network Services M anager
Fred — Network Engineer
Marvin — VAX Support Technician

Network I nfrastructure Support Servers
All Unix servers are administered by the Daa Center M anagement Group. Root passwords are assigned
and retained as confidenti d by three support persons:

Osca — Data Center Manager
Raph — Senior Systems Administraor
John — Unix Systems A dministrator

Servers

Background
All network operaing systems are subject to probl ems tha don’'t become evident until they have been in

common use for sometime. Manufacturers periodi cdly rdease service packs and pa ches to repar wha
has been found. Additiondly, there are services and features tha may be useful in cetan, low risk
environments, but for the mgority of instdlaions they creae unreasonabl e security and operationd risks.
As various vulnerabilities are discovered by users and specidists in the neworking fi dd recommendations
are made to mak e adjustments to operaing systems to dl evia e these probl ems.
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New Server Prereguisites

In light of the need for remediation of identified problems, and the sev ere security risks posed by ignori ng
them, no server will be permitted to be connected to the <ORGANIZATION>’ s operaiond network until it
has been suffici ently hardened.

Procedures will be defined for each unique operaing system to identi fy, document, and impl ement current
best practi ces for each plaform, to indude, minimaly, Microsoft Windows NT, Windows 2000, Novdl,
Unix, and Linux. These procedures will probably be the most dynamicaly upda ed, as vulnerabilities are
announced dmost daly. Sources from which these procedures will be drawn are the vendors themsdv es,
the SANS institute, and other reliable sources.

Production Server Petch M aintenance

A policy and procedure will be deve oped to dlow qui ck dissemination of the current best practices for
sarves to ensure the production systems are kept in top condition. However, no pach or fix will be applied
to any production system until it has been carefully tested on the deve opment servers to ensure that the
“curg’ isn't worse than the disease.

Workstations

New Workst aions

Because the <ORGANIZATION> standard for PC desktop operating systems is Windows NT Workstation
they are subj ect to most of the same vul nerabiliti es experienced by NT Server. Therefore, dl new

workst aions must be subject to the same polici es and procedures as the servers to harden them. In
addition, there are many applications and PC settings tha can cause weaknesses in theintegrity of the
desktop, and even other systems on the <ORGANIZATION> network.

To create uni formity of setup and to ensure that known weaknesses have been resolved it will be necessary
to create astandardized image of PC desktops. It is expected tha Novdl Zenworks will be employed to
hdp the imaging and deployment of standardi zed setups.

T ape Rotation Schemes

Off Site T gpe Storage
P & P sfor encrypting data on tapes going offsite

P & P sfor Tgpe Backups performed on Off-Site Servers
P & P sfor Tgpe Backups performed by Non-supported groups

Tape Integrity and Usability Testing

It does no good to run regular backups i f vdid, useable datais not actudly stored on thetgpes. Therefore,
Backup Policy requires that backup log files are checked daily. In addition, periodic testing will be doneto
ensure tha acompl e system and data restoration can be done. Spare severs will be made available by
the <ORGANIZATION> to make this essentid step possible.
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