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Isit really gone ? (A look at data deletion)

Introduction

Whathappens to data once its beendeleted? Is it safe to assume that it's
reallygone, never to be seenagain?

Unfortunately this is whatm any people think, theyassume thatonce they
delete a file the Operating System they are using actually rem oves the file
from the storage media. Thus making itim possible to retrieve.

This is not the case, as we will see lateronin this paper.

The goal of this paperis to create an awareness surrounding t he secure
deletion of data. This paper will look at the various ways of deleting data and

will atempt o highlight the shortcomings of each of these methods.

Delete Comm ands

The quickest and easiestwayto “erase” data is to use the Operating Systems
(OS) builtin delete commands, these commands may vary rom OSto OS but
they all do pretty much the sam e thing.

When the delete command is used it doesn't actually touch the data recorded
onthe media. Itonly removes the indexentryand pointers to the act ual data
sothatit appears as ifthe file has beenremowed. The space that was
allocated to the data is then made available to the O Sfor future write
commands.

This process is very insecure and only offers protection from general

com puter uses snooping around. There are many utilities available which
would allow anyknowledgeable user to move beyond the operating systems
file indexng structure and exam ine the data stored on the disk directly, thus
giving access to previously deleted data.

MostOS's even provide access to the raw disk data with commands such as
undelete (D OS, Windows), grep, dd and debugfs (UNIX).

Thereis a way to prevent a deleted file from being reread by such tilities.
This can be done by overwriting the sectors used by the file with anew data
pattem, then if the file is recovered the inform ation contained will be useless.

This process is an im provementbut still posses sam e security risks.

Another problem arises inthe way the operating system and applications
function. Mos t operating systems applications create temporary files or swap
files while they are working with the data. When the applications are closed or
finished with the data they “erase” the tem porary files. This practice provides
another source of data to be s earched for with undelete utilites. So een if the
original file has been overwriten, m ultiple copies of the raw data may still e xist
invarious unused parts ofthe disk drive.
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Re-Formatting or Re nitialising

There are two major differenttypes of form atting; these are low level formats
and Operating System form at conmands.

Low -level form ats are generally the better of the two as theyre initialise the
disk by writing either 1's or 0’s to the media as apposed to an Operating
Systems formatwhich nomall y only create a new inde xing scheme for the
Operating System ,m aking all the sectors available for the writing of new data
and leaving the old data intact.

Itis agood ideato familiarize one self with the e xact actions of the format
commands used by yo ur organizations Operating Systems. As there are many
different ways to issue the form at commands.

Under DOS based systems you have the option to run the format command

with the U param eter (e.g. form at c: /U), this will prevent the form at process
from being reversed by the unform at conmand.

The same is true for Windows, which has the options of a quick format and a
com plete format. With the com plete form at being the far safer option between
the two.

Overwriting of the Data

Aslightlygreater level of p rotection for erased data can be attained by
owerwriting the entire media or the sectors used by the erased data. To do
this we need to overwiite the data area as manytimes as possible with
alternating patterns. Inselecting the data patternto writeto the disk, the aim
is to try and to switch each magneticdamain on the disk back and forth as
much as possible (the same concept as degaussing)without writing the same
pattem twice ina row.

Afew factor must be taken into account that com plicate the ch oice of the
pattem to be written, these include such things as:

The frequency at which the drive wirites data to the media this is
because very high frequency signals only scratch the surface of the
media. Alow frequency signal is required to penetrate the media as
much as possible.

The way that disks use aform ofrun -length limited (RLL) encoding, so
that adjacent 1's are not written. This encoding is used to pre vent the
drive from losing track of where itis in the data, by making sure that
transitions aren’t placed too closely together or too far apart.

The following table shows a sequence of 35 consecutive writes, which takes
into account the different RLL encoding formats. (The com plete derivation of
this sequence, as well as description of the workings of the RLL encoding
formats can be found in Secure Deletion of Data from Magnetic and Solid -
State Memory — by Peter Gutmann)
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Overwrite Data

T\IGSS DataWritten Encod ng Scheme Tar geted
1 Random
2 Random
3 Random
4 Random
5 01010101 01010101 01010101 Ox55 (1,7 RLL M PV
6 101010101010101010101 010 OXAA (1,7 RLL M PV
7 3)0210010 01001001 00100100 0x92 0x49 (27)RLL | MPM
8 8)1(821001 00100100 10010010 0x49 0xX24 @7)RLL | MAV
9 821480100 1001001001 001001 0x24 0xX92 27)RLL | MPM
10 (00000000 00000000 0000000 0X00 1,7RLL | (27) RLL
11 00010001 00010001 00010001 0x11 (1,7 RLL
12 001000100010001000100010 0x22 (1,7 RLL
13 00110011 00110011 00110011 0x33 (L,7RLL | (27) RLL
14 010001000100010001000100 Ox44 (1,7 RLL
15 01010101 01010101 01010101 Ox55 (1,7 RLL M PV
16 011001100110011001100110 Ox66 (L,7RLL | (27) RLL
17 0111011101110111 01110111 OX77 (1,7 RLL
18 10001000 10001000 10001000 0x88 (1,7 RLL
19 10011001 10011001 10011001 0x99 (L,7RLL | (27) RLL
20 101010101010101010101010 OXAA (1,7 RLL | MRV
21 10111011 10111011 10111011 OxBB (1,7 RLL
22 11001100 11001100 11001100 OxCC (L,7RLL | (27) RLL
23 1101110111011101 11011101 OXDD (1,7 RLL
24 111011101110111011101110 OXEE (1,7 RLL
25 11111111 11111111 11111111 OXFF (L,7RLL | (27) RLL
2% 3)0210010 01001001 00100100 0x92 0x49 @7)RLL | MPAV
o7 8)1(821001 00100100 10010010 0x49 0x24 (27)RLL | MPM
28 831480100 1001001001001001 0x24 0X92 @7)RLL | MPAV
29 8)%0;101 1011011011011011 Ox6D 0xB6 (27 RLL
30 é%ém 1011011011 01101101 0xB6 0xDB @7)RLL
31 11011011 01101101 10110110 OxDB 0x6D (27 RLL

0xB6
32 Random
33 Random
34 Random
35 Random
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Can overw ritten data berecovered?

With the use of specialized equipment it is possible to detect the magnetic flux
values stored on disk media with greater accuracy than is possiblewith the
disk head assemble usedin the drive itself. These techniques allow skilled
technicians to retrieve data that has been deleted or overwritten.

MFM is atechnique for imaging magnetization patterns with high resolution
and minimal sample preparaton. MFMuses asharpmagnetictip attached t o
aflexble cantilever placed close to the surface to be analysed, and interacts
with the stray magnetic field.

Byusing an optical interferometer or tunnelling sensor, the position of the
cantilever can be measured, this gives a measure ofthe strength  of the
magnetic field acting on the cantilever as itis mowed across the surface of the

media.

Techniques such as MFM m ake truly deleting or overwriting data on media
very difficult, the problem lies in the way that data is written to the media.
When the write head writes new data to mediait is not written to the precise
location of the previous data, due to the inaccuracies in the head positioning
system. This makes itpossible to read traces of the old data along side the
current track. (with the embe dded positioning systtms and extrem e high
densities of new drive technologies, this becomes less of a risk.)

Theoreticallywhen a one is written to disk a one is recorded on the media,
and when a zero is written a zero is recorded on the media. Thisisn ot the
case s reality, the value is closer to 0.95 whena zero is overwritten with a
one and 1.05when a one is overwritten with aone. Normmal disk circuitry is
designedto acceptboth these values as one, butby using specialsed
circuitry itis possibl e to calculate what was previouslywritten to the media.

The recoveryofa least one or two layers of owverwritten data can easily be

done by reading the signal from the analogue head circuitry with ahigh -quality
digital sam pling oscilloscope. The output is then analysed by software to
recoer the previously recorded data. The software generates an ‘ideal” read
signal and subtracts itfrom the actual signal, leaving the remnant of the
previous layer. (with never channel coding techniques like PRML, the u se of
an oscilloscope to recover data is nolonger possible)

Degaussing of the Media

Adegausser is an external device that emits an alternating magnetic field that
graduallydecreases in strength. The result of this is to reduce the magnetic
flux stored on the storage m ediato almostzero.

This is usudly done by passing an altemating mains currentthrough coils,

thus generating an alternating magnetic field. The mediais then moved
through the magnetic field, first saturating the media and then gradua Ily
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reducing the m agnitude to zero as the media is moved awayfrom the
magnetic field, leaving the m edia dem agnetised.

For any external magneticfield to be effective in recording a signal onthe
media it needs be applied fora short period with astrengt h of 1/3 higher than
the coercivity of the media. To effectively erase data on the mediato the
extent that recovery becomes uneconomical requires a magnetc field about
five times greater than the coercivityof the media.

The table below lists the \vario us coercivity levels of different m edia types:

Typicd Media Coerdvity FHgures

Medum Coeravity
5.25" 360K floppy dsk 3000e
5.25" 1.2M floppy disk 6750e
3.5"' 720K floppy disk 3000e
3.5' 144M floppy disk 7000e
3.5' 288M floppy disk 7500e
3.5' 21M flopticd disk 7500e
Older (1980's) had dsks 900-1400 Oe
Newea (190's) hard disks 1400-22000e
1/2' magretictape 3000e
14" QICtape 5500e
8 mmmetdlicpatidetge 1500 Oe
DAT metdlicpaticetape 1500 Oe
According to US Government guidelines the following classifications are
made:
Class | <350 0e
Class I 350-750 Oe
Class i >750 Oe

Degaussers are awailable for Class | and Il but for Class Il there are no

degaussers available thatcan generate the rec ommended 7500 Oe to fully
erase them.

This also creates a problem for hard disks as theyhave coercivity levels inthe
same orderas Class llitapes. This makes degaussing hard disks a useless
endeavour, this and the fact that degaussing would destroyt he sync bytes, ID
fields, error corre ction information, and other indicators needed to identify
sectors on the media, thus rendering the drive unusable.

Physical Destruction or Physically Damaging the Media

Now that you are sufficiently paranoid the onlyr eal wayt make sure datais
gone forever is to destroy the m edia.

Physically disassembling a disk drive and removing the platters from the
spindle is a highly effective form of protection. Despite claims to the contrary,
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technology does not exstto remo ve the platters (withoute xtensive control
measures) from one device and read them back with another machine.

At the time of manufacture, control signals (servo information) are written to
ewerydrive after it has been assembled. Any attemptto recreate or read back
these signak once the exactalignmentand relative positioning of the platers
and the head stack have been altered is virtually im possible.

If the platters are removed - withoutstrict engineering methodologies -the
surfaces are useless for datarecovery purposes.

Of course, once a platter has been physically removed, there is no reason not
to hawe them simply scored with a single line to scrape the magnetic coating
right off the platter. This would eliminate the one in a million chance that
alignmentin a new assemblyis the exact same as the original.

Conclusion

Itis effectively impaossible to completelysanitise storage m edia by overwriting
the previous data, no matter how manyoverwrite passes are made orwhat
data patterns are used. H owever the use of these techniques, can m ake the
job ofan attacker far more difficult, if not prohibitivelye xpensive. The only
true way to made sure sersitive datais notrecovered is to destroythe media
or m ake sure the datais never written todisk i n the first place. Itis also a
good idea to use encryption to protect data, sothat ifitis recovered itis still
unreadable (m ake sure that the original unencrypted form can not be
reco\ered otherwise this process is useess).
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