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Introduction

SSL, (Secure Sockets Layer), is aprotocol intended to provide privacy and reliability
between two communicating goplications. Privacy meanstha the messages are not
subject to interception by eavesdroppers. Reliability means any alteration of messages
will be detected.

SSL was introduced by Netscape in 1995 and has since become a defacto standard on the
World WideWeb. It is commonly used to provide secure access to Internet Banking,
Brokerages, and E-=Commerce. Thesubject of SSL on the World Wide Web was
explored in Alex Bravo’s Sgptenber 2000 paper: Seaure Servers with SSL in theWorld
WideWeb, which can be found &

http://www sans org/infosecFA Q/ covertchannels/SSL.htm

Open Source operaing systems (Linux and BSD variants) and Open Source Web Servers
(primarily A pache) are popular for web sites for several reasons. Oneis the cost. The
software can be had for the cost of the media and manuals. Another reason isthat Open
Source software is thought to be less likely to contain hidden security vulnerabilities
because the source code is open to public scrutiny. Linux and A pache arealso now so
popular tha expert support, both paid and free, is readily available

Linux/A pache sites that want to use SSL. may purchase a commercial version of Apache
with SSL Support such as Covalent’s Raven (http://www.covalent.net/products/ssl/) or
C2net’s Sronghold, which is now owned by Red Hat (http//www.c2net/products).

Altematively, there are Open Source implementations of Apache with SSL support
available for Linux. This isthe option this paper will further explore.

Why

The security-savvy user is aware of when sensitive data is traveling over the network in
the clear, and takes precautions to avoid this. Intemet Explorer’s “padlock” symbol or
Netscape’'s “ unbroken key” @ the bottom of the browser indicates that SSL (Secure
Sockets Layer) isinuse. SSL protects the transmission of form data and passwords from
the browser to the server, and the transmission of the password protected data fromthe
server back to the browser.

Lacking this, passwords can be“sniffed” by anyone with access to any network data may
travel over in between the endpoints, and the password protected data can be
compromised as well as it travels back. The following example will demonstrae how
this is done.
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Example 1

Sylvester is aWeb Server running Red Ha Linux 6.1 and Apache 1.3.9. It servesvia
http adirectory that is protected by Basic Authenticaion: http://sylvester/protected. A

password prompt gppears when | try to acoess that page:

Enter Network Password 2] x| |

? Pleasze type vour uger name and password,

Site: gilvester

R ealm Our Pratected Data

Uzer Hame Iadam

Pazzword I xxxxxxxxx

[ Save thiz password in vour password list

k. I Cancel |

And, after supplying avalid User Name/Password pair, | amgranted access:

2 This is the protected data - Microsoft Internet Explorer
J File Edit WView Fawvorites Tools Help |

J L @ it | = Jﬁ..[_ideSS @ http: A#zplvester/protected/ j
A
Protected

This data is protected by Basic Authentication.

You can only read it if vou have the password.

=
4

|@ Dotie l_ l_ E‘E Local intranet

| used the Network Instruments Chserver 6.0 sniffer software to extract, with ease, the
following data from the conversation between my browser and theserver. The tcp
connection setup and teardown, as well asthe rest of the informetion fromthe ip and tcp
layers have been edited out for simplicity.
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First, an HTTP GET fromthe browser:

Ip, browser -> sylvester
HTTP Section: 254 bytes

Request Line: GET /protected/ HTTP/1.1

Header: Accept: image/gif, image/x-xbitmap, image/]jpeg,
image/pjpeg, */*

Header: Accept-Language: en-us

Header: Accept-Encoding: gzip, deflate

Header: User-Agent: Mozilla/4.0 (compatible; MSIE 5.5; Windows NT
4.0)

Header: Host: sylvester

Header: Connection: Keep-Alive

Now a“401 Authorization Required” from Sylvester, specifying the type of
authentication and the name of the authentication Realm

IP, sylvester -> browser
HTTP Section: 693 bytes
Status Line: HTTP/1.1 401 Authorization Required
Header: Date: Wed, 04 Apr 2001 11:05:11 GMT
Header: Server: Apache/1.3.9 (Unix) (Red Hat/Linux)
Header: WWW-Authenticate: Basic realm="Our Protected Data"
Header: Keep-Alive: timeout=15, max=100
Header: Connection: Keep-Alive
Header: Transfer-Encoding: chunked
Header: Content-Type: text/html

Now another GET fromthe browser , this time specifying an “Authorization” header
containing some encrypted-looking stuff.

IP, browser -> sylvester
HTTP Section: 297 bytes

Request Line: GET /protected/ HTTP/1.1

Header: Accept: image/gif, image/x-xbitmap, image/jpeg,
image/pjpeg, */*

Header: Accept-Language: en-us

Header: Accept-Encoding: gzip, deflate

Header: User-Agent: Mozilla/4.0 (compatible; MSIE 5.5; Windows NT
4.0)

Header: Host: sylvester

Header: Connection: Keep-Alive

Header: Authorization: Basic YWRhbTpldkUOc25ha2U=

Now Sylvester sends the file the browser requested:

IP, sylvester -> browser

HTTP Section: 499 bytes
Status Line: HTTP/1.1 200 OK
Header: Date: Wed, 04 Apr 2001 11:05:19 GMT
Header: Server: Apache/1.3.9 (Unix) (Red Hat/Linux)
Header: Last-Modified: Wed, 04 Apr 2001 10:10:09 GMT
Header: ETag: "17dc3-c8-3acaf301"
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Header: Accept-Ranges: bytes
Header: Content-Length: 200
Header: Keep-Alive: timeout=15, max=98
Header: Connection: Keep-Alive
Header: Content-Type: text/html

HTTP Data
<head>.<title>Th
is is the protec
ted data</title>
.</head>..<body>
.<h1>Protected</
hl1>.<h2>This dat
a is protected Db
y Basic Authenti
cation..<p>.You
can only read it
if you have the
password.</h2>.
</body>.

Granted, | was able to contrive the circumstances under which | sniffed the datagoing by
on the wire. But this should serveas an exanmple of what could be done.

The “Protected” data wes revealed to the sniffer. | guess it wasn't very well protected.

But beyond the loss of thedaa’s privacy, what about that password | sent? The
Authorization header looks encrypted:

Header: Authorization: Basic YWRhbTpldkUOc25ha2U=

But it’s not. It’s only Base64 encoded, and is protected fromonly the most casual
observer. The HTTP Basic Authenticaion Scheme is documented at
http://www. w3.org/Protocol s/HT T P/1.0/spec.html#Basi cAA for HTTP 1.0.

There isan HTTP Basic Authentication Decoder and Encoder at
http://www.securityst ats.com/tools/bases4.asp. With it you can decode (or encode) any basic

authentication string. It reveals that the Basic Authentication string aove contains
“adam:evE4snake”.

There are other weaknesses in the Basic Authentication Scheme ingeneral. One is tha
there is no password lockout mechanism, making servers tha implement Basic
Authentication vulnerable to iterative password cracking.

Many sites simply use HTML's forms capability to prompt for ausemame and password,
knowing that their transmission will be encrypted by SSL.
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Open Source Implementations of SSL and Apache

There are two Open Source implementations of SSL for Linux, SSLeay and OpenSSL.
There are also two Open Sourceversions of Apache with SSL Support, Apache-SSL and
Mod-SSL.

SSLeay was developed by Eric A. Young (thus the name) and Tim J. Hudson. It is
available & http://www?2.psy uq.edu.aw/~ftp/ Crypto/.

OpenSSL is based on the work done in SSLeay. OpenSSL is available &
http://www.openssl.org. OpenSSL also implements the Transport Layer Security (TLS)
pratocol V1.0, which is a proposed standard intended to replace SSL. The RFCfor TLS
is a http://www.ietf.org/rfc/rfc2246.txt and the |ETF working group charter for TLSis &
http://mwww.ietf.org/html.charters/tis-charter.ntml. 1 won’t be covering TLS in this paper,
but it’s worth reading about.

Apache-SSL is aset of patches for Apache that add SSL Support. Apache-SSL is
available a http://www.apache-ssl.org.

Mod-SSL is an Apache modulethat was based originally on a version of Apache-SSL.
Mod-SSL isavailable & http://www.modssl.org.

OpenSSL and Mod-SSL are the more current work, although Apache-SSL is still being
actively developed.

Note: If you decideto use any of this software for your work, you should download the
source, verify the checksums whereavailable, and compile it yourself. If you usebinary
RPMs like | did for this example, you are trusting the person who compiled the code not
to have inserted any malicious code.

Installation

| will use SSLeay and Apache-SSL for my demonstration for the sake of expediency.
There were ready-to install RPMs for these available that did not require any additional
prerequisites on my test system.

Installing themis as essy &s:

[root@sylvester rpms]# rpm -i SSLeay-0.9.0b-4.i386.rpm
[root@sylvester rpms]# rpm -i apache-ssl-1 3 4-1 31-1 i386.rpm
dadaccaeacyaccercdaceciecaedaedeceacedaciceicecdaeiacyceacacaciceceacyae

@ Don't forget to do a gendummycerts after installation @
dadaccaeaeyaccercdacecicecdaedaeadeiceacedaciceicecaeiacyciacacaciceceacyaes
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Certificates and Configuration

Thesubject of Digital Certificates is covered in David E. Savage's Jnuary 2001 pgper:
A Digital Certificate Introduction, which is available a

http://www sans.org/infosecFA Q/encryption/certicatehtm, and also in Stephen N.
Williams’s February 2001 pgper: Digital Certificates: A Secure Method for Digital
Transfers, which is at http://www .sans.ory/infosecFA Q/encryption/digicert htm

A Certificate contains the server’s Rublic Key, and is digitally signed by atrusted
Certificate Authority. Thesigned Certificate authenticates theserver’'s identity. The
Public Key is used to securely generate shared secrets and the Session Key. The Session
key is then used for the symmetric encryption protecting thetransfer of data for the rest
of thesession. This process is called the SSL Handshake. See Iplanet’s Introduction to
SSL at hitp://www.iplanet. conmvdeveloper/docs/articles/security/ssl.html for a good
concise description of the SSL. Handshake.

In our example, theserver’s Certificate will not be signed by a trusted Certificate
Authority. Rather, we will “self-sign” it, effectively implying only tha wetrust
ourselves. This will suffice for the demonstration.

Apache-SSL provides a“ gendummycerts” script to generaea “dummy” key, selfsigned
certificate and certificate request. Thescript contains the following commands:

ssleay req -new -out cert.csr -keyout certprivkey.pem
ssleay rsa -in certprivkey.pem -out cert.key
ssleay x509 -in cert.csr -out cert.cert -req -signkey cert.key -days 365

The first command generates anew RSA Private Key and an X.509 Certificate Signing
Request.

The second command removes the passphrase fromthe private key. This is needed for
the signing command below, but also comes into play when the Apache-SSL server needs
to bestarted unattended. If theprivae key is protected by a passphrase, there must be a
human present to provide it whenever theserver is restarted

The third command signs the Certificate Signing Request (CSR) with the unprotected
Private Key, creating the Certificate inthe file cert.cert. If this werenot ademo, this step
would be omitted. Rather, the CSR would be transmitted to the Certificae Authority for
signing, which would then reply with the signed certificate.

[root@sylvester rpms]# gendummycerts

Generating dummy certificates

Using configuration from /etc/ssleay.cnf

unable to load 'random state'

What this means is that the random number generator has not been seeded
with much random data.

Consider setting the RANDFILE environment variable to point at a file that
'random' data can be kept in.

Generating a 1024 bit RSA private key
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e R iR

writing new private key to 'certprivkey.pem'

Enter PEM pass phrase:

Verifying password - Enter PEM pass phrase:

You are about to be asked to enter information that will be incorporated into
your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [AU]:US

State or Province Name (full name) [Some-State]:.

Locality Name (eg, city) []:.

Organization Name (eg, company) [Internet Widgits Pty Ltd] :ERSI-COM
Organizational Unit Name (eg, section) []:BOXBORO

Common Name (eg, YOUR name) []:sylvester

Email Address []:jdickens@devnull.com

Please enter the following 'extra' attributes
to be sent with your certificate request

A challenge password []:

An optional company name []:ERS International
read RSA private key

Enter PEM pass phrase:

writing RSA private key

Signature ok
subject=/C=US/0=ERSI-COM/0OU=BOXBORO/CN=sylvester/Email=Jjdickens@devnull .com
Getting Private key

Done. ..

[root@sylvester rpms]#

This generates the following files:

[root@sylvester rpms]# ls -1 /etc/httpsd/conf/certs

total 4

“rw-r--r-- 1 root root 839 Apr 5 10:52 cert.cert
—rw-r--r-- 1 root root 700 Apr 5 10:52 cert.csr
—rw-r--r-- 1 root root 887 Apr 5 10:52 cert.key
“rw-r--r-- 1 root root 963 Apr 5 10:52 certprivkey.pem

The following lines in Apache-SSL’s configuration file point to the Certificaeand Key
files we have created:

SSLCACertificatePath /etc/httpsd/conf/certs
SSILCertificateFile /etc/httpsd/conf/certs/cert.cert
SSLCertificateKeyFile /etc/httpsd/conf/certs/cert.key

Now to start the server:

[root@sylvester confl# /etc/rc.d/init.d/httpsd start

Starting httpsd: [ OK ]
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Example 2

Now | point thebrowser at https://sylvester/protected/indexhtml
First | see a“ Security Alert” popup:

Secwrity Alext

& Information you exchange with thiz site cannot be viewed or
?. changed by athers. Howewer, there iz a prablem with the zite'z
: zecLnity certificate.

The zecurity certificate was izzued by a company vou have
not chozen to tiust. Yiew the certificate to determing whether
you want bo trust the cerhifving authority,

& The zecurity certificate has expired or ig not yet walid.

The zecurity certificate matches the name of the page you
are tiying o view.

Do you want to proceed?

1 View Cerificate |

This is warning me that there are some problems with theserver’s certificate. Thefirst is
becausea trusted certifying authority has not signed the certificate. Thesecond is
becausethe time was set wrong on the server when | generated the certificate, so the
latter case “is not yet valid” istrue. Thethird check passes because | entered “sylvester”
for the Common Name above, and this matches the name by which | amaccessing the
server. For the purpose of this demonstration, | click “ Yes” to proceed and seethe
protected data again:
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2 This is the protected data - Microsoft Internet Explorer
J File Edit WView Favorites Tools Help

e ~=-QF |

o

JH@&E%

@ hittpz: / feplvester/protectedindes. hitml "’I

Protected

password.

This data is protected by Basic
Authentication.

|@ Dane

You can only read it if vou have the

-l

=

I_EE‘E Local intranet y

Note tha this time the Address bar says “ https” instead of “http”, and that the* Lock’

symbol appears in the status bar & the bottom of the window.

Now what does this look like fromthe sniffer ? Well, here’s the output, again edited to
remove thetcp connection housekeeping:

Ip, browser
-> sylvester
Data
Cooo ™ e
S
LL@..dl bl
. ADEK.CwE#c¢g
axAsw
Ip, sylvester
-> browser
Data

RS B S A
BFi.Ak.8&x7:J.C"
"17Bagxb4d  \cexo
.il1.Tctc3 Taxa.:
LUACE! .M.,
..M. .. I..F..CO,
.?20,.7...0...%1H
t+......0h1.0...
U....US1.0...0..
..ERSI-COM1.0...
U....BOXBORO1.0.
..U....sylvester
1 O...*tHt=.....
.jdickens@ersi.c
omO...0104051452
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Ip, browser
-> sylvester
Data
cee e . W..f3IAm
(.L&"jqg.fkc.4K.?
bag® 3.la;I \exo
ii.Tctc3 faxa.:
VLVACET U TM....
v dbl
Ip, sylvester
-> browser

Data

J. . F. 17
TW_gtnEEs, ZiESYT
aD.ngIAIOA \cexo
.ii1.Tctc3 Taxs.:
L3LVACET M. ..
... .8YAL Lt
'1S yubZ.npalS'+.
E uP| .&xms..us*¥k
—PEBM..¢,E “'elam

n!
Ip, browser
-> sylvester
Data

ce e ....80rV.2
-5..160 ..".L.A.E
~I~h<éu,~< .IDV1f
"z .Pk..ESm.*&,1
36>
Ip, browser
-> sylvester
Data
oL .5& ..4;7% LcYy
4.s,.Y"a (n, 641uY
—BtS$5%+ (n—< 2Rx 4.
F:Ea+6E0-1VA OE
J° /I pbxede.o yi4h.
JWD .M~ 24" T3¥ [ :y
-FOEL.} 4.BGi g
“q34Ge. =1 |=.£».0E
C”uH .N 7 .Z.Dbp
xBE.?23 .BH!. OG-
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-> browser
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You can see the certificate information going by, but that’s about all that’s not encrypted.
The password is not revealed, and the data is not revealed.
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