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DRAGON — An I ntrusion Detection System

Intr oduction

How any other tool for Intrusion Detection, Dragon is a good cost-effective option.
Dragon is a Network and Host IDS basically composed by these products: Dragon
Sensor, Dragon Squire and Dragon Server. In this document, | will present some
information about all components that composed Dragon.

Dragon

The Dragon solution includes three basic building blocks. These are Dragon Sansor,
Dragon Squire and Dragon Server.

- Dragon Sensor is anetwork IDS that works on Linux and/or Unix. It monitors
network packets for traffic that may indicate network misuse and/or abuse.

- Dragon Squireisahost based IDS. It monitors key systemfiles for evidence
of ause and can also receive security information from routers and firewalls
viaSYSLOGor SNMP.

- Dragon Setver manages daa fromall of the Dragon Sensor and Dragon

Squire engines. Based on Linux it also provides several real times, forensic
and trending web based interfaces for event analysis.
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Dragon Sensar

Dragon Sensor monitors live network packets and looks for signs of computer crime,
network attacks, network misuse and anomalies. When it observes an event, the Dragon
Sensor can send pages and e-mail messages, and then take action to stop the event and
record it for future forensic analysis.

For signature selection, you can choose fromover 1500 signatures. To be updated with
new signatures go to hitps’//63.210.52.6/. All Dragon events are categorized into
suspicious, probe, dtack, compromise, success, failure, virus, collection and maintenance
groups. While other NIDS concentrate on atack and probe detection, the Dragon Sensor
can usually collect enough evidence to indicae if an attack has succeeded or failed.
Thesegroupings are key to reducing false positives.

Dragon Squire

Dragon Squire is a host-based intrusion detection and firewall monitoring systemthat
looks a systemlogs for evidence of malicious or suspicious goplication activity, and
monitors key systemfiles for evidence of tampering in real time. Dragon Squire has been
tuned to prevent high load levels and minimize any negative systemimpact to aserver’'s
performance. Besides being an excellent system security tool, Dragon Squirecan also
analyze firewall logs, router events and just aout anything that can speak SNM P or
SYSLOG.

Dragon Squire’s signature library includes suspicious events fromawide variety of
operating systems. These events check for suspicious file transfers, denied login atempts,
physical messages (like an Ethemet interface set to promiscuous mode) and system
reboots. The library also includes security messages from many gpplications and services
such as Secure Shell, Sendmail, Qmail, Bind and Apache W eb servers.

Dragon Squire is a complement to the Dragon Sensor network IDS. Thereare many
network attacks (such as web attacks sent over an SSL connection) which the Dragon
Sensor (or any other NIDS) cannot observe. Correlating these host and network events
(along with firewall information) is accomplished at the Dragon Server.

Dragon Ser ver

It provides an engine management, event alerting, analysis and correlation. Dragon
Server facilitates secure management of all Dragon Sensors and Dragon Squires. It also
aggregaes all alerts into one central database so tha disparate attack information can be
correlaed. The Dragon Server includes a variety of reporting and analysis tools as well as
the ability to customize alerts via e-mail, SNM P or SYSLOG messages.
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Dragon Sensar Ar chitecture

Dragon Sensor is anetwork packet based intrusion detection system It collects network
packets and analy zes themfor a variety of suspicious activities. This suspicious activity
may indicate network abuse, probes, intrusions or vulnerabilities. Dragon Sensor is
highly configurable and extremely fast. Multiple Dragon Sensors can operate jointly to
provide enterprise coverage of complex networks.

Dragon Sensor focuses on network performance and the collection of forensic evidence.
A variety of analysistools are included to process collected data. For example, these tools
sort through the collected data and produce flat log files, summary information, activity
graphs and rebuild network sessions for inspection.

Dragon Sensors take two configuration files named dragon.net and dragon sigs which
control what type of network traffic and event data is logged to the hard drive. The
dragon.net file controls basic Sensor configuration, IR TCP/UDPheader anomalies, port
scan/sweep detection, policy driven events (such as finding new web servers), filtering,
SNM P alerting and protocol reconstruction. The dragon sigs file specifies unique network
paterns which may indicate probes, atacks and compromises and many other ty pes of
network abuse.

The Dragon Sensor basically logs to the hard drive because the component of the Dragon
Sensor/ Squire/ Server architecture which enables enterprise communication is a
client/server program named Dragon Rider. For a Dragon Sensor being managed froma
Dragon Server, a Dragon Rider Client programwould be placed onto the Dragon Sensor.
The Dragon Rider Client programwatches all new event information being added to the
Sensor's event log and sends new eventsto the Dragon Server. If the Server has new
configuraion information, the Dragon Rider Client will receive it and then restart the
Sensor with the new configurations.

The only other file that is required by Dragon Sensor at start up is a 'key' file. This file,
named dragon.key, performs license management. The dragon.key fileis tied to aspecific
set of Dragon functions. Theseare Dragon Sensor, Dragon Squire and Dragon Setver. A
key file will contain one or more hostnames which have been authorized to become a
Sensor, Squireor Server. All software can be installed on the same system, but the key
has to reflect that.

A Dragon Snsor can be configured to be 100% stand-alone. That is, a Sensor can be
deployed such that no IPstacks on any of it's network interfaces exist. In this case, the
box must be managed fromthe physical console, or through a remote terminal server. In
many cases, Sensors are deployed with one interface utilizing an IPstack, or two
interfaces with only one IP stack. On any open network interface, it is highly
recommended to securethe operaing system before installing the Dragon Sensor.
Assuming that the box will only be administered by asmall number of people, the focus
should be on disabling remote services such as Sndmail and Telnet. If tight host based
security is desired for the Dragon Sensor platform, consider deploying OpenBSD.
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Dragon Squir e Ar chitecture

Dragon Squire isa Host-Based IDS (HIDS) tha can be run standalone or fully integrated
into the Dragon Server architecture. Events can either be stored locally onthe HIDS
machine or forwarded to the Dragon Setver and reported via the Dragon Fire interface. In
either configuration Dragon Squire can generate SNM P traps for designated events.
When storing the events locally, aset of the Dragon command linetools is stored on the
machine to provide reporting and analysis capabilities.

Squire's cgpabilities includethe following:

FILE CHANGE MONITORING
Files can bedefined in the Dragon Syuire configuration file (dsquirenet) by
specifying anameof afile and the full pathname to the file. For each defined file,
many attributes can be monitored like: M D5 Hash Values, File Permissions, File
User Ownership, File Group Ownership, Inode Values, File Deletion, Truncated
Files, Growing Files and Modification Time Changes
These file definitions help to comprise asecurity policy for each Dragon Squire.
Security policies can be maintained via the Dragon Server web interface.

SIGNATURE PROCESSING
The contents of log files can be scanned to alarmif specified signature pattems
occur. This is configured by specifying a FILE_ FORMAT describing the record
layout for adefined file and then defining signatures that pattem match within the
FILE_FORMAT. The dsquire.net file contains the list of files to be monitored and
their log formats, and the dsquiresigs file contains a list of signaures which are to
be applied to each file.

SERVICEMONITORING
On Linux platforms, specific TCP and UDPservices can be monitored to generate
events as services are started or existing services areterminaed. The proc' file
systemis monitored for notification of network service starts and terminations.

SNMPMONITORING
Dragon Squire can also listen to astream of SNM Ptraps froma variety of
devices. The SNM P trgos may be fromfirewalls, fromrouters or fromany other
type of device which can generate a trap. Signatures can be written for gpplication
to the received SNM Ptragps. This allows Dragon Squire agents to monitor a
variety of network devices.

Dragon Squire operates with the Dragon Server through the use of the Dragon Rider
Client which operates in a 'diskless' mode. By diskless, we mean that as long as the
network connection to the Dragon Server is present, detected events flow immediately to
the Dragon Server.
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Dragon Server Architecture

The Dragon Server is the"hub" of all enterprise security operaions for the entire Dragon
produdts. It can control many Dragon Sensors and Dragon Squireengines. It receives
information fromthem and presents the information for alerting and analysisto Dragon
administraors. The Server is also the focal point for all configuration management of
each engine. W hen administrators change an engine configuration, the Dragon Server
will push thepolicy out to the modified Dragon engine.

The major features of Dragon Server are:

Centralized Network IDS, Host IDS, Firewall and Network Monitoring
The Dragon Server brings event centralization to the both the Dragon Sensor and
Dragon Squire products. Since Dragon Syuire can monitor log feeds from many
mgjor firewall vendors and several major nework components (such as routers
and DNSservers), correlaion of security events across all of these platforms
provides acomplete security picture.

Encrypted Event Centralization
All Dragon Syuire and Dragon Sensor engines can havetheir events centralized to
the Dragon Server. This process is accomplished through the use of asingle
BLOWFISH encrypted TCP connection. BLOWFISH is an extremely fast
encryption algorithm. Filters can beplaced at each Dragon engine such that only
certain types of event dataget forwarded to the Server.

Engine Management
All Dragon engines can be managed individually or in groups. This makes
management of large numbers of engines very easy. Also, all management is
accomplished through a web interface which can be secured with any SSL web
server.

Custom Signature M anagement
The Dragon Server maintains several daabases of known malicious network
traffic. Dragon Server administrators can writetheir own signatures and create
their own custom signature libraries. All signature maenagement is accomplished
through a web interface and hooks are in place to link to online resources from
CERT, Bugtrag and the CVE project.

Live Signature Updates
Enterasys constantly monitors a variety of online security resources and quickly
writes Dragon Sensor and Dragon Squire signatures when new security threats are
published. Enterasys also conducts avariety of R& D efforts to produce entire
libraries of signatures which atempt to detect new varieties of misuse. Any
Dragon customer who has purchased a Dragon Sensor license can subscribetheir
server to autometically download new signatures from Enterasys.
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Dragon Server Web Components

Dragon Server Web Interface
This web server interfece is dedicated to management of the Dragon engine
configurations and will also monitor the performance of the engines as well. It is
based on acombinaion of CA-BIN PERL scripts and works with the Apache
web server. Security can be enhanced by using an SSL version of the A pache web
server.

Dragon Fire
The Dragon Fire interface is also aset of CA-BIN PERL scripts which can
analyze events collected at the Dragon Server. All analysis is performed on each
day's logs. Suspicious events can be correlaed, sessions can be replayed and
many other forms of analysis are available as well.

Sorcerer
The Sorcerer goplication is atrending tool. It requires an SQL databaseto perform
long term storage of Dragon events. The web server interfeceto Sorcerer is also a
set of CA-BIN PERL scripts which perform database queries to display trending
information. The daabase can be kept entirely on aseparate systemwhich may
increase performance.

Alarmtool
The Alarmtool is used to send SNM P traps, SVI TPemails, SMTP pages,
SYSLOG messages, or execute commands based on apolicy. Thepolicy is
defined through a customweb interface which generates aconfiguration file. The
‘alarmtool’ programreceives events a the Dragon Server and then alerts the
Dragon dministrators.

Dragon Console
Because Dragon Server daabases can grow to extremely large sizes, using the
Dragon Fire interface can becomevery slow. The Dragon Console allows Dragon
administrators to analy ze events as they occur in real time. Several web interfaces,
similar to Dragon Fire, exist to help organize the recent events and make avariety
of displays in real time. No event detail, such as packet payload, is available, but
up to 2,000,000 events can bestored in memory a one time. For large networks,
this may be 2-5 days of typical event traffic. For small networks, this could be
several months worth of traffic.
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Conclusions

Security is possible, using the most up to daetools that are available, to protect against
virtually every typeof threat that is currently known about. Unfortunately, new threas
and security holes in some software package or another are being discovered on adaily
basis.

It is important in any environment to know what types of threats you might be facing. Be
aware of any potential security holes in your system, and take care to prevent attacks
against these.

The Dragon tools and signatures are regularly updated to include informetion about new
threas asthey are discovered, however it is important to keep up to date with the latest
version of thesefiles.
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