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So how do we protect access to our information systems from theft and malicious
attackers? Remember those sci-fi or spy movie filled with high-tech security devices that
operate or activate by voice, fingerprint, handprint, eye, or face recognition. Now that
technology is becoming a reality. Imagine going to work and accessing the building by the
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sound of your voice, then getting on the computer, which uses a fingerprint scanner built
into the mouse to give you access your companies LAN. Technology is moving at an
alarming pace producing another revolutionary technology known as biometric
encryption. “As information system professionals, we should be aware of technologies
that help enhance network security measures.”(1) The purpose of this document is to
prepare and inform people of the new technology known as biometric encryption.
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What is Biometric Encryption?
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Biometric Encryption uses the physical characteristics of an individual as a way to code/
decode or provide/ deny access to a computer system. Some of the characteristics that are
currently being researched are fingerprinting, palm/ handprints, retina and iris, facial
recognition, and voice authentication. Since these physical characteristics are unique to
each individual biometrics is seen as a way to fight fraud and theft. The technology is
viewed as superior to that of current password and personal identification number (PIN)
systems. The reason behind it is that there is no smart card, key card, post-it note, or
password to lose. In addition to that you also ensure that the person accessing the system
is actually an authorized user. A few additional reason that biometrics are better is
convenience to the customer (no password to remember), and reduces time IT
department spend on lost cards or forgotten passwords.
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History of Biometrics
The link of biometrics can be traced back to the ancient times of Babylonia and early
China who used fingerprinting to sign and seal documents. More recently fingerprinting is
being used by federal government and law enforcement agencies involved in security
activities,
criminals
and FA27
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application of biometrics here was in 1968: a Wall Street brokerage used fingerprints to
open the vault where the stock certificates were held. That application cost $20,000 in
1968. It would probably cost $1,700 today, and by the year 200, it’ll probably cost just
$300.’ ”(2)
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How Biometric Encryption works
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So how does it work? As with any other encryption system were you take plaintext put it
through an algorithm, which is encoded with a single key or multiple keys to get
encrypted. Today we use passwords or PIN numbers as our keys. The problem with
today’s encryption keys is the safe storage of this key. These keys are a high vulnerability
to encryption system because they can be lost, stolen, and hard to remember.
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Biometric Encryption uses a physical characteristic of an individual as the key to encrypt
the plaintext or information you wish to encode. So the only thing that has really changed
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46
is that instead of trying to memorize that big long password your IT department has
implemented you just have to bring yourself. This eliminates the chances you loose,
forget or the key from getting lost. It is also hard to impersonate another person in trying
to access the system. Let take a look at some of the possible keys that a biometric
encryption system might use.
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This is the most widely used and developed of the technologies. Fingerprint recognition is
not the same as fingerprinting. Fingerprinting is used by law enforcement who record
your fingerprint. In biometrics they use finger-scan, which take a high-quality picture (250
kb per finger) of your fingers and stores a template (250-1000 bytes) of key unique
features on your finger. The template is the key, which cannot be used to reconstruct your
fingerprint and only stores a small amount of unique patterns on your finger.
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There are three technologies used to get good images and these are Optical, Silicon, and
Ultrasound. Optical is the oldest and most widely used providing resolution of up to 500
dpi. The weakness of this technology is size and latency prints (leftover prints of users).
Identix and Motorola are the two prominent companies using this technology. Silicon,
which most companies are moving towards today is gaining ground. The pros of this
technology are less surface area and a better image. Weaknesses include durability and
enrollment (getting print into the system). Ultrasound is considered the most accurate of
the technologies, but it popularity and use have not caught on. Ultrasound uses acoustic
waves and measures the distance based on impedance of the finger, platen, and air. This
technology combines the strength of the other two with no real weakness other than it is
not widely used. In Figure 1 you can see some of the unique features in your finger that
this technology looking for.
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© SANS Institute 2000 - 2005

Author retains full rights.

ull
rig
ht
s.
ins
f

Face Recognition

20

00

-2

00

5,
A

ut

ho

rr

eta

This technology is just like other biometric encryption techniques using various methods,
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technology
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on parts
the face
susceptible to change or alteration. Primary areas that a facial system would look for are
the outline of the eye sockets, cheekbone structure, and around the mouth. There are two
different approaches to this technology, which are Local Feature Analysis (LFA) and
Automatic Face Processing (AFP). LFA uses dozens of features of the face and also
incorporates the location of these facial features. Enabling the system to accommodate
changes in the face. AFP uses ratios of distance and the distance between easily acquired
features of the eyes, nose, and mouth. This method is more effective in frontal or dimly lit
area of capture. Facial images require between 150-300kb and templates are about
1300kb. For a facial recognition system you need a quality video card, camera, and
processor speed.
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Optical Recognition
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There are two types of optical recognition using the iris or the retina. The iris has 266
unique features as opposed to around 13-60 for other biometric technologies. Making
optical verification one of the most accurate of the biometric schemes. The characteristics
of the iris are converted into a 512-byte template. Iris technology can also scan the iris
while an individual still has glasses on and is less intrusive. The error rate of this system is
very low for example IriScan’s Equal Error Rate is 1 in 1.2 million attempts. The odds
that two different irises will return the same identification are 1 in 10 to the 52nd. A system
like this costs $6,500, which includes the reader, software, and a PC with frame grabber.
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Retina technology has the same attributes with a few exceptions. The system is more
intrusive when scanning the individual has to focus on a point and has to have glasses off.
Take a look at Figure 2 below to see the location of the iris and retina.
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Figure 2
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Voice and Key Stroke Recognition
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Voice recognition is very appealing to the telecommunications industry. Reason being
that most of the technology is already on most PC’s today reducing the cost to implement
this technology. Issues in this area are changes in a persons voice throughout the day
making verification difficult at times.
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Government and Biometrics
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Key Stroke recognition is another of the many new ways biometric companies are trying
to increase the security of passwords by adding the way in which you enter the password.
Another biometric technology I would like to mention is signature, which is just like that
of Key Stroke recognition.
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The U.S. government is looking into the future of biometric technology to evaluate this
new technology and it’s many uses. The government thinks this technology is so
important that it has formed the Biometric Consortium Charter. This organization was
formed out of the 1992 working group known as the Biometric Consortium, which had
been sharing information between the six executive branches and the each of the military
services. “The National Security Agency initiated the formation of this consortium as part
of the Information Systems Security mission.”(3) The charter was formally approved on
December 7, 1995 by the Facilities Protection Committee and reports to the Security
Policy Board through the Security Policy Forum.
There are several government and state pilot program out there today. These are only a
few examples of the program being used today.
♦ Federal Bureau of Prisons – Currently using hand geometry biometric systems to
monitor=prisoners,
visitors,
guards.
the end
of 1995
prisons
Key fingerprint
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have this system installed.
♦ Automated Fingerprint Image Reporting and Match (AFIRM) – In July of 1991,
Los Angeles California installed the first AFIRM system. The system was put in
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place to reduce fraudulent and duplicate welfare check claims. California is
expecting the statewide implementation of the AFIRM by the end of 1997.
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♦ California, Colorado, Florida, and Texas Department of Motor Vehicles –
Working to establish a fingerprint biometric system for drivers licenses and record
data.
♦ FBI Integrated Automated Fingerprint Identification System (IAFIS) – To replace
the manual method used today.
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♦ Immigration and Naturalization Service (INS) Passenger Accelerated Service
System (INPASS) – Again the use of hand geometry for verification. Canada has
a similar= system
called2F94
CANPASS,
whichDE3D
uses fingerprint
Key fingerprint
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F8B5 06E4recognition
A169 4E46instead of
hand geometry.
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As you can see Biometric Encryption is an emerging technology. By no means does
Biometric Encryption solve all of our security problems, but it could be a piece of the
puzzle. Biometric Encryption is in the early stages of development so there are
problems with the technology. There are people and groups that think this a way big
brother (Government) to keep more information about each of us. Biometric
Encryption has its uses but like any other technology you have to look at both the
benefits and the drawbacks. The figure below is from IBG on Biometric and its
projected revenue take a look. I hope this overview gave you some insight to this
emerging technology.
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Finger-Scan Market Report
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For companies or agencies interested in facts, figures, and research on the finger-scan market, we recommend
International Biometric Group's Biometric Market Report 2000. You'll receive the same report available on
www.biometricgroup.com, but purchasers from Finger-Scan.com also receive expanded sections on "Growth and
Risk Factors in the Finger-Scan Market" and IBG's "Finger-Scan Market Executive Summary".
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Sample Chart from Biometric Market Report 2000
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Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46

sti

tu

Total 1999 revenue of non-AFIS biometric disciplines: $58.4 million
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Estimated annual revenues of non-AFIS biometric disciplines by 2003: $594 million
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