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of
Oracle Database
Security Features

Introduction

Theintent of this paper isto give a new user of Oracle database software, or anyone considering
the use of Oracle or an Oracle gpplication, a basic understanding of the security capabilities of
Oracle database software. It is beyond the scope of this paper to cover dl of the countless
security feastures and options available in Oracle. This paper covers Orecle 8i release 3, unless
otherwise noted. Although the newest version, Oracle 9i is expected to be availableduringthe
Soring of 2001, Orecle 8i is currently the most widely used. Oracle database software has many
sophisticated security features which make it an excellent database sy stem for practicaly any
gpplication. Dataconfidentiality, integrity, and availability can dl bewell protected with a
properly designed Oracle database.

For those organizations that requirea very high levd of security, such as medical facilities and e
commercesites, the more sophisticated capabilities of the Oracle A dvanced Security option
should be considered. This paper includes a brief description of this optional add-on product.

Authentication

Orecle dlowsfor various ty pes of authentication. Oracle -based authentication allows for Orecle
database accounts with user-ids and strong password management (see Profiles below). Oracle
passwords are encry pted with a modified D ESal gorithm for each database connection. Oracle
passwords are stored in an encrypted format in thedatadictionary.(11) Each sessionkey is
unique and is not re-used. All passwords are encrypted, including user passwords whether across
the network or loca connections, server to server passwords, and even database administrator
passwords when the database is down.(1) Oracle also supports host-based authentication which
is based on the operating system’s user accounts which arethen passed onto Oracle. Additional
authentication options are avail able for those that choose the Oracle Advanced Security Option
(seebeow).

Profiles

Oracle makes use of profilesto allow the administrator to place specific restrictions and controls
on a number of system resources, password use and various Oracle products. These profiles can
be defined, named, and then assigned to specific users or groups of users. There are two types of
profiles, which are system resour ce profiles and product profiles.

Sy stem resour ce profiles can be used to put user limits on certain sy stem resour ces such as CPU
time, the number of data blocks that can be read per session or program call, the number of
concurrent active sessions, idle time, and the maximum connection time for auser. Use of this
option can ensurethat users don’'t unintentiona ly or maiciously “hog” sy stem resour ces.
Additiondly, sy stem resour ce profil es can be used to define and enforce password rules such as
password life, grace logins, and account lockout after a defined number of faled login atempts.
Perhaps the most impressive feature of thistype of profileis the ability to have password
complexity checked against a custom password complexity function. Thedatabase administrator
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can write acustom PL/SQL function to definejust how complex apassword must be, such as
number of alpha, numeric and/or numeric characters, length, and how diff erent anew password
must be from the previous one.(3, 4)

Product profiles can be used to prevent users from accessing specific commands or dl
commands in Oracle SQL, QL*Plus, SQL*ReportWriter, and PL* SQL. Use of this option
alows the administrator to do such things as prevent user access to the operating sy stem
(SQL*PLUSHOST command), and to prevent unauthorized copying of datafrom onetableto
another (SQL*PLU S COPY command).(3)

Privileges

By default, new Oracleusers arenot given any privileges. New users must be given privileges
beforethey can logon or execute any database operation. Users can not do anything unless they
havebeen given the specific privilegeto do so. Thereisanimpressive number of privileges that
can be given, around 100 in all. There aretwo types of privileges availableto be granted to
users. They are system and object privileges.

System privileges dlow auser to create or manipul ate objects, but do not give access to actua
database objects. System privileges alow auser to execute commands such as ALTER TABLE,
CREATETABLE, EXECUTEANY PROCEDURE, and DELETETABLE.

Object privileges are used to dlow access to aspecific database object, such as a particular table
or view. Object privilegesthat are given a theview level areespecidly impressive. Thisallows
for an administrator to give users access to a chosen sub-set of columns or rows in atable, rather
than the entire table.(1) Oracle dso alowsfor theuser of the GRANT privilegewhich dlows a
user to GRANT their privileges to another user or role (see Roles below) for objects that they
own.(3, 5)

Roles

Rol es are used to ease the management task of assigning a multitude of privileges to users.
Roles arefirst created and then given sets of privileges that can be assigned to users and other
roles. Users can be gven multipleroles. It is much easier to create sub-sets of privileges that
are organized into roles and then assign theroleto one or moreusers. Roles can be protected
with passwords. Rolesthat are protected with passwords requirethat apassword be provided
before activating arole unlessit istheuser’s default role. The password feature can be useful in
situations where a user needs access to data through an gpplication but it is not desirableto give
the user direct access to the datathrough the use of a report writing tool, etc. The password can
be supplied by the application, thus preventing the user to even need to know the password.(5)

Oracle has three default roles which have certain privileges dready assigned. The Connect Role
is useful only for occasional users because it only allows user login and the ability to createther
own tables, indexes, etc. The Resource Role is similar to the Connect Role, but alows for more
advanced rights such as thecreation of triggers and procedures. The Database Administrator
Roleis granted all system privileges needed to administer the database and users.(4)
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Database Availability Features

Orecle 8i has anumber of featuresthat alow it to support mission critica applications that
require reliability, continuous operation and recoverability inthe event of asystem failure. Some
of thesefeatures are as follows: (6)

¢ Control users with profiles to prevent intentional or unintentiona sy stem resource
“hogs”.

+ A number of backup options are available. “Cold” backups alow backups when the
database isdown. “Hot” backups allow backupsto be donewhilethe database is up.
Logicd backups or “ exports” take asnapshot of the database a a given point in time
by user or specific table(s) and allow recovery of the full database or of singetables
if needed. Thereis dso asophisticated Recovery M anager feacility which catalogs
backup setsto ad in successful recovery.

¢ Databasereplication facilities can be used to create a duplicatefail-over database site
in case of systemfailure of the primary database. A replicated database can also be
useful for off-loading |l arge processing intensive queries.

¢ OraclePardlel Server makes use of two or moreservers in acluster which access a
singedatabase. A cluster can provideload balancing, can scale up more essily, and
if aserver inthe cluster fails only asub-set of users may be affected.

+ Datapartitioning can be used by administrators to aid in the management of very
largetables. Largetables can be broken into smaller tables by using data partitioning.
One advantage of partitioning isthat datathat is more frequently accessed can be
partitioned and placed on faster hard drives. This hepsto ensurefaster access times
for users.

Database Encryption

At first thought, it might seem desirable to encrypt aconfidentia database. However, if the
proper user access controls are in placethan an encrypted database would only provide
protection from unauthorized users and, of course, the database administrator who has unlimited
access. It must be remembered that encryption has ahigh cost in over-head dueto the processing
power needed to execute the complex encry ption/decry ption a gorithms. For thesereasons,
Oracle 8i does not providefull database encryption.(1) However, Oracle 8i does provide a
special PL/SQL package which can beused to encrypt and decry pt datausingDESand Triple
DES This can beused to do partid database encry ption.(10)

Auditing

There are three standard ty pes of auditing available in Oracle, including QL statement-levd,
privilege-level, and object-leve auditing. Audit records can bewritten to the standard Oracle
audit table, to an operating sy stem audit trail (dependent on operating sy stem used), or to an
externd file. Thethreebasictypes of auditing can be done by user, successful or non-successful
attempts, and by session or access time intervals. The standard auditing is useful but is at the
table level. It can not be used to audit a therecord or column leve.

In order to address the limitations of the standard package auditing, Oracle now has the ability to

audit through custom audit programming. Oracle dlows for custom audit programs through the
use of database and event triggers. D atabasetriggers are PL/SQL programs that are stored
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within atable and are executed before, after, or instead of certain commands when they are
executed. For example, this could dlow for thewritingof an audit record each time achangeis
madeto aparticular row in adatabase. Event triggers can be used to write Oracl e audit
messages on the events such aslogn, logoff, and other database events.

Through the use of the standard auditing capabilities and the custom trigger programs, it is
possibleto audit an endless number of possibilities such as: (3, 4, 5)

+ Execution of aspecific QL statement, such as auditingtable manipulation operations or
user connections.

¢ Useof system privilege(s), thereare over 90 privileges such as createview, createtable,

etc.

Audit by object, to seewhat was doneto an object (tables, views, indexes, €etc.).

Audit specific user(s).

Audit middletier gpplications, such as access by another database

Audit successful and/or unsuccessful events.

Audit changes to aspecific row or column.

Audit apotential change to arow and instead write a record to another tableto await

gpprovd from a manager.

* 6 6 ¢ o o

Protecting Data Inteqgrity

Oracleprovides several features to ensure data integrity whether in the case of systemfailure,
human error, or malicious attacks. Thesefeaturesinclude redo log files, rolIback segments, and
LogM iner.

All data changes arerecorded in at least two redo log filesthat aremaintained by Oracle. Inthe
event of asystem failureor data corruption, the last good backup and the redo log should be
restored to bring the system back to the state it was bef orethe corruption or data loss.

Orecle uses rollback segments to record the state of the database prior to each change. In the
event of asystemfailureor corruption event, therollback segment can be used to back-out any
uncommitted changes to restorethe databaseto the state it was prior to the last uncompleted
transaction(s).(3)

Oracle has a QL -based logfile analyzer utility caled LogM iner. LogMiner can be used to
analyzetheredo logfiles and rollback segments when a mor e sophisticated restoration process is
required.(6)

Oracle Advanced Security Option

The Oracle Advanced Security Option (OAS) includes features which ensure secure

communi cations when accessing a database even over the internet. RSA RC4 (40, 56, 128, and
256 bits available) and Triple DEScan be used for dataencryption over a network. OA Suses
the M D5 cry ptographic checksum and SecureHash Algorithm (SHA) for securingthe integrity
of network messages.(9, 10)

OASoffers additiond authentication options. OAS allows for user and databaseto database
authentication through the use of X.509 v.3 certificates. Thedatabaseto database authentication
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can be used to enforcethe authentication of databases that ref erence each other. OA S aso
dlows for theuse of SSL, RADIUS Kerberos and Cyber Safe, Smart Cards (RADIUS
Compliant),Token Cards (SecurlD or RADIU S Compliant) , Biometric Authentication (I dentix
or RADIU S Compliant) and BULL 1SM .(1,2) Singlesign-on is also supported with digtal
certificates over SSL.

OAS can be integrated with Oracl€'s Internet Directory. Oracle€' s Internet Directory is an
optiona LDAP compliant directory which can beused to centralize and manage usersin one
directory rather than in multiple databases. Use of the directory also makes single sign-on
possible, thus diminatingthe need for users to remember multiple passwords for various
aoplications.

The Oracle Company’s Commitment to Security

In 1990 Oracleformed a“ hack team” to beg n aproactive gpproach to finding and fixing product
vulnerabilities. Thisteam was initidly formed to perform aUnited States government “ Orange
Book” evaluation of Oracle products. Theteam is comprised of Oracle staff and externd
computer security experts. This team conducts extensive security assessments on Oracle products
using current hackingtools, known bugs, and their own expert knowledge of the products and
computer security. Oracle’s god isto provide secure products that are secure“ out of the box”
usingthe default insta lation.

In addition to sdf-eva uation, Oracle has made a major commitment to having its products
undergo extensive evauation by anumber of national and internaiona security evauation
organizations, two of which arethe U SN ationa Computer Security Center, and the Internationa
Common Criteria(CC). Oracle products have obta ned more security certifications than any
other database vendor.(7) For moreinformation on Oracle security certifications, see
http://www.oracle.com/ip/sol ve/security/seceval _wp.pdf. For information onthecurrent status
of security certification see

http://technet.oracl e.com/deploy/security/seceval/pdf/seceva_matrix.pdf.

Recommendations

+ If considering the purchase of an Oracle application, ask the vendor about how they have
incorporated Oracl e security featuresinto their product. In other words, don’t assume that
the gpplication makes use of the security capabilities of Orecle.

¢+ Bepreparedto gveyour in-house staf f the training needed to support and maintain an Oracle
database application, even if using a3™ party application.

+ If considering the purchase or Oracle Advanced Security option, be sureto check on all
product and application dependencies and requirements. For example, Oracle Advanced
Security requires the use of Oracle 8i Enterprise Edition and not all gpplications support the
use of Oracle Advanced Security option.

+ If considering the use of Oracle as adevelopment platform, be prepared to have the resources
necessary totrain your developers. Undertaking the development of an Oracle gpplication is
no small endeavor.

+ Besuretocheck and fixthe latest Oracle vulnerabilities. Information can be found at
http://technet.oracl e.com/deploy/security/d erts.htm.
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