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Purpose

This paper is intended to describe the benefits of smart card implementation
and it combination with Public Key infrastructure (PKI) as a dual factor
authentication to assist organization in seeking alternatives to conventional
password base system (single factor authentication).

Introduction

Impersonation, in which somebady claims to be somebody els e, is one of the
most dangerous security threats. The security services that counter these
threats are identification and authentication. The goal of authentication is to
protect a system against unauthorized use. Therefore, a trusted user needs to
be verified before any transaction can be done. Mainly, authentication method
is based on the following approaches or cam bination of them: -

Proof By knowledge

The known information regarding the claimed identity that can only be
known or produced by principal with that identity. (E.g. password,
personal Identificaon Number (PIN).

Proof by Possession
The claimant is authorized by possession of an obect (e.g. magnetic
card, smartcards, passport, and optical card).

Proof by Property

Authorization comes from direct measurement of certain claimant
properties using uniqgue human characteristic (e.g. Biometric such as
fingerprint, retina scanning, wice, DNA).

Although biom etric authentication provdes the most secure environment, but
incompatibility among thes e methods has been major reason for the slow
adoption of it. Interoperability among different vendors products is a necessary
requirement to enable broad consumer acceptance of authentication m ethods.
Therefore, the need for security and enhanced privacy is growing. The
emergence of the Internet and expansion of the corporate network have
accelerated the demand for secure and practical solution.

Whyuse smart card?

Any system is only as strong as its weakest link. Therefore, it is necessary to
look at all of the value -added components in any smart card system. Chips and
card suppliers are more than willing © let you know why their chip is most
secure. Reader and point-of-sale terminal manufacturers are constantly
implementing higher levels of security in to their equipment. In addition, the

1
© SANS Institute 2000 - 2002 As part of GIAC practical repository. Author retains full rights.



entire industry is constantly being audited by govemments and the financial

institutions to ensure that its products and processes meet stringent industry

and gowernment standards. Smar cards actually offer more secur ity and
confidentiality than a user ID and password system, making it a perfect sdution

for e-commerce transactions and other Intemet connection activity. A smart

card is asafe pace to store valuable information such as private keys, account

num bers, p asswords, or personal informaton. Smart cards hawe computational

or processing power to proMde greater security, allowing verification of the

cardholder. The benefit of a smart card is that you can \erify the Personnel

Identification Num ber or biometric authenticaton such as fingerprint securely,
off-line.

A smart card is a credit card sized plastic card with a microprocessor chip
embedded in the card that makes it smart. Depending on the tye of
embedded chip, smart cards can be Java Cards, memory car ds or processor
cards.

Java card - these card specifications enable Java technology to run on
smars card and other devices with limited memory. Most of
telecommunication providers use this type of card for their cellular phone
system.

Memory Cards - The chip acts as a memory storage device. Most usage of
this card type is for phone card and ticket. The card stored rechargeable
value and can be used manytimes.

Processor cards - Smart cards with a full -ledged microprocessor on board
can function as a proc essor device that offer multple functions, such as
encryption, advanced security mechanism, local data processing, com plex
calculation and other interactive process.

The inform ation or application stored in the IC Chip is transferred through an
electronic module that interconnects with a terminal or card reader. The card
is "smart' since it contains is own processor, memory and operating system.
The smart card has considerably more abilites than 'regular tokens' because
of the microchip embedded i n the card. For strong security im plementation, i.e.
using PKI soluton via a smart card medium, it is highly recommended to use
cryptographic card with strong encryption.

What are the major benefits that smart cards offer consumers?

Most systems involve a tradeoff between security and conwenience to the
users. An advances security system i worthless if it is so conwenience the
user finds ways around it. Forexample,manyusers have so manypassword to
remember today that they write them down near their workstation or choose an
easily guess password. Smart cards can help in most security system, because
they can perform security tasks (like rem em bering difficult password) that user
find burdensome. Smart cards contain unique features that bring many benef its
to both consumers and issuing organizations. Amongst others, the advantages
ofusing smart card are: -
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Smart cards provide a portable, easyto use fom factor that many are
familiar with using.

Capable of processing, notjust storing informaton.

The processing power of a smart card makes it ideal to mix multiple
functions thereby enabling ability to carry out offline, online and peer -
to-peer transactions.

Secret key information is stored tamperproof on the card. Secret key
operation is performed directly on the card; therefore, no Trojan
horses can spy the secret key on the PC.

High security when running cryptographic operations.

Rights, profiles and keys are stored with the user (better support of
traveling users).

Smart cards can enable multi -authentication by accepting biom etric
authentication such as a thumbprint on the surface of the card.

Mobility and portability -The certificate and private keyare portable,

In addition, it can be used on m utiple workstations, whether they are
at work, at home, or on the road. If the lower level software layers
support it, they can be used by different software programs from
different vendors, on different platforms, such as Windows, UNIX and
Mac

Non-Repudiation - The ability to deny, after the fact, that your private
key performed a digital signature is called repudation. If, howewer,
your private signing key exists only on a single smart card and only
you know the PIN to that smart card, it is very difficult for others to
im personate your digital signat ure by using your private key.

Smart card implementaton is not without some issues that need to be
resolved. Som e of those issues are -

Central administration - Central update of rights profiles on smart
cards needs to be maintained.

Establishment of Adm inistration/issuing authority is necessary to
ensure that this system works efficiently.

Costs - Price of implementing and maintaining this type of system

compared to that of other token alternatives is expensive.

Lost/forgotten smart card replacement cos ts also need to be taken
into consideration.

User operablity - User operability of token authentication requires that
the end user mustmaintain a piece of hardware.

Social acceptance - Since the smart card operates virtually identically
to the credit card, the user perceives this token authentication device

as just another piece of plastic. Users are more comfortable with

associating ownership with and protecting physical objects through

experience with campus ID cards, etc.

Extensive Implementation - The process of impementing a smart card
system requires setting up the serwer, issuing a card to each user,

training the user on how to em ploy the authentication process, and

setting up the database to maintain the smart cards.

Special reading hardware i s necessary for users.
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Liability issues if lost or stolen, potential for too much data on one
card iflostorstolen.

Vulnerable to static electricity, magnetic field, temperature, ultraviolet
lamp.

Design and implementation of Smartcard -based security system

If you decide to implement smart card -based security in a system you are
designing, it wise to think about how your design choices will affect the security
of the whole system, especially cryptographic keys. The Important question to
keep in mind is, how can | make it easy and transparent for users of this

system to protect their cryptographic key in the smartcard?

The smart card application consists of a package that establishes secure
Internet access and secures connections for ransactions ov er the Internet. By
using Public Key Infrastructure (PKI) technology, it protects the integrity and
confidentiality of transactions. A public key infrastructure (PKI) is the set of
com ponents that manages certificates and keys used by encryption and digita |
signature services. A good PKI must provide services for cryptographic
operations, cettificate enrollment and renewal, certificate distribution and
validation, certificate revocation, plus administrative tools and services for
managing all of the above. Mostly, the smart card system design will use either
shared cryptographic system or public cryptographic system.

In the shared cryptographic key system it is inherently more difficult to
com plete protect the cryptographic key, because it must known at lea stin two
places. The private key from smar card client must know it and the senrer
must know it to verify the client. The public cryptographic keys system can be
inherently more secure, but itis possible to m ake them insecure with the wrong
system design choices. The following question relates to design choices on
obtaining the cryptographic key in a security system. The designer should be
seriowsly considered this before designng and impementng smart card
application. Roughly, they are listed in orde r of increasing difficulty to get the
cryptographic key. Furthem ore, the following question must be asked:

Does the private cryptographic key exist only on a smart card, where the
user does not even know about it? This would imply that the smart card
has the ability to generate cryptographic keys.

Is the cryptographic key PIN protected on the smart card?

Does the cryptographic key always perform its duty on the smart card or
must it come into the computer for action, where it might sniffed by a
malicious program ?

Is the private cryptographic key stored unprotected on the smart card?

Is the private cryptographic key always protected on the smart card and
never leaves? : This would imply that the smart card cans perfom the

algorithm (e.g. RSA DSA) for whic hthe cryptographic key is intended
Is the cryptographic key from the smart card transmitted in clear text
across the network ?

Is the private cryptographic key from the smart card stored in the
workstation, wrapped by weak choosing password ?

4
© SANS Institute 2000 - 2002 As part of GIAC practical repository. Author retains full rights.



Is the cryptographic key shared between users ?

Many securities com panies are enabling the ubiquity of smart card on desktop
com puter by defining necessary standard and deploying tools and reference
implementations. The power of smart cards is becaning available to millions
programmer who use development environment When designing a program
that can benefit from smart card, take step back and carefully consider the
security aspects of the design. Smart cards can be used to enhance security
and portability ina range of application limited only by imagination.

Standard and protocol involved in Smart Card -based system

To ensure interoperabilty among smart card and reader, it follows the
International Standard Organization (ISO) ISO 7816 standards for integrated
circuits cards with contact. This standard defines the physical dimensions of
smart cards and their resistance to static electricity, electrom agnetic radiation
and bending forces , which are the common treatof smart card.

The Public-Key Cryptography Standa rds (PKCS)

This specifications produced by RSA Laboratories in cooperation with secure
systems dewlopers worldwide for accelerating the deployment of public -key
cryptography. Hrst published in 1991 because of meetings with a small group
of early adopters of public-key technology, the PKCS documents have become
widely referenced and im plemented.

Som e of the PKCS related to smart card applicatons and implementations are
as follows :-

PKCS#11 O yptographic Token Interface Standard

Most smart cards use PKCS #11 -. PKCS #11 defines a standard
architecture for cryptographic hardware tokens, such as PCMCIA or smart
cards that enable the highest lewel of data security available. This standard
specifies an API, called Cryptoki, to devices that hold cryptograp hic
information and perform cryptographic functions. Cryptoki, pronounced
crypto-key and short for cryptographic token interface, follows a simple
object-based approach, addressing the goals of technology independence
(any kind of device) and resource sha ring (multiple applications accessing
multiple dewvces), presenting to applications a canmon, logical view of the
device called a cryptographic token.

PKCS#15: Cryptographic Token Information Format Standar d
PKCS#15 is intended at establishing a stand ard which ensure that users in
fact will be able to use cryptographictokens such as smart card to identify
themselves to multiple, standards -aware applications, regardless of the
application's cryptoki (or other token interface) provider.

PKCS#7 - Cryptographic Message Syntax Standard
This standard describes general syntax for data that may have
cryptography applied toit, such as digital signatures and digital enwelopes
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X509 Standard

This popular PKI standard needs to be considered when implemen ting smart
card authentication scheme in an enterprise environment. This standard
defines what information can go into a certificate, and describes how to write it
down (the data format), which is the best -known public -key certficate format.

Conclusion

Claiming that any system and technology is hundred percent secure
would be irresponsible. Any system can be compromised if given the
appropriate amount of resources. The main consideration for any system is
whether the leel of security meets with the leve | of effort that an entity would
be willing to expand in order to compromise the security. Even though smart
card is not the total solution, for the present situation, the current security
platorm provides more functionality, scalability combination of m any
authentication methods (ID, password, biometric, PKI) and the practical
solution. Impementation ssues also need to be considered when dealing with
smart card security. Choosing smart card as a part of authentication method
will enhance the security a nd trust of people in transacting on the net. It may
not be the bestin all scenarios but better than just password authentication.
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