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Protecting Yourself with Norton Personal Firewall 
Mark Greco 
Version 1.2b 

 
Introduction 
 

With the boom of the Internet, protection of your PC and the information that it 
contains has become more and more crucial.  Now that personal home users have a full 
time presence on the Internet with DSL and Cable Modems they too have to worry about 
protection like the corporations do.   

 
The corporations also have something new to worry about as home user full time 

connections increase.  Those home users are going to want to connect to the office 
network so they can work from home and spend more time with their families.  Without 
protection and these home users considered a part of the network when their connected to 
it that’s a lot of security holes to worry about.  The road warrior connections are also on 
the rise and those dial-up connections also need to be protected as well.   

 
There are many firewalls on the market that can help the home user protect their 

system and give their system administrators peace of mind.  Mcafee’s “GuardDog,” Zone 
Labs’ “ZoneAlarm,” NetworkICE “BlackICE Defender” and Symantec’s “Norton 
Personal Firewall” to name a few.  This paper will cover Norton Personal Firewall 2001.  
I will discuss installation, configuration, and issues that may arise supporting this 
product. 

 
Installation 
 
 After putting the CD and autorun starts you will be shown the following screen: 
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Click Install Norton Personal Firewall and the installation program will begin.  The first 
screen you will be shown is the welcome screen. 

 

 
Click yes that you accept the license agreement and then click next to continue. 
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You will then be asked if you want set up to create the firewall rules automatically or if 
you want the rules added each time an application is ran for the first time.  The easiest 
way to configure the firewall rules is to have set up create them automatically so that the 
defaults are created and after Norton is installed add any specific rules that you want the 
firewall to use. 
 

 
If you are running Norton SystemWorks then you can integrate the firewall.  If you are 
not then answer no to the following question. 
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Answer yes to the following question to run Live Update after installation so that your 
firewall will be running latest version of Norton Personal Firewall. 
 

 
Choose where you want the program installed. 
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After clicking next the firewall program will be installed and the firewall rules will be set 
up. 

 
Register the program. 
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Connect to the Internet if you do not have a full time connection and Live Update will 
run and check to see if there are any updates for Norton Personal Firewall programs. 

 
Click next to download and install any updates that are found. 
 

 



©
 S

A
N

S 
In

st
itu

te
 2

00
0 

- 2
00

2,
 A

ut
ho

r r
et

ai
ns

 fu
ll 

ri
gh

ts
.

 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 

© SANS Institute 2000 - 2002 As part of GIAC practical repository. Author retains full rights.

You will receive the following screen after the up dates have been installed. 
 

 
You will be told that you need to reboot for updates to complete.  Click OK. 
 

 
The next window is an error message that the reboot failed, that’s ok because the original 
setup has not completed yet.  Click OK. 

 
 
Next the readme file will be shown, read it and click next when you are finished.  Finally 
the Successful Installation screen will be shown, click finish and you will be prompted to 
reboot.  Click yes and the installation will be complete. 



©
 S

A
N

S 
In

st
itu

te
 2

00
0 

- 2
00

2,
 A

ut
ho

r r
et

ai
ns

 fu
ll 

ri
gh

ts
.

 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 

© SANS Institute 2000 - 2002 As part of GIAC practical repository. Author retains full rights.

Configuration 
 
 The first time you boot your computer after installing Norton firewall the 
following screen will come up. 
 

 
This is the status screen.  The security line is telling you how many applications 

and exploits are being blocked access and how many are being allowing access.  The 
privacy line is showing how many cookies and referer fields are being blocked and 
accepted.  Referer fields come into play when you click a link, and your browser tells the 
web server where the link was that you used to get to it.  Later we will go over how you 
can configure the firewall to handle referer fields so that the web server will believe that 
you just typed in the URL.  This way the web server will not to try to track your 
information. 

 
On the left hand side of the window there are three options status, security, and 

privacy.  After clicking security you will get the following screen. 
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This screen allows you to set what level of security you want the firewall to run 
with.  The minimal level is for users that need only minimal protection, it automatically 
blocks known threats and closes access ports to hackers.  Medium security level is 
recommended for most users.  The previous screen shot shows what it protects against.  
The High security level is for expert users who are familiar with what type of access they 
want to allow to their computer.  It protects the PC against most attacks with frequent 
alerts and automatically blocks all Internet access until permitted by the user.  

 
The most secure setting and easiest to administer is medium, this will block all 

applications that behave like a known malicious program while allowing other 
applications to run normally.  Norton subscription has a list of known, reliable programs 
that require communication over the Internet.  By running Live Update frequently your 
list of these applications will be up to date and keep the inexperience user out of trouble.  
Norton will prompt to create a rule when an application is ran that is not in its list and 
may be a trojan.  The Firewall Rule Assistant is a wizard that helps configure these rules. 

 
When Norton Personal Firewall encounters an application for which it has no 

rules set up the Firewall Rule Assistant appears.  The Firewall Rule Assistant helps you 
decide what to do with the application requesting to access to the Internet.  It will show 
you the name of the application and ask you if you wish to create a rule.  It will also give 
you the option to allow or block it one time only, so you can research the application 
before creating a rule for it.  When setting the security level is set to High, the Firewall 
Rule Assistant will show up with more frequency and an inexperienced user may not 
know how to answer the questions.  By setting the security level at medium you are going 
to have the best security with little administration, and avoid having an inexperienced 
user creating a security hole in the firewall. 

 
You can also create a custom level by clicking the button at the bottom of the 

screen.  You will get the following options. 
     



©
 S

A
N

S 
In

st
itu

te
 2

00
0 

- 2
00

2,
 A

ut
ho

r r
et

ai
ns

 fu
ll 

ri
gh

ts
.

 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Key fingerprint = AF19 FA27 2F94 998D FDB5 DE3D F8B5 06E4 A169 4E46 
 

© SANS Institute 2000 - 2002 As part of GIAC practical repository. Author retains full rights.

 
Next click the privacy option to get the following screen. 
 

 
 This screen allows you to configure what privacy level you want the firewall to 
run at.  Minimal privacy is for users that want convenience, cookies are not blocked and 
confidential info may be entered on web forms and your browsing is concealed from web 
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sites.  The medium privacy level is recommended for most users and its settings are 
shown in the previous picture.  For users who are highly concerned about they’re 
personal information there’s the high privacy level.  High privacy is the safest way to 
operate, but the least convenient, it blocks all personal and browsing info from the 
Internet and cookies require special handling. The medium setting is the best balanced, it 
allows cookies and still allows you to fill out Internet forms.  This is the setting that 
should be used. 
 
 By clicking the Confidential Info button at the bottom of the screen you can set up 
your private information that you which to hide. 
 

 
 After clicking the Add button you choose what type of information it is, give it a 
description, and what that information is.  Because Norton Personal Firewall blocks the 
information exactly the way you enter it you should only type in a portion of the 
information.  For example if your protecting a credit card number it can be entered 1234 
5678 9012 1234 or 1234567890121234, so by only entering the last four numbers you are 
protecting those number and the entire number overall.  This will prevent that part of the 
information from always being sent to unsecured web sites.    
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 The other option on the privacy screen is creating a custom level just as there was 
on the firewall configuration screen.   
 

 
 The last part of the configuration of your firewall takes place after you click the 
options button at the top of the screen.   
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This screen gives you a couple of different options, you can view your event log or 
statistics, your can clear the statistics, and configure the filter rules that the firewall will 
use.  I'll skip showing the event log and statistics, but let's take a look at the filter rules 
because this is an important part of the configuration process. 
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The first screen allows you to set up which ports you want to allow HTTP to use.  

It also allows you to choose to block IGMP requests to your IP address.  If you enable 
The Stealth Blocked Ports option, than any request made to your ports from the Internet 
will not respond.  This option should be enabled, because if you do not have it enabled 
than any request made to your ports will respond and pass along an important piece of 
information to the person making the request, that the IP is live.  You also have the 
option to block fragmented packets.  The last option is create firewall rules automatically.  
This option should be enabled to allow applications that do not have a rule to be created 
when the application makes a request to access the Internet.  Having this option enabled 
will make support easier because you don’t have to create a rule manually every time you 
add a new application.   
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 This next screen is the filter rules that the firewall uses to protect your system.  
The screen shows whether the service is incoming or outgoing and whether or not it is 
allowed or blocked.  As you can see Back-Orifice is in the listing as well as a lot of other 
well-known exploits.  These are created for you by default.   
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 The screen above is what will be shown after clicking add.  You can name the 
filter whatever you want.  Your action choices are block, allow, or ignore.  Next you 
choose the direction it is suppose to act against inbound, outbound, or either.  The 
protocol is required and your choices are TCP, UDP, ICMP, or TCP and UDP.  Next is 
the category that is used by the service you are blocking, some of your options are email, 
newsgroup, games, web browsers, etc.  The defaults are acceptable for the rest of the 
configuration and you are now protected against an exploit or service that you were 
trying to block. 
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 This is the final screen in the configuration process.  This screen allows you to 
configure what the firewall should do when you visit a particular web site.  You can 
block or accept cookies.  You can allow or deny ActiveX and Java scripts to run.  This is 
a good feature because it allows you to configure by site.  If you run an Intranet site that 
runs Java scripts, then you can put it in here while still protect yourself from Java scripts 
on the Internet.   
 
 Norton’s firewall allows average users protection by allowing them to use the 
defaults.  It automatically updates its rules and protects the user for their occasional 
Internet use.  It also allows advanced user to configure the firewall more to their liking 
and against more advanced attacks.  This is why Norton firewall is a good product to use 
for remote and home users. 
 
Conclusion 
 
Norton Personal Firewall is an excellent solution for personal users. It should be also be 
used by corporations that want to provide Internet protection for its road warriors and 
remote users.  It’s a product that inexperience users can install and forget about, yet 
powerful enough for system administrators to configure for their corporate networks.  For 
those of you who are going to use this product I hope this document helps with your 
installation and configuration. 
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