GIAC

CERTIFICATIONS

Global Information Assurance Certification Paper

Copyright SANS Institute
Author Retains Full Rights

This paper is taken from the GIAC directory of certified professionals. Reposting is not permited without express written permission.

Interested in learning more?

Check out the list of upcoming events offering

"Security Essentials: Network, Endpoint, and Cloud (Security 401)"
at http://www.giac.org/registration/gsec



http://www.giac.org
http://www.giac.org
http://www.giac.org/registration/gsec

SANS GSEC Certification
Level 1 GSEC
SANS Security Essentials

MIMEsweeper: Increase your Lotus Notes email security

GSEC Practical Assignment Version 1.2b

Christopher T. Lauer
April 17th, 2001

1
© SANS Institute 2000 - 2002 As part of GIAC practical repository. Author retains full rights.



Intr oduction

Lotus Notes is adaabase groupware product that also provides email functionality. It has
been in existence for a little over a decade now. Lotus Notes provides authenticaion, access
control lists, and can even use message encryption in order to help provide asecure email-
messaging environment. However, there is asignificant security threat that exists outside the
realm of these built in security measures.

The threat is theemail virus. Email viruses areon the rise and come in the form of message
attachments. The attachment is usually given aname that will gain the user’s curiosity. If the
user launches the atachment, the virus may load and negative consequences can result. The
extent of these consequences can vary fromannoyance, to your computer being rendered
useless. Some examples of these are the Melissavirus, Lovebug virus, and recently the

W 32.Matcher virus. Of course, avulnerability exists dueto the presencethesety pes of
threats. Now that we've identified thethreas, lets find out how to guard against them.

Recommendation

M IM Esweeper is asoftware package tha can help protect your Notes environment fromthe
threa of email viruses. It isa product of Content Technologies and has been in existence for
almost sixyears now. It offers apolicy-based solution tha protects your email application
against undesirable atachments. It can be configured to block the attachment ty pes that you
don’t want circulated, or that you went to menually verify before the message is delivered.
Spam blocking, message size management, the addition of legal disclaimersto messages,
keyword search, and email sender controls are other features that are provided by

M IM Esweeper. However, the focus of this paper will be on its virus protection capabilities.

Email scanning: How does it wor k?

M IM Eswesper for Lotus Notes provides scanning protection for both inbound, and outbound,
email. Thisscanning, and analysis, is completed through four stages. These are “ Folicy
Identification”, “ Content Disassermbly”, “ Content Analysis’, and “ Classification”. Below is a
brief description of each stage.

Palicy I dentification

Developing apolicy isan essential part of utilizing M IM Esweeper. This sounds complicated,
and may be undesirable to many systemadministrators. The tendency for many is to
immediately install the softwareand start playing with the configuration parameters. Don’t
go this route! Takethe time in thebeginning to develop, and document, apolicy. Thereis an
“eagy to follow” guideat the M IM Esweeper web site. This is an excellent way to develop,
and document, your policy. It addresses detecting attachment types, legal disclaimers, virus
scanning, text analysis, and many more aspeds of protecting your email environment. The
guideis a“check list” type document. It can be found a:

http://www.M IM Esw eeper. com/products/coll aterd/pdfs/ whitepapers/policyguide pdf
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Your policy “rules” will be goplied to each email message. The policy actions can vary
depending on the message sender, and the message recipient. In the end, you will havea
much greater comprehension of the product by investing the time to generatea good policy .

Content Disassembly

The next stage in email scanning is content disassembly and identification. Each emall
message is broken down into its component parts. This is accomplished through a recursive
algorithm. The recursive disassenbly ensures that all thedatais validated, even if the
information is compressed, encoded, nested, or incorporates avariety of thesetechniques.
M IM Esweeper extracts, and processes, each file until it is recognized as a raw dataty pe.
Some of these raw dataare text files, bitmegps, binary files and gpplication executables.

M IM Esweeper also detects customfile formats by using a flexible binary patern-matching
algorithm.

Content Analysis

Analysis of theemail messages is next. This stage goplies the established policy “rules” to various
actionstha aretaken against messages. The “content analysis” stage takes care of detecting
malicious code, cleaning infected messages, detection of spam, management of messages based on
attachment type, management of messages based on size, messagetext analysis, and ataching legal
disclaimers to email messages. Mimeweeper uses plug-in validaors to check the content of each
datacomponent generated during the “content analysis” stage. The validators currently used are
VALEXE, VALATTR , VALLEX,and VALHTML. The VALEXE validaor provides alink to
third party gpplicaions, such as anti-virustools. M 1M Esweeper supports a variety of anti-virus
tools. Both Norton anti-virus and McA fee anti-virus software work well with M IM Esweeper.
VALATTR is an dtribute validator used to determine the data type of a message component. The
VALLEX validaor performs lexical analysis to scan, or search, the datacomponent for keywords or
phrases. VALHTML isan HTML validator. It isused to search HTM L formatted message for
threas. These threats can exist within the email message itself, or in the formof an HTML
attachment.

A validaor response is generated after each message component is checked. This response will
determine the message classification for Minesweeper. As you can see, the “content analysis’ stage
is responsible for much of what MA ILsweeper does to protect, and manage, Lotus Notes email.

Classification

The final stage is“ Classification”. This stage is responsible for selecting the disposal path for each
message. This selection is based on the validator responsethat is generated in the “content
analysis” stage. Each disposal pah is made up of disposal actions. The following is alist of the
disposal actions:
Deliver — The message is delivered to the designated recipient.
Quar antine— The message not delivered, but is placed in the gopropriate quarantine area.
This is done so that the M IM Esweeper administrator can examine it and determine what
further gopropriae action should be taken.
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Inform— A message is generated and sent to a user(s) to make them aware of quarantined
message. This message inforns the user why an email message has been quarantined. The
user is usually the M IM Esweeper administrator, but can also be the sender and/or the
recipient.

Edit — Theemail message is held temporarily. Text is inserted, such as a disclaimer, and
the message is then delivered to the intended recipient.

Save — This action saves a copy of the email message for review.

Event — Allows an entry to added to the Windows NT event log.

Trap— Generates, and sends, a SNM Ptrgp messageto the SNM P administrator.

Summary of Email scanning

By now, it should beclear how the four stages take care of the M IM Esweeper scanning process.
The below graphic shows this process, and the files associated each stage.

Email Message Email Message
In Cut

AUTHFILE, TXT PACKAGE.CFG  VALIDATE.CFG MIMESWP.CFG
Message

F - i Editing

i i i

Poilcy Content Content J\ Classification
Mentification \| Disassembly | Analysis H} Quarantine

Each stage is necessary, and basically flows in the order that they were discussed. Also, you can
now seethe necessity of developing awell-documented policy. It is the foundation on which
M IM Esweeper operaes. Now tha we know it works, lets look at implementing M IM Eswegper.

Implementing M1 M Esweeper

This section will cover implementing M IM Esweeper. First lets look as the hardware, and software,
requirements to complete this task.

M IM Esweeper must reside on the Lotus Notes server. The server should meet all of the hardware
requirements tha are recommended by Lotus. This information can be found at:
http://www.lotus.conyhome.nsf/welcome/dominomailserver. This pgper will assume tha you
already have a Lotus Notes server, and that it meets the Lotus hardware requirements. In addition,
M IM Eswesper will need 500 M B of hard disk space.
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Now lets look a the software requirements. The Notes mail server must be running Domino
version R5 (5.02b), or Domino version R4 (4.51to 4.6). The operaing system must be Microsoft
Windows NT Workstation, or NT Server, version 4.0 with service pack 5. The TCP/IPprotocol
must be configured, and the RPC service available. You will also need a third party anti-virus
software tool. M cAfeevirusscan isused in my organization, and it has worked well.

M IM Eswesper supports several mgjor anti-virus tools. A complete list can be found inthe

M IM Eswegper administrator’s guide. Command lineanti-virus tools should be installed before

M IM Esweeper is installed. DLL based anti-virus tools are installed after the M 1M Esweeper
installation.

There are a few things that need to be done before you install MIM Esweeper. First, you need to
identify the Lotus Notes users that will be receiving the M 1M Esweeper notification messages. Now
the Lotus Notes administrator will need to create agroup called GROUP_TOOLS ADMIN in the
address book on the server. Thepreviously identified users now should added to this group. Next,
the Notes administrator needs to create a new Notes user. Theuser should be named MA [Lsweeper.
Some M IM Esweeper notifications will appear to come fromthis new user. Finally, you should
make backup copies of the LOGNTF, and MAILBOX.NTF files. MIM Eswesper updates these
design template files with new designs for its own use. These files should be located in the
Notes/Data folder on your Notes server. This step is taken as precautionary messure.

Now, we can install the M IM Esweeper software. A Windows NT user that has write accessto the
registry should install the software. Preferably auserthat is in the Administrator’s group. First, you
will need to stop the Lotus Notes server and client processes. Also, exit any other programs that are
running. Rut the MIM Esweeper installation CD-ROM into the CD tray. Run the program called
SETUP.EXElocated on the CD-ROM.

The first dialog popup window is will be the “Welcome” box. Read this and click on the® Next”
button.

Welcome |

WWelzome to the MIME sweeper Setup program. Thiz
program will install MIME sweeper werzion 3.2 on
WOLr commpuker.

[tiz strangly recaommended that you exit all Windows programs
before running thiz Setup program.

Click Cancel ta quit Setup and then cloze any programs pau
have wnning. Click Mest to continue with the Setup program.

WARMIMG: This program iz protected by copyright law and
internatianal treaties.

IInauthaorized reproduction or digtribution of this program, or any
portion of it, may resut in zevere civil and criminal penalties, and
wiolators will be prozecuted to the maximum extent pozsible under
e

Cancel |
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The next screen will display the “ Product Components” popup. Select the “MA ILsweeper” option,
and thenthe “Lotus Notes’ option. The destination directory is also selected here. | recommend

that you install the software on adifferent disk partition then theWindows NT operating system has
been installed. Now click onthe“Next” button.

Product Components |

Fleaze zelect thoze product components that wou wish bo uge. If
zelecting MalLsweeper then chooze the appropriate b ail System.

V¥ MalLsweeper

b ail System
' SMTP " Lotus co:Mail
 Lotus Notes ™ Novell Grouphwise
"~ Exchange

[ ‘WEEsweeper

" Destination Direchary

Ak Shae Browse... |
< Back I Hest » I Cancel |

The next popup will ask you to specify the location of the Lotus Notes executables directory and
the location of the Notes.ini file. Do this and then click on “Next”.

Motes Sysytem Details |

Fleaze complete the Mates system details.

— Maotes Executables Directany:
C:AMOTES

— Mates M| file location:

AT Browse... |

¢ Back Mext » | Cancel | 6 ] )
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You will now be prompted for MA ILsweeper email account information. This specifies where
informmessages are sent from. Please kegp in mind that this user account must already exist.

Enter the user name “MA ILsweeper” in theuser field. Now enter the “ Location” information in the
location field. Thisvalue should be in the format “ OrganizationUnit/Organization@Domain”. For
example, “ budget/A BCoompany @acme’. Click on “Next”.

MAIL sweeper Account Details |

Fleaze pravide the uzer and location elements of the
b &L zweeper email accoumnt.

Inform meszages are zent FROM thiz email account.

Ilzer;

Lazatian: I"budgeti.&ElCu:nmpany@acme"

< Back I Hest » I Cancel |

Similarly, you are now prompted for the MA ILsweeper administrator email account information.
This specifies where inform messages are sent to. Enter the group name GROUP_TOOLS ADMIN
in theuser field. Thisgroup must also already exist. Enter the location informetion for the group
as described in theprevious step forthe MA ILswesper account information. Click on the* Next”
button.

The SNM Pdetails screen isnext. MA ILsweeper is capable of generating SNM Ptraps & startup
and shutdown. If SNMP trgps are required you can enable themhereby checking the “ SNM P
Traps’ option. Now enter the SNM P community name as used by the SNM P manager. The default
value forthis field is “public”. Next, the target address must be entered. This is the IP address, or
host name, of the SNM P manager. Click on “Next”.
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SNMP Details ]|

Select SNMP traps if required. and provide the Community and
T arget Addrezs.

Cammmurity: IF'Ut'"C

T argettddress: IIF' addrezs or host name

< Back I Hest » I Cancel |

You will now seethe “ Select Anti-Virus Tools” box. Select the anti-virus tool that you wish to use
with MA ILsweeper. Next, you will be prompted to enter the location of thedirectory for the anti-
virus tool. You may also be prompted for the version type. For example, Windows NT or DOS.
Click on the “Next” button.

Select Anti-¥irus Tools |

Pleaze select the anti-viruz tools vou intend to uze with
tIME zwweeper by checking the appropriate boxes.

| F-Prat Protessional for DOS:

[T Dr. Solomen's Findyius
¥ Meotfee ViuzScan

[ ThundeE ' TE

[~ Sophos NT-sweep

™ CybecVET

[T 1BM Antivins

< Back I Mext > I Cancel
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The “Installation Ready” box will now appear.

Inzstallation Beady |

Setup now has enough information to start the file transfer
operation. The chozen zettings are displayed below. Clck Mest
to begin copying files.

Current Settings:

Installing MIME sweeper to TS
MalLzweeper option zelected

M aotes Suztem
Maotes Executables at C:AHOTES
Mates [MI file at C:SWINKT

Lzing McAfes for DOS from CmcAfes

Imform messages from MalLsweepen@ budget/ABCcompa

<]

< Back Cancel

|

The information, and options, that you entered is displayed in the popup. Please reviewthe
information and ensurethat is correct. Usethe “Back” button to make any necessary changes. You
can click on “Next” onceyou have finished verifying this information. Files will be now be
transferred fromthe CD-ROM and aprogramgroup is creaed. The license key may be entered a
the completion of this process by checking the “set M IM Esweeper license key” box. This must be
done before clicking the “ Finish” button. You have now completed the installation and can restart
theserver. This will start the MA ILswesper servicethat has been added to Windows NT.

M IM Esweeper s configur ation

M IM Eswesper is now installed and running with adefault configuration. This will provide
extensive protection fromviruses. Theprogram can be run without any further configuretion.
However, you should tailor it to meet the needs of your specific security policy. The policy guide,
mentioned previously, is agreat tool in helping to accomplish this task. Specific instructions for
changing the configuration can be found in the M IM Esweeper Administrator’'s Guide. The
following are some of the aress, and features, that can be configured within M IM Esweeper.

Email access
Post office locations.
Preventing spam and spoofed mail.
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User Authorization

Configuring AM Uchecks to control user and location access rights. Creating attributes that
can subsequently be usedduring processing. For example, an attribute to givethe messagea
sense of direction.

Content Disassembly
Adding new container handlers, as they become available.

Content Analysis

Adding third party validator instances, for example, anti-virustools.
Using or creating attributes to control thevalidation process.
Configuring of lexical analysis (LEX) to check for keywords or phrases.
Blocking unsafe HTM L and Javagoplés.

Class fication

Creating new disposal routes for messages.

Determining priorities for validation results.

Setting inform lists for notifications on actions taken.

Setting quarantine aress (up to 10), classifications and comments.

Configuring auitometed message editing (AME). For example, to add legal disclaimers to

messages.
Miscellaneous
Setting logging levels for messages.
Saving message logs for all messages.
Using MIM Esweeper

The M IM Esweeper interface is fairly essy to use and can be installed remotely fromtheserver. The
MA ILsweeper menager is agraphical interface shown below, that gives the following information:
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i," MAILsweeper Manager [P Address of Motes server] !E[

Meszage &ed |Borent Meszages: = Procezzed 9710
I g =l Held D
Up Time 0000607 42:52

From | To | Disposition | Subject
Jefferson, Thomas  Frankling Benjamin Clean Di2l- rough draft
J | i
— Meszage

| ]} Sem | Eeleaze | [Eelete | Help
Statuz  Active | Exit

M IM Eswesper Status— A ctive or Inactive.

The IP address of the Lotus Notes server.

The number of messages processed since MA ILsweeper was started.
The number of messages quarantined since MA I Lsweeper was started.
The amount of time the MA I Lsweeper process has been up.
Displays the messages in each of the message quarantine aress.

M essage sender

M essage recipient

M essage disposition

M essage subject

Online help

The interface allows you to copy, send, release, or delete messages fromthe quarantine aress.
Theseactions aretaken after the administrator has examined the quarantined message.

The administrator will also received “inforn” email messages fromMA ILsweeper in their Lotus
Notes account. The informmessages will tell the administrator when, and where, messages have
been quarantined. This will prompt the administrator to investigate the incident, and take the
appropriae action via the MA | Lsweeper interface.
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Summary

M IM Esweeper is agood security tool that is used in conjunction with Lotus Notes. Itis fairly easy
to install, configure, and menage. Please keep in mind tha you need to updateyour third party anti-
virus files as they are released. Also, you should periodically check the support section the

M IM Esweeper web page for technical news, and updaes. You can also subscribeto their free
newsletters viaemail. I’ msureyou will appreciaethe protection that M IM Esweeper provides,
and find it invaluable as part of your organization’s security plan.
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