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Introduction

As | looked through the documents on the GIA C web site to research what | would do my
practical on | noticed that no one has yet attempted to tackle HP-UX. There were several
papers on Solaris, Linux, NT, and even AlX, but there were no pgpers on HP. | was
rather surprised, as HP owns gpproximately 40% of all UNIX hardware sold today. With
that being said, the goal of this paper is to discuss the necessary steps tha it takes to
securethe 11.0 operating system. HP-UX 11.0 is NOT asecure platformin an “ out-of-
the-box’ configuration. It has several security holes tha will be discussed inthe

following paragraphs.

To successfully secure the UNIX environment it is critical that a thorough understanding
of what it is tha your host is attempting to accomplish exists. For exanple, is the server
going to be amail server, firewall, database, web host, or goplication server?
Understanding the functionality of the system being configured will allow the system
administrator to securely configure the many services that are available within the HR
UX Operating System. This pgper will start with physical security and walk through the
mini mum steps that should be followed to secure the HP-UX operaing system.

Physicd Security

Something that is often overlooked when talking about security is physical security. In
many offices around the country any person may walk up to aserver and do anything
they went with a machine. There is no need for this person to have alogon, heor she can
simply power-off the machine or do physical damegeto thebox. It is important therefore
to have aserver inaroomthat is secure with locks on all entry points. Not only asecure
room, but also one with limited access. Only administrators should have access to the
servers.

Installing the O.S. & Loading Patches

This paper assumes that the reader understands how to performa default installation of
HP-UX. Thereforethe initial activity discussed here is to get the system up-to-date by
installing the latest Hardware Enablement, and Software Patches. These may be obtained
fromthe following web site:

http://us-support.external.hp.com

The system administrator should follow the web links to the area wherethe “ Sandard
Patch Bundles’ arehosted. Once there the system administrator can either logon to the
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HP Resource Center (if a support contract exists) or put intheversion of O.S. and the
web site will ensurethat the right patch bundle is obtained.

For this paper the security patches are of special interest. There are 10's of security
paches for HP-UX 11.0 as of this writing. And the latest security patches are listed on
the following ftp site:

ftp://ftp.itrchp.com/export/paches/hp-ux_patch_metrix.

All of the security patches may be obtained fromthe following ftp site:
ftp:/ftp.itrc.hp.com/hp-ux paches/

M ake sure that you obtain the patches as they relate to the class of machine that you are
installing. i.e. S700 or S800 for HP-UX capable hardware.

Once the paches are installed the following paragraphs address the required steps to
ensuretha the HP-UX operating systemis secure. Some modifications to these
procedures will need to be made depending on wha your systemis installed to perform.

Conwerting thesystem intoa“ Tr usted System”

Use the supplied tsconvert command to convert the systeminto a trusted system. A
sample output is provided. Immediately after converting... change the root password as
the tsconvert command ages all passwords. The output of the tsconvert command
follows:

/ust/Ibin/tsconvert

Creating secure password database. ..
Directories created.

Making default files.

System default file created...
Terminal default file created...
Device assignment file created...
Moving passwords.. .

secure password database installed.
Converting at and crontab jobs...
At and crontab files converted

After converting the system | always stop root access fromany other place than the
console. This goes hand-in-hand with the physical security of the mechine. If
unauthorized individuals don’t have physical or “virtual” access to the machine, the less
damegethat that person can deliver. To eliminate the root access simply touch the file
/etc/securetty and chmod that file to 400.

Startup Scripts

The default installation of HP is very powerful and provides many useful services.
However, most of these services are unneeded and pose a potential security risk for an
organization. Thefirst place to start isthe startup scripts. Ensure that only necessary
files arein/sbin/rc2.d, /sbin/rc3d, and /sbin/rc4.d. Thesefilesarehard linksto
/sbin/init.d. Let’sstart with /sbin/rc2.d. By default there are many startup scripts.
Removethose tha have strike-through marks.
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Also remove everything in the /sbin/rc3d, and /sbin/rc4.d directories.

Remove unnecessary users and gr oups

Hackers over theyears have developed somevery sly ways of compromising asystem.
Some of these exploits involve logging onto a box with one of the default accounts. By
default HP has several accounts that may allow this to hgppen. In order to eliminate this
paossibility simply removethose users and groups in question. With HP-UX 11 the
following users and groups should be deleted:

USERS GROUPS
uucp Ip

nuucp nuucp

Ip daermon
hpdb

WWW

daemon

Controlling Networ k Services

HP-UX uses the /etc/inetd.conf file to tell the systemwhich services to startup. If no
services are needed simply removethe startup script tha is referenced in the Sartup
Scripts section of this document. Otherwise simply “pound” out all unnecessary services.
A sample section of atypical HP-UX inetd.conf file follows:

##
ftp stream tcp nowait root /usr/lbin/ftpd ftpd -1
telnet stream tcp nowait root /usr/lbin/telnetd telnetd

# Before uncommenting the "tftp" entry below, please make sure
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# that you have a "tftp" user in /etc/passwd. If you don't
# have one, please consult the tftpd(lM) manual entry for
# information about setting up this service.

#tftp dgram udp wait root /usr/lbin/tftpd tftpd

#bootps dgram udp wait root /usr/lbin/bootpd bootpd
#finger stream tcp nowait bin /usr/lbin/fingerd fingerd
login stream tcp nowait root /usr/lbin/rlogind rlogind
shell stream tcp nowait root /usr/lbin/remshd remshd
exec stream tcp nowait root /usr/lbin/rexecd rexecd
#uucp stream tcp nowait root /usr/sbin/uucpd uucpd

ntalk dgram udp wait root /usr/lbin/ntalkd ntalkd
ident stream tcp wait bin /usr/lbin/identd identd

This list shows how many unnecessary services are running on the default installation of
the O.S. To verify which services are running, use the netstat command. A patial netstat
output is provided below:

#netstat —-af inet
Active Internet connections (including servers)

Proto Recv-Q Send-Q Local Address Foreign Address (state)
tcp 0 0 *.4045 xx LISTEN
tep 0 0 *.6000 XK LISTEN
tep 0 0 bl000.6000 p1000.49156 ESTABLISHED
tcp 0 0 *.portmap xoK LISTEN
tcp 0 0 *.2121 x,x LISTEN
tcp 0 0 *.smtp . LISTEN

Another useful tool to determine what is running on you server is Isof. This tool can be
obtained fromftp://ftp cerias.com/pub/tools/unix/sysutils/Isof/

How does one determine which services are needed on agiven server? The answer to
this question goes back to the statement made in the introduction of this paper. A system
administraor must know wha the systemis designed to acconmplish. If thisserver is a
mail server, and only a mail server, you need the smtp service but you do not nesd ftp,
telnet or any of the other services tha start by default. | usually take the gpproach asif |
were a firewall administrator. Start with an operaing systemthat has no services
running. Then open up only those services that are needed &s it relates to the determined
function of theserver. This will eliminate the possibility of any “extra’ services running
on the box

File Per missions / Access

Determine wha files have the set-gid by executing the following command.

find -perm-4000 -0 -perm—2000 —print

Remove set-gid bit for the files as they goply to how the host will beused. Oncefiles to
be changed have been determined create a master list with the above commands and
ensurethat this list does not changeover the life of the system
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If this server isto be an ftp or telnet server, create the/etd/ftpusers file to disable ftp
services for all users in the/etd/passwd file. Oneshould also install thetcpwrapper
program. This will allow the host to authenticate and log the above two mentioned
services. This can be obtained fromthe following site:

ftp://ftp.porcupine.ory/ pub/security/index.html

After installing the wrgpper program edit the inetd.conf file with the following

modifications:
ftp stream tcp nowait root /usr/sbin/tcpd /usr/lbin/ftpd
telnet stream tcp nowait root /usr/sbin/tcpd /usr/lbin/telnetd

In conjunction with the tcpwrappers, one should also install a secureshell. Onetha |
have successfully used is the openssh provided at the following web site:
WWW.0penssh.org

This provides asecure tunnel for ftp, telnet, and many other services including X window
applications. Asa note to the above statement, you must also install zlib and openssl to
ensuretha the openssh conmpiles correctly. These prograns can be found & the
following web sites:

http://www.openssl.org
http://www.freesoftware.convpub/infozip/Zib

Disabling unnecessary IP functions

With the onset of HP-UX 11 it has becomevery easy to modify the way that ip, tcp, udp,
and arp perform. The ndd command-set has been added. To get alist of the modifiable
options simply usethe—h option. i.e. ndd —h. If you issuethendd —c command it reads
the /etc/rc.config.d/nddconf file and makes the necessary adjustments to the previously
mentioned protocols. To securea host minimally you at lesst want to disable
ip_forwarding. A sample nddconf is shown below.

TRANSPORT_NAME[lJ:ip
NDD NAME[1l]=ip forwarding
NDD_VALUE[I]:O

TRANSPORT NAME [2]=ip

NDD_NAME[2]=ip forward directed broadcast
NDD VALUE[2]=0

TRANSPORT NAME [3]=ip
NDD_NAME [3]=ip forward src_routed
NDD VALUE[3]=0

TRANSPORT NAME [4]=1ip

NDD NAME[4]=ip respond to_ echo broadcast
NDD VALUE[4]=0
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Conclusion

As one can see securing asystemis by no means an essy task, and sometimes it isone
that is ignored because we sometimes take the mindset of “If it works, Don’t Touch It”.
This can be very dangerous as has been demonstrated in the above paragraphs. .. What
you don’t know can KILL. The many services that run * out-of-the-boxX’ pose many
security threas that haveto be looked at very carefully in order to successfully thwart the
many hackers and vandals that are out inthe world.

One must first secure the server physically to insure tha no unauthorized individuals
haveaccess to the machine. Then by first determining wha aservers “task” or “tasks”
will be, one can successfully “secure’ aserver by following the above outlined
procedures.
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