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SECURITY AWARENESS—- EVERYONE S BUSINESS

Security awar enessis the fundamental basis for all your secur ity processes.
Security awar eness is

“The pr ocess by which you mak e ever yone on your networ k awar e of what
your security policies and practices ar e, what is expected of them, and howthey
handle your infor mation.”*
If your users are not awar e of what the policies and procedur es ar e, then it becomes
very difficult to maintain thesecurity with regar ds to user ids, passwor ds, andfile
access. Secur ity awar eness training mak es secur ity ever yone's business. No policy or
procedur e is effective unlessit implemented in such amanner that the end users
play an important rolein building on that foundation. Without cooper ation on all
levels, maost security practices couldinadver tently be br eached, |eaving a potential
problem in maintaining the integrity of your data or resour ces.

Intr oduction

After many year s as an end user in the business, | transferredinto a security
administration role within my company. Needl ess tosay, | hadto be made awar e of
what “ security’ was. This induded | ogical security as well as physical security. The
company is now moving towar ds a k now edge-based business with an open-office
attitude. My role has now changed into a mor e pr o-acti ve stance, assisting the users
to under stand what files* ever yone’ can read and which ones should still have more
stringent security. My task nowis to balancesecurity, with mor e availahility,
without compr omising the integr ity of the data.

Laptop Security

Laptops ar e very convenient to use but pose their own unique security risks.
Cablelocks far laptops are now r eadily available for most laptops on the mar k et
today, and should be used, no matter wher e the laptop is stared. “When travelling,
these can be a deter rent when usedin hotel rooms or car trunks. More
sophisticated | ocking systems ar e avail able with audible alar ms for those | aptops
that contain highly sensitive infor mation. Various tracking mechanisms are now
available as well and should be used par ticul arly when travelling?® BIOS(Boot)
passwor ds can be used to pr otect the laptop dataif an unauthorized per son should
attempt tolog on. The systemwill not load if the passwor dis incorr ect. *Files on the
computer can be encr ypted, and have passwor d pr otection to safeguar d their
integrity. Back ups of the laptops should be done on aregula basis to ensure the
datais recover ableif the machine is stolen.”

Physicd Security
A fundamental part of security awar eness is the physical aspect, which is

often overlooked or ignored. In additional tothe basics as listed above for laptops,
you must protect other sensitive equipment and data. All serversshouldbein a
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secured areathat is monitored andreviewed regular ly. Admissions to these ar eas
should be available only to thase who have shown a clear business needto enter
those areas. The ar ea can be monitor ed by audio/visual har dwar e. Access can be
restricted by the use of aproximity or card swipereader, andthe issuing of thcse
cards can bereviewed on aregular basis. Automatic door closures ensurethe aea
is not | eft open accidentally.®

Any hard copies of files with confidential data should be lock ed up when naot
in use. Data classification should play an important rolein deter mining when and if
those files should be secured. Coding of files for internal use could helpremind
users which files ar e never to be left open and unattended. All files should be
stamped with their classification. Data owner s must be r esponsible for dassification
of their own data, since only they can deter mine the val ue of this asset. A
classification document, listing the criteriafor each dassification, should be readily
available to ever yone.

A random physicd review should become part of aregula audit procedure.
This will reinforce the physicd aspect tosome degr ee. By doing asimple walk
around after hours, you can obtain an overall picture as to how well the users are
folloning policy and standar ds. You can check to makesure laptops ar e secur ed and
computer s lagged off. Files should not be left out wher e anyone can read them, and
filecabinets should be lock ed. A brief note to the manager of each depar tment could
let themknowif they ar e advancingin this aspect, or wher e thar weak nesses might
be. For those who have abided by the palicy, per haps a short thank you note would
bein order, helping tomaintain their pridein that accomplishment. By reanfordng
the idea of security on aregular basis, it becomes mor e of a habit instead of an
inconvenience.

Logical Security

Logical security is, of course, alittle mor e difficult to maintain. It also cover s
sever al aspects and can be br ok en down into many categories. | will briefly describe
some of those aspects that are crudal to maintaining that portion of security.

Access Requests:

Ther eshould be a standar d procedur e in place for all access requests, no
matter what the request. All requests should come from a manager or if for a
manager , the next level of authority. No user should mak e access requests for
him/hersdf since ther e has to be an accountability factor . Ther eshould be a clear
audit trail tofollowin order to validate any access ause may have. Access should
be reviewed on aregular basistomakesureit isnot carried from position to

paosition.

Passwor ds:

Having a passwor d policy does not mean that users will abide by it. Often
people do not realizethat if they givetheir passwor dto another user, that personis
now imper sonating them on the networ k. Perhaps asking the user afew brief
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questions will r@nfor ce the policy on multiple usage of the same id. Questions could
indude:

Wouldyou let that per son cash your pay cheque and r epr esent you at the
bank? Wouldyou let themtake adriver test for you? Get a passport with your
name? Then why woul d you let them be you on the networ k ?

By using daily examples, users may under stand the r easoning behind having
individual ids and passwor ds, and the necessity of pr otecting those.

Having a strong passwor d will prevent second-guessing a passwor d by
others. Teaching people to pick secure passwor ds can be simplified by using a
pr ocess such as picking a passphrase and then using thefirst char acters of each
wor d. It will not work for everyone but it will at |east encour age some people to
tighten up the passwor d por tion somwhat.” Other common specifications for strong
passwor ds ar e simpl e things such as not using names and dates for passwor ds.

Ther e are many factor s to be considered when choosing a passwor d. The password
policy for the company shouldincor por ate as many of theseitems as possible? A
list of criteriacan be found on many Inter net sites, including universities home
pages, such as University of Texas at B Paso® and Edith Cowan Uni ver sity .*°
Many of thesegive condseinstr uctions on how to choose a strong passwor d that can
be adaptedtofit any business. Other factors to be accounted for are expiration
dates, length of passwor d, | ock outs after aspecific number of attempts, and

dur ation of the lock out. These need to be defined in your policy as well.

File/Directory Access:

File accessis another aspect of |ogical security. By setting up adirectory with
aclear standardfor content, users will knowwhat their limitations are for directory
andfile access. A public areacould be set up for infor mation that is not sensitive,
can be used company wide, and has noreal impact on the business if compr omised.
Other areas can be secured as required for normal business needs. Data
classification plays an important rolein this areaas well, ance that is what will
dictate the security requir ements. All data must have owner ship assigned to
someone who can deter mine the value of it, as well as author ize access r equests to
that data. Documentation on various applications and procedur es for requesting
access should be made wi dely available for everyone.

Standar ds and Palicies

As | was r esearching secur ity awar eness, the most often pr eached pr ocess
was having asecur ity policy. Without a security policy in place, it is very difficult to
implement even basic secur ity measures. Thesecurity policy and standar ds
currently in effect shouldbein an areareadily accessible by all users. If is easy to
find, people are mor e likely to use it as an infor mation sour ce. The policy must
indude standar ds for as many aspects of security that you fit your company’s needs.
Outlines for basic policy and standar ds ar e avail able on sever al sites, as ar e some off
the shelf products. ** The SANS Institute reading r oom has one paper , written by
William Far nswor th, that cover s quite an extensiwe list of items that need to be
consider ed. * When | visited sites for universities, the policy was found easily on the
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home page of thesesites. Clearlyit is avery important factor in promating security
awar eness.

The policy must state in dear and concise ter ms what is deemed as
acceptable usage of your networ k and resour ces. It should outline the various
aspects that ar e addr essed in the palicy, including a passwor d policy, privacy palicy,
email usage policy just to name afew. Becauseinfor mation technol agy and business
requirements ar e ever changing, the policy and standar ds must be reviewed on a
regular basis. What applies today may be amute point in the future. Thereforea
scheduled semi —annud or annual review would keep your policy and standar dsin
line with the cur rent business needs. It woul d addr ess issues that other wise might be
over ook ed with new implementations of softwar e, har dwar e or business pr actices.

Although | have only touched briefly on this subject, there is mor e precise
infor mation available on many sites that will assist in designing and implementing a
security policy. I will include some resour ces available to ever yone at the end of this
document. Please visit thesites fa mor e infor mation.

Enfor cing the Palicy:

Once you have implemented your security policy, you must be able to enfor ce
it. Otherwise the palicy is merely another document. Auditing can play amajor role
in this factor. An audit procedur e must be in place to validate usage of resources on
your networ k. The policy must include the ability to audit any of the key items cited
in the palicy, including such things as passwor d compliance and business usage of
email or resources.” You will need to devel op a auditing process for checking
compliance with any of the provisions statedin your policy.'* Management plays a
key rolein this areasince you will need their acceptance of this procedurein or der
toaudit successfully without recrimination. The auditing pr ocess must indude
pr ocedur es to followwhen unacceptable usageis detected or suspicious activity is
noticed. Ther e are many resour ces avail able to assist in devel oping an audit
procedur e, °as wel| as sever al tools that can be used.”® Your audit policy can be
devel oped in conjunction with the standar ds policy to mak esur e you cover the
necessary items.

Auditing should be turned on for those objects that it is prudent toreview.
Logon and logoff, file or object accesses are afew of those that should be deemed as
necessa'y. An auditing log, outlining which objects wer e audited and when, must be
maintained in order tomonitor activity on the network. A separ ate one for each
ser ver /process/or application could be created or they could be incor por ated into
one that could be manipulated to show pertinent datafor each indivi dual process if
necessa'y. This lagshould also contain any comments or notes pertaining tothe
activity noticed at thetime. For restricted resources a susceptible ar ess, the
activity or event log should bereviewed on a daily basis. It is much easier to notice
unusud traffic on your network if you alr eady know what is normal. If users are
awar ethat their activity may be reviewed at any given time, some might be deterred
from “ non-business’ usage. Knowing that ther e may well be consequences to their
actions will also act as a deterrent. Devel oping an audit process tofit thecompany’s
needs may be atime consuming task, but it will proveto be a valuabl e asset once
implemented.
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Security Awar eness Training

Once you have implemented your policy, your most difficult task now begins;
that of educating the user community. Training the users on security awar eness can
be done without alarge financial output. Time to conduct thetraining islikdy to
cr eate the most impact on a secur ity depar tment. Since managers are usually the
bi ggest drawback , per haps training for them could beimplementedin sha't
infor mation sessions that would not inter fere too much with their busy schedules. It
is easier to bring the employees ar ound to secur e thinking if ther managers are
abi ding by the rules.”” Deter mine how management woul d best benefit from these
sessions, and then wor k on pointer s taken from the policy currently in place. Brief
handouts for them to giveto their employees might hd p.

Thetraining process for security must fit the company image soit will have
to be per sonal toyour company. It would we well wor th the time to meet with
Human Resour ces depar tment members to devel op an awar eness training schedul e.
Orientation for new employees shouldindude a short section on security policy and
pr ocedur es. It could includesuch things as demonstr ating howto pick astrong
passwor d, what procedur es for requesting access ar e, and basic physical security
pr ocedur es. An empl oyee handbook could be used to incor por ate not only the
empl oyee benefits and provisions, but alsosecurity guidelines.

Tips of theday or week ar e another good idea that could be used without
putting any stress on the day to day production environment. Brief emails outlining
guidelines tofallow could be issued on a monthly basis. Quick reference guides
could be handed out at training sessions, as well as such items as stress balls, mouse
pads and pens. Posters could be displayed on prominent bulletin boar ds. The
company could cr eate screen savers with tips or guidelines that could be installed by
each user. Sever al could be cr eated that r efer encek ey points in the policy.”® Most
people will view secur ity as adrawback, until you validate the security process and
back upthereasoning with good solid evi dence. An informed user is less likdy to
place your dataor equipment at risk. If the basisrules ar e outlined and simplified,
users aremor e likdy to practice them, on an ongoing basis, espedally if taught fram
the beginning of empl oyment.

Repor ting of security violations does not come easy to most people. If a
processis put in place to mak e r epor ting simple and anonymous, if necessary, mor e
people might be encour aged to tak e action. A mailbox could be createdjust for that
pur pose with aresponsegoing back tothesender indicating that theinformation
r eceived would be tr eated in the strictest confidence. A secure voicemail system
could also be utilized in that manner . By cr eating an atmospher e of tr ust on the
confidentiality of the infor mation rece ved, people are mor e likdy to be for thcoming
with that infor mation.

Conclusion

Security and secur ity awar eness cover a br oad spectrum of ideas and
processes. Risk andrisk assessments are other aspects that | have not touched on,
but needto beincor por ated in the over all devel oppment of your policies and
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procedur es. There are anumber of newsletters, digests and magazines that are
available that cover awi de range of topics, some of which are dted here. Thereisa
weal th of infor mation and i deas on the Inter net that you can customize tofit your
business needs and user community.

Training people tothink securely is not an easy task. It is an ongoing pr ocess,
with noend in sight. With cooper ation from the end users though, it is not such a
daunting task. It then becomes a matter of reinforang the idea of “ mind your own
business’ in amuch broader aspect. “ Infor mation security is ever yone's business.” *°

For further infor mation on specfic topics:

Sun, Ann. “ Securing Your Intemet Connection” .06/17/1998.
http://www.webpak.net/~misuc98/nsaf1/indexhtm

Kelly, Jessica. “ Computer Security Information” 08/21/2000
http://www.alw.nih.gov/ Security/security .html

Computer Security Products Inc
http://www.computersecurity .com

CBOSS “Tips: Avoid Your Own Computer Nightmare”
http://www.cboss.on.ca'tips.html

University of Minnesota, Office of Information Technology
http://www1.unm.edu/datasec/security/security html

Georgia Institute of Technology . “ Computer and Network Usage Folicy”
http://www 0it.gatech.edu/security/policy/usage contents.html

Security-Audit.com
http://www.security-audit.com

Rybczynski, William. * Information Systens Security User Awareness: Social
Engineering and Malware’ 11/18/2000
http://www .sans.org/infosecFA Q/securitybasics/awareness.htm

Johnston, Kevin. “ Online Information Security Assistance” 08/31/2000
http://www.sans.org/infosecFA Q'start/sec assistance.htm

Ehinger, David P. “ Considerations for an Acceptable Use Rolicy for a Commercial
Enterprise” 11/22/2000 http://www .sans .org/infosecFA QY policy/considerations.htm

Troffer, Lawrence. * Information System Security: How Much is Enough?’ 08/21/2000
http://www .sans.org/infosecFA QY policy/iss.htm
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Hill, Michael. “An Overview of Computer Security 1ssues for the new Computer User”
12/20/2000 http://www sans.org/infosecFA Qistart/issues.htm

Norton, Stephen. “ Circle of Security” 11/13/2000
http://www .sans.org/infosecFA QYsecuritybasics/circle.ntm

Boston, Terry. “ The Insider Threat” 10/24/2000
http://www.sans.org/infosecFA Qfsecuritybasicsinsider threat2htm

Grove, Phillip A. “ Eedronic Data Security Awareness’ 11/29/2000
http://www.sans.org/infosecFA Q/'securitybasics/electronic datasec.htm

Hernandez, Ernest D. “ Network Security Policy — A Manager’s Rerspective” 11/22/2000
http://www .sans.org/infosecFA Qpolicy/netsec_policy htm

Hering, Jm. “ Network Security on a Shoestring” 12/15/2000
http://www .sans .org/infosecFA Q/securitybasics/shoestring.htm

Set Solutions, Inc
http://www .setsolutions.conysecurity .htm

Pentasafe Security Technologies, Inc.
http://www.baselinesoft.com

Gamma Secure Systens Limited
http://www.gammassl.co.uk/indexhtml

For further infor mation on various rdated topics:

Fred Cohen & Associates. “ Srategic Security Intelligence” 05/05/1999
http://www.all.net/ CI D/ Defense/ Defense36.ntml 03/2001

An Introduction to Computer Security: The NIST Handbook
http://csrc.nist.gov/publications/nistpubs/800-12/ handbook. pdf
http://csrc.nist.gov/publications/nistpubs/800-14

Information Security
http://www.infosecurity mag.com

Computer Security Institute
http://www.gocsi.com

SANS Institute
http://www.sans.org
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Information Systens Security Associaion
http://www.issa-intl.org

CorpNet Security, Inc
http://www.corpnetsecurity .com

Security News.org “ Security News for Security Professionals”
http://www securitynews.org/index2.html

Telafortis Systens, Inc
http://www.telafortis.conypublications/ RFC2196.htm

Telafortis Systens, Inc
http://www.telafortis.cony publications/ RFC2504.htm
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