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Preventing Your Computer From Becoming a Zombie

Jamy Klein
Junel2, 2001

Intr oduction

The advent of always on Internet connections has created a large community of users
with high bandwidth connections and little to no security. Hackers, crackers and “script
kiddies” incressingly target these users. The machines themselves arenot usually atarget
for data theft, but instead aretargeted for use as drones in atacks on other systerrs.

On February 7, 2000, awave of Distributed Denial of Service (DDoS) attacks hit high
profile websites such as Yahoo and A mazon.comtaking them offline. Many of the
attacks were traced back to compromised machines at universities infected with a zombie
agent. A zombie agent is used to renmotely control a compromised mechine to carry out
attacks. A zombie agent, isa Trojan used to control auser’s machine without their
knowledge.

Compromised computers on various networks carried out a more recent atack against the
security web site of Gbson Research Corporaion a www.grc.com. The majority of
attacks originated on compromised cable modem connected computers on the @home®
network. Steve Gibson, the owner of www.grc.com has posted adetailed transcription of
the atacks and his communications with the atackers a http//grc.com/dos/gredos.htm

A recent study conducted by the University of Califomia, San Diego determined tha
approxi mately 4,000 Denial of Serviceor DoSattacks take place each week.
(http://www.cnn.cony 2001/ TECH/intemet/ 05/ 24/ dos study .ida/index.html) With the
amount of atacks taking place, users need to take action to protect their computer data
and to prevent the use of their systems in attacks against others.

What is a Tr gjan anyway?

The tech website www. whatis.com defines a Trojan with the following:

“In computers, a Trojan horse is aprogramin which malicious or harmful code is
contained inside gpparently harmless programming or data in such away that it
can get control and do it’s damage, such as ruining the File Allocation Table on
your hard disk.”

In theexamples given aove the hackers werenot concerned with attacking the
individual users machines. The Trojans were instead used to take control of auser’s
machine and Turn it into a Zombie. A zombie is acompromised machine tha is used to
carry out denial of service attacks against other sites or machines.

Once ahacker has control of your system, he is free to use it as he sees fit. The hacker
can install prograrrs, delete files, send messages, and carry out attacks on others.
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Aml really at risk?

Recently | moved to cable modem access. After reading all the stories about DDoS
attacks and compromised home computers | wanted to see if the volume of attacks was
accurate, and to see if unscrupulous hackers really were interested in my system.

As atest | set up oneof my machine with Windows NT workstation 4.0 and installed
Black ICE defender, apersonal firewall and intrusion detection gpplication that | had
heard about on Tech TV news. | than connected it to the cable modem. It should be noted
that | do not specifically recommend Black | CE Defender as it has numerous limitations
(for specific information on these limitations see www.grc.com), it is used here as it does
contain one of the most essily understood logging facilities of the current personal
firewalls. Within hours | had numerous attenpts to scan and access my system as shown
by the screen capture below.

File Tool: Help 3 3
Altacks |Intruders| Histnr_l.JI Infurmatiunl

| Time I Aftack I Intruder I D:nuntl ﬂ
& 2001-05-27 20:18:42  TCP 05 fingsrprint B1.140.73.131 1 = |
@' 2001-05-27 20:17:34  RPC port probe wrack.thatsnice.arg 1
{8y 2001-05-27 13:32:40  RPC part prabe 2114218377 1
8y 2001-05-27 18:3%:16 DMS port probe 210177.74.193 1
&0 2001-05-27 18:13:51 NNTP port probe authorized-scanT. security 10
{8y 2001-05-27 17:54:35  TCP port probe MR .COMPUTER a
{8 2001-05-27 175253 RPC port probe 210.179.229.253 1
@' 2001-05-27 17:50:12 RPC port probe 37197 u203-204. qiga.r 1
) 2001-05-27 17:17:29  TCP port probe MR .COMPUTER )
%) 2001-05-27 17:17:29  TCP port probe MR .COMPUTER 1
8y 2001-05-27 17:17:28 TCP part probe MR .COMPUTER 2
8 2001-05-27 17:17:27 TCP port probe MR COMPUTER 3
{80 2001-05-27 17:16:55 TCP port probe MR .COMPUTER 1
@ 2001-058-27 16:35:37  SubSeven port probe 1567 256-a.zhll=1. pa. hom 3
@ 2001-05-27 15:3315 TCP port probe geo2B-207-011 triad.m.co 3
{8 2001-05-27 13:48:35 TCP port probe MR .COMPUTER 2 LI
Select an Attack and a description of that Attack wil be dizplayed here. advICE |

Cloze Hel
L= | HOelp | ﬁ

You will noticethat on thedateof 2001-05-27, between the hours of 1:48omand
8:18pm BlacklCE logged 16 unique attempts to access my machine. As shown by the
count column, some of these atacks were tried multiple times. The types of atacks
varied fromasimple TCP Port ping to ascan for the Subseven Trojan.

© SANS Institute 2000 - 2002 As part of GIAC practical repository. Author retains full rights.



The intruder listed, as Mr.Computer is one of my machines that | used to scan the
machine running Blackl CE from my intemal network. The intruder listed as authorized-
scanlsecurity is actually authorized-scanl.security.home.com, my ISP scans port 119 for
Network News Transfer Protocol (NNTP) as running a newsgroup server is aviolation of
the A cceptable Use Rolicy (AUP).

To seeif your computer is inflicted with a Trojan you can run nesta -an at your
command prompt. The —a parameter displays all connections and - displays the
addresses in numerical form. Netstat will list all open ports on your systemincluding
legitimate connections. Netsta will not show what gpplication is using each port, but you
can compare open port’s to alist of know Trojan ports a

http://www .doshelp.com/trojanports.htm. For example in the past ports 6711 - 6713 were
known to be ports for the Subseven Trojan. The known ports for certain Trojans area
good place to start, but many Trojans are now &ble to use any port, and as aresult it is
better to use netstat to look for any unexpected traffic. In addition to netstat, you can also
usea port scanner to determine open ports, many areavailable a
http://www.cotse.comitools/pscan.htm If you are using Windows NT or 2000,
Foundstone.comhas a free utility called Fport that will map open ports to goplications.

Below is asample of netstat’s output.
Acdive Connections

Proto Local Address Foreign A ddress State

TCP computer:1078 MR.COMPUTERO LISTENING
TCP computer:1027 cs8.msgyahoo.com5050 TIME WAIT
TCP computer:137 MR.COMPUTER:O LISTENING
TCP computer:138 MR.COMPUTER:O LISTENING
TCP computer:nbsession  MR.COMPUTER:O LISTENING
UDP computer:1078 Yx

UDP computer:nbname  *:*

UDP computer:nbdatagram  *:*

How do Trojans arrive on my system?
The most common ways to haveyour computer infected by a Trojan areas follows:

The Trojan arrives as an attachment disguised as auseful program or even embedded
inside ancther program.

Theoretically with the advent of self-executing viruses such as M elissa, the Trojan could
potentially deploy itself without the user consciously executing it. In the caseof the
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M elissavirus and Microsoft outlook, M elissa was written in Visual Basic script, which
Outlook will execute in the preview pane by default.

Local Installation:

Someone could potentially install a Trojan while physically sitting at your machine, from
afloppy disk, CD-ROM, or other removable media. For example: even if you have a
screen saver tha locks your computer with apassword, anyone could insert a CD in your
CD-ROM and have it auitometically open the CD and install prograrrs.

Web Sites:

A Trojan could also be installed from a website through a malicious Active-x or Java
applet. avaand A ctive-x code have the ability to execute progrars off of a website &s if
it were installed locally on your compuiter. In the case of Active-X, the prograns execute
locally on your systemwith full administrative privileges.

A Trojan could also be hidden on a website in afile that gppears to be auseful program.
For instance, you download the newest free game, Bf Bowling 12 and play. While
unknown to you, it is secretly transferring files fromyour pc to aserver on the Intemet or
worse it’s using your Internet connection to flood the connection of another user or site.

What can | doto prevent my machine from being used as aZombie? Isn’t vir us
Pr otection enough?

In recent months some Trojans have been reclassified as remote administration tools. The
most glaring example is Back Orifice. Many Trojans are also purposely taking steps to
hidethernrselves from anti-virus tools. And as a result you should not rely on an anti-virus
tool alone. Instead you should practicethe philosophy of defense in depth, by utilizing
multiple security tools and minimizing actions that could put your systemat risk.

1. Ensureyou are running the latest version of your preferred email client.

2. Disable any auto preview feaures on your email client.

3. Do not open attachments if you cannot verify the origin of the file as having been
sent fromasourceyou trust.

4. 1f you run Microsoft Outlook, install the attachment security updae fromthe
following site:
http://mwww.microsoft.comy PressPass/press/ 2000/ May 00/Security UpdatePR.asp

5. Disable any scripting features, to prevent any hidden scripts from executing.

Local Installation:

1. Ensurethat you do not access disks unlessit is fromatrusted sourcesuch as
prepackaged software.
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2. Disable theauto run feature of your CD-ROM drive. Instructions for disabling
auto run in Microsoft Windows can be found a the following URLS
http://support.microsoft.com/support/kiy/articles/ Q126/0/25.asp or
http://medn.microsoft.comylibrary/psdk/shellcc/shell/Shell_basics/Autoplay_regh
tm

3. Whenyou are away fromyour machine protect it with a password.
Web Sites:

1. EnableActive-X and Javafiltering in your web browser.

2. Runavirus protection gpplication such as McAfee Virus Scan that protects
against malicious Active-X and Java gpoplets.

3. Scan all downloaded files with avirus protection goplicetion.

Firewall:

1. Install and run an gpplication level personal firewall. Also try to use a Firewall
such as Tiny Software Personal Firewall (available at www.tinysoftware.com,
free for personal use) tha uses an encryption algorithmsuch as M D5 to verify
that any gpplication allowed through has not been modified. As of this writing the
only two firewalls that are know to perform application integrity checking, they
are Zonelabs’ Zonealarm (www.zonelabs.com) and Tiny software’s personal
firewall. Test the firewalls encryption support with the Leaktest goplication
available & www.grc.com

Some firewalls providea facility that will show what potts are open and the
particular gpplication that is using them. Below is ascreen capture of another
useful feature of Tiny Rersonal Firewall’s Status Window. Asyou can it is avery
useful feature that maps all open ports to applicaions. | have not found any other
firewall product that implementsthis functionality.
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|8 Tiny Personal Firewall - Dpened Connections at localhosk ] ]

File Logs Settings Help

[TCP Listening: 15 [TCP Connected: & [UDP Listening: 17 [ [Total Rx speed: 13,14 [Total Tx speed: 13,14

A pplication | Protocal | Local Address | Remaote Address | State | Creation Time | FE:-:[Eytes]l Rz 5 =
C]oNS.ExE LDP localhost: 1027 e Listening 262001 14:.27:.43 i}
CIDNS.EXE upF 192 168.0.251:53 Listening 262000 14:27:43 il
CIDNS.ExE uppP localhost 53 Liztening 26,2000 14:27:43 i}

CIDNS EXE upF al 1028 Listening 26,2001 14:27:43 ]
CIDNS.ExE TCP albtss 0 e Listening 262001 14:27:43 0
CIDNSEXE TCP al1023 e Listening 26.2001 14:27:43 0
@IEXPLDHE.EXE upF localhost 1043 Listening 262000 14:31:04 277
@IEXPLDHE.EXE upF localhost: 1064 Listening 26,2001 14:33:56 188 [
ClINETINFOE®E TCP al:1031 Listening 262000 14:27:46 0
ClINETINFOESE TCP al:80 Listening 262001 14:27:53 0
CINETINFOESE upF all: 3456 Listening 262001 14:27:53 12
ClINETINFO.EXE TCP alk 443 Listening 26,2001 14:27:53 ]
ClINETINFOE®E TCP al:8525 Listening 262001 14:29:24 0
ClINETINFOESE upDF al:1035 Listening 26.2001 14:29:25 0
CINETINFOESE TCP al:25 Listening 262000 14:29:25 il

CILSASS EXE upF 192.168.0.251:500 Listening 262000 14:29:25 ]
ﬁf%MSDTC.EKE TCP ak3zvz e Listening 26,2000 14:27:3 ]

tr,'lg MEDTC.EXE TCP 1 —— Listering 2_5.2n|m 14:27:30 ] _|;|
Ll 3

A

2. Ensurethat your firewall logs both incoming and outgoing traffic.

3. Periodically check your firewall with security tests such as Shields Up at
www.grc.comand http://www.dslreports.conyscan. Below is sample output from
both tests.

Gre.com Shields Up: With this service, you should ensure that you do not have any
ports listed as open. Be aware tha even if your machine is listed as not having any
ports open you should not feel that you have no security concems, as Shields Up!
only scans 10ports of the total 65535 TCP/IP ports.
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Shields UP! -- Poit Probe - Hetscape

File Edit “iew Go Communicator Help
e 2 A4 o . £ 3 & @ O @
Back Fonward Reload Home Search Guide Erirt: Security Stop Metzcape
v JvBookmarks \‘_& Locatlon:Ihttp://grc.com!x/ne.dll?rh'l ck2l2 LI ﬁ]'w’hat's Related
v i@ Local Info i@ Top Sites i@ Haow Do 17 i@ tember Services i@ Help i@ Chat
IS TTOVY DEIMY pProped. PIEdse s &ana oy, . . =]
Port Service Status Security Implications
21 TR Stealth! Th_ere is NO EVIDEMCE WHATSOEYER that a port {or even any computer) exists at
this IP address!
23 Telnat Staalth Th_ere is ND EVIDEMCE WHATSOEYER that a port {or even any computer) exists at
this IP address!
o SMTR Stealth! Th_ere is NO EVIDEMCE WHATSOEWER that a port {or even any computer) exists at
this IP address!
- Fimgen Stealth! Th_ere is ND EVIDEMCE WHATSOEYER that a port {or even any computer) exists at
this IP address!
an HTTP Stealth! There is NO EVIDEMCE WHATSOEWER that a port {or even any computer) exists at
this IP address!
110 POP3 Stealth! There is NO EVYIDENCE WHATSOEYER that a port {or even any computer) exists at
this IP address!
113 IDENT Stealth! Th_ere is MO EVIDENCE WHATSOEYER that a port {or even any computer) exists at
this IP address!
13a Met ctealth! There is NO EVIDEMCE WHATSOEWYER that a port {or even any computer) exists at
BIOS S this 1P address!
143 IMAP Stealth! There is NO EVIDEMCE WHATSOEWER that a port {or even any computer) exists at
this IP address!
443 HTTPS Stealth! There is NO EVYIDENCE WHATSOEYER that a port {or even any computer) exists at
this IP address!

o (==

|Dacument: Done

DSLReports.com: The freeversion of Dslreports security scan executes some common
attack scripts tha hackers use against your firewall in addition to scanning 2086 ports

including all 1024 of the well-known ports. Information on the paid version can be found
at http://www dslreports.convsecure_features.
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7 DSL - DSLreports.com - the place for BROADBAMD - Netscape

File Edit “iew Go Communicator Help
w @ » A D a4 s & @
Back Forward  Reload Home Search Guide Frirt Security Siop Metscape
% i " Bookmarks A Location: [nttp: /v, dslreports. com/scan/bB0ae1 43204F21 996155531 003dd43 | FE7 what's Related
7| @ Locallnfo @ TopSites @Y HowDol? @ Member Services (@Y Help (@) Chat
. Speed Tests » Security for Cable/DEL netwaorks =]
- Premium Speed
- DSL Diary
- Line @usility Your IP Address
- Security -
- History Conclusion: Fossible Prablem! We did get information from scanning your ports, this information could
: '5'”;""';-‘3'_'"‘0' encourage attackers to probe further. Do wou know why you are advertising these services to the net? perhaps
Ry P installation of a firewall, or reconfiguration of your firewall to be more secure, would provide peace of mind.
- WWhois
other TCP : .
- Routet Watch
A CLOSED Wie recelved a response that this port was closed.
Bu . . . . _—
Y - TCP 135 Wie have no specific hints for this port number just yet. We are monitoring results though, and
For Providers is OPEN we add advice for port numbers that come up frequently
About us
el 13 Mo response (open or closed) to an open reguest was received
glassary: is FILTERED ’
[0 ] TCP 138 Mo response (open or closed) to an open reguest was received
is FILTERED )
TCP 139 Mo response (open or closed) to an open reguest was received
is FILTERED
TCP 1080 Mo response (open or closed) to an open reguest was received
is FILTERED
ALL UDP Mo response (open or closed) to an open reguest was received
FILTERED
e . & 1999, 2000,2001 dslreparts. Bandwidth by Net Access Carp feedbackLI
& [=B=| [Dacument: Done Bl =] | =

MD?5 encr yption sounds great, but how does it work?

M D5 is an acronymfor M essage Digest A lgorithm and was developed by Ron Rivest,
and is now owned by RSA (www.rsacom). RSA is well known for their implementation
of thetriple DES algorithm. M D5 is the third version of the RSA M D algorithm. TheM D
algorithmwas originally developed to allow messages to be sent securely back and forth
between recipients, ensuring any third parties did not alter the contents.

MD5isasymmetric key block cipher algorithm, meaning it encrypts data in 512- bit
blocks and outputs asingle 128-bit “ message digest” . M D5 does this by separating the
daainto 512-bit blocks. If the data ends with less than a 512-bit block, the algorithm
“pads’ the data by adding extrabits until it is a full 512-bit block. Next M D5 gpplies a 64
—bit representaion of the original data to the end of the padded data. Third M D5
initializes the M D (message digest) buffer and with 4 predefined 32-bit register values.
Fourth, M D5 gpplies its encryption algorithmto each block. Asaresult, each file should
have it's own unique signaure. The precise workings of each M D5 step are beyond the
scope of this paper. To read about the process and view the algorithm, see RFC 1321.

The benefit to this technique is tha it should bevirtually impaossible for any programto
impersonate another program. This behavior when implemented properly in asecurity
product will also prevent non-registered progras fromtraversing the firewall to the
Internet. An example of how Tiny Rersonal Firewall uses the M D5signature is below.
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1. First we configure Tiny firewall to allow Internet explorer (iexplore.exe) to access the
Internet. As shown below.

Tiny Personal Firewall

Outgoing Connection Alert!

Timne: 024lun/2001 17:53:42
Femote:  men_net [207.46.179.143]. port 80 - TCP

Details: Internet Explorer' from pour computer wants to connect ;I

o men.net [207.46.179.143], port 80

Detalls about application

G c:hprogram filessinternet explorertiesplore. exe :I

Ferrnit | Deny |

¥ Create appropriate filter rule and don't ask me again

Cuztomize ile... |

2. Tiny creaes aunique M D5signature for iexploreexe.

Firewall Configuration

Filter Rules I Mizcellaneous Application's MDS I

Application | Md5 [BINARY] |
Coow NN T A5 S TEM2ZAMNE TS AYANE TIMFO.EXE 0SB 50 2D S000F FEAS441D 2261 FAGIZECS
T INM TS YS TEM 324S5 ERYICES. EXE £3709F4C5ED9E 401 84909290 GEEFEE 30

C:APROGRAM FILESATOOLS FOR SELLIMGYTIME SYMCHROWT S EXE 42C5&E4D89085958335ﬁ.&495ﬂ.?1BDECB
C:SPHROGHAM FILES® 5235F51 3BESCS9F FE0FDE D2

WMTERHET EXPLORE RAIESPLORE. EXE

Delete | [V Check MDS Signature

Ok I Cancel Apply I
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3. Totest theMD5signaure, | renamed netscgpeexe to iexplore.exe, and tried to access

the Intemet. Tiny blocked the renamed netscape.exe as shown below.

Time:

R ermote;

Dretails:

Tiny Personal Firewall

Outgoing Connection Alert!

024 un/2001 17:55:48

home-v5.webszyz_aol.com [64.12.151_216]. port
80 - TCP

'Metzcape Mavigator application file' fram your n:u:umputer;l
wants ko connect to home-»5webzpz. aol. com

[E4.12151.21E], port 80 LI

N

Detalls about application

o hprogram .

filezhnetzcapetcommunicatorprogramtiexplore. exe LI

Ferrnit Deny |

[” Create appropriate filter rule and don't ask me again

Customize e,

4. Next | viewed the MD5 signature window to verify that Tiny did in fact create a new signature

for the renamed netscape.exe. Asyou can see, both filenames are identical, but the MD5
signatures are different.

Firewall Configuration

Filter Fules I Miscellaneous  Application’s MDS I

Application

| Md5 [BINARY)

CoWINNTSSYSTEMIZMMNETSRVSINETINFO.EXE
CoWwW/IMMTHSYSTEMIZNSERYICES . EXE

C:»PROGRAM FILESSTOOLS FOR SELLIMGHTIME SYMCHROMTSYM.EXE
C:APROGRAM FILESMMTERMET EXPLORERMEXPLORE EXE
C:APROGHEAKM FILE SAME TSCAPESCOMMUNICAT ORSFROGRAMNEXFPLOR. ..

Delete | ¥ Check MDS Signature

05650 2DE000F 7EAS441 D 2281 FABOZECS
E3709FAC5BD9E 401 349C3290EEEFERE 3D
42C54E 4D BI03695533544 49647 1BDECE
5235F51
FLa050,

Cancel

Apply
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Summary

Even though no “silver bullet” solution exists to stop personal computers from being used
as zombies, you can effectively minimize this abuse. Utilizing a firewall onyour
computer, and following these simple prevention tips you can minimize the risks of
having your computer or computer’s you manage used as a zonbie in atacks against

others.
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