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Introduction

A firewall was originally considered necessary only on a network system to prevent
undesirable access at the perimeter. With the advent of increased home computing, cable
and DSL modems, a personal firewall now is prudent for the sensible user.

Cable and DSL modems are “on” 24x7 unless the computer owner “turns oft” the
computer. This constant connection often has a static Internet Protocol (IP) address that
can be found time after time once discovered by a hacker. A computer without a firewall
in this environment is an easy target wherein to leave a Trojan behind. Some Trojans
allow a hacker to take remote control of that computer to launch attacks against other
targets. The February 2000 Distributed Denial of Services attack was aided by the lack
of defensive tools on computers.

The likelihood of success is increased when the average user either does not patch
vulnerabilities in their operating system and applications or uses anti-virus software or
lets it expire. Another contributor to successful hacking exploits is the File and Printer
Sharing feature on Microsoft products. Each of these can be dealt with but I will discuss
only personal firewalls in this paper.

Many companies now permit “road warriors,” staff in the field or working at home, to
access the company network. If the employee’s home pc is vulnerable due to a high
speed, always open connection a firewall will help. Personal firewalls may be installed
on desktops, PCs and laptops adding an additional layer of protection to the home user or
telecommuter’s business LAN connection. Ed Pardo’s Cable Modems and Corporate
Security discusses this further. The cost of personal firewalls makes them more
affordable than its big brother network firewall.

This reduced cost, in conjunction with ease of use, make personal firewalls an attractive
addition at the workplace. A personal firewall can provide host-based protection on a
desktop or server that contains highly sensitive or confidential information.

The Tools

A personal firewall should monitor, once configured, without much additional user input.
Firewalls should block ports and allow only those services necessary to the business
mission. Personal firewalls are pre-configured upon installation and vary with regard to
additional configuration functionality. There are currently two types of personal firewall
on the market to provide protection. One is an application level firewall that monitors
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inbound and outbound Internet traffic and alerts the user that an application is attempting
access his/her pc or his/her machine is trying to access something on the Internet. The
other firewall monitors at the IP level reading data that is contained in the TCP/IP header
for approved protocols or suspicious packet contents. It too alerts the user when
malicious activity is detected.

Examples of application level firewalls include: Symantec’s “Norton Personal Firewall,”
McAfee’s “GuardDog,” Zone Labs’ “ZoneAlarm” and Signal9’s “Conseal Private
Desktop.” Note that NAI does not advertise “GuardDog” on their site although it is
available in stores. McAfee announced the purchase of Signal9 in January 2000.

Firewalls that monitor at the IP level include: Dynamic Solutions, Inc. “NukeNabber,”
Network Flight Recorder “BackOfficer Friendly,” NetworkICE “BlackICE Defender”
and Signal9 (McAfee) “Conseal PC Firewall.” This paper will describe the similarities
and differences between three of the more popular products in the market today:
Symantec’s “Norton Personal Firewall v2.0,” NetworkICE “BlackICE Defender v2.1”
and Zone Labs “ZoneAlarm v2.1.25.”

John Broughton mentions in Cable modem and DSL security issues and solutions that
NetBarrier is available for Macintosh OS 7.5.5 and later versions as well as DoorStop
Firewall, Personal Edition for MacOS 8.1 and later. LinuxIP Firewalling Chains is a
packet filter firewall for Linux.

But which should you use? Computer magazine publications run tests frequently on
firewall products to determine “best buy” and “best product.” Any one of the three in
this paper currently holds the title of best depending on which magazine you read and
what month it is. Your selection may depend on what you want it to do and what
information you want it to provide. Some prefer an IP level firewall that provides more
information about the attacker. Others prefer an application level firewall that focuses
more on inbound and outbound traffic than tracing the attacker. Others want highly
configurable applications. What’s your preference?

Application Level Firewall

Let’s start with two popular application firewalls. These firewalls monitor connections
attempted by applications to or from the user’s pc. Symantec’s Norton Personal Firewall
offers extensive configuration if you know how. Zone Lab’s ZoneAlarm also allows
configuration but to a lesser degree.

Norton Personal Firewall v2.0

Symantec released this firewall originally as part of their “Internet Security 2000”
software package in early 2000. By the summer, it was available as a separate product.

It works at the application level and monitors inbound and outbound activity. The
Personal Firewall contains security and privacy applications less the parental control, anti
virus and ad blocking of the larger Internet Security 2000 product. It has multiple settings
ranging from the recommended “medium” to user dictated configuration at every alert.
This makes the software easy to use for novices and provides more customization for the
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knowledgeable analyst. Norton’s firewall can be set to interactive learning whereby the
firewall updates its rules as the user determines.

Alerts
The screen print below displays the alert.

An “ALERT” window appears each time [ AL E HT
the Firewall Rule Assistant detects an

attempt to connect through the Internet. It PR e P ko ey B
will announce inbound and outbound sk

connection attempts. The user must then @ Pk e oo

choose to block or permit the e sarce, Mttt TP cw. b st )
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configuring new rules allows more control

over the connections being attempted. For E L e N o sl

the novice, this proves more challenging B Bttt corsruriadhon it

since limited information is provided about L ——

the attempt being requested. For example, sty e s 5 i, S el i L
Norton recognizes “Umgr3.exe,” Back

Orifice’s filename but not the application g f e o

name. Unless the user recognizes the
filename, he/she will not know whether to permit it or not. The Event Log will display
the connection’s application or the attack name, but the user cannot access the log until
after he/she has made a decision to permit or block.

This research discovered that there appears to be several complaints that when the Alert
icon flashes, it freezes the screen and a reboot is needed. I have experienced this too so I
wrote to Symantec and was told to “Try deselecting the show icon option on the Norton
Internet Security options screen. Does this help the problem?” by the support technician.
This change may stop the problem but I no longer will see a visual alert. These
discussions can be found on Symantec’s support web page.

How it Works

This firewall claims to work in stealth mode. The unblocked ports are invisible to anyone
looking for them on the Internet. Any ports left open for necessary services are assigned
a rule and are not stealth. The default installation provides this level of protection but be
warned that if the user configures the firewall differently, he/she may change the stealth
capability and unknowingly open a port. Symantec also claims that if a Trojan is hidden
on a computer before the user installs their product, the hacker owning the Trojan cannot
access it since the port is not seen. Stealth is also intended to protect against port scans.

Additionally, the firewall works on implicit rules. It protects any inbound or outbound
connection that does have a rule. The screen print example that follows shows these
actions in the event log.
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Event Log

The Norton firewall also provides content blocking, connection, privacy, system and web
history information in the Event Log. Norton’s Event Log file captures activity without
disturbing the user. The firewall tab has a timestamp and message that tells the user the
attack used. In the screen print below “Rule ‘Default Block Backdoor/SubSeven Trojan’
blocked (my.IP). Details” is highlighted. The details are provided at the bottom of the
screen for the highlighted attack. The date (mo/day/yr), time (hr/min/sec), the action
“Inbound TCP connection,” local address is the user’s IP address and the remote IP
address of the attacker; in this case “24.161.96.22.1643” are displayed. There are no
further instructions or assistance for a user to automatically trace the attacker’s address.

Other icons in the firewall log display the decisions made by the user when the alert box
prompts a decision. The silent blocking done by Norton is also logged here indicating,
“Unused port blocking has blocked communications.” Further information is displayed
such as inbound TCP but not always with the port scanned or attacked. The remote [P
address is displayed with the port. The user can see that an “implicit block rule”
occurred. Logs can be copied to a text file. Norton does not detect Trojans; it only
reports them in the log. It is not an intrusion detection product.
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The actual text log for other dates show:

8/19/00 14:26:09 Unused port blocking has blocked communications. Details:
Inbound TCP connection Remote address, local service is (207.71.92.221,finger)
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8/19/00 14:25:20 Unused port blocking has blocked communications. Details:
Inbound TCP connection Remote address, local service is (207.71.92.221,smtp)

8/19/00 14:24:18 Unused port blocking has blocked communications. Details:
Inbound TCP connection Remote address, local service is (207.71.92.221 telnet)

8/19/00 14:38:36 Unused port blocking has blocked communications. Details:
Inbound TCP connection Remote address, local service is (207.71.92.221,ftp)

Configuration
The firewall rule screen is shown here. By clicking on the boxes and add/modify/remove
the changes are adopted. Norton allows

configuration by adding or removing #5) Norton Intemet Security Advanced Options
ports to block and changing the rules for = Web fiewal | other |
the firewall. Symantec technical support T A y— |
adViseS that the user document any ! Defaul Block NetBus Trojan 0@ NetBus, NetBus-2, NetBus-Pro
¥ Default Black GirlFriend Trojan =2 @ 21554
Changes made to the default %] Default Block ‘WinCrash Trojan 5 @ 2583, 3024, 4092, 5742
. ¥ Default Block DeepThroat Trojan —'%@ 2140, 3150, 41, 50000, BEFO, B7.

conﬁguratlon to be able to undo any %] Default Block Hack '’ Tack Trojan = @ 71785, 31787 31788, 31789, 31,
unanticipated problems. Change control | Default Block Backdoor/SubSeven Trojan 125 @ 1939, 2773, 54283, 7215, Backd.
. . . . ¥ Default Block Master Paradize Trojan —'% @ 31,3129, 40421, 40422, 40423, .
is necessary for this application. W] Defaul Biock Bla Trojan B ® 1062 566

e [ Default Black Danald Dick Trojan = @® 23476, 23477
Addltlonal ports Can. be blOCked [¥| Default Block Partal of Doom Trojan —'%@ 10067, 10167, 3700, 9572, 9873
manually. Configuring this firewall can ] Default Black NetSphere Trojan 5 @ Pon 30100 10 30702

. . [¥| Default Block Mettdonitor Trojan —'%@ 7300, 7301, 7306, 7307, 7308
be difficult for the novice to understand. ] Default Black TransSoout ) @® Port 1999 o 2005
More documentation is found in HELP [ Default Block Daly Trajan 5@ 1010, 1011, 1012, 1015

. . ] Cuistom Block Fiule B € 127.001
than in the manual and in a file off (
b

Symantec S Web page' Add... | Modify... | Remave | Test... | J ﬂ
Beneﬁts 0K | Cancel | Apply | Help |

- Highly configurable for the

expert user.

Good firewall rule window.
Easy to access logs.

Problems
A “blinking” alert icon tends to freeze up the screen that is open.
Learning about configuring the settings on one’s own is time consuming.
Configuration changes can reduce the effectiveness of the firewall.

ZoneAlarm v2.1.25

Another popular application level firewall is Zone Labs’ ZoneAlarm, which is a free
download from their site. Zone Labs take the firewall out of the box and into a panel.
There are five panels that provide the user with information about security settings,
Internet alerts, lock status, configuration and programs. ZoneAlarm monitors inbound
and outbound traffic.
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Security Settings

ZoneAlarm provides settings of “high” the default
setting, “medium” and “low” to protect the pc. The
“high” setting stealths all ports not in use.

This application differs from Norton in that it
allows the user to choose settings for both local and
Internet servers individually and if to block them.
The “Advanced” button allows the user to designate
any other computers or subnets on the in the local
area.

The enabled “MailSafe” protects against .vbs

attachments in incoming email.

%3 Alerts
The alert to an application trying to access the

c+ww Internet from your pc or from the Internet to

the pc is not a sole icon in the task bar.
ZoneAlarm can be configured in the Configure
panel to create a “desk band” instead. The

[ntisg rourrs et sese | desk band will be discussgd later. .Like Norton
ewendets———————————————— the Internet Alert panel will open if enabled, to
The Ramalbos Bockadsmat scosslo & toeido ) tell the user what. connection is being‘
[rime: 8172000 1417.00 » »)  attempted. This is also where the option to log
! wazdt o alerts to a text file if enabled.

B (s )
T ————— ZoneAlarm offers simple configuration for the
| F Logseftslnwhh Dalste Log Fie

| C-AWIND DWS ntesmst Logs\ZALog tet [1k)
| ' Show the aler popup window

Local saciniy boved iz Medum | Inbairel zecushy kel is Madim

novice. Experts may find it less interesting
than Norton. The panels on ZoneAlarm take a
different approach than Norton as described

< further.

Zonehlarm £ %
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This is the Internet Lock Settings panel. Unlike
Norton, the user can enable a lock that activates
after a set time of inactivity or when a screen
saver comes on to automatically block all
inbound and outbound traffic. Programs can be
identified to work around the block preventing
the lock to activate in the midst of long
downloads. The “high security” button is
recommended.

Locking a pc after a period of activity allows
one more layer of security if the user is pulled
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away from the pc unexpectedly. This firewall also lets a user choose to lock the pc
manually by clicking on the “Stop” or “Lock” icon.

ZoneAlom &4 The fourth panel is the Program panel.

] ﬁ] Eﬁﬂﬂ. EE ZoneAlarm records applications attempting
T et / ‘gj #===%  access from the local and Internet areas on the
= —— in this panel. Network access privileges for

_ w e | cach of those applications are then set in this

LOCK PROGRAMS CONFIGURE

Program | Allow connact

P e L“: panel. In this example, Eudora was detected and
Versin 42068 intemet © - 2 L] the user must decide whether a connection
4 Zoredlam Intsinet Security Uiy Locat = =y 0 0 X
oo wkisn o = et = should be permitted to or from the Internet and
3 seape Navgator o T . .
s meev - U Jocal pc and if the lock should be enabled for it.
| B NLNDTES EXE ook ¥ = |
B/2ANSET 151102 Inkemet W - - [
MALDBEMN EXE Locat W - [ . . .
- snansrissam wenew - - [ - | Once an application is stored here, ZoneAlarm

will reference these settings to permit or deny a
connection. The user can change the settings as
needed from this panel.

i b R e A R The Configure panel (not shown) allows the

user to enable the “desk band” on the user’s
window so the “lock™ and “Stop” icons are always visible. This panel also provides an
enable box to check automatically for updates.

Logs
A sample of ZoneAlarm’s logs shows timestamp, GMT, application, intruder IP address,
and port:

PE, 2000/05/20,19:03:02 -5:00 GMT, KVTekyiPost, 38.153.36.65:80,N/A
FWIN, 2000/05/21,13:53:20 -5:00 GMT, 63.15.231.22:31337,24.161.3.127:31337,UDP
PE, 2000/05/21,14:01:54 -5:00 GMT, Distributed COM Services, 0.0.0.0:0,N/A

Benefits
Allows configuration by user.
Lock feature allows user to block Internet after a timeout.
Checks each application that does not have a rule.
Free download.

Problems
Alerts do not easily identify the application that is trying to connect.
Configuration capability could be better for the expert.
No manual.
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IP Level Firewall

At the IP layer, the personal firewall checks packets for fragmentation, corruption and
other problems and blocks those. It reads IP protocol headers like TCP, ICMP and UDP
for malicious activity. It monitors ports and services for intrusions and provides stealth
protection.

BlackICE v2.1cm

An interesting bit of trivia. Founded in April 1999 by former product development and
management executives at Network Associates, NetworkICE takes its name from the
fiction novel, Neuromancer by William Gibson. It is about a hacker who must find a way
to get into an artificial intelligence network protected by intrusion detection software
“Corporate Ice.”

BlackICE v2.1 protects and detects suspicious connections both inbound and outbound at
the IP level. Ifthe firewall detects a match to its attack signatures it alerts the user, logs
the action and can if configured, collect trace evidence in a special log. The trace will
contain the source IP address’ MAC, DNS and node if available. NetworkICE claims
that if two firewalls are running on one system, the one set to block will block the
connection even if the other firewall is set to permit it. They also claim this product is
compatible with other firewalls.

Settings

Similar to Norton, BlackICE allows the user to set a level of protection. Its default
setting is “cautious” but if left at that will not protect against all Trojans; Back Orifice has
gotten through. The user must set it at “paranoid” to provide full security.

Alerts

BlackICE will alert you to inbound and outbound scans, attacks and probes with this
version. Upon installation, an icon appears in the task bar that blinks different colors
depending on the detection: red for an intrusion, yellow for minor alerts. Simply click on
the icon and the attack list will open in a window allowing the user to see the attack
immediately. The decision to block or permit the intruder does not require immediate
attention. BlackICE automatically blocks and logs the attack and intruder. The user can
open the intruder list at a later date and determine whether to block or trust the IP address
in the future.

Configuration

This firewall is less configurable, reducing the holes that an unskilled user may create by
writing new firewall rules. (Norton Personal Firewall v2.0 cautions their users about this
problem.) BlackICE’s configuration allows the user to enable packet and evidence logs
and trace settings.

Attack Details

BlackICE captures the source IP address, the timestamp GMT (mo/day/yr, hr/min/sec),
the port being attacked or probed, the DNS of the attacker, the name of the attack, the
destination IP address, the parameters of the attack (port, attack and whether a password
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was sought) and when identifiable the MAC, Group and Node information of the
attacker. This facilitates report of the attack or abuse to the ISP in question. BlackICE
also provides an “Advice” button that connects to their web page where the selected
attack is further described in general terms.

Let’s take a look at an example. In the screen print below, the “Intruder” is “CXNVICT”
and the information captured is:

IP: 24.161.52.104,
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With the addition of the information in the next screen shot it is possible to contact
abuse@nycap.rr.com to report the attack. If writing to report an abuse to an ISP, please
read Donald McLachlan and the GIAC Community paper Contacting Host Owners v 2.0
(4/8/00) before making a mistake or a wrongful accusation.

There is also a history tab that shows in graphic format the flow of packets and attacks in
the last minute/hour/day.

Attack Screen

The “Attacks” screen is pre-configured but the user may determine which columns to
show in each tab displaying several pieces of information. In the example below, it
shows the timestamp, severity as rated by BlackICE, the intruder’s source IP, the attack,
the parameters, number of attempts and intruder’s name. Following the example above,
“CXNVICT” used a TCP scan 19 times against ports 31, 1001, 1234, 6400, 6670, 7547,
12345-12346, 20000, 2003, 2734,30100 and 31337 using NetBus, NetSphere, Sub 7 2
and Sub_7. (Only part of the parameters is seen in the screen shot.)
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2000-04-26 17:14:08 59 SubSeven port probe 193.189.115.142 port=1243%name=5ub_ 1 GEREOM
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2000-04-26 23:00:12 39 TCP part probe 24114.129.210 port=12346 1 CRV39323-4
2000-04-27 09:18:02 59 MetBus port probe B2157.23.185 port=12345%name=Metf 2 p3ES017E9.dip0 kHpconnect. de
2000-04-27 14:12.09 59 SubSeven port probe 193189188111 port=27374&name=5ub 1 GEREOM
2000-04-27 20:21:58 39 FTP port probe 210.104.180.1 port=21 2 2101041801
2000-04-30 14:29:51 39 Telnet port probe 64.24.22 254 port=23 1 642422754
2000-04-30 21:30:20 59 SubSewven port probe 249244 162 port=27374&name=5ub 1 NYTRAME
2000-08-02 135337 59 MetBus port probe 24161.9156 port=12345%name=Metf 4 POVTROMIC
2000-05-02 13:53:39 39 TCP part prabe 24.161.9156 port=54.321 4 om-24-161-3-156. npcap.rm.com
2000-05-02 20:20:20 39 DMS port probe 216.103.71.90 port=53 3 MATILDA,
2000-05-04 15:17:59 59 SubSewven port probe 24161.75.104 port=1243%name=5ub_ 2 DRAKKHEM
2000-0 53 TCP port scan 24.1 104 P 001N 24316400 R CT
2000-05-06 16:28:51 39 FTP port probe 24.161.244.132 port=21 3 OEMCOMFUTER
2000-05-08 07:54:37 59 UDP trojan horse probe 62.10.206.36 port=21408name=0Deep 1 UCSC03
20000511 13:0215 39 TCP part probe 24.28.91.106 port=445 3 SUBLIME
2000-05-11 12:0215 39 WetBlOS port probe 24.28.91.106 port=139 3 SUELIME
2000-05-14 12:16:06 39 SOCKS port probe 24.161.243.95 port=1080 1 ESFRITO
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[Scan] Attacker systematically scans through many ports on a system
looking for thoze that are open.

advICE |

i Start |

Attack Logs

LCloze | Help | %

J &l ] |J & Morton System Dl ] paperl -Microsof...”w BlackICE by ___ ||m§@<ﬂ5@@£w 5:39 P

BlackICE’s attack logs are in Microsoft Excel spreadsheets with the same information
contained within the attack screen. The spreadsheet allows the user to sort on each
column to seek repeat attacks in text format. A sample of some attack logs is below.

Time Attack Intruder IP Intruder Parameter

2000-07-16 | TCP OS

59|00:42:36 fingerprint 216.2.176.162 | www.hitb.co.za | port=53&flags=SF&options=
2000-07-08

39|15:46:15 TCP port probe | 207.96.220.14 | ppp207.ivic.qc.ca | port=6346
2000-06-25 | SubSeven port

59|07:05:07 probe 63.197.240.210 port=1243&name=Sub 7
2000-06-25 cm-24-161-48-

39]05:38:37 UDP port probe | 24.161.48.240 |240.nycap.rr.com | port=1051

Benefits

Provides intrusion detection.

Requires little technical knowledge.
Provides back trace of intruder if necessary.
Very good documentation.
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Problems
There is an on-going debate as to whether it interfaces with Norton Personal
Firewall on the same desktop.
Evidence Logs require a third party vendor product to access them.

Comparison of these products

All three products provide secure firewall protection for the home and road warrior user.
Each vendor continues to update current products and produce new ones. It is important
to note the version reviewed by any magazine or author to truly understand the
capabilities of each firewall when making comparisons. Some articles state that
BlackICE only monitors inbound traffic, true of older versions.

I tested BlackICE with ShieldsUP!, a port probe, with Norton Personal Firewall disabled
on the same pc. Then I tested just Norton with BlackICE disabled and finally with both
running. The results showed that BlackICE protected with stealth all ten tested ports but
one, port 113, while Norton resulted in three ports showing “closed” instead of “stealth.”
Running together, the results mirrored those of the BlackICE test results. BlackICE put

two of Norton’s “closed” ports under “stealth” protection.

While writing this paper, I noticed that Zone Labs now offers another firewall product
called ZoneAlarm Pro. This product was not reviewed here. Zone Labs claims this
firewall provides complete, customizable control. It does not replace ZoneAlarm v2.1.

The true value of configuration ability is tied to the user’s skills. There is a product for
everyone on the market today. Norton Personal Firewall is an expert’s friend and
BlackICE a novice’s, ZoneAlarm suites a middle audience.

Logs come in various forms across these three firewalls. Norton and ZoneAlarm provide
easy text logs but do not provide more information for tracing an attack. BlackICE traces
well and if the user is not using WINOx, has easy access, with use of a third party
product, to evidence logs. BlackICE does provide its attack log in text through

Microsoft Excel.

Norton Personal ZoneAlarm BlackICE
Firewall 2.0 2.1 2.1
Free download to Approximately $40
Price Approximately $50 | individuals and non-
profits
Type of firewall Application level Application level IP level
Configurability High Medium Minimal
Settings High, Medium High (default), Paranoid, Nervous,
(default) and Medium and Low Cautious (default)
Minimal and Trusting
User can enable
User may enable checking for
Updates Uses Symantec’s checking for automatic updates.
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“Live Update” automatic updates Icon lights to
indicate available.
Event logs in text
format
Log access In text format In text format Evidence logs
require third party
software
Comes with a
“How to use manual. More Online FAQ Downloadable pdf
manual” information within format very
application. informative
Accepts a
“Trusted” IP Yes through firewall | Yes in the security Yes in intruder
Address rule settings panel screen
Alert window for
immediate rule Yes Yes No
configuration
Windows 2000, Windows 2000, Windows 2000,
Compatible OS Windows NT, Windows NT, Windows NT,
Win9x Win9x Win9x
Yes it claims,
Stealth mode ShieldUp! test scan Yes (default) Yes (click on box)
for this paper (not tested by
showed otherwise. ShieldsUp!)
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