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The I ncread ng Risk

Every day the number of peopleusing the Intemet increases, not just in the United Saes,
but all overthe world. The activities range from single users communicating via

email or surfing the web to large corporations providing connectivity for remote
employees or business partners. There are currently 215.6 million English speaking
people and 237.8 million non-English speaking people online and that is projected to
increase to 230 million and 560 million respectively by theyear 2003.

(Global Reach website) http://glreach.convglobstats/index.php37goto

An excerpt froman article from The Detroit News details the risk.

In 1999, conpanies ent $7.1 billion to ward off cybercri mes -- everything from
data theft and disruption of service to virus attacksand online fraud, according to
the Aberdeen Group, an Internet analyst firmbased in Bodon. It projects
corporationsworldwide will spend $17 billion on cybercrime security measures
by 2003. The crimes themselvesalso have a huge financial i npact. For exanple,
conputer virus attacksworldwide cost businesses norethan $17 billion last year,
according to Conputer Econorics, a research firmbased in Carlsad, Calif.

(The Detroit NeWS) nttp: //detnews. com/2001/technews/0105/29/b01-229644. htm

With so many people online, security risks increase, as does the need for an effective
security strategy. There is an increasing amount of activity by people sneaking and
peeking, testing to see if they can gain accessto your network or systems for various

reasons, some just to see how far they can go, others may have malicious intent. Areyou
willing to take the chance?

Not only do you need to worry about your own resources, there is now cause for concem
about liability if oneyour systens is used to launch an atack against a third party.
According to an article fromthe Tech Republic website, even if you have afirewall in
place don’t count on tha to keep you out of trouble. You may be brought into court to

answer questions about the level of commitment your organization has with regard to
network security.

TheNew York Law Journal recently asked spedalistsin computer law i f
digributed attackslikethose seenin February could |ead to negligence suits
against the sygens that hosted the attacks. Their unaninous verdict: Yes.
Conmpanies are finding theagents for a DDoS attack lurking ontheir sysens
nearly every day, according to the CERT Coordination Center, a research and
response programlocated at Carnegie Mdlon Univerdgty in Pennsylvania.

(Tech R@UbliC) http://www techrepublic.convarticlehtm ?src=search&id=r00520000405| aw01.htm

It’stime to consider taking a closer look at your network security practices.
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The Puzde

The world of network security can be an intimidaing place. Hackers and atackers
doing mysterious things that most of us think we could never begin to understand.
Firewalls, VPN, encryption, intrusion detection and forensics areall fairly new concepts
and not widely understood. Thedynamic and ever evolving nature of the attacks is
overwhelming, or so | thought. Upon closer examination and with some training the
smoke begins to clear. Understanding some basics aout how packets can be crafted to
take advantage of certain weaknesses removes much of the mystery around wha hackers
and atackers areupto. Let’s examine some concepts that may clear some confusion.

Firewalls
Basics

Firewalls arenot the magic cureall, they aresimply atool to provideafirst line of
defense between your network and the Intemet. A firewall is adevicethat proteds a
private network from hostile intrusion froman outside nework. A firewall must have &
least two interfaces, one for the private net and one for the public net. A firewall may be
implemented by ageneric computer and asoftware product or by adedicated integrated
device.

p)

private f Extemnal
" Intemet

Computer Saver
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Methods-  There are various techniques used in implementing a firewall.

Static Pack et Filter - Network layer filtering. Simple permit/deny type of
implementation based on source/destination addresses or

source/destination port /protocol.
Cisco router access-list is an example.
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Dynamic Pack et Filtering/
Stateful Inspection-

Enhancement to packet filtering. It examines more than
just the source/destinaion info of apacket. It looks a the
protocol header fields for TCP/UDP information. Creates
and uses a table of established connections and then

compares header info against each packet that attempts to
pass.
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This method is the most thorough and rigorous. Thistype
of firewall requires all communications to connect directly
toit. Itdoesn’t route connections to adevice, it instead acts

Application / Proxy-

as proxy for thedevice. It examines packets a the
application level. Filtering can bedone on application
protocols such as SNMP. HTTP, SV TPetc. The trade off

for this level of security isthroughput.
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Public / Green

Subnet or “DMZ” The Public / Green Network also known as” DM Z”
(Copyrighted by Checkpoint) is a network where controlled
access is allowed. Web servers and FTPservers may reside
here to be utilized by users fromexternal networks while

protecting the private network.
Firewall
private % External
5 Internet
Computer Server

green /public

Web Server FTP Server

Summary

Firewalls are meant to protect valuable conputing resources or confidential
information fromusers on external networks.

Firewalls areonly one pieceof agood security strategy .
Packet filtering is the most basic formof Firewall, but lesst secure.
Stateful Inspection offers better security, but is abit more complex.

examples: Checkpoint Firewall-1
Cisco PIX

Proxy Firewall is the most secure, but secrifices speed to insure security .

examples: Altavista
Raptor—EC

There seems to bea convergence in Firewall implementation with vendors
incorporating features from Packet Filtering and Stateful Inspection to improve
performance and features from Proxy type to improve security.
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VPN- Virtud Private Networ k

History and Backagr ound-

= Thereisan increasing need for peopleat different locaions to access information.

=  Wheher fromahome office or a branch office, the traditional methods of
providing access via leased line or dial-in can expensiveor inefficient.

HQ

/
. frame relay
branch office
branch office

branch office
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» Thereisnow the infrastructure available through the Internet to support
corporate communicaions through ISP's.

» |t’s much less expensive!

analog, ISDN
DSL, cable
modem

home
office

network access
device

HQ

branch office

branch office

branch office X
branch office
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= PROBLEM! - Thelnternetisapublic network andis
inherently unsecured. Who else has accesstoyour data?

ho analog, ISDN
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ho modem
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=  Solution VPN- Virtual Private Networ k

= VPN provides secur econnections by means of

o Authentication
o Encryption
o Encapsulation

analog, ISDN
DSL, cable
modem

Secure VPN
Connection

VPN
Gateway

HQ

branch office ¢

Howa VPN Works

branch office .
branch office

A VPN uses a combination of authenticaion, data encryption, and tunneling to create a
secure channel between a user and a corporate network or between two networks. In a
remote access situation, the users dial into the local access provider's POP, establish a
connectiontothe Intemet, and then identify themselves to the corporate VPN’'s
authentication system The VPN verifies the identity of auser either on the basis of
usemame and password, ahardwaretoken and PIN number, or some other authertication
mechanism. Upon successful authentication, tunneling and/or encryption is set up for all
traffic between the VPN client and VPN server
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Authentication

» establishes the identity of the sender or receiver of information.

= jsimplemented through passwords, challenge/ response schemes or public /
privae key encryption.

= asrelatingto VPN's generally consists of a password to initiate the connection
followed by the exchange of “key” information between the client and the server.
After thetunnel endpoints authenticate thenselves, secure communications can
begin. Typically the VPN server generates a key file, which then must be loaded
on the client, which allows this authentication procedure.

Encryption
= isimplemented using a mathematical algorithmapplied to the plain text
» Beforedaais transmitted over the public network it is encrypted. There are
various encryption schemes including RSA’s RIVSET Cipher, DES and Triple-
DES. “Keys” areused to encrypt and decrypt data. “ Keys from40—-128 bits are
used.

= Thelargerthe key, the moredifficult to crack the code, and the more overhead
involved thus a decrease in performance.

= 128 bit encryption has yet to be compromised.

Encapsulation
= aVPN gateway / router takes encrypted cipher text and encapsulaes it in packets
with it’s own address as the source, also known as tunneling.

= There are two basic types of tunneling. End to end tunneling is client to server
connection. Node to node tunneling terminates a the edge of a network and is
used to connect LAN's.

= There are three major tunneling protocols, IPSec (IP Security), L2TP (Layer 2
Tunneling Protocol) and PPTP (Point to Point Tunneling Protocol).
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Intr usion Detection

Intrusion detection is another piecethat is important in an overall security strategy.
Various methods are employed to alert people to suspicious activity on the network.
There are a number of products available from freewareto expensive commercial
offerings. They each havetheir strengths and weaknesses. They possess different
capabilities that range from passive logging and natification to taking prescribed actions
such asterminaing asuspicious session. A mgjor piece of intrusion detection is
uncovering the details of an attack. How it was done, when it wes done and possibly
where it came from. An effective intrusion detection product should recognize suspicious
activity and react accordingly, and its logs should help your staff understand the nature of
the atack and take stepsto prevent futureattacks. Again the key is, intrusion detection is
just one piece of good security policy.

Forensics

The word forensics conjures up images of detectives in aseedy hotel roomsifting
through the evidence for clues aout the crime. In the world of computers and networks
it's more likely to be IT staff members in a messy office or achilly computer room, eyes
locked on ascreen or poring over printouts trying to determine how the network was
compromised. It’s all about clues. Intrusion detection systens should provide agreat
dedl of informetion about the nature of the attack. Firewall, systemand router log files
should be used as well. The ideabehind forensics is that there should tools and
mechanisms in place to cgpture daathat provides insight and clues into an atack. There
should also be policies and procedures in place so that the data collected is utilized
properly. The most important concept here is tha another attack of the same naturecan
be prevented based on what wes leamed by examining thedata fromaprevious incident.
This data may also provide the proof necessary to prosecute the attacker(s).
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Attacks and Thr eats

Attacks fromthe outside generally begin with datagathering activity. Attackers use
various tools and methods to learn about your network and computing environment.
They can map your network, determinedeviceand OS information and find
vulnerabilities. Using this information, atackers can launch denial of service atacks,
send costly viruses or stedl critical information. They are ways to make it time
consuming and difficult for an atacker to gather the information necessary to
compromiseyour network and that should be your goal.

Whileit’s good prectice to do every thing you can do to prevent atacks fromthe outside,
alarger problemis the internal threa. “In fact sorre studies gatethat asmuchas70
percent of all attacks come from someone within an organization or from someonewith
inddeinformation (such asan ex-enployee).” (M astering Network Security)

Peter Shipley’s article “ The Threat fromWithin” provides an even higher estimate of
intemal atacks.

In this nonth's article we will talk about the ™ threat fromwithin:" internal
security dangersas opposed to threats from an outs de source. Inddentsof both
internal and external computer crines appear to be on the rise. Recent surveys
indi cate that disgruntl ed employees may account for up to eighty-nine percent
(89%) ofattacksand security violations.

(networkcommand website) http://www.networkcommand.convdocs/molehtm

Thesethreats, internal and external must be addressed with athorough analysis of your
computing and network environment and acomprehensive plan to protect it.

At first glace all of the components tha go into asecurity strategy seema bit
overwhelming, like an unsolvable puzze, however with the proper training, research and
investigation, the pieces of the puzze start coming together. The key isto realize that
there is no single solution to your security needs. Many components must be employed
to provide astrong defense against the scoundrels who would compromise your network.
Defense in depth, a layered gpproach is necessary to protect your resources against
attack.
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Security Assessment Delivery

While a Security Assessment can be delivered as astand-aloneservice, thereis an
advantageto incorporating it into alarger Site Assessment project. A typical Site
Assessment might include analysis of the OS management practices, alook a how
applications are being used, storage and backup practices and network performance. The
information and insight provided by the other phases of atotal Site Assessirent allow us
to seethe big picture. With a more complete understanding of thetotal environment, we
can better focus on the most important aspects of our customer’ s security practices and
priorities. The Site Assessment provides a grea deal of information needed to perform
the Security Assessment.

Phase1l- Prerequisite |l nformation

Before an effective security assessment can begin there a few prerequisites to deal with.
In order to assess anetwork we must know what it looks like. All companies have up to
daedocumentation and drawings of their neéwork infrastructure. Don’t they?

All organizations use astrict move, add or change policy to goproveand document
changes. No? Please excusethesarcasm, but | continue to beamazed & how often the
most basic elements of network management are ignored. Don’t build your operation on
shifting sands. Attention to fundamentals will help you lay asolid foundation for your
computing enterprise and your security strategy, and will pay off inthe long run. Inorder
to begin we need to have an understanding of the network.

Networ k documentation.
= physical / logical drawings or network maps

= identify key network components and servers
» ip addressing scheme

Phase?2 - The Survey

After reviewing the prerequisite information so that we have a good understanding of the
basic network infrastructure, it’s time look a the various components that comprisea
security strategy. Weneed to note which products are being used, revisions, how they
are configured and performance issues. It’s important to listen to the folks who work in
this environment every day. They can provide insight into operaional issues that may
yield important and helpful informetion. A basic checklist can be useful when acquiring
the informetion.
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Firewall
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Virus Protection
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update policy
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Intr usion Detection
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document specifying actions to betaken
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Testing and Data Collection

The exact tools and procedures used are dependant on the customer’s environment and
policies. Please be aware that some phases of testing can be intrusive and cause

disruptions for the customer. They must be made fully aware of this and grant written
permission before beginning thesetests.

Data Callection

If this is part of a Site Assessment then much of this work has already been done, if not
then various snmp-based tools may be employed to collect network performance daa.
Utilization and error baseline information may be used to determine where to focus
security efforts. Fluke LANmeter or asniffer typetools can beuseful to identify
protocols and to look at unencry pted traffic tha may be asecurity weakness. Some may

think that this is over kill, but | believe the more information available ebout the
computing and network environment the more effectiveyou will be in protecting it.

Testing

Once again | must reiterate, please make surethe customer understands the implications
and risks of active testing. Protect yourself, your conmpany and the customer you are
working with by having a buy off in writing from management before doing any testing.
There are many tools available to do vulnerability scanning. Theenvironment and your
personal preference determine which tools to use. The point of this testing is determine
vulnerabilities, and performanceof logging features of the firewall and intrusion
detection system. Password security should also be tested on systemsto make sure

password policies arebeing followed. Various audit tools should be used to gather
baseline information.
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Phase3- Compiling and Analyzing Data- Gener ate Report

Now tha thedata has been oollected and the results of testing are in, all of the
information must be analyzed. Understand that all of the data and results must be
considered along with the information acquired through conversations with the
customer(s) you have worked with during this process. The system managers and
network administrators and other members of the staff can provide valuable insight into
their organization’s attitudes and priorities tha can help to focus on what is important to
that particular company.

Prerequisites

Observation:

Was the prerequisite information provided by the customer accurae? Werethe drawings
up to date? Does the customer understand their network? If not, then hopefully the
assessment activities provided the information necessary to proceed. It would be
extremely difficult to design an effective security policy if the network topology and

addressing scheme are in question.

Recommendation:

The recommendations might range from* customer has excellent procedures in placeto
keep information accurate” to “ customer desperately needs to implement procedures”.
Suggestions for improvement meay include apolicy tha arequest, review, gpprove and
document procedure is used beforeany changes are mede. That some ty pe of network or
enterprise management tool be deployed (e.g. Openview or Netview). The policy should
designate individuals responsible for monitoring and managing the tools in use. All too
often the tools are in place, but nobody is watching them and changes in status go
unnoticed.

Firewall

Observation:

Doesthe particular firewall being used provide adequate protection? Is it configured
properly? Is the customer aware of any issues or problens? What vulnerabilities did the
testing uncover? What is the performence like, is there abottleneck? Access-listson
routers should also be looked at and analyzed this time as well.

Recommendation:

Based on observations and results of testing, astateful inspection or proxy type firewall
may be recommended to replace apacket filter type, or it may just come down to
reconfiguring the existing firewall, or no change needed.
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VPN
Observaion:

Doesthe VPN in use performwell? |s it easy to configureand maintain? Do the
encryption and authentication mechanisns performwell?

Recommendation:

Suggestions may include migrating to a more secure encryption and/or authentication
scheme.

Virus
Observaion:

Which product is being used? What are its capabilities and performance record? What is
the update policy? How responsive is the vendor? Where is it deployed?

Recommendation:

Recommendations might range fromeverything is ok, to considering a different product
or anewer version. Another consideraion is where the product is deployed. Isit & a
network gateway or individuals systems? A multi-layered approach may be
recommended.

Intr usion Detection
Observetion:

What formof intrusion detection is employed? How effective s it at notification and
logging? How did it perform against vulnerability assessment?

Recommendation:

There are many methods available to implement intrusion detection, combinations of
freeware and homegrown applications to full blown commercial offerings with many
features. The key is that the intrusion detection systemis ableto recognize suspicious
activity, and informthe gppropriate parties. It must not only providetimely notification,
but it also must have good logging cgpabilities that provide detailed information that will
aid in tracing the atack and provide information to help defend against future attacks.
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User Community

Observation:

How many users and what resources are being used? What is the level of sophistication?
How many remote users are there? How do they connect? Are the users complying with
policies on passwords, web access, personal software etc?

Recommendation:

This is clearly one of the most important areas and probably one of the most difficult to
get ahandle on. A large percentage of security breaches and compromises are intemal.
There should be limitations on what resources employees can access and a mechanismin
place to monitor access. Many timesthere is no malicious intent, just uninformed or
unaware users combined with sloppy practices that can cause serious problems. Theuser
community must be educated to the dangers of certain practices. They must be made
aware of techniques used by attackers to gain knowledge tha can be used to compromise
security. A password-cracking programmay be part of thetesting phase and will identify
weak passwords. A strong password policy must be incorporated with educating the
users why it is necessary, to insure compliance. Another issue to consider is making sure
the operating systernrs are hardened by removing unnecessary services and keeping
paches up todae. Personal firewall products should be considered as well for remote
users.
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Management
Observation:

This istheheart of it all. Upper management must buy in to the importance of putting
together acohesive and effective security strategy, becausethey control the money
needed to carry out any security strategy. This isno essy sell, particularly intimes of an
economic slow down, but we must do our best to informand educate on how critical it is
to build astrong, resilient and secure computing and network infrastructure.

Recommendation:

With management’s support asecurity strategy must bedeveloped. It should be
discussed and considered by key personnel. It must be agreed upon and documented.
The policy must be clear and concise. The document should easy to understand and
adapteble. 1t needsto reviewed regularly and changed or modified as necessary. The
staff’s responsibilities should be clearly defined, so that they may react with confidence

when necessary.

Who is responsible for carrying out security audits, wha exactly is audited and how
often? The move, add and change procedure should be strictly followed, the rules should
be clear and the process easy to follow. Who is responsible for backups and what is the
procedure? Incident response should outlined and essy to carry out, with a defined
escalation path and procedure. Who gets notified for firewall issues, or VPN problems?
If there is an intrusion alert or adenial of serviceattack, what's the procedure? If a
dangerous virus is discovered, how does the staff deal with it? The systemmanager or
network administrator may be familiar with the correct procedures to handle
emergency situations, but what about the 3¢ shift computer room operator? What if key
personnel suddenly become unavailable? Are the procedures clearly written so tha
someone else can step in and take over intimes of crisis. Is there aprocess in place to
notify vendors or law enforcement agencies if there is an attack against your network?

There are many considerations when developing asecurity policy. Each organization
needs to tailor it to there own circumstances. Thepolicy will never be perfect and will
need to be modified, updated and improved, but having aplan in place will reduce the
negative impact during an emergency. The money (and job) you save may be your own.
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Security is Crucid!

Security is not afirewall!

Security is not an intrusion detection system!

Security is not an after thought!

Security is an integral piece of your computing environment.

Every upgrade, every new project or purchase should be planned with security in mind.

Attacks areon therise. There are new viruses being unleashed regularly. Stolen data and
denial of serviceattacks can cost your company money. Thereare even liability issues if
your negwork is used to launch an attack against someoneelse. Would you leavethe
doors to your business unlocked a night? Why would you leave your network
unprotected? Do businesses use burglar alarns to naotify the authorities if there is a break
in? Shouldn’t you employ an intrusion detection scheme of some type for the same
purpose? | could go on and on with analogies, but | suspect you get the point.

When you look a security solutions, it really helps to look at the big picture. A complete
Site Assessment would certainly go along way in helping to identify the critical pieces of
your operation. Configurations and practices can bedocumented and considered. The
network portion of the assessment will providea good understanding of the network
topology and any configuraion or performance issues. Oncethebasic infrastructure
items are understood, we can proceed with developing asecurity strategy. Please keepin
mind the concept of defense in depth. No single element can effectively protect your
nework. Firewalls, VPN's, virus protection and intrusion detection are all necessary to
provide a formidable defense against attack. The tools and technology are only apart of
the big picture. Thehumen factor iscritical. M anagement must be aware of the risks,
and supportive of theeffort to protect the corporaion’s resources. The IT staff must
understand their roles and responsibilities. Theuser community should be educaed on
the reasons for, and the policies necessary to protect thenrselves and the company’s
assets.

The world of network hackers, attackers and the components tha go into protecting
against themis complexand dynamic. It isarunning battle with new exploits every day.
It was my intention to provideyou with abasic understanding of the some of the key
concepts involved, to demonstratethat the puzze is not as complicaed as it would
appear. Thereare many resources availableto you. Some free, some not. I've found the
“security” community to be extraordinarily helpful and willing to share informetion.
Please explore the list of resources provided in Appendix A.

It is my hopethat you now realize tha you can take astep-by-step goproach to assess,
analyze and develop the means to protect yourself even if your not asecurity “expert”.
Nobody becomes an expert overnight. Look a your environment, decide on your
priorities and begin to build your security infrastructure. Best of Luck!

© SANS Institute 2000 - 2002 As part of GIAC practical repository. Author retains full rights.



Appendix A

Web Resour ces

Network Magazine Security Articles.
http://www.neworkmagazine.comysearch?auery T ext=security & SEA RCH.x=30& SEAR
CH.y=13

Information Security Magazine
http://www.infosecurity mag.cony

Intranet Journal
http://www.intranetjournal .cony

Computerworld’s Security Community
http://www.computerworld.comycommunity/security

Computerworld’s Security Resource Center—lot’s of good links

http://www.computerworld.convcwi/itresources/resource center/0,,NAV63 KEY73,00.h
tml

Tech Republic Security Section
http://www.techrepublic.comybriefingcenter.jhtm 2id=b013& source=b013

Network Computing Security Articles
http://www.networkcomputing.comysearch/search?query T ext=security &sort=dae& Find=
Find&cooll=NWC

Network Security Library- guide to security books
http://secinf.net/

SANS Institute online- tons of good stuff, take your time here
http://www sans.org/

Center for Intemet Security
http://www.cisecurity .org/index.htmi

TruSecure Corp- good info and links
http://mwww.trusecure.cony

Computer Security Institute
http://www.gocsi.cony
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VPN White Papers

http://www.nstl.com/downloads/NSTL VPN.pdf

http://www.corecom.conmyhtml/vpn.html

http://www.ennovatenetworks.comvtechnoloqy/ apps/vpnsol/overview.htm

http://www.v pnc.org/white-papers.html

http://www.networkcomputing.cony1111/1111ws2side2.html
Firewall Info

http://www.computerworld.conysearch/search?at=firewall & object . x=21& object.y=10

http://www.networkcomputing.conysearch/search?query T ext=firewal & sort=date& Find=
Find&oollI=NWC

http://www.techrepublic.conyseardresult.jhtml; jsessionid=4RM 4L GM IRK VCYCTEA
ALCFEY? DARGS=%2Fsearch%2Fquery.jhtm.5

Vendors

http://www.compag.convservicesinfrastructure/ii security.html

http://www.checkpoint.cony

http://www.netig.cony

http://www.antivirus.cony

http://www.v erisign.cony

http://www.sy mantec.cony

http://www.rsasecurity .comy

http://www.iss.net/

A Link toOthe Links- widearray of security related issues

http://www.security management.convlibrary/000132.ht mi#compsec
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