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Introduction

The old cliché the “network is the system” becomes a reality with Microsoft's Windows
2000 Distributed Services. A single login provides access to applications and
resources spread throughout your Windows 2000 network.

At first, this might appear to be a security management nightmare, but if Windows
2000 is properly deployed it provides a centralized security platform with many
enhanced security features. Kerberos and the Public Key Infrastructure provide
networking security opportunities The Microsoft Management Console (MMC) and
enhancements to the Group Policy simplify management while providing flexible
control over system and application access.

If you currently have an NT4.0 environment with a large number of servers and
domains, then upgrading to a Windows 2000 platform will require careful planning and
implementing.

Forest and Domains

A directory service located within the core of Windows 2000’s security subsystem,
called Active Directory, provides the structure and functions for managing network
resources. The Active Directory database contains information about network objects.
Objects include network sites, domains, servers, workstations, printers, groups, and
users. These objects are placed in domains, which are relevant to a specific group of
users. The domains become administrative and security boundaries for the objects.
Administrative privileges do not extend into other domains, and each domain has
security policies for objects within it. Each domain also has security polices for
relationships to other domains.

The domains are arranged in a hierarchical structure called a forest. This structure

starts with a domain called the forest root domain. The domain then is arranged in

format similar to a family tree, with children domains, parent domains, grandparent
domains, and so on. A forest can contain one or more trees.

Any child domain by default has a two-way trust with its parent, which is extended to all
other domains in the forest. This is called a transitive trust. When one domain’s
authentication authority authenticates a user or application, then all other domains
accept the authentication because of this two-way trust. Access to resources within
the trusting domains is limited to the access controls of each domain. A domain is
basically a security boundary.

A trust relationship can exist between a Windows 2000 domain and a UNIX MIT-based
realm to provide network access to resources within the domain. A Windows 2000
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domain controller can authenticate a client in a UNIX MIT-based realm to provide
network resources.

Trust relationships can be established between domains comprised of Compaq VMS
systems using Advance Server. A Compaq VMS system using Advance Server can
also be a member server of Active Directory in a native state.

When Active Directory is installed, the first domain created will be the forest root
domain. Careful consideration should be given to given to choosing a name for the
forest domain, because once named it cannot be changed. Additionally, in the event of
a catastrophic loss of all the domain controllers in the forest root domain, you can only
restore the forest root domain from a backup. It is impossible to recover a forest root
domain by reinstalling it. Reinstalling it would mean the whole forest would have to
cleared and recreated.

The Enterprise Admins and Schema Admins groups only exist in the forest root
domain. These are the core administrative and security groups for the forest and have
unlimited power. Once the forest is established, access should be limited.

Backing up the Active Directory also includes backing up system state data files.
System state data files includes:

Active Directory

Certificate services database (if a certificate server)

Class registration (database of information about the component services)
Cluster service (if installed)

Performance counter configuration

Registry

Sysvol (shared folder that contains group policy templates, and login scripts)
System startup files.

System state data backups can be performed with regular backups. Note that Active
Directory does not currently support incremental backups. A restore is only possible
from a full backup. You cannot perform a restore from a backup over 60 days old, as
this is known as the tombstone lifetime. 60 days is the length of time a domain
controller keeps track of deleted objects.

There are two types of restores, nonauthoritative and authoritative. Nonauthoritative is a
restore of Active Directory to the state at the time of the backup. After the restore,

Active Directory performs a consistency check and maintenance. Then replication from
other domain controllers updates Active Directory and the file replication service (FRS).

After a nonauthoritative restore has occurred, an authoritative restore may be

performed. Multiple domain controllers in a domain allow an authoritative restore of
specific information in the database which has been marked to be updated. Each
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object in the database is marked with a version number and the domain controller with
the highest version number will update the database. These allow Active Directory to
be restored to a known state.

Domain controllers can contain copies of users’ secret keys, which are used for
domain authentication. Syskey can be used to recreate secret keys after a restore of
the domain controller. Syskey is a Microsoft encryption tool that uses a 128-bit random
key, and is provided to encrypt all secret keys. This key can be stored in a domain
controller’s registry or on a floppy disk. Microsoft recommends for maximum security
to store the key on a floppy.

Native Mode

When you install Active Directory and create the first domain, Active Directory runs in
the default mixed mode. This allows support of domain controllers running either NT4.0
or Windows 2000. This allows you to upgrade domain controllers to Windows 2000 as
your schedule permits.

When running in the mixed mode, Active Directory is limited to the restraints of the NT
4.0 Security Accounts Manager (SAM). When running in the native mode, millions of
objects are available.

When all domain controllers in the forest are running Windows 2000, you can switch to
the native mode. Member servers can be at NT4.0, and workstations can be at 98, ME,
or NT4.0. Native mode allows for group nesting and universal security groups.
However, once you switch to native mode there is no switching back to mixed mode.

Schema

Active Directory’s database of all the objects and their attributes, is called the schema.

If the default characteristics of the schema do not meet your organizational
requirements, then you can create objects to meet your needs. The Active Directory
schema design also defines which objects and attributes will be indexed and what will
be published in the Active Directory's Global Catalog.

Objects are organized into groups called containers. A container can be nested within
another container.

The schema is distributed among all the domain controllers within the forest. This
allows information in the schema about objects and properties to be dynamically
available to user applications. It is also dynamically updated when changes or new
objects occur. A domain controller, called the schema master, will be assigned to
control all the updates within the forest. Only one domain controller serving as the
schema master can exist in a forest.
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Organizational Units (OU)

Objects can be placed into logical groupings for administrative purposes. An
Organizational Unit (OU) is a container object which organizes objects, such as
groups, user accounts, computers, printers, and other OUs.

When creating a forest, administrators of existing NT4.0 domains can still perform
administrative tasks on their environment while being restricted from the rest of the
forest. This is accomplished by delegating administrative control over objects within an
Ou.

An OU can be assigned to a server or a workstation. This aids in securing a high risk or
exposed machine.

Global Catalog

The global catalog is a warehouse of information that contains a subset of frequently
queried information about all objects in Active Directory. An example is a user’s logon
ID, first name, and last name. Exchange 2000 would be utilizing the global catalog for
distribution lists, mail addresses and so on.

The catalog resides on a domain server called the global catalog server. The first
domain controller created in Active Directory is a global catalog server by default. Other
domain servers can also be designated as global catalog servers to balance network
traffic. One, or more, domain controllers in the forest root domain will always be a
global catalog server. The availability of a global catalog server is crucial to the
operation of Active Directory.

Lightweight Directory Access Protocol (LDAP)

Lightweight Directory Access Protocol (LDAP) is a directory service protocol that is
used to query and update Active Directory. Each object with Active Directory has a
name based upon the LDAP distinguished naming convention. LDAP provides unique
naming paths for each object in Active Directory.

Active Directory is an enterprise-wide directory service that is used by both Windows
2000 and Exchange 2000. Therefore, Exchange 2000 uses LDAP to query the closest
global catalog server for address searches and message routing. LDAP is not
encrypted and is viewable with any network sniffing utility. This is an important security
consideration when deploying global catalog servers.

Domain Controllers and Replication
A Windows 2000 network only has 2 types of servers, domain controllers and member

servers. If a domain controller fails, the other domain controllers continue to provide
network services and information because all domain controllers contain a replica of
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Active Directory. This is accomplished by the use of the multimaster replication
component within Active Directory. The domain controllers replicate between
themselves. Each server tracks the updates it receives from other servers, and can
intelligently request only necessary updates to minimize network traffic.

Member servers can be promoted to domain controllers, and domain controllers
demoted to members servers. This was not true under NT 4.0, which forced
reinstallation of the server. This aspect is useful for balancing network traffic, or in the
event of the loss of a domain controller.

At this time with Windows 2000, a situation exists where security group information
could be lost or overwritten if several system administrators are working on different
domain controllers simultaneously. This is due to replication latency between domain
controllers throughout the network, in particular with remote domain controllers.

If a centralized management is utilized, as recommended in Microsoft's guidelines, this
is not an issue. The next version of Windows 2000, known as Windows 2002, resolves
this scenario.

Domain Name System (DNS)

The integration of Domain Name System (DNS) and Active Directory is an important
feature of Windows 2000. Active Directory uses the DNS naming standard for it's
hierarchical naming structure for domains and computers.

DNS and Active Directory namespaces use the same hierarchical naming structure for
computers and domains. Thus, the same hierarchical naming structure can represent
both DNS nodes and Active Directory objects.

Therefore two rules for DNS naming convention, which should be followed in the
creation of Active Directory domains:

Two children domains of the same parent cannot have the same name
A child domain can only have one parent domain.

If your organization has a presence on the Internet, the name of your forest root domain
should be registered. An example would be the SANS Institute, which would use
sans.com as a DNS namespace for the Internet, and sans.com would be the
namespace for their Active Directory forest root domain

Active Directory requires that DNS servers support SRV (Service Resource Records).
SRV records map domain controllers to network services. When a domain server
boots up, it registers information about the services it provides to the DNS servers.
Windows 2000 uses SRV records to locate:

A domain controller in a specified domain or forest.
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A domain controller at the same site as the client.
Global catalog servers.

Service providers of LDAP.

Kerberos V5 services.

A shared printer or folder.

Clients need at least one DNS server to locate a domain server for the log on
procedure. The client would contact all domain servers returned by the DNS server and
logon with the first domain controller that responds to the log request.

Beyond Windows 2000

Active Directory ‘s capabilities extended beyond just managing a Windows 2000
environment. ADSI (Active Directory Service Interfaces), previously known as OLE
Directory Services, provide management of multi-platform products. ADSI 2.5
incorporates providers for Novell NetW are Directory Services (NDS), NetWare 3
bindery (NWCOMPAT), and LDAP. LDAP opens up the door for a common
management platform for network vendors to utilize.

Compaq’s Advanced Server/Pathworks V7.4 plans Windows 2000 interoperability,
including Active Directory Integration.

Conclusion

Active Directory is a flexible and scalable management platform for distributive network
resources and applications. Careful planning can provide a structured security

environment that is transparent to your users. Poor planning and implementation can
lead to a disaster.
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