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Securing Linux Installations

This pgper describeswhat anew Linux installaion should look like. Duetothe
naure of our organizaion's culture and rules, we can not unilaerdly forceusersto goply
our suggegions. Therefore, we look for and gressinmprovements that can be easily and
quickly be made. Such improvements will havea greaer likdihood of being
implemented and isour best routeto incread ng scurity.

The workstations that exist on our private network are primarily used to run
general purpose productivity applications and sd entific computing. The generd-purpose
appli cations are word processors, spreadsheets, emall dientsand web browsers. The
computing users or programmer’s utili ze gpplications such as Fortran, C, C++ and various
libraries. Nearly dl workstations run either Red Hat Linux or Sun Microsystems Solaris.

We break our suggested configuration modificationsinto 4 categories.
1.File sygem layout
2.Package slection
3.Removing unnecessary daemons
4.Congructingasimple firewd|

Thefirst three 2eps are based on SANS security configuration guidelines. Thelag step
was derived from oneof our engineer's recommendations.

File system layout

Many employeesuse thebad c Red Ha "workgaion” file system layout. By
default it formastwo file sygems: root (/) and home (/home). While thisisgenerally
adequate, we suggest using two additional file sygems: /usrand /var. Thebenefitistwo-
fold: first, wecan protect the /usr file system from unauthori zed writing by making it
read-only; second, separating the var directory gructure from the root (/) file sygem
minimi zes the danger of a successful DOS attack filling up root.

Modern computershave enough space to provide generousallocati ons for the file
sygems. We recommend a minimumof 2 GB for/usr and 1 GB for /var whenever
possible the generally don't haveto be much bigger, however. With the lusr and var
directoriesugng their own file system, root (/) can eadly run with 100 M B of ace.
Finally, the/home partitionisgiven the rest of the di sk space minus the swep partition.
Note that we preferto link the optional oftwaredirectories/usr/locd and /opt to a
directory on/home. Thisisoptiond, but has the advantage of pooling gpacein an
effident manner.

Package sdection
The next step in securing a workgaion isto minimize the number installed

packages while gill meeting the user's needs. The general user need greadsheets, word
processors, an e-mal client, and web browser. However they would not need NFS,
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HTTP servers, GCC or ECGS. Theprogramersneed Fortran, C, C++, compilers,
LaTech, mat lab, Ghostscript and TEX. Both userstend to want multimedia players,
simple graphic utilities, etc. However SMTP, Samba, NFS servers, DNS serversor FTP
servers are not necessry.

We recommend to our nonprogramers that they do not ingd | the following
packages

Communication applications - efax, irk, irk-hdp, Irzsz, minicomand dl modem
rel aed packages

Editors- emacs-€l,jed, joevim-X11, vim-color, vim-comon, vim-enhanced, vim-
minimal

Emul ators - dosemu, dosemu-freedos, xdosemu

Graphics - zgv

Mail - dm, sxmh, fetchmail, maIx, metamail, mutt, nmh, pine, send mall

Networking - arpwatch, libpcap, lynx, ncftp, rsync, tcpdump, wget

News-dm, tin,trn

Publishing - groff, groff-gxditview, lout, loutdoc, sgml-tool s, tetex, tetex-afm,
tetex-doc, tetex-dvilj, tetex-avips, tetex-xavi texinfo

Kernd - kernel source

Daenons - sendmai | cf, sendmail-doc, uucp

Languages - All languages except Perl

Libraries- All devdopment libraries

Tools - fles, gettext, gperf, indent, xwpe

Games - Gamesdo not need to be indd led

Networking - Admin - anonftp, caching-nameserver, nfs-server-dients

Daenons - goache, gpache-devd, bind, denfead, dhcp, dheped, gated, inn, mars-
new, mod_perl, mod_php, mod php3, nfs-erver, ssndmail, squid, suid-novm, ucd-snmp,
wu-ftpd

Devdoprent - bind-devel

Utilites - bind-util s, comanche, dip, fwhois, mgetty-sendfax, mgetty-voice, nc,
ncpfsyp-toals, biff, finger, ntak, pidentd, rsh, rusers, rwal, rwho, samba, telndt, tftp,
ypbind, ytalk

Programmer's should d 0 not ingall the packages listed above. However, they
will want toinstall the packages found in the deved opment, devdopment library and
|anguagesgroups asappropriae. They will d want to install their editors of choice
from

Note tha many of the communi cati on applications are modem related.
Unauthorized use of modemscan bypass our firewall and isdiscouraged. By diminaing
the modem rd aed communi cati on programs, this problem can beminimized. 1t would
a2 drecunvent the firewal and dready ingdled security.

Mall is another service tha posesrisk from a security viewpoint. Mal is
susceptibleto intruson and ishard to individualy maintain security. Currently, we have
a client-server corporate e-mail sygem where wethe Netscgpe email dient. Thissystem
issecure and smpleto use. News servicesare not needed on the machi nesbecause of
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sinple retreiva through Netscgpe Newsreader. Under networking adminigration we
specifically would diminate anonftp to prohibit users from obtaining files fromthe
machines without having and account. Included inthe nework adminigration thenfs
server isnot needed to mount network attached file systems from a server thus
eliminati ng the ability to access other machinesif the sysem ishacked.

Stopping unecessary daemons

Unnecessary daemons pose ancther eadly solved security problem.

®Web servers auch as Apachethat offer accessto the web arenot included on the
workgation.

©®bind isused in DNS, workstationsdo not need to be a DNS servers because other
servers support thisfunction. Theconfiguration file caching-nameserver isabind file
that is not necessary .

O®DHCP provides a server and a relay agent that is not supported on the current
workgation.

ONIS and yp-tool s goplications are not induded because the current workgaionsdo not
utilize them.

©®A simple protocol tha dlowsusersto look up information on other machinesis
referred to asfinger. Theelimination of finger prohibitsusers from obtaining other's
i p addressesand user i nformati on.

©®The internet ta k protocol known asntalk opens ports tha can be hijacked, agan
providing an additional security breach.

ORM, rlogin, and rop are a witeof programsthat dlow usersto run commandson
remote machines, login to other machines and copy filesbetween machines.
Remaining cond stent with our access the rsh, rlogin and rcp programs have security
holes. The program rusersallow usersto find out who haslogged into various
machines, by abolishing rusers and rwho it would disabl e people to find names of
usersto hack passwords. Ingead ssh should be used because it usesencryption and
can authenticate both the user and originating host.

Sambaprovidesa SVIB server used to provide network servicesto users of other
operaing systemsif thisprotocol isneeded it should be run exclusvdy on a server not
individual workstations.

Adding a simple firewall

Finally, we add aample IPfiltering firewall toincrease security. Any hadker
who gains access to your network will be able to attack individual machines unless
further measuresare teken. Thisiswhy adding a firewal isagood idea. By adding IP
packet filterson each computer, every computer on the privae network becomesitsown
firewd| becoming a second layer of defense forang an intruder to defeat two levds
ingead of jug one.

Redha 7 comeswith ipchains as an RPM package, iseadly installed and
configured. IPfilters are very 9mpleto set up when a computer isused mogly to
access extemd resources. If your workgaion does not share filesor services to another
computer, then avery smple rule st can be used.
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The handful of rules shown below configures aLinux computer for mostly one-
way connection to the network. 1P packets can go out but only their return packets can
comebackin. (Actudly, thisia't quite true. Only a gaeful filter can dothat but these
rules gpproximaethat ability). For instance, whenyou dick on aremote web page, our
browser sendsout an http packet (port 80) to the remote web server. The remote server
sendsback information in the form of http packets (on arbitrary ports aove 1024).

Liging 1: Simple IPfiltering rulesto protect a workgation

#Rulel

# Sart by denying all packetsinall directions. Your firewall is perfect. No one can get
in-or out!

ipchains - P input DENY

ipchains - P output DENY

ipchains - P forward DENY

#Rule2

# Back off and allow all internal network traffic on the loopback (logical) interface
ipchains- Aiinput -1 lo -j ACCEPT

ipchains-A output -1 lo 4 ACCEPT

#Rule3

# Back off nore and allow all outgoing TCP/UDP and ICMP packets

ipchains-A output -j ACCEPT -1 ehO

#Rule4

# Allow the returning TCP packetsback in through your firewall

ipchains-A input -p TCP 4§ ACCEPT -l ethQ! -y

#Rule5

# Allow DNS UDP packetsin (DNSisnecessary for converting IP Addressnamesinto
numbers)

ipchains-A input -p UDP -j ACCEPT-I eth0 -s0.0.0.0/0 dormain

That's dl that's necessary to create asmple, but effective firewall. The script works as
follows:

1.Deny dl network on dl interfaces. You now havethe perfect firewall. You can't use
your computer for anything, but you are safe.

2. Open up the loopback (lo) interface to dl network traffic. The loopback isalogicd
network interfece - it isnot a phydcd interface - usad forintemd network traffic and
mug not be blocked inany way. Open it up and your computer can eak to itsdf.

3Allow dl out going packets. Any TCP/UDPand ICM P packet can go out of your NIC.

4 Allow TCP packetswith their "ACK" bit set to retum through the firewall. The "ACK"
bit, in the IPpacket header, indicatesthat the packet is in acknow edgement to an
outgoing TCP packet. Thismle dlowstwo-way TCP communication. For instance,
whenyou dick on aweb page somewhere, your browser endsout a packet. The
remote erver sends back packets with their "ACK" bit st. This rulepermitsyou to
see the information that isreturned by the server.
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5Finally, by dlowing UDPpadkets from the domain port (53), name server requeds can
be made. Doman Name Service (DNS) isusad to convert IP namesto numeric
addresses. For instance, www.theonion.comtrandates to the address216.165.161.17.

Thisfirewall permitsyou to go out to your privae network, the Intemet and any other
networksthat you may be connected and haveat it. It d < preventsmos every direct or
indirect atack.

To et up the firewd| do asfollows

1loginon theLinux computer as root.

2.copy theipchansrulesinto a script such as/tnp/ipfilter.rul es.

3 Make the ript exeautable.
chmod o+x /tmp/ipfilter.rules

4 Run the script.
Itmp/ipfilter.rules

5Runthe ipchainsutility ipchains-save and direct itsoutput to /etd/sysconf/ipchans.
ipchains-save > /etc/sysconfig/ipchains

You can look & the rules by running the commend:
ipchains-L
Y ou should see the rulesliged for you.

Allowing Secure Shell (and other services) into your Workstation

Well, you might not like the one-way regrictionson your workgaion. The rulescanbe
loosened just a bit to permit Secure Shell in. Secure Shell isacommerad product that
provides an interactive connection from one machined to another the isencrypted.
Secure Shdl providesboth interacti ve communi caion as well asfile transfers (ftp) and
remote command execution. It can d< forward X and other ports. It isthe Swiss Army
knifeof encrypted communicaions.

The following ruleall ows ssh into your workgation.
ipchains-A input -] TCP -j ACCEPT -I &h0 -s0.0.0.0/0 ssh

In thiscase thehole isopened only to Secure Shdl, whichinitisakind of firewdl.
Secure Shdl works at the gpplication leved and provides its own authentication. Itis
beyond the scope of this artid eto describe Secure Shell configuration, but it can be set
up so that both the user and hog are authenti cated before accessisdlowed. Thus, evenif
it isknown that you have an opening on port 22 an intruder cannot just watz in.

Above isan example of a simpleinstall aion and how to secure aLinux workstati on
within the parameters in which | haveto work on my network given the tool sthat | have
at hand.
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Conclusion

We have found the security measuresdescribed hereto be useful within our network.
They provide easy or rd aively easy stepsthat our user base does not object to. There are
certainly other stepstha we can takeand with time we expect to expand our suggesed
configuration whenever possible.

Roger A. Retdlack
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