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1. Introduction

In an environment with many UNIX systems, severd sysem adminidrators, and a
plethoraof users, it is easy to lose track of who has what privileges and access to system
accounts. Controlling privilege dlocation and sysgem account accesscan become a
management nightmare, or aggping security hole. Handing out passwords to sygem
accountsprovidesopportunity for those accounts to become backdoorsinto the sygems.
Having those account passwords on the sysem are opportunities for crackersto practice
their craft. There aretwo toolsthat can improve site security, and Smplify security
management, udoand SSH.

"Sudo (superuser do) all ows a system adminigrator to give certan users (or groupsof
users) the ability to run some (or dl) commands as root or another user whilelogging the
commands and arguments." “? The ability to parcel out privileged commands and not
reveal sysem passwordsgreatly reducesthe chancethat an unauthorized user will leam
those passwords. An adminidrator can go one step further and elimi nate system
passwords, induding root's, on non-server systems (and probably a few serversas wdl).
Then, even a cracker cannot |earn a system password, because there isno encrypted
string to crack.

In anetworked environment, an adminigrator can securely execute commandsacross the
network as various system accounts from a single centrd, trusted hog. Using a one-way,
encrypted, trust rd aionship from an adminigraive server to a dient workstati on or
server, admini strators can execute privileged commands without exposng any
passwords. Again, going one gep further, by using sudo and SSH's dternate

authenti cation methods, an adminigrator can remove UNIX passwords from mog of the
sysemaccountsacrossthe entire network if they so desire.

2. Using Sudo to Assign Privilegesand Eliminate System Account
Passwor ds

In multi-user mode, sudo repl aces U when adminigratorsnead to work as root, or other
sygemaccounts. Thisisegecially useful in environments tha use NIS and cannot use
shadow passaord files. Sudo performs several actions before executing acommand. It
logsthe commend and argumentsto a file, syslog, or both. It resetsthe PATH varigble to
apredefined setting. It eliminatesother potentially dangerousvari ables from the
environment (IFS, ENV, BASH ENV, LD *, & RLD_*). It checksthat the userisinthe
sudoersfile, and wams theadministratorsif he or sheisnot. The user isprompted for
their password, or other authenti cation mechani sm defined a compiletime. If
successfully authenticated, the user's effective and red UID and GID are s&t to O, or
another account 1D if the -u option isusad.
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Many of these actions can be modified by compiletimeoptions. For example the
authenti cation mechani sm, the logging fadlity, the environment variables, and the PATH
setting areall fixed when sudo is compiled. These compiletime options control the
behavior of sudo. The 'sudoers file, control sthe privil eges.

Configuring Sudo

The sudo configuration file, /etcd/sudoers, does not configure how sudo behaves, it only
configuresthe privilegesassgned to users. Viathe 'sudoers file, an administrator defines
which users can use sudo, which commands they can execute, and where (which sysems)
the commendscan be executed. Figure 1 providesan example sudoersfile.

# /usr/local/etc/sudoers
# only edit this file with visudo

# User Aliases

User AliasADMINS=evert, applebee
User AliasSTUDENTS=bob,mary,will
User AliasDATABASE=eli, avery

# Host Aliases
Host AliasLAB=wkstnl, wkstn2,wkstn3
Host AliasDATABASE=database.univ.edu

# Runas Aliases
Runas Alias DATABASE=dbmgr

# Command Aliases

Cmnd AliasDATABASE=/usr/local/db/bin

Cmnd AliasREBOOT=/sbin/reboot, \
/sbin/shutdown -r *

Cmnd AliasPRINTER=/usr/sbin/lpc,/usr/bin/lprm

Cmnd AliasVIEWING=/bin/cat, /bin/more, \
/usr/bin/head, /usr/bin/tail, \
/bin/grep, /usr/bin/diff

# User Privilege Specification

ADMINS ALL=(ALL) ALL, NOPASSWD: VIEWING
STUDENTS LAB=REBOOT, PRINTER

DATABASE DATABASE= (DATABASE) DATABASE

Figurel. A sample sudoersfile

There areseverd sectionsto the sudoersfile. Mog of the sectionsdefine diases which
are then usad to define the user privileges. All of the diases are comma separated lids.
Whenthelistsgetlong, a"\" indicates that thelist continueson thenext line. Aliasesare
used to group items (hognames, usernames, commands) into symbol s that will be used in

© SANS Institute 2000 - 2002 As part of GIAC practical repository. Author retains full rights.



the find section. Wildcard characters can beused to 9mplify theitemsinto pattems. It
isimportant to beas spedfic aspossibl ethough, s that privil eges are not acadentally
assigned to unauthorized users.

User Aliases areligsof users who have sudo privileges. By grouping usersinto
categories, an administrator can assign only those privil eges necessary for the user to do
their work. The sampl e fil e hows three typesof users, adminigrators who require full
root access, student 1ab managers who only require the ability to reboot sysems and
manage printers, and database users who manage anework database.

Host Aliases allow theadministrator to assgn privilegesonly on certain g/stems. A hog
aliascan be alig of hosts, a lig of netgroups, or a combination of thetwo. Thesealiases
allowthe adminigrator to group hostsbasad on location, or function. Inthe samplefile,
the LAB dliasliststhe dient workgations and the DABASE aliaslistsa specific sydem,
the datebase server.

Runas Aliases dlow the admini strator to regrict who a command can be executed as. By
default, sudo commandsare executed asroot. However, itisdso posibleto executethe
commands ascother sysem accounts, or even other users. The -u' option to sudo
specifieswhat UID and GID are used to execute the command, but only if theuser has
been authorized in the sudoers fileto execute the commend as that account. Theonly
runas dias in the sampl e fileallows authorized users to execute commands asthe domgr
account.

Command Aliasesdefine the commands that will be assgned to users. Pattern matching
inthissection isespeddly important. If apaterniswrittentoo losely, then the user may
beableto performunauthorized functions. If a pattem istoo grict, the user may not

recd ve the intended privileges. By ecifying jus thecommand name, auser can use
any of the arguments tha go with that command. However, if theentire commendlineis
specified, then only tha function can be used. Do not assign shellsor commandsthat can
invoke ashell. If ausercan getto ashdl from a udo command, then they have full root
privileges, with no restrictionsor logging. For example, vi hould not be a sudo
command because the user can break out to a shdl using the ":!" key ssquence.

The sample file has four command aliases. The DATABASE aliasisadirectory
containing the commands used to manage adaabase. Aslong as an executableislocaed
inthat directory, it can be run with sudo. TheREBOOT diashastwo commands. The
second command, shutdown —r *, isapattem dlowing the user to ecify when the
shutdown should occur. Inorder to dlow only an immediae shutdown, the "* " could be
replaced with the gring "now". The PRINTER and VIEWING aliases are jus command
ligs.

The User Privilege Spedficaion combines all the ali asestogether to define "who gets
what privilegeson which hosts."® Here, dl of the diases are used to establish the users
root and systemprivileges. The syntax of a privilege Pecificationis:

user host = [ (runas)] [NOPASSWD:] [op]lcmnd [: host = ..]
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Thisisalittle difficult to read, however it'sredly jus abuild up of the aliasesand a few
extrapieces.

The"user" isdther ausername, or auser alias. The "hog" isahostname, or ahost dias.
The"runas' isausemame, or arunasalias. The"crnd" isacommand, alig of
commands, oracommand dias. A single pedfication can define the user privileges
avail ableon different sygemgroupshby separating them with a™:".

The sample filehas three gpedfications. The firg givesthe ADMINSgroup permisson
to execute any commend asroot. Theneed for su, and logging into a sysem asroot, has
been removed by thisline. The gecification goes alittle further and givesthe ADMINS
permiss on to execute a ubset of commands, the VIEWING commeands, without having
to authenti cate themsdves. This spedfication isthe most permissve, thereforethe
ADMINS dias should be as small aspossibl e with only those peopl e who red ly nesd full
root access.

The second and third Pecifications assign avery limited st of privilegesto the sudents
and the database managers. The STUDENT S group isgiven the permission to execute a
sysem reboot. The DATABASE group isgiven the permission to execute any command
inthe /usi/local/db/bin asthedbmgr account. Asseen in the DATABASE example, the
same name can be used repeatedly for different diases.

It isvery important tha the sudoers file not contain any migakes. If it does, then sudo
will not work for anyone. To avoid this, the sudo package comes with the command
visudo, atoal for editing the sudoersfile. Thiscommand scans the sudoers for any

mi stakesafter editing isfinished. If any mistakes are detected, it prompts the editor to fix
them before finishing the edit session. Thecommand, vi sudo, itself needsto be
executed with root permissons, i e. sudo, andinvokesavi editing sesson. Therefore
thispermission should be restricted to jud those peopl e with full root access.

Using Sudo

A user with sudo privil eges enters commeands from their own account, but prefixes them
with the command sudo. Sudo prompts for the user's password and then executesthe
commeand asroot, or ome otheruser. Exanple %sudo rm /core

Commands entered thisway are logged, either to a sgparate sudo log, or to the
syslog(8) daemon. The adminigraor can control which commandsthe user can
execute, and the ownership under which they are executed. For exampl e an admini grator
could give auser permiss on to execute acommand asuser 'adm’. Example: %sudo -
u adm acctcom

After all of the privileges areassigned, and tested, the adminidraor can removethe
password fromthe root account on mog, or dl of the sygemswheresudo isinddled.
Repladng the encrypted string with an agerisks, but |eaving a valid home directory and
shdl, meansthe root account can no longer be logged into from the network or have its
password cracked. Thereisno danger that the root password will be misplaced, misused,
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given to the wrong person, or passed over the network, because the root password does
not exist.

Once the root password is removed, all access to root isvia sudo commands. Each
commeand islogged which creates an audit tral of actionsperformed asroot. For
example, if one of the students rebooted the sysem, the following would gppear in

sydog.

May 2 07:16:57 5E:wkstnl sudo: mary : TTY=ttyqg9 ;
PWD=/home/studentadmin/mary ; USER=root ;
COMMAND=/sbin/reboot

There aretimes when multiple commandshaveto be executed a once. Sudo doesnot
mainta n any gae informaion from command to command, other than the lag successful
authenti cation time. Except for gpecific envionment sttings, all other gaeinformation
istaken from the user's own environment. For example the current working directory,
and the digplay setting are based upon theuser's settings. M ultiple commendscan be
placed in doubl e quotes and separated by semi-colons. This allows environment settings

to be resat aspart of asngle sudo command. For example
% sudo "setenv DISPLAY localhost.net:0.0; xclock"

If even the quotes aretoo restricting, or too many metacharactershaveto beescgped,
then sudo can beused to executethe su command. Sncethis means root actionswill not
belogge, itisagood ideato add somekind of explanation to the logs with theecho
command. For example:

% sudo echo "Becoming root to restore backups from library"
% sudo su -

For administrators that are not ready to compledy remove the root password, or for
production serverstha need aroot password to enter single user mode, the root password
can be stored in a safe place and no longer needsbe circul aed.

3. Using Sudo With SSH to Eliminate System Account Passwvor dsOn
the Networ k

Configuring SSH

For administratorswho ill have to access dient workgation's root account over the
network though, there isagood tool for doing 0 - SSH.  SSH hasthe obviousbenefit of
encrypting everything that passesover thengwork. There are sverd papers, and a
book, on =etting up SSHingeneral. The List of Referencesin Appendix A lists some of
those writings. Please refer to them for how to compile and configure SSH in general .

SSH al 0 has "nonpassword authenti cation schemes'® which are more secure than
standard UNIX passwords. Using symmetric AND asymmetric encryption schemes, an
adminidraor can creade aone-way trug rd aionship between system accountson a
centrd, truged adminigrative srver and the equivalent accountson all theclient
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sygems. A one-way rdaionghip ispreferable so tha compromigngthe dient system
doesnat dlow accessback to the adminidrative server.

If SSH isonly goingto be used for adminigrative purposes, then configurationis smple.
However, if SSH will be used for regular user logins, and system adminidrétion, itis
better to run two ingancesof sshd, one for users, and one for administration. Seperating
the use of ssh allows finer grained control fo the SSH daemon configuraion. Figure 2
shows two examples of an sshd configuration file. Onefileisfor SSH 1.2.27, the other is
for OpenSSH2.2.0.

# /etc/sshd-config (1.2.27) # /etc/sshd-config (2.2.0)

# daemon configuration # daemon configuration

Port 30 Port 30
ListenAddress 0.0.0.0 ListenAddress 0.0.0.0
HostKey /etc/sshhostkey HostKey /etc/sshhostkey
RandomSeed /etc/sshseed

ServerKeyBits 1024 ServerKeyBits 1024
LoginGraceTime 180 LoginGraceTime 180
KeyRegenerationInterval 3600 KeyRegenerationInterval 3600
X1llForwarding no X1llForwarding no
KeepAlive yes KeepAlive yes
PrintMotd yes PrintMotd yes
SyslogFacility DAEMON SyslogFacility DAEMON
FascistLogging yes

QuiteMode no

StrictModes yes StrictModes yes
Umask 0077

# authentication # authentication
PasswordAuthentication no PasswordAuthentication no
PermitEmptyPassword no PermitEmptyPassword no
RhostsAuthentication no RhostsAuthentication no
IgnoreRhosts yes IgnoreRhosts yes
RSAAuthentication yes RSAAuthentication yes
RhostsRSAAuthentication yes RhostsRSAAuthentication yes

# permissions # permissions

AllowUsers root dbmgr AllowUsers root dbmgr
AllowHosts admin.u.edu

PermitRootLogin yes PermitRootLogin

forced-commands-only
Figure 2. SSH 1.2.27 (left column) and OpenSSH
2.2.0 (right column) sshd-config file

First an adminidraor hasto create a st of keysfor the central, truged, adminidraive
server. Thenasa of keyshasto be created for each system account that will be accessed
from the admini strative server. If commandswill be executed from the crontab, across
the network, then no passphrase should be associated with the keys. Otherwise, each
account should have it's own unique passphrase. Oncethe keys are created, they have to
be :curdy distributed to each system.
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Once thekeysare created, the daemon configuration fil e (figure 2) has to be copied to
each sygem and the daemon garted. The daemon ligenson port 30, and will only accept
connectionshby root or domgr. This correpondsto the accounts that userscan execute
sudo commands as (the runas diases). Password loginis disallowed, asis dandard R-
services authentication. However, public/privatekey logins are enabled d ong with RSA
host authenti cation. By disabling the sandard password | ogin, but usng RSA keys with
no pasyphrase, the acocounts can be logged into automati cally by scripts running on the
adminidraive server.

Using Sudo With SSH
Once SSH is configured, and privilegeshave been assgned on the adminidrative server,
executing commandsacross the network, is jug like i ssuing commands locd ly with sudo.

The only change isthe invocation of sshto aworkgaion. Example
% sudo ssh wkstnl /sbin/reboot

This d 2 works when connecting to other sygemaccounts. Exanmple:
% sudo -u dbmgr ssh database /usr/local/db/bin/restart

If theaccountshave pasphrases, or even passwords, SSH enauresthey are not passed
over thenework in the dear. At the same time, sudo logs the entire command. The
combinaion of the two tool sprovidesa secure sygem for the centralized management of
many hosts.

Condusion

When au and the gandard R-services were deve oped, they were intended for smple and
effid ent sygem admini stration and network connectivity. Over time, those programs
worked well, but they are limited and insecure. Now, open sourcetool sthat extend the
featuresof the origind toals, and secure them are freely avail able. Providedthey are
configured correctly, sudo and SSH hdp system adminidratorsget their work done,
without giving away the "keysto the kingdom."
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