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Raptor Firewall 6.5 Running on NT 4.0
By Dennis Carter

Intr oduction:

This pgper is to help with customization of Raptor Firewall 6.5 Running on Windows
NT 4.0. There were some major changes made in the 6.5 release from 6.02. | will get to
themnext. This paper | hope will help you to set up Rgptor so you can get the best
performance possible and setting in place some guide lines to help managethe many
changes tha take place in the Raptor product.

Raptor Firewall.

Raptor Firewall is an goplication-level firewall based on goplication proxy server
technology . Raptor also provides apacket filter engine on each network interface, local
and remote administration, and strong user authentication with real-time monitoring.
Raptor uses application—level processes (known as proxies) which only allows those
services for which there is aproxy and all other services are blocked. One of the benefits
of using proxies is that the protocol can be monitored. Rgptor’s essy to use windows GUI
interface makes it easy to configure.

Raptor 6.02 VS Raptor 6.5

The following were some major changes tha took place in Raptor 6.5. Oneof the
magjor changes was Secure Tunnels. In Raptor 6.02 you could create asecuretunnel for
two local entities or between a remote and local entity. The services and protocols
between the two did not matter, as all services and protocols were available. The changes
in Raptor 6.5 change how secure tunnels are used. Tunnels between two local entities are
now local tunnels. For alocal tunnel you haveto create afilter and specify the protocol
and direction metched between two network entities. | will discuss setting filters later in
this paper. In version 6.02, for remote tunnels you had to specify local and remote entity
endpoints, local and remote gateways and the VPN policy being used.

Another change in 6.5is specifying the interface being used by local or remote entities
when creating rules. In Raptor 6.02 you didn’t specify interfaces in rules for thetwo
entities you were creating the rule for. In 6.5 you have to specify the interfaces thetwo
entities will be using. If you specify the wrong interfacethe entities will never get
through the firewall.

Creating Entities

W hen creating entities it is best to have some guidelines set up so that an entity does
not show up two or threetimes with different rules assigned to that host. You can set
entities up as ahost, Domain, Subnet, Group, RaptorMobile, Security Gateway or a
Workgroup. Where | work a we have about 5000 employess. Putting in that many
entities can be over whelming and if an entity shows up two or threetimes with the same
address under different names can cause overuse of needed resources by the computer
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system, and cause confusion when trying to research aproblem. If everyone is going to
have Internet access then create three or four groups and creae subnet entities.
Depending on the size of your Network you will want more than one group, this will help
balance the load as far as the firewall tryingto read the entity database and the rule
database to see if an entity is allowed Intemet access.

Individual host entries are good to use when you areusing VPN, RA S (Remote access
system) or have outside consultants using the dialup system. The point here is that we
have 3 information security people who add entities, rules, and setup remote security
through our firewall; so it is important that each us add these entries to the firewall
daabase the same way. You never know when oneof us is going to be out of theoffice
and haveto trouble shoot why something is not working.

When creating individual host entities we use firstname_lastname if the host is using
VPN or dialup connection we will add a VPN suffix. For instance John_Doe VPN. We
havedifferent subnets for VPN and Dialup users, so when we are working on aproblem
we know what subnet they areon. In the description field of entity screen we have what
department and their extension number. If the host is aconsultant for one of our
departments we use firstname_lastname_companyname. Ex John_doe fixit. In the
description we will have the name and phone number of the consultant or someone in the
department that hired the consultant, name and number as contact.

At present we do not usethe Domain entity. The reason for that is we have one firewall
and to createa Domain entity you also have to ectivae reverse lookup. Reverse lookup
uses alot of systemresources and cause our firewall to run very slow. Unless you have
several firewalls or asmall enterprise network | would not usethis feature.

We added asubnet entry for each of our segments. This works well when you want to
creaegroups or you want to allow a whole segment access to a remote site. This way you
don’t have to add each person on the ssgment as an individual host and write rules for
each one.

We created group entries so we group individual hosts or subnets together and goply one
rule to thegroup. This works will if you allow everyone to access the Intemet. You can
create one rule add all the subnets as members. If your group is going to be very large let
say a 1000 subnets you may want to break this down into more than one group.
Depending on your IP address class you could easy have three or four times tha many
hosts.

Another use for groups is when we have morethan one consultant from a company
doing work for us. W e create host entries then creae a group using their company name
and add the individual hosts as members. By doing this it allows us to control their access
to our network. At present we do not use RgptorMobile, Security Gateway or
Workgroups.

Creating Rules.
In the introduction | stated tha in Raptor 6.02 defining the interfaces really did not
matter but in Raptor 6.5 you must identify the “coming in” and “going out” interface or

the rule will not work. In the rules window under services do not use the all* services
option.
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We have found this to also cause aslow down in our firewall when this was used for one
of our rules. Oneof the reasons isthat the all* will allow all theservices in the protocol
list to be used which may not be gppropriate for all connections. By using all* in arule
drove our computer utilization up to the 70%-80% level. So in our guidelines thisisa“no
no”. Someof theservices like HTTP can be configured. Wealways configure HTTPto
allow SSL over standard ports (443,563). Weset this in all rules using HTTPservices so
that someone using SSL will not have aproblem Also inthe HTTP dialog window you
can add additional ports numbers when they are needed to make a connection to a remote
site. Wedo not add additional ports here instead we add those ports to the HTTPdemon.
That way the additional port number is available to everyone instead of just theone rule.

Ser vices and protocol s.

Raptor 6.5 comes with aset of services and protocols to be used when creaing rules.
In our guidelines, beforeaservice can be added, we haveto verify that the port number is
not being used by ancther service or one of Rgptor’'s demans, like HTTPS. If the port
number is in use by aservice, weallow that service inthe rule. If we create anew service
the name of the service will match to the corresponding host, group or company tha the
service isgoing to be usad by — i.e. Fixit Company. For example the new setvice s called
fixit_company, the protocol is TCP, thedestinaion port is 11000 and the source port
range is 1024-65535. The reason to set this up this way is so whenever the Fixit
Company is done we will remove this service. Otherwise you may have open ports for
services tha are not being used anymore. Make sure when you creae anew service that
you check the box “ display in rule window” . If you don’t the new service will not be
displayed when you go to create aruleto use the new service. You will also need to
select the proper protocol for theserviceyou created such as TCP, UDP or IP.

Using Time Ranges

Raptor 6.5 allows you to set up time ranges for existing rules. When we have an
outside consultant working for us we explain to themthat they will be allowed to access
our systemfrom8:00 a.m. to 5:00 p.m. If they need to stay late or want to start early or
need access over the weekend they have to call us and we will set that up. We also
explain this to a director or manager who hired the consultant. You don’t want to leave
your system open after hours or on the weekend when nobody is there to monitor wha
going on inyour nework. There aretime range templates ready to use or you can create a
customtemplate to be used. Wenormally will create a customtemplate using the
company name. This way, when someone calls in, we can locate thetime template for
that company. Remember we have three information security personnel tha could get a
call to make changes to thetime template so the consultant’s can work. You can also use
time ranges to block people who work for your company and access your network froma
VPN or Dial up connection to gain access to the Intemet.
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Redir ect Services

We have alat of web servers that are used by the public as well as company
employees. To protect the actual 1P address of these web servers or other systens weuse
redirect services. If you havea Virtual IP address on the same subnet as the Raptor
system’ s address, Raptor will autometically take care of routing ARP (Address
Resolution Protoool). If not, you can add astatic route in your router configuration,
specifying that services destined for thevirtual address be sent to the Rgptor system We
usethe redirect whenever we have a web server or Systemthat is going to be accessed
fromthe outside and we want to protect the actual address of tha system. You will find
Redirect Services inthe access control folder. Ex the systemyou want to protect has an
address of 10.10.1.4; you have avirtual address of 10.10.1.6. To setthisup we use
service HTTP, The requested address is 10.10.1.6 (virtual address) address mask is
255.255.255.255 and the redirected address is 10.10.1.4. So who ever accesses 10.10.1.4
will only see 10.10.1.6 as an actual address for that system.

Using Filters

Earlier in this article we mentioned that Local tunnels were replaced with filters. If
you converted your Rgptor 6.02 datebase to Rgptor 6.5 all your local tunnels were
upgraded to one forwarding filter sequence called 6.5forwardingfilter. One thing to note
here is that a forwarding filter provides NO security over the Intemet and is not assecure
as proxies (rules). Using filters is another way to take the load off your firewall and
provide some security. Forward Filters allows us to fine-tune our security between two
entities, by controlling the services and protocols used and who can initiate the
connection. When apacket matches a chosen filter, it is not sent up the protocol stack for
authentication. It is allowed through the Raptor system, bypassing normal security
checks. A good guideline for creating Forward filters is to useasubnet or groups
whenever possiblethis keeps the number of filters you have to keep track of to a
minimum. If that is not possible, then you will have to add the filter by individual host.
Here is an example of how a forward filter works. Let’s say you have ahost (10.10.1.4)
that neads to FTPto a hast going through different interface of the firewall (10.10.24.2).
The 10.10.1.4 represent your VPN segment and the 10.10.24.2 represent a system behind
the firewall. Usethe name of the fromhost” and the name of theto “ host” as atitle for
your forward filter. Ex. John Doe VPN to Mainframe. Then under services and protocols
in the filter window we select A>B FTP. This opens aonedirectional connection from
10.10.1.4 to 10.10.24.2 and only allows the FTP protocol to be passed between entity A
and entity B. If any other protocol or service istried,or if host B tries to connect to host
A, it will be denied. So forward filters can bevery powerful when used and providing
excellent through put.

Another note to make here is do not select A>B all and B>A all fromthe protocol
and services allow list when setting up afilter. Doing this will allow all the services and
pratocols between thetwo entities to pass.
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Log files.

Asageneral guideline we check our log files daily. We keep at least five days worth
of log files. In the rules window under miscellaneous there is abox you can check that
says, “Log normal activity”. Wedo not allow logging of individual rules because of the
amount of disk spacethis would take up. Theonly time we tum logging on for aspecific
rule is when weare trouble shooting a problem. The Raptor firewall systemwill log any
alerts, wamings and any attempted break-ins. So individual rule logging is not necessary .
It is important to kesp and eyeon your log files and delete then periodically.

Address Transfor ns

By default the Raptor system overwrites packets with its own address for outgoing
connections. Whenever a computer systemssitting behind the firewall makes aconnection
through Reptor’s interface, Raptor will change the source address on the packet. This is
donesothe client’s IP address isnot revealed. If theclient is making the connection
using asecuretunnel then the source address is untouched, revealing the client 1P
address. The address transform can help when you are having problems trying to make a
connection between entities. There are situations when an address transformis going to
beneded. 1) whenever the raptor systemis thedefault route for servers behind the
firewall that want to see original address of the connecting clients. 2) When the Raptor
firewall is not the default route and the client making a connection to the Raptor systemis
unable to route the packet to it final destination because of seeing the Raptor system IP
address. 3) If you aredoing static one-to-one mapping of addresses on your network in
order to conceal addresses or to handle problems with address overlgoping. 4) When you
are using Network A ddress Translaion (NAT), a poo

of addressesthat are designated as a replacement addresses for a client address.
Exarmple; entity A neads to connect to entity B. But entity B will only accept entity A’s
original assigned IP address. You would go into the Address Transform property page
and select “ Use Original Client Address”. Then select entity A for the “fromclient” and
entity B as the“to server’. Remember you have to also select the “coming in interface’
and the “going out interface”. If you put the wrong interfece for any one of the entities
the Address Transformwill not work.

Conclusion

To make Raptor an effective firewall in your company you need to have agood
security policy. Set some guidelines and naming conventions on now informeation is to be
entered in thedifferent configuration windows. Create groups and add subnets as entities
so that you don’t have to add very person. By creating groups you can limit the number
of rulesyou have to create. Setting configuraion standards not only makes
troubleshooting easier, but can help to creae a more secure network.
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