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Batten Down the Net Hatches:
Making your 24x7 home access to the Inter net as secure as possible.

Protecting your home PC or home network against the vandals of the Intemet is not a task
tobetaken lightly. Like your home, you nead to make sure that the security for your home
computer systems has several layers. Rather than employing just one or two security measures
you should actually enploy as many as possible. If you really think about home protection,
people usually do several things to ward off criminals. Seps generally taken for home security
are the following: leaving lights on & the front and back doors & night, locking all windows and
doors(some even take an extra measure and deadbolt the doors), installing motion detector lights
on the back and sides of the house, putting indoor lights on timers, installing ahome security
systemand last but not lesst, getting adog. These areall things that should be implemented
either as awhole or with some variaion, but employing only one of these measures alone would
be foolhardy.

If you implemented all these measures burglars would morethan likely skip your house
and moveon to amorevulnerableand less protected target. It is this defense in depth gpproach
that neads to be gpplied by those connecting to the Intemet with a 24x7 DSL or Cable
connection. Implementing adefense in depth requires several measures to be taken, for example,
installing a router/firewall, installing an anti-virus, installing a personal firewall, employing good
password practices and last but not lesst, performing backups. Implementing all these measures
would increase your chances that would-be hackers pass you over for more open and vulnerable
targets. Enforcing only oneof these measures alone, as in home protection, would be foolhardy
in the sense tha you would have a false sense of security. While you might have covered one
possibly security breach, you are leaving several other ggps wide open for exploitation.

The first piece of hardware you will get with your DSL or Cable Internet connection is
the modem. One thing you should do is to find the menufacturer of the device and goto their
web site and find out any information on the modemitself. If thereare any paches for it make
sureyou download them and update your modem. Hackers arenotorious for finding the security
weaknesses of hardware and exploiting them. Try and stay on top of hardware updates as best as
you can, check manufacturers sites periodically.

One hardware deviceyou need to consider purchasing for a 24x7 Intemet DSL/Cable
connection is a DSL/Cable router. A router provides you with afirst line of perimeter defense.
Routers allow you to connect several systems on your home network to gain access to the
Internet. Your DSL or Cable modem connection to the Intemet isthen atached tothe
DSL/Cable router and fromthereyou can either connect to several machines directly fromthe
router, depending on the number of ports the router has, or plug the router into ahub and
distribute the Internet connection through it. All of the DSL/Cable routers | found on the
Internet (Linksys BEFSR41, Netgear RT 314 and Asante FR3004) provide numerous utilities to
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make your 24x7 Internet connection safer and better to manage a alow cost. A DSL/Cable
router costs anywhere from $90 to $175, with the chegper routers generally having only one fast
Ethemet port while the more expensive routers usually have four fast Ethemet ports. One modd,
the Asante FR3004LC, also includes a com port to connect to a modem as a backup when your
broadband connection goes down as well as aparallel port for the router to act as a print server.

Every DSL/Cable router | found provided DHCP services that will allow you to assign up
to 253-255 | P addresses automatically for your home network. The most important service
provided by all of the DSL/Cable routers | found was network address translation (NAT). The
basic purpose of NAT is to multiplex traffic fromthe internal network and present it to the
Internet asif it was coming fromasingle computer having only one IP address. By providing a
naural packet filter and router with NA T, the router is essentially acting as afirewall. Other
configuraions these DSL/Cable routers have includethe ability to block intemal users’ access to
the Intemet, the ability to configurethe router through your networked PC's web browser and
some providethe ability of remote administration over the Intemet.

After viewing all three of the above mentioned DSL/Cable routers, one stands abovethe
rest, tha’s the Asante FR3004 series routers. While they all provide what every household needs
for security of the home network on the Intemet, the Asante router offers two extra security
features that will benefit your defense in depth strategy. The first is the ability to log intrusion
detection attempts. This will show you how much your Intemet connection is being scanned,
allowing connections on demand and logins & logouts. The ability to view tha sort of
information gives you away in which you can keep track of atacks and possible exploits by
hackers. Better to be informed of apossible break-in rather than be left in the dark thinking
you'retotally safe. The second feature tha the Asante router has is the &bility to open ports on-
demend to accommodate popular goplications, while the other routers have the ports always
open. Having these popular ports open all the time only invites knowledgeable hackers to
exploit the router firewall and gain access to your home network. Whatever router you get make
sureyou periodically go on-lineand check and see if there’s any new updates for your router. If
you find that there is anew update make sureyou employ it immediaely. Hackers routinely find
ways to take advantage of security holes in routers so menufacturers develop fixes for these
security breaches and post the updates on their web sites.

Anti-virus programs have been around for quite some time and the majority of people
who own computers have and use these important programs, Norton Anti-Virus or M cA ffee
Virus Scan being the most popular. However, without proper maintenance of an anti-virus
programyou can find yourself in trouble fast. The world of computer viruses parallels the world
of biological viruses in that they are constantly changing on a daily basis. Viruses are constantly
being created and developed by Intemet deviants to try and wreak havoc on a monumental
worldwidescale. The first step to combat thisthrea isto make sureyou scan for viruseson a
regular basis. Anti-virus programs have an option so that you can have it scan for viruses
autometically. Just scanning for viruses won’t totally keep you protected though, you need to
make sureyour anti-virus definitions are as up to date as possible. You can do this by either
allowing the anti-virus programto automatically update the signaure definitions or you can go
on-line and download and updaethedefinitions manually.
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Theirony about viruses is that you, the owner(or user) of the computer, are more than
likely the person who will allow avirus into your home network environment. Thetwo ways for
computer viruses to infect your home systems are by sneaker net and through e-mail
attachments. Sheaker net is when you bring home virus tainted floppies, zip disks and burned
CDs fromwork or school and don’t scan them before you use them. The next virus threat is e
mail attachments. Attachments sent by anyone, either known or unknown, should all be
suspected of being contaminated with viruses. | know this sounds drastic but the“ILOVEYOU”
virus was spread by using the infected systens own e-mail contact list of friends and associates.
Once thevirus infected the systemit would then send out the infected document to others onthe
e-mall list. Moral of the story isto trust no one.

Once you receive adocument through e-mail, detach it immediately. Do not
launch(open) it. Save itto adirectory and then scan it. You also want to meke sureyour virus
definitions arethe most recent. If you hear about avirus spreading across the Intemet you
should immediately go on-line and get the latest virus definitions. Make surethe virus
definitions include a fix for thevirus you have heard about, if it doesn’t wait for the
manufacturer of your anti-virus programto come out with one. It is worth it to wait, and they
usually come out with a fixthe same day a virus is reported. Protecting your home PC network
will require all those in your household who use it to practice these measures. If you have kids
in school you especially need to ingrain these security practices against anti-viruses into their
heads. Mimicking the spread of biological viruses in the real world, schools are the oneof the
biggest breading grounds for computer viruses.

Personal firewall software tums your home systeminto alow-end firewall. Sure it takes
up hard drive space and memory on your system but the added security is necessary. | found two
free personal firewall packages Zone Alarmv2.1.44 from Zone Labs and Freedomv2.0 from
Freedom.net. They both provide afirewall and a wealth of other free security features. For a
price tag of $40to $50 you can upgrade those programs and add even more advanced security
features. Two other popular firewall prograns in the same price range include M cA fee Firewall
and Norton Rersonal Firewall. | found tha not all offer the exact same features so you must
view each one and pick the onethat meets your security needs. You might find that you need
more than just one personal firewall program, which is fine since morethan one program wil |
only add to your defense in depth.

Rather than go through and tell the slight differences of each program| will list some of
the important security options that they offer. Other than the obvious firewall feature, the
security options are as follows: AutoBlock of malicious systerns that scan your computer, Form
Filler to spead up online registrations and transactions, Cookie Manager to help prevent sites
fromtracking your activities, Keyword Alert prevents personal information fromleaving your
computer and Alert logging feature to log and report all attempts to access your computer from
the internet. Whichever oneyou choose, make sureyou kegp the software up to date.

When you're in the confines of your own home, I’'m sureyou think tha password
protection doesn’t goply to your home computer security. Guess what, it does! The use of
passwords on important documents, databases and prograns gives you added security in case
someone has actually gotten through your home Intemet firewalls. It’s also agood practice just
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in case your home is broken into and your PCis stolen or if your laptop is lost or stolen. This
doesn’t mean that someone won't beable to crack your password once they haveyour PCin
their possession, but if you employ an intensive password naming convention it will dramatically
increaseyour odds that they won't, or & least lose interest in trying. A good secure password
should contain more than 8 characters, use upper and lower case Ietters, include several numbers
and non-alphanumeric characters. Some non-alphanumeric characters arethe following: ~, !, @,
#,9 %," &,*,(,),_,and +, just toname afew. Employing these measures as well as not using
traditional words found in the dictionary will help to better secure your passwords. It’snot a
guaranteebut it is yet ancther hurdle in your defense in depth security for anyonetrying to break
in and find out your privae information to misuse.

For thosethat have file and print sharing enabled on your home networked systems, make
sureyou enable tha function for only a folder you want to share rather than the whole hard
drive. That way if someone does break into your home network the initial damage can remain a
minimum. Along with a good password naming convention you should employ the practice of
changing your passwords on a regular basis. Changing them every three months is agood
practice, that’s what large networked businesses usually employ, but some might think this to be
too much for homesecurity. If you do anything, make sure you changethemat least once or
eventwiceayear. Kegping it thesame forever only allows the possibility of someone accessing
your information to increase, because given enough time and accessibility, they will eventually
beableto crack your password.

Anocther security option to employ isthe useof file encryption software. Thesoftware
cost ranges anywhere from $20-$60. CenturionSoft Seganos Security Suite, Network
Associaes PGP Personal Privacy and Panda Software Panda Security are just a few of the
software packages that provide software encryption. Encryption isyet ancther tool to use to
thwart hackers who’ve broken into your home network or thieves if your computer is lost or
stolen.

The final aspect of defense in depth for home security | amgoing to cover is backups.
Backing up your system's operating systemand data files is the most important security measure
you can take. Think of backups like an insurance policy. If you go out and buy anew car with
safety and security options like anti-lock brakes, airbags and an anti-theft device you wouldn’t
then take it out on the road without an insurance policy covering it. If you did, just one accident
could put a major dent in your pocketbook. You want to make surethat if you somehow damage
or loseyour investment, you can then either restore it so that it's as good as new or replace it.
Backups, like insurance, help to make sure that unplanned incidents like a hard drivecrash or a
virus infection makethe overall damege more bearable. When | speak of damege in these types
of computer events | amultimately talking aout time and effort it took createthedata lost or
install and configurethe lost operating system.

Having to re-install an operating system can take hours. Just installing the operating
systemusually isn’t theend of theprocess. You then usually need to configure and tweak device
drivers of thehardware you have in order to make the operating systemrun properly. This
process can take even longer than installing the operating system becauseyou might haveto go
out to the Intemet and search for the proper devicedrivers and download them. Sometimes the
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devicedrivers you install do more harmthan good, causing you to haveto go back to ground
zero. How do you go about making this process snooth and easy? The answer is aprogram
from Symantec called Ghost. Basically you usethis program by copying an image of your hard
driveor partition to another source, be it another local hard drive, CD-Rom or network drive.
The imaging process usually takes no more than 20 minutes, depending on how much datayou
haveon the system

One important time to use this programis when you first purchase or build your system
and get the operating system running on it for the first time. 1f something goes wrong with the
systemyou will always havea recovery imageto get back to square one. If you are building a
system and make an image before installing software or drivers you’ re not sure of, you can
always get back within a few minutes rather than starting from ground zero by rebuilding the
operaing system. If you do this and get afinal version before you start creating data, which will
becomedated raher quickly, make a final image and merk it gppropriately. Catalog on paper, or
electronically, and keep copies of all updates, drivers and softwareyou installed after that point
so that you will be able to update the image if you wanted to, or if you in fact had a catastrophic
event. Ghost iscompatible with Windows 95, 98, 2000 and Millennium Edition, support
Microsoft PCfile systens: FAT 16, FAT 32 and NTFS, supports Linux ext2 file system, creates
images to CDR/RW drives, and clones from PC to PC using parallel, USB or network IP
connections. Files can even be added to previously created images.

The current Ghost program, version 6.5, provides numerous useful utilities to help you
protect your valuable PC system. It has autility that creaes bootable diskettes that can include
drivers for network cards, CD drives, writeable CD drives, and USB ports. Another important
utility is Ghost BExplorer that allows you to search files on an image created by Ghost and even
extract files fromthat image. Basically this is avery chegp and easy way to have abackup of
your system. The GDisk utility provides command-line partitioning with more functionality than
FDISK. While many people think they can keep their PC systems fromviruses, hackers and
other caastrophic events, they’reonly fooling therrselves. As long as you have a computer
system and depend on it, you will have a least some sort of PC caastrophic event inyour life.
To what degree of the damage depends on the measures you take to combat hackers, viruses and
hardware failure. Backups ultimately saveyou fromall types of catastrophic events, depending
upon how often you performthem. While Ghast is agreat software package todo this, you
might also want to consider detachable media like Zip or tgpe backup drives. Onceyou’ve
picked your backup solution make sure that you get into a good backup routine tha you follow
religiously. You can perform backups daily, weekly or monthly. Decide on what best fits your
needs depending on how much your datachanges, but a least make sureyou create and execute
aroutine to performthe backups.

Defense in depth is apractice tha needsto be implemented as long as you have a 24x7
presence on the Internet, and it must always be updated. Hackers are constantly finding new
ways to break into computer network systems. Your home Internet security must evolve with the
times. Just going out and buying a router along with installing anti-virus and personal firewall
prograns won't keep you safe for long. You must maintain and bring up to date all hardware
and software with the most recent update patches. Also stay up with current information in
regard to Internet security, you can do this either on-lineor by subscribing to PC security based
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magazine. Last but not least, backup your operating system as well as your dataregularly.
Backups are your insurance policy when catastrophic events strike. They might seem
monotonous and take up your time, but better to be safethan sorry. If you don’t employ a good
backup scheme now it will only take one disastrous event to make you start. Don’t wait for that
to happen, be proactive! Backups are as important in security as firewalls and conplex password
naming conventions. Always keep your eyes open to expand your Intemet security defenses,
never become complacent with your home network security otherwiseyou’ll haveyour very own
“date that will live in infamy.”
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