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| ntroduction

This pgper will outline the process that may be used to provide agreater level of security
to thevarious computers tha act as control consoles to security devices (eg. firewalls,
tripwire, IDS etc). Implementing and deploying astrong infrastructure is futile when
console/terminal devices controlling these devices can be accessed with little effort
whether the intent is curious or malicious. The same is true of clientstha areallowed to
connect to control consoles. A secure control console and client, coupled with asecure
infrastructure is an example of the concept of Defense in Depth.

Defense in Depth isthe practice of layering multiple security measuresto build asecure
environment. A pplication of the Defense in Depth methodology is inherent to building a
complete security infrastructure.

This pgper is should not be regarded as a “ How-To” guide but rather asource of
information to provoke thought and innovation to the reader. The information contain
herein can been gpplied in abusinesssetting as well as & home.

The goal of this paper is:
Goal 1— Exposevulnerabilities in control consoles
Goal 2 - Exposevulnerabilities in clients connecting to control consoles
Goal 3— Examine tools that will secure both your control consoleand client
Goal 4— Encouragethe reader to combine avariety of security measures

The following assumptions will be made in order to provide a well-rounded paper.
Assumption 1 — the reader has a basic understanding of network topology
Assumption 2 — the network topology support multiple subnets
Assumption 3 — remote acoess is controlled via SSH
Assumption 3—theenvironment is mixed (e.g. * nixand WinX)
Assumption 4 — the media used for installation is trusted
Assumption 5— there is a basic security policy in place

This paper was written with the following constraints:
Constraint 1 — Referencesto SSH refer to SSH1 under OpenSSH and Cygwin
Constraint 2—Mention of *nixfile locations refersto Solaris
Constraint 3—Mention of Windows refers to Microsoft Windows NT 4

Table of Contents

1 Wha Lies Beneah (securing the OS)

2 Securing the Display Terminal

3 Tools Tha Support Secure Remote Consoles
4 You arethe Weakest Link!
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1 What LiesBeneath (securing the OS)
Thesystemyou choose as your control console for the management of security
devices (e.g. Firewall, IDS or Tripwire) should be secured as well as your security
devices. Just as you hardened the various security devices in the infrastructure so to
should your control console be hardened according to their role as well as their
placement in the network. Any hast or client, which is allowed to connect to your
device, must be considered arisk and will become a risk when not properly secured.
The first step to take is host hardening. In this casethe host will be the server control

console.

Public

Internet

Security Measure
(Firewall Tripwire)

SecuredPrivate

SSH

=

Control Console

Figure 1.1 A basic control console an d security measu re

*Note: Multipleinterfaces arenot illugrated inthedrawing and should be assumed.

1.1 NT Server Hardening

Much of the security hardening of NT can be simplified through the use of the

Microsoft M anagement Console (MM C) snap-in Security Configuration

Manager (SCM). The SCM provides for the creation of security configuration
templates, the comparison of the local machines settings against atrusted
templae and for the configuration of the local machine’s settings to metch the
trusted template. The SOM comes with a predefine set of templates tha can be
modified for compliance to aorganizations security policy. W hat ever the
method used the following steps should be taken to secure the NT OS against
exploitation or catastrophic failure:
1.11 Physical Measures
Physically secure theserver - place in a access controlled area
Implement sequential booting of devices and password protect
the BIOS password (if there is not asecured areato placeyour
server you may consider disabling CD-ROM and floppy drives.
Verify tha system can be recovered in the event of adisaster

1111
1112

1113

(e.g. backup tapes or hot-swap equipment).

1.12 FileSygemCondderations
1121 Format the drives as NTFSrather than FAT and create a
systemand datapatrtition. Fat cannot be used to NTFSsecurity.
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1122 Install asMenber Server rather than Domain Controller
1123 Createan Emergency Repair Disk (ERD) and store in asafe
locaion asthe SAM can be pulled from ERDs and password
crackers run.
1.13 Adjusting Regigry Keys
1131 Hidedrive letters
1132 Enforce Srong Passwords
1133 Removeunnecessary global domain groups fromservers local
groups
1134 Remove Netware authentication
1135 Removeprint drivers
11.3.6 Enableauditing of backs and restores (optional depending on
build process)
1.1.3.7 Disable anonymous logon
1.1.3.8 Disable remote access to registry
1.1.39 Disable remote access by anonymous to registry and named
pipes
1.1.3.10 Restrict command scheduler eccessto authorized local users
and groups only (no domain users or groups)
11311 Securetheregistry (the SCM will help with this)
1.1.3.12 Disable 8.3 file naming convention
1.14 Strong Passwordsand Secure Account Policies
1141 Change Administrator account name
1.14.2 Establish separate accounts for users with administrator
privileges
1.1.4.3 Enableaccount lockout after specified number of bad password
attempts has been reached
1144 Secure administrator password (try and PCP encrypted file)
1145 Removethe Everyonegroup and disable the guest acoount
1146 Setup gopropriate service acoounts rather than use
administraor to run services
1.1.4.7 Secure and review Event logs
1.1.4.8 Do not allow shared acoounts
1149 Encryptthe SAM password database with 128-bit encryption
(this will be asecurity console and require high security)
1.15 Auditing
1151 Tum on gpropriae auditing
1.15.2 Monitor the audit logs
1.16 Neworking and Internet Security Settings
1161 Removeunnecessary protocols
1.1.6.2 Disable unnecessary services (eg. FTP, RASec)
1.1.6.3 Configure Hogts file with alist of trusted hosts (optional)
1164 Configureyour hst for default routes (where goplicable)
1165 Protect vulnerable ports through afirewall or TCPWrappers
1.16.6 If thesecurity device requires aweb interface, secure the web
server according to vendor recommendations.

© SANS Institute 2000 - 2002 As part of GIAC practical repository. Author retains full rights.



1.1.6.7 Restrict accessto portsviathe Advanced Security
Configuration
1.17 Misdlaneous Suggedions
1171 Install virus protection
1.1.7.2 Check and remove Rollback
1.1.7.3 Runpendraion and vulnerability assessment against build

1.2 Unix Hardening (Sdaris)
Hardening of Solaris can be accomplished through the use of custom scripts or
through the scripts provided by SANs (YA SSP) and SUN (JASS). There are
other well respected works as well which may be referenced and used. Below
are the basic steps toward building asecure Solaris 2.6 server. We will not
covertheinstall of SSH asthis will be covered in asgparae section. However
SSH can be installed when running YA SSP
121 Ingtallation Preparation
1.2.1.1 Determine wha gpplications and services will be supported.
1.2.1.2 Do not try to configure your server to control all the security
devices in your environment
1.2.1.3 Remove keyboard, screen and framebuffer when gopropriate
1.2.1.4 Download software fromtrusted sources and verify trust has not
been broken
1.2.1.5 Disconnect from network (software can be configured via the
console)
1.2.1.6 Make copies of all media and software and store in asafe place
122 Ingtallingthe OS
1.2.2.1 Partition disk manually
1.2.2.2 Set astrong password for root
1.2.2.3 Create accounts for gpplications and strong passwords for these
acoounts
1.2.2.4 Install SSH
1.2.25 Install VN C (please reference Section 3 for more information)
1.2.2.6 Apply recommended patches
1.2.3 Run Hardening Sript of Choice
124 Adjust Dik Mounting Options
1.2.4.1 Allow /tmp to use 100mb of swap space
1.2.4.2 Disable execution
125 Enabletruged servicesused by sysemand application
126 Configurethe Hostsfilewith alig of trused hosts(optional)
127 Configureyour host for default routes(where applicable)
128 Install TCPwrapper's
129 Install Toolsand Scriptsfromatrusted source
1.2.10 Install Security scripts
1.2.11 Configure Logging
1.2.12 Tighten File Permissons
1.2.13 Editlogin Banners (need for prosecution)
1.2.14 Run penetration and vulnerability assessment againg build
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M entioned in oneof the hardening steps is configuring trusted routes. Where this is
implemented throughout your security chain, greater security is insure. To illustrated
consider the figure 1.2 below (partial routing table). Wherethe security device has
multiple interfaces. One interface is connected to the Internet, while interfaces A, Sand B
are to beused to routeto private internal networks. The A interface is all mail related
services. The Sinterface will route to asecure network and interface B will route all

other traffic destined for the corporate network. Note the route to the control host is
explicit to the host rather than the nework. This serves a choke point to insurethat
routing to aparticular host is enforced rather than routing to an entire subnet. The control
console may route explicitly to the security device and to the secure corporate subnet.

Internet
Routing Table
Destination Gateway Interface
192.16822.0 192.168.22.3 A | Outsie Intarface
211xx.11
172.16.05 172.16.0.3 s
10.22.4.0 10.22.4.2 B —a
211.x.x0 211x.x.11 =
default 211.xx.1 — Public
Private Security Device
(Firewall,IDS)
1
o
0 ol «
gl J s
I S
N
Routing Table ‘ A ’ @
Destination Gateway Interface
10.16.2.0 10.16.2.9 s N
172.16.0.3 172.16.05 e RSN
default 172.16.05 2 e S
- ~
- ~
” ~
' ~
P - ~ ~
e N
4 - ~ ~
' ~
- - ~ <~
e Secure Subnet DMZ Control Console ~-_
g 172.16.0.0 S~
G ] SR e e e e ,\
~

Secure Subnet gor‘p/

10.162.0_, -~
'

10.16.2.9

Secure Client Network

Figure 1.2 Secured rautes far host and client
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2  Securing the Display Ter mind
Just as it is of grea importance to secure your OS, so to is it important to securethe
display terminal of your security control console. While enabling alocking
screensaver is astart, there are other measures that must be taken to properly secure
adisplay terminal. A locking screensaver will not prevent someone fromtaking
control of an unsecured display and sniffing keystrokes for passwords, disebling
applications, reading data which has been written to the screen or taking control of
your session. Theis particular of concem if you are the sole administrator of such a
systemas all damage resulting fromsuch an intrusion will lay with you.

Perhaps at greatest risk arethose systems that run X Windows. Windows NT to has
vulnerabilities as well however the lack built-in client server support reduces the
vulnerabilities associaed with X. Below are steps to taketo secure your terminal
when running X Windows and Microsoft Windows NT server.

21 Securing X Windows
X Windows refersto the library of graphic routines developed a MIT in the
1980s that allows for the creation of a Graphical Users Interface (GUI). As
opposed to Micrasoft Windows and Apple Macintosh, X Windows is not
hardware specific. W hile most implementations are seen on Unix platformns, X
W indows also operates on Microsoft Windows NT,and VM S. Beyond X
windows portability, it offers a client server architecture. This very strength
when poorly configured will become vulnerable for exploitation. When poorly
configured an X Windows servers windows can be dumped and then fed into
a programwhich reads the contents of dump. When we understand that the
windows of an X Windows server can be dumped we can arrive at the
conclusion tha keystrokes as well can be captured and keystrokes can be sent
to the X Window server. Obviously, this would be catastrophic and probably
embarrassing as well, to securethe OS of asecurity control host only to have
it compromised through the display. A bit of time, care and consideration will
reduce this type of risk. An understanding of X windows access methods
should be obtained to insurethat only trusted clients are able to access the
display console. X Windows supports two types of authentication, host and
token-based authentication.

21.2 Host Basad Authentication
Host based authentication is configured through the xhost program.
Through xhost alist of trusted hosts is maintained. If aclient PCis
listed amongst thetrusted hosts then anyone with access to that
particular PC may access your remote host. Host access is based on ip
address or ahost name depending on the configuration of your host
and network. One might immediately jump to the conclusion that a
trust client host could be spoofed thereby allowing unauthorized
access to a host. While this could be alikely scenario there isamuch
simpler way to gain access. As stated before once aclient has been
authorized through xhost anyoneon the client may access the host.
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Now only the client has to be compromised to gain access. Xhost itself
is not considered a privileged program, meaning that anyone who has
access to thehost may add or delete the entries held by xhost. While
xhost may betempting to useto control access it much to permissive
to betrusted when the goal is securing ahost tha controls the security
or an organization. It would be wise and advisable to simply disable
xhost access completely on hosts tha serve as security consoles. At
least there is one less vulnerability to be considered. As xhost has been
disabled this takes us to token based authentication.

211 Token Based Authentication
M agic Cookies on the other hand does provide a measure of control
through the use of token-based authentication. Depending on the host
configuraion, aunique token is created at logon and stored in the
Xauthority file. Where automatic generation has not been configured,
the user can provide the host with the necessary information to
manually generae the Magic Cookie. Whatever the method, once the
token has been generated it is stored in the . Xauthority file. The token
within the. Xauthority file is machine-readable and sense can only be
made of it through the use of the xauth program. While the use of
MIT-MAGC COOKIES is advisablethey can be compromised
through sniffing techniques during thetransfer of the Magic Cookie to
the trusted client. To alleviaethis vulnerability, the xhost should be
configured to generate anew M agic Cookie each time a client
connectsto the xserver. The transfer of the cookie can be handled via
the SCP programin SSH which will bediscussed later in this paper.

212 COther Condderationsfor X
Oneof the possiblethreas identified with X Windows and its
componentsis keyboard sniffing. To mitigate this use of the Secure
Keyboard option should be employed. This will prevent the cgpture of
keyboard strokes from other clients.

It stands to reasson that if thegoal is oneof high security accessto the
console will be granted viaa token based method as discussed earlier.
This would indicate tha the use of and any referenceto xhost should
bedisabled or removed. In particular all xhost commands should be
removed fromthe .Xsession file. Finally asearch through gpplications
or shell scripts should be performed to identify any reference to xhost.
These references should be removed. All options in the xdm-config
file should be considered. Those that are not useful in asecure
environment should be commented out and options that will increase
security should be adjusted with the proper values. Finally the xdm:
config file should be secured fromall but the root account and wherea
tripwire is available tripwirethe file.
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213 Securing CDE
In the event your Unix control console is running CDE steps should be
taken to secure this environment as well. The standard greeting banner
should be modified to reflect a waming. Additionally, XCM CP
connections should be disabled as well. Finally, permissions on the
Xacceess file should be set to 444. This will render the file read only.
This is file tha should be set on a tripwire as well if tripwire will be
installed.

With respect to a console which actually has adisplay terminal
attached a locking screensaver should be enabled. Remote access to
the CDE as user root should also bedisabled.

2.2 Securing a Micr csoft Windows Display Ter minal

The methods employed to secure aMicrosoft Windows display terminal is

much simpler as the Windows architecture does not support aclient/server

architecture. To secureyour Windows display terminal the following should
bedone

2.21 Disabledigayoflad logged onuser to protect user Ids

2.22 Disable caching of logon information. This should not causea
problemwith domain authentication as the console should be a
member server and local accountswill beusad for authenticati on.

2.23 Implementation of logon message banner to warn potential intruders
of rik.

2.24 Redtrict console logonsto allow only those who will need access,
meaning renoveall donmain groupsand usersand rely upon thelocal
usersand groups

225 Enable a passvord-protected screensaver to a low time-out val ue.

3 Tools That Support Secure Remote Consoles
Now tha we've chocked down access to our security console consideration on
accessing the environment will begiven. In most cases we will need to havegui
access, command line access, file transfer cgpabilities and mail. Two tools which
will allow usto attain our aforementioned goal are SSH and VNC. Thenicething
about both of these tools is tha there are open source (public domain) offerings for
Windows and Unix platforms.

3.1 SSH (Secure Shell)
SSH is the conduit through which one can connect to asecurity host in asecure
manner. Section two of this pgper recommended removal of unsafe services.
Security professionals usually understand this to mean TELNET, FTP, rlogin or
any service permits remote connections. SSH solves the problem of not having
these services enabled and accessible on our security host.

While transparent in nature, When a client initiates assh session/connection
their user information is encrypted before it leaves theclient PC. It is decrypted
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by thedestination SSH server host for verification. The encryption and
decryption of data across anework protects against network (username and
password) sniffing and Man-in-the-Middle atacks. Installing SSH is quite
simple. It isthe configuration of SSH and in particular SSHD (OpenSSH and
Cygwin SSH), which will determine thesecurity of asecurity host, as SSH will
bethe portal to your security host, which inturn is the controller of your
security messures.

The SSH server can be configured through one of three methods: Server-wide
Configuraion, compile-time configuration and per-account configuration. M ore
than likely on a machinethat requires high security, either Server-wide or
compile-time configurations will be chosen rather than per-account
configuraion. Why? Remembering that our ultimategoal is security and evena
bit of simplicity we understand the per-account configurétion allows the
connecting user control over the behavior of their SSH session. A well intended
but less experienced user or even administrator may not make the best choice
regarding who or wha my have access to the SSH server through their account.
Whichever method is chosen, the pre-configured defaults should be adjusted
(e.g. listenaddress) to compliment the security of your environment. This will
also insurethat would-be intruders will be met with ahigher degree of difficulty
when attempting to gather information when atempting to exploit and ause a
host system.

The SSH server reads the sshd_config (ssh_config2 for SSH2) file to determine
its configuration. This file should be restricted to read only access. Oncea
reasonable configuration has been determined it would be wise to copy this file
for safe keeping to trusted location. In the event of a disaster there would be one
less thing to consider. Additionally, it is advisable to create different
configuration files based on the host role (eg. thesshd_config file for your
firewalls will not allow agent forwarding wheress it may beallowed on ahost
which is the control console). As already mention, the first ruleto remember is
do not accept thedefaults found in the sshd_config file. The keywords below
correspond the ssh implementation of OpenSSH or CygwinSSH.

3.11 SSHD_Config (valueisin bold and reference OpenSSH1)

3111  AllowGoups Group list (Access is controlled by Unix
group)

3112  AllowTcpForwarding Yes (Enable TCP port forwarding)

3113  AllowUsers User List (Access is controlled by username)

3114  CheckMail Yes (Check new mail on login)

3115 DenyGoups Goup List (Access is controlled by Unix
group)

3116  Deny Users User List(Access is controlled by usemanme)

3117  HostKey /etdssh_host_key (location of the privae host key)

3118 IgnoreRhosts (Ignore. rhosts files)

3119  KeepAlive Yes (Send keepalive packets)
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31110 KerberosAuthentication No (Permit Kerberos authentication)

31111 KerberosOrLocalPasswd No (Kerberos fallback
authentication)

31112 KerberosTgtPassing No (Support ticke-granting-tickets)

31113 KeyRegeneraioninterval 3600 (how log in seconds aserver
should wait before autometically regenerating its key)

31114 ListenAddress 0.0.0.0(restricts what interface ssh listens on)

31115 LoginGraceTime 30 (time user isallowed to enter name and
password)

31116 LogLevel Syslog level (Sa syslog level)

31117 PasswordAuthenticationyes (Permit password
authentication)

31118 PermitEmptyPasswords No (Permit empty passwords)

31119 PermitRootLogin No (allows SSH loginto via root account)

31120 PidFile(Location of pid file)

31121 Port 22 (this is port which the SSH server will listen on)

31122 PrintMotd Yes (Print message of theday)

31123 RhostsAuthentication No (Permit .rhosts authentication)

31124 RhostsRSAA uthentication No (Permit combined
authentication

31125 RSAAuthentication No (Permit public-key authenticetion)

31126 ServerKeyBits 768 (512-1024 amount of bitsto use in server
key)

31127 StrictModes no (Strict file/directory permissions)

31128 SyslogFecility Syslog level (Set syslog level)

31129 UserLogin No (select login program)

31130 X11Forwarding No (Enable X forwarding)

31131 X11DisplayOffset 10 (Limit X display for SSH)

31132 XauthLocation Filename (Location of xauth)

3.12 Authentication
Authentication can be based on the cryptographic keys generated by
ssh-keygen, local OS usemameor athird party goplication. The keys
generated by ssh-keygen are either DSA or RSA and the length is
determined by the keyword value of ServerKeyBits. W here the
keyword RSAAuthentication is found in sshd_config then a RSA must
be generated. The same if true of DSA . Rhost authenticaion is
dependant upon the information found in the rhost file. For this feature
to work the r-commands must be enabled, which would be
counterproductive on asecure host. Kerbos authenticaion is available
when compile-time configuration. Kerbos authentication can be
combined with Passwordauthentication to formthe keyword
KerberosOrLocalPasswd. This provides a fallback for users when
either Kerberos cannot authenticate them or they arenot using
Kerberos. Where the goal is security through obscurity,
SkeyAuthentication isthebest choice. This method enforces the use of
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one-time passwords. Inputing three sequence and key numbers into the
gkey calculaor generates the password. When the goal is conplete
security the options should be limited to few and used by all who
connect. When multiple methods are chosen the user can configure
higher client to determinethe authenticaion. Limits on supported
authentication will enforcehow a client authenticates.

3.13 Thesshd_config file nead not contain all of the above keywords to
secureyour SSH server. This lengthy list does represent how highly
configurable and flexible SSH i mplementation can be for
environments. When the *nix host you are configuring contains
multiple network interfaces you can limit the access of SSH to those
interfaces which you consider trusted with the ListenAddress value
(e.g. don’t allow connections on interfaces exposed to the intemet).
Furthermore, changing the port the SSH server listens on will rather
than accepting the default port 22 will further obscure how the host has
been configured. While will this will not defeat an aggressive NMAP
scan it does deter the random script kiddie from obtaining SSH
information by telneting to the default tcp port 22. Changing defaults
serves to tighten the security of your host deter those individuals who
aren’t interested in hardoore hacking/cracking. Also worthy of
consideration arethe keyword options of AllowUsers and PrintMotd.
Where thehaost is controlled by aselect group of people it is highly
advisable to choke access to SSH by limiting who can connect. This
also serves to make those who are allowed access responsibility for
securing their acoounts and workstations. Some may consider
including PrintMotd a waste of time. However, if this is theonly way
to access the server then we must consider the possibility that it could
be compromised. When the host has been configured with Motd or a
banner message displaying during the SSH login, this will serve as
warning if the system should be compromised and litigation is
pursued.

Where SSH is implemented on aWindows NT server notice must be
taken with regard to how authentication will be handled. The Cygwin
SSHD server and utilities allow for authentication froma Windows
domain and the local server or Cygwin. It may bevery tempting to
allow authentication through thedomain. However, for thisto take
place the host PC must participate in browsing and net bios
communications to allow for interaction with the DCs of the domain.
This means that anyone accessing the host could enumeraeall domain
acoounts through the use of the mkpasswd utility included in the
release of Cygwin. If your NT host isto be truly hardened, extra time
and reasonable consideration of how authentication will be acconplish
must be taken.
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Whichever keyword options are chosen. A thorough understanding of
these options should be considered. As new technology becomes
available aperiodic review of your sshd_config file should be
performed and adjustments made. Finally, before implementing SSH
understanding the pros and cons of SSH1 and SSH2 must be
understood. SSH2 has a number of offerings that can ease thetask of
authentication such as PGP. Hopefully support of PGP will be
incorporaed in the OpenSSH distribution a& some point.
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LoginG raceTime 30
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PermitRootLogin no
AllowUsers storm
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X11DisplayOffset 2
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RSAAuthentication yes
PasswordAuthentication yes
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Figure 3.1 Secured routes for host and client

#Thisis ssh seve systemwide
canfiguration file.

Port 2122

Protacol 2,1

ListenAddress 211.xx 11
ListenAddress 172.160.3
HostKey /etc/ssh_host_key
HostKey /etc/ssh_host rsa_key
ServerKeyBits 1024
LoginGraceTime 30
KeyRegenerationlnterval 2400
PermitRootlogin no
AlowUsers storm

AllowUsers cyclops
StrictMades yes
X11Forwarding no

AllowT CPFomwarding yes
PrintMotd yes

KeepAlive yes

SyslogFacility AUTH
Loglevel INFO

RSAAuthent cation yes
PasswadAuthenticaionyes
ChedckMalil yes

”-
Secure Subnet gor‘p’

The @ove diagram (figure 3.1) shows how the restrictions placed on
routing as well as the SSHD configuration reduces the level of
vulnerability to the security measure as well as the control console. SSH
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does nat listen on the default port and only permit SSH client connections
on the interfaces where acoess is a must. The decision to enable
forwarding of TCP packets should be considered and implemented with
great caution. TCP forwarding has been allowed in this case because only
trusted networks or hosts are allowed access to the SSH port. On afirewall
where SSH has been allowed for all outgoing connections TCP forwarding
could compromised the network where auser understands how to tunnel a
disallowed service or protocol through SSH. This is ascenario that can
tum ugly should the destination tunnel be tha of atrojaned host. The
explicit use of user names is debatable. However it does insure that only
trusted users may connect and where thetrusted user may need emergency
access they may obtain access through verification of their user name.
Where this is deemed necessary, a generic account using S/key
authentication may be the best gpproach. S’key generation will not work
well on ahost that is configured to relay mail alertsto the control console.
In this case an account for the mail relay will be created. To avoid theuse
of PermitEmptyPasswd the user account should be configured to use the
ssh-agent. The ssh-agent will save privae keys and eliminate password
phrase prompting. Thesshd_config files aboveare but asmall
representation of the flexibility and strength of SSH. Use of all features
may never occur, however asecurity professional who wants to reduce the
risk of exploitation, risk and cost would do well to familiarize themselves
with all features thevarious implementations SSH has to offer.

During our console/terminal hardening access to the X Windows
environment was disabled. The tool which can be used to support the local
Windows environment of both * nix and Windows NT is VNC.

3.2VNC
VNC is a client/server goplicaion that provides the display of a remote desktop.
Use of VNC has become quite prolific due to its flexibility, ease of useand 0%
cost. Inan environment where support of Microsoft Windows desktops as well
as *nix desktops is essential VNC can essethe cost of administration. While
this pgpers primary focus and references are related to Microsoft Windows NT
4.0 and Solaris it should be noted that VNC is supported the following
platforms: Macintosh, DEC Alpha, Linux and Windows CE 2.x.

Configuration of VNC is very simple. A passaword to protect the VNC server
should be enabled. While this may seem sufficient where VNC is installed for
use on asecurity control console, strong recommendations of tunneling VNC
over SSH is advisable. Why? VNC authenticetion is based on achallenge
response scheme. This is theonly part of the VNC communication that is
encrypted. The rest of the session is not, which can open the path to session hi-
jacking or man-in-the-middle atacks. Where VNC is not tunneled and you are
connected to a control console and then ssh to a remote security device, the
opportunity to sniff the security devices password has just been opened.
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Tunneling VNC insures tha privileged communications and data will remain
secure.

Further security for VNC can be accomplished through integration of TCP
Wrappers. Where the host resides on anon-secure network (e.g. one wherethere
are no routing restrictions or segmenting ec) this can insure that only those
clients who aretrusted may access the VNC server. When the host resides ona
securenetwork it is still advisableto integrate TCP wrgppers to guard against a
breach should someone manage to access that network and began atempting the
exploit the hosts of that network.

Recommendation has been madeto avoid default setting found in the various
softwaredistributions we rely upon. The same istrue of the VNC listening port
5901 or 5902. Changing the listening port will dissuade casual or novice
abusers. Configuring VNC to listen on arandom port (eg. 7944) we can then
issue the command (figure 3.2 below) to encrypted our VNC session.

ssh -L 6622:10.16.2.9:7944

Figure 3.2 Setting up portforwarding on SSH cllient

This command initiates the ssh session and tells the client to listen explicitly on
port 6622 of the client then connect to the ssh host of 10.16.2.9 where the VNC
server is listening on port 7944. Oncethe ssh connection has been mede VNC
viewer can be launch (figure 3.3). As thelocal host is listening on port 6622
VNC viewer is configured to connect to our local host. There now exist a
display or the remote host on theclient display encrypted by ssh.

vncviewer localhost:22

Figure 3.3 Connecttotunneled VNC server

3.3TCP Wrappers
Just as SSH and VNC are based on a client server architecture, soto is the
concept of TCPWrappers. TCPWrappers acts as an arbiter between ahost
offering services and the client who is requesting access to those services.
Depending on the credentials of the client access will either be permitted or
denied. Wherea client is permitted access to a particular service wrapper
launches the gpplication called. The initial response seen fromtheclient sideis
the wrapper responding not the actually service. Whether a client is denied
access or granted access this information is logged by TCPW rgppers which in
tum can be used when assessing hacker/cracker activity. The information
provided during logging results fromareverse finger tool. The reverse finger is
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initiated during the initial client call and logs thetime stanmp, the name of the
local host, the name of the requested service (the network server process nanme),
and the name of the remote host.

While it may seem quite simple to integrate TCPW rgppers on a control console
running minimal services, athoughtful implementation will include Wrgppers
that act as honey pots. The wrgpper honey pots might be configured for those
services tha are highly exploitable (eg. telngt, ftp, rlogin etc). Enabling
wrappers for these services would expose a reconnaissance probethat would
otherwise be missad if we only monitored SSH (applies if compile-time
configured) and VNC connection activity.

M ention was made earlier of TCP W rappers and logging. The logging
information is sent to the syslog daemon. Depending on the configuration of
syslogd messages will be written to the console, afile or forwarded to alog
host. All connections should be logged. However, it is advisable to specify a
priority of urgent to those attenpts that are caught in the honey pot and
untrusted clients who are not permitted access.

Just as SSH and VNC are open to vulnerabilities so to is TCPWrappers. If
sources IPand host name are spoofed, TCPW rgppers will not detect this action.
Additionally, once aconnection is made to aparticular service TCPWrappers
will not examine future requests to the same service. The latter risk can be fairly
low when the user base is limited and thehost is located on asomewhat secure
network.

4 You ARE the Weakest Link
At this point some may assume tha their control console is fairly secureand the
degree of risk has been reduced. This is not true when we consider that our model is
oneof client server. This paper has examined a length how to secure ahost. It isonly
logical to takethe same care in securing theclient(s) that will connect to our control
host. After all, with the control host being adequately secured the next vulnerability
would lie with those who are permitted access. Some of the same techniques that
were used in the host hardening can be gpplied to client hardening. After all the work
of configuring and installing a firewall or IDS haost, then the control console it would
be negligible for these devices to be exploited through an unsecured client.

4.1 Windows Client Hardening

411 Locking Screen Saver

412 Secureyour dient against remote access fromother clients and hogs

4.13 Moveto sane network as control console

4.14 Ata mninmumingall TCP Wrappersto alert you to reconnai ssance
efforts

415 Ifyou have two NIC cards configure one for the secure network and
the other for the corporate network. Then st explidt routing on the
client
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4.16 Configureyour clientwith a datic addressrather than DHCP

4.2 * nix Client Har dening

421 Securethe X environment

422 Secure the desktop environment

423 Locking screen saver

424 Disable remoteaccess

425 Moveto sane network as control console

426 Atamninmumingall TCP Wrappersto alert you to reconnai ssance
efforts

4.2.7 Ifyou have two NIC cards configure one for the secure network and
the other for the corporate network. Then st explict routing on the
client

428 Configureyour clientwith a qatic address rather than DHCP

Summary

There is no Panacea where network security is involved. Careful thought combined with
alayering of security products and the elimination of weak links will allow a security
professional to build asecure and low risk environment. Implicit to this goal is and
understanding morethan one OS. Most of us have a favorite OS. However more value is
added when traversing multiple Oses area part of our skill set. A holistic gpproach to
security will result in the practice of supporting the Defense in Depth conoegpt and
reducing the risk of exploitation regardless of the systems we are instructed to secure and
protect.
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