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"ILOVEYOU" Worm
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September 9, 2000

Computer viruses and worms have probably become the most widely known Security problem dealing with
computers. They have inundated news stories of top wire companies. (7) They can wreak havoc and affect the work
force, and are always changing in order to bypass current anti-virus software. One of the most wide spread worms
that caused damage to date was the Love Letter; along with its variants, Love Bug, Very Funny, and Mothers Day. (1,
7, 9)

According to sources, there were over 29 versions of this worm, (7) which affected at least 650 different sites and
over 500,000 individual systems. (1) This program not only damaged systems, it also caused network degradation. (1)

The worm was a Visual Basic script and spread through the world within hours of its release. (6, 7)

Overview

The Love Letter Worm was reported to anti-virus agencies by early morning on May 4, 2000. (8) Unlike other worms,
which cause damage to one file, the ILOVEYOU worm caused damage to many areas of each machine it infected.
Many people called the Love Letter a virus, but it was actually a worm. Defining the term ‘worm’ and differentiating it
from virus is important. According to Symantec, "worms replicate from one machine to many others, using a network
medium (e.g. email or TCP/IP). The goal of a worm is to infect as many machines on a network as possible." (7) A
virus, on the other hand, needs "human help" to propagate a malicious code. (7)

The ILOVEYOU worm spread and contaminated the machines of its victims primarily through email. The recipient of
an email would receive a subject line of "ILOVEYOU" (1, 6, 7, 9) from someone they knew (it was automatically
propagated through address books of its victims). There was also an attachment named "LOVE-LETTER-FOR-
YOU.TXT.VBS" with the text of the message stating "kindly check the attached LOVELETTER coming from me" (1, 6,
8). The attachment would be launched, which would cause the following problems:

. 1 Opening the attachment replaced files using the following extensions: .vbs, .vbe, .js, .jse, .css, .wsh, .sct, .hta,
.jpg, .jpeg, .wav, .txt, .giv, .doc, .htm, .html, .xls, .ini, .bat, .com, .mp3, and .mp2. (1, 6, 7) *Note that the .mp3
and .mp2 files are not replaced or deleted, they just become hidden. (1, 3, 4, 6, 7, 9)

. 2 Opening the attachment created a mIRC Script to send the virus to any user that does not have a script.ini
file. (1, 2, 6, 7, 9)

. 3 Modification of the "Start" page in Internet Explorer to send the user to a URL that provides them with another
damaging file "WIN-BUGSFIX.EXE". (1, 6, 9)

. 4 Sends copies of the original message to EVERYONE within an Outlook email account. (1, 2, 5, 6, 7, 9)

. 5 Modifies Registry settings including: (1, 6, 8)

HKLM\Software\Microsoft\Windows\CurrentVersion\Run\MSKernel32

HKLM\Software\Microsoft\Windows\CurrentVersion\RunServices\Win32DLL

HKLM\Software\Microsoft\Windows\CurrentVersion\Run\WIN-BUGSFIX

HKCU\Software\Microsoft\Windows Scripting Host\Settings\Timeout

HKCU\Software\Microsoft\Internet Explorer\Main\Start Page

HKCU\Software\Microsoft\WAB\*

The worm spread quickly as users address books were copied and all their recipients address books were copied,
etc. In fact, during that time any file shared or sent with the affected extensions mentioned previously would also
spread the virus. Social engineering also played a hand in the spread of this worm. The "Love Letter" subject sent by
someone the recipient knew would entice the recipient to open the message and attachment (4, 7). One user from the
German computer gaming magazine PC Player was quoted on May 4 as saying "This morning at 10:37 am, I
received a mail with the subject ILOVEYOU. Everybody wants to be loved, so I opened it, revealing the message 
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‘kindly check the attached LOVELETTER coming from me’ plus a little image with a gray tilde. No macro virus, no
executable file – can’t be a virus. Wrong!" (2)

Clean Up

Most of the "clean-up" needed after the virus was publicized came through anti-virus software. Due to the destructive
nature of this worm, separate software was needed to flush out the worm from the system and restore the registry
settings to what they needed to be. The following are some of the different companies that provided solutions to the
"ILOVEYOU" bug: Alladin Knowledge Systems, Command Software Systems, Computer Associates, F-Secure, Finjan
Software, McAfee/Network Associates, Proland Software, Sophos, Symantec, and Trend Micro. (1, 6, 9)

Although the worm was targeted primarily at Microsoft products (Internet Explorer, Microsoft Outlook, Microsoft
registry keys, etc.), it did affect other systems such as UNIX and MAC. Although these systems were not affected as
badly as Microsoft, if an infected file was sent to a UNIX or MAC user, they could potentially spread the virus by
forwarding an infected file to someone else.

Protecting Against Worms

How can we stop the spread of worms? It seems it will get worse before it gets better. According to Symantec,
worms will probably become more widespread than viruses’ (8). Possible suggestions for reducing the amount of
damage caused by worms include keeping anti-virus protection up to date, planning, implementing, and maintaining
malicious code detection on networks and hosts attached to the internet, and Intrusion Detection when and where
available. (8) As worms increase in complexity and speed, technology will have to grow as well. Keeping up to date
with Security Advisories and trends will help reduce the damage a worm can cause. Unfortunately, anti-virus software
and IDS systems are more defensive than offensive in nature. Therefore they can only react to a new worm, not
prevent a new code. Most proactive stances any individual user or corporation can take are the best defense they
can have. Proactive stances include Security advisories, updated software, education of users, and policies written
and adhered to for types of software, use of, and reactions to virus and worms.
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