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You Can’'t Hack What You Can't Access

Two friends are walking across the African plains. They seealion heading their way .
One friend stops to put on apair of running shoes. Theother says, “ You can’t outrun a
lion!” Thefirst says, “No, but all | need to do is outrun you.” *

INTRODUCTION:

Security is abig and delicate concern when managing servers (Web or Proxies)
connected to the Internet. A systemthat has high-level security standards with strong
authentication methods, access control schemes and enabled auditing or logging, will
discourage intruders, “ like the lion”, to leave your site and pursue the easier prey. Your
system' s connection to the Internet exposes many threats and vulnerabilities, fromdata,
software, physical and transmission. Remenmber what we learned in Information
Assurance Foundation, “ Vulnerabilities are gateways which threats are manifested”. The
key is not to panic, but be paranoid. My paper is going to focus on high-level security
options in Windows NT Servers connected to the Intemet, following some keys concepts
in protection that deal with Folicies, Server Types, Physically Lock A ccess of the Server,
Unnecessary Services, Network Settings, Users and Groups Rights, A ccount Rolicy,
Registry and Auditing, amongst other things.

POLICY:

Developing asecurity policy that will deal with your computer security, by protecting
your organizations sensitive data before an intruder compromises your system.
Establishing a policy will involve many criteria’s. The two main areas of concem are:
» To implement guidelines tha will protect your assets in acost-effective manner.
Password security, encrypted records, and firewalls are example of cost-effectiveness.
 Improveonall your network-security components each and every time you find a
weakness. The controls you select will be your primary focus of defense in protecting
your assdts. Also, have multiplestructures, if one fails, another layer will protect your
assds. Lastly, with physical access to your machine, ahacker can alter disks, load
Trojans, ec. Allow trusted people near your systerrs. This process is continuous and
tireless, but at lesst you can go to slegp knowing that some poor souls site is getting
cracked, and not ours.

There are other stepsthat are critically important in making effective decisions on
security; such as, wha you are trying to protect, whomand what you must protect your
assds, and to understand the likelihood of threas. The cost of protecting your systemto a
threa is more rewarding than the threa succeeding and compromising your network.

SERVER TYPES:

In todays globalized market; businesses must be on the Web to have acompetitive market
advantage. But part of the cost of regping these benefits is your corporate ngwork’s
potential to breaches. So knowing the threats and taking actions to guard daa, your
business can minimi ze the risk of Internet related security breaches.

YLen D’ Alotto, GTE Laboraories. NetSec 1996 Conference. San Francisco.
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Windows NT Server supports the following server types:

* Primary Domain Contraller (PDC) in an NT domain authenticates logons and
maintains thedirectory database for adomain. This is where password changes are made
and user accounts creaed. It tracks changes made to accounts of all the computers in the
domain and is the only computer to receive these changes directly.

» Badkup Domain Contraller (BDC) receives copies of thedomain’s directory
daabase, which contains all account and security policy informetion for the domain. A
copy of the database is synchronized automatically with the master copy on the PDC.

e Member Server (Stand-alone) runs Windows NT Server but isnot a PDC or BDC of
adomain. M ember Servers do naot receive copies of the directory database; they have
their own local accounts.

If your computer will be running onthe Intemet, make it aMember Server on an Island
(Workgroup).

PHYSICALLY SECURE SERVER:
In the real world, you know you must lock your car when you park it in the street.
Protect your server like you would any valuable piece of equipment.
Lock the roomwhere the server is located.
If theserver is rack mounted, lock the door of the rack.
Establish a policy for repairing or moving the server so it cannot be taken under
falsepretenses.

PROTECT DIRECTORY PERMISSIONS:

Whenyou ingtall Windows NT, it creates default directory permissions for each default
group. Theone | amtalking aout is the Everyone group which has full control, and
should be replaced by A uthenticated Users group or group account you crede,
everywhere you see the Everyonegroup. You may want to modify group access to the
directories in order to prevent users or intruders from gaining access to important files in
your root (%WINNT%). You can use A ccess-Control Entries that are used to build

A ccess-Control Lists (A CLs). Which contains the following information: A SID, thet
identifies thetrustee, an access mask specifying access rights controlled by the A CE, and
containers can inherit the A CE fromthe primary object to whichthe ACL is attached to
protect directory files.

For high-level protection, ensurethat the datais stored on NTFS and set the following
directory permissions to all subdirectories and existing files, in boot partition and system
partition which holds critical operating systemfiles. For example, Security Accounts
Manager (SAM) is were NT stores user passwords in hash codes, which are backed up by
the emergency repair disk and stored in %W innt%\repair, and the Security hive contains
security information for local groups, user rights, and membership of local groups. If
both these hives are compromised, start looking for a new job. Microsoft recommends the
following ACL, User Rights and Account Rolicies:

\WINNT and all Subdirectories. Administrator: FC
Creator Owner: FC
Authenticated Users: R
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System: FC
\WINNT\REPAIR. Administrator: FC

\WINNT\SYSTEM32\CONFIG. Administrator: FC
Creator Owner: FC
Authenticated Users: R
System: FC

\WINNT\PROFIL ES. Administrator: FC
Creator Owner: FC
Authenticated Users:Dir-R, W, X & File-NONE

System: FC
\BOOT.INI,\NTDETECT.COM, \NTLDR. Administrator: FC
System: FC
\AUTOEXEC.BAT,\CONFIG.SYS. Administrator: FC
System: FC
Authenticaed Users: R
\TEMP. Administrator: FC

Creator Owner: FC
Authenticated Users:Dir-R, W, X & File-NONE
System: FC

USER RIGHTS:
Be aware of user rights that groups are assigned too. | stress again, prevent ordinary
people fromgaining accessto data and Server

User Right

Open the Administrative Tools in Start, Program, and select User Manager then select
Palicies/User Rightsand configurethe following:

Log on Locally-remove Everyone and Guest group from having this right.

Shut down the system-remove Everyone, Guests and Users group from having this right.
Access this computer from the networ k-remove Everyonegroup, and add
Authenticated users, Also remove the Administrator account. (sounds crazy, but will
explain at the end).

ACCOUNT POLICIES:

Since hackers have many methods for attacking NT passwords, it is important to
understand that when users pick essy to guess passwords or if you use NT acocounts for
privaeaccess, that policies are set and implemented in order to protect password
cracking. Open Administrator Tools and select User Manger open Palides/Account,
and set Minimum Passwor d Length at lesst 6,7,0r 8 characters (I’ ve checked alot of
resources and each had different figures, so which ever makesyou confortable. 1 like 7).
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Passwords are the golden keys to your network, to discourage password atacks, set
Account Lock out to 3 or 5 (same as above-different resources have different figures)
and the L ock out Dur ation-Forever (until admin unlocks). Some of the other settings are
Maximum Passwor d Age, Minimum Passwor d Age and Passwor d Uniqueness. These
setting will make passwords hard to guess and limit the number of failed logons that NT
allows, which will provide time to spot failed logons in the event viewer. st remember
to enable theaudit feature Logon and Logoff events.

SYSTEM POLICIES:

System Editor Folicies provide adetailed way to control system policy entries for
Computers and Users. To open SPE, and select Administr ative Tools in Programs and
then System Palicy Editor which will show two standard tenplates: Default Computer
and Default User . As far as security is concemed, configure the following templates:

System Poalicy Entries for Computers:

*  Windows NT\Networ k\Shar ing\Cr eate hidden drive shar es,and disable the
autometic creation of administrative hidden shares for an NT computer’s drives (C$, D$
etc.)

*  Windows NT\System\L ogon\Enabl e shutdown fr om Authentication dial og-
Specifies whether a Shutdown button will appear in the NT logon authentication dialog
box. (In NT Server it isalready grayed out, but just check to makesure).

System Palicy Entries for Users:

» Contral Panel\Display\Restrict display — specifies whether to restrict user’s ability
to modify display properties ( viathe Control Panel Display icon) and if so in what ways.
» Shell\Restrictions\Remove Run from Start Menu — removes the Run command
from Start menu.

» Shell\Restrictions Remove fol der s fr om Setting on Start Menu — Removes the
Control Panel and Printers folders fromthe Sart menu Settings submenu.

» Shell\Restrictions\Hide Networ k Neighbor hood — Hides the Network
Neighborhood icon.

» Shell\Restrictions\Disabl e Shutdown command — Disables the out the Start menu’s
Shutdown command.

» System\Restrictions\Disabl e Registry editing tools — Disables the user’ s ability to
runthe NT Registry editor tools.

» System\Restrictions\Run only allowed Windows applications— Soecifies whether
users can run only gpplications on alist of allowed applications.

*  Windows NT\Shell\Restrictions\Remove common Pr ogr am gr oups from Start
menu — Specifies whether to remove common (per-machine) program groups fromthe
user's Sart menu.

The need to develop astrategically and effective procedures of controlling your network
environment, will prevent hackers and malicious users fromidentifying valid user
accounts, network resources, shares, applications and banners, a process called
Enumeration.
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C2 CONFIGURATION MANAGER:

The National Computer Security Center (NCSC) is a United States govemment agency
responsible for performing software evaluaions. The DOD (Dept. of Defense) “ Orange
Book” bases its rating on aset of criteria that indicate how resistant a Network Operating
Systemis to atack.

In theWindows NT Resource kit, which has alot of tools for securing and enumerating,
is autility called Configuration Manager. You can use it to modify your system security
to comply with DOD C2 criteriaby using the following Micrasoft recommendations:

» FileSystems —All systemvolumes NTFS.

OS Configur ation — C2 compliant (cannot boot to MS-DOS).

0S/2 Subsystem — Remove.

POSIX Subsystem — Renove.

Security Log — Set to menually remove, so you can analyzethe logs for weird
behavior.

» Display Logon Message— “This is aprivate Network. UNAUTHORIZED and
MALICIOUS USERS will be punished by the Law”.

» Last User Name Display - Hide the name of theuser to logon.

» Shutdown Button — Don’t show the shutdown button in the Logon dialog box.

» Guest Account — Disabled.

» DriveLetters and Printers— Setup so tha only Administrators can assign
permissions.

DISABLE UNNECESSARY SERVICES:

NT allows any logged on users to connect to a port, bind to the ports usad by services
such as NetBIOS. The primary vulnerability to compromise Windows NT machines
comes fromtheservices NT runs which run in thebackground and lets NT recognize
different protocols, manage print servers, storage-devices, ec. You can save menory
and system resources by disabling the following services:

To disableservices, open the Start Menu and select Setting Option and Control Pand
and double click Services Icon

* Aleter and Messenger. Enables auser to send alert or pop-up messages to specified
users in thesame or trusted domain. Thethrea fromthese two services is ahacker's
social engineering atack, which heor she usesto convince usersto providether
passwords. Also, theAlerter and M essenger services causes the network to broadcast
current user's name in the NetBIOS table, and this might give the hacker or malicious
user avalid name to use in abrute force attack.

e Computer Browers. Letsyouview the shares of other computers on the LAN
through the Neighborhood icon. With NULL sessions established, a hacker or malicious
user can net view or some NetBIOS scanner to enumerae shares.

» DHCP Client. Disabling this service won’t prevent you from getting an IPaddress
through DUN.

* Net Logon. NT usesthisservice mainly invalidation. 1f you don’t use DUNto log
on to your computer, disable Net Logon.

* Network Dynamic Data Exchange (DDE) DSDM. Maintains adata-base of all your
computer’s shared connections.
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* Network Monitor Agent The Network Monitor service lets any Windows NT
machine act as a network sniffer, but requires Administrator level access. NT encrypts
the Network M onitor A gent password very weakly into adaalink library. Anyone with
read access to that DLL can obtain the password.

» Simple TCP/IP Services.Used totest gpplicationsthat use theWinsock API. A
hacker can create a malicious DOS atack with Simple TCP/IP Services enabled, by
sending UDP floods to the subnet broadcast address with the destination port of 19 and a
spoofed source | P address.

» TCP/IP NetBIOS Hdper. Thisservicehelps IPto NeBIOS name resolution. If not
networked, disable it.

* WINS Client (TCP/IP). Computer to |P address name resolution.

* NetBIOS Interface. Provides accessto File server. This layer presents aserious
security problemif left enabled.

» Spooler. Runsprinting service.

 NWLink NetBIOS. Disable this support if your configuration does not use the
NWLink protocol for NetBIOS.

* NWLink IPX/SPX Compatible Transport. (Not required unlessyou don’t have
TCP/IP or another transport).

» Schedule. Responsible for automatically running batch jobs a specified times, as the
systemaccount. A hacker can modify the schedule configuration account to run a Trojan
application.

ADMINISTRATOR ACCOUNT and LOCAL GROUPS:

Windows NT bases much of its security model around users and groups and the security
permissions, which you grant to those users, and groups. Carefully monitor and secure
the access privilegesto all local groups and the security their exposure.

o Server Operators. Users, who are members of this group, can shut down the server,
even remotely, reset the systemtime, and perform backups and restores.

» Backup Operators. Users, who are menbers of this group, can shut down the server
and perform backups and restores.

» Account Operators. Users, who are member of this group, can shut down theserver.
e Print Operators. Users, who are member of this group, can shut down the server.

It is important that you secure and monitor the acoess privileges of the local groups. If a
hacker gains accessto a Server Operator account and places aTrojan horse onthe server
that the hacker will activate after a remote shutdown, the Trojan horse could provide
Administrator privileges of the system. The default permission for the local groups is as
follows and need to be modified.

* Winnt, \System32. Server Operaors and Users can R, X files, display permissions,
and change some file attributes.

* \System32\Config. All Userscan list filenames.

* \System32\Drives, \System\Repl. Server Operator has full access rights (RWDXC).
* \System32\Spool. Server Operator and Print Operators have full access. All users
have R.

* \System32\Repl\Export. Server Operators can R and X files, display permissionson
files, and change someattributes. Replicator has R access.
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* \System32\Repl\Import. Server Operators and Replicator can R and X files, display
permissions on files, and change some file attributes. Users have R access.

The Administraior account is everyone’s dream, including our favorite friend, “the
hacker”. Users in the Administrator group have full access to all resources on a Server.
You should restrict Administrative access level to trusted individuals and monitor closely
for unauthorized activity. To minimize the potential for hackers to exploit account
security, Microsoft recommends configuring the following:

* Renamethe Administraor account to something obscure making it difficult for a
hacker to locate.

* Createadummy Administrators account with acomplex password and no users
rights, so as to give hackers a false target to atack. A hacker can still identity the
renamed Administrator account based on its SID, which identifies the trustee. A trustee
can be auser acoount, group account, or alogon account for a programsuch asa
Windows NT service. Monitor security events for failed logons attermpts, if hackers are
intemal users, you will know which workstetion they are using.

» |IScreates auser account, [lUSR_ <MA CHINE> account, which is the proxy account
for anonymous access to all Internet services configures in Internet Service Manager
(1ISM). If hackers guess your server's computer name, they will know the name of this
NT account. If you allow anonymous access, rename the account to something obscure
using adifferent naming convention. Updatethe 11S configuration in ISV with this new
acoount information; you must match the account username with the anonymous account
namein ISV. If you don’t provide public access to your site, disable the anonymous
acoount.

At this point we have securely configured file directories, user rights and permissions and
policies. The most common way hackers are able to gain access to the systemis through
regular system accounts. Oncethey gain access, whether they have administrative access
or not, they areableto use theaccount to enumerate information. So if a hacker & this
junction succeeds in breaking into your system, NTFS and the policies set will limit the
damegethe hacker can cause. Remember the rule, “discourage intruders, “like the lion”,
to leave your site and purse the easier prey”.

NETWORK SETTINGS:

The NT Server, TCP/IP, and Windows sockets are necessary for Internet access.
NetBIOS over TCRIP aredefined port numbers and functions contained in the Requests
for Comments (RFC). This allows the mapping of NetBIOS computer namesto IP
addresses. These ports are:

TCP
e 139 NetBIOS session. Ex. net use \Woo X xxx. ool ipc$“” /user:””
o 42- WINS-Windows Internet Name System.

UDP
e 137-nbname-Name Queries. Ex. nbtsta —A XXX XXX. XXX. XXX.
* 138-nbdatagramUDP datagram services. Ex. net send /d:domain-name.
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As far as threats are concerned, the majority of atacks on NT machines are focused on
TCP port 139 known as nbsession well known port. This shows aserious security holein
the NeBIOS layer if left enabled. Do NULL Sessions ring abell. You can usethe
Bindings feature in TCP/IP pr oper tiesto unbind or disable WINS Client (TCP/IP)
over the Server serviceon LAN Adapter (XXX 10/100 +Mini PCI), same as disabling
NetBIOS interface for the Setver serviceover TCRIP. In the Contrd Pand select
Networ k and choose TCP/IP Pr oper ties/Bindings/Ser ver -disable WINS Client
(TCP/IP) and LAN Adapter.

In asecurely high environment, lets not discount the other ports, both TCP and UDP.
Using the Advanced TCP/IP Setting button in TCP/IP pr oper ties, you can selectively
enableTCP, UDP ports, and IP protocols and disable all others on the nework interface
card. You should permit only ports over TCP and UDPtha the Web requires,
(80,8080.443) by Enabling Security in Advanced TCP/IP Settings. This packet
filtering isasimple and usable filtering function that the administrator can configureto
just let some I P packets reach theacdtual gpplications running on the system.

Since most of us are paranoid security professionals, for added security, changing port
assignments for well-known ports in ISM or Registry will do the trick, but make sureyou
informyour Technical support team which ports to use for service connections and adjust
new information in security filtering.

If routing is enabled, consider disabling it when settingup TCP/IP. The threat here is that
you run the seriousness of passing information fromyour internal network (Intranet) to
the Intemet. In Control Panel, open the Networ k icon click Protocd tab, select
TCP/IP and click Properties. Inthe Routing tab, clear the Enable IP For war ding box.

PROTECTING THE REGISTRY:

WARNING: Using Registry Editor incorrectly can cause serious problems that may
require you to reinstall your operating system. Microsoft cannot guarantee that problems
resulting fromthe incorrect use of Registry Editor can be solved. Use Registry Editor at
your own risk

The Registry is the Heart of Windows NT Operaing System, and is the critical location
for storing all sensitive information about the machine and users accounts. Beforeyou
add or modify aregistry value entry, backup the registry .

Use Regedit.exe to backup a key or sub keys, select thetarget k ey and choose Registry,
Export Registry File fromthe Menu Bar. In Export dialog box, enter filename. To

r estore theoriginal, open Regedit, choose Registry, Import Registry File and select
your Filename.

You can also use Regedt32.exeto back up the Registry, select the Target Key and
choose Registry, Save Key fromthe Menu Bar. In Save Key Dial og box, enter a
Filename. To Restor e, open Regedt32.exe, choose Registry, Restar e from Menu Bar,
and select the File content.
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The only users who should have Read-Write access to the registry are Administrators and
Super Users. If ordinary people have full access rights and privileges, unauthorized users
and hackers can edit the Registry and easily read the access control list for registry keys
HKEY_LOCAL_MACHINE and HKEY_CLASSES_ROOT. And check each entry
for write permissions. After changing the file associations, the hacker could install a
Trojan, which will forward informetion to the hacker when the systemreboots. Asa
paranoid security professional, review registry permissions on aregular basis and deny
registry acoess fromthenetwork.

In a High-Security environment you want to assign access rights to specific registry keys
in controlling user access. Acoording to Microsoft, some keys pose a danger to the
systemif a user maliciously manipulates them. Setting Special Access Rights will make
surethat the Everyone group has only certain permissions for important registry keys.
Run Regedt32, select the Key or Sulk ey, and then select Secur ity/Per missions and
choose Read rights.

* QueryValue. Theuser can read avalue entry.

e Enumerate Sub keys. Theuser can expand and read the sub keys.
* Notify. Theuser can audit notification events for akey.

* Read Control. The user can read a key’s security information.

Microsoft recommends the above values to have Access dlowed permissions of Read
access for the Everyone group:

The keysthat are considered important for securing the registry are:

« HKEY_LOCAL_MACHINESoftware. Locksthesystemthat can install software.

* \Microsoft\RPC (sub keys). Locks the RPCservices.

* \Microsoft\Windows NT\Current Version and the folloning Sub keys.
\Pr ofile List. Prevents users from bypassing mandaory profiles and run bogus
files placed in Startup folder.
\AeDebug. Controls what progranms are launched when process crashes.
\Compati bility.
\Driwers.
\Embedding.
\Fonts.
\Fonts Substitutes.
\GRE Intialize.
\MCI.
\MCI Extensions.
\PerfLib— This allows remote users to see performance data. Remove Everyone
group and give Inter active group: Read access.
\Ports (Sub k eys).
\WOW (Sub keys). Supports Window 3.x prograns by using COMM .DRV.
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SECURING EXECTUABLEKEY:

Here are other places where ahacker can run Trojan programns that can be loaded a
startup in NT. Assigning Reed access for the Everyone group will prevent attackers from
loading bogus goplicaions on your system.

HKEY_LOCAL_MACHINESoftwar e\Micr csoft\Windows\CurrentVersion
\Run
\RunOnce
\RunSer vices

HKEY_CURRENT_USER\Softwar e\Micr asoft\Windows\Curr entVersion
\RunServices
\RunSer vicesOnce

Check regularly for the presence of malicious commands.

» HKEY_CLASSES ROOT (Subkeys). Assignthe Soecial Keys allow access.

In addition to assigning rights to specific registry keys, theadministraor of a High-
Secure network, needs to set protection to the following Registry keys.
 HKEY_LOCAL_MACHINESystem\CCS\Contr ol\SecurePi peSer vers\Winreg.
This will restrict network access to the registry. The security permissions should permit
only administrator’s remote access.

\AllonedPaths. Will prevent an atacker frominserting his or her own allowed
pahs for anonymous access. The Everyone group to have Read access.

« HKEY_LOCAL_MACHINESystem\CCS\Ser vices\LanManSer ver\Par ameters

\NullSessionPipes. DWORD Value Add Winreg. Another protection layer that
restricts anonymous (NULL Session) logon to access the network registry through
“namedpipes”.

* HKEY_LOCAL_MACHINESystem\CCS\Contrd\LSA

\RestrictAnonymous. DWORD Valuel. Restricts the ability of anonymous
logon users (NULL Session), to list account names and enumerae shares. Also, enable
administrator account lockout to secure the Administrator account by runnirg
PASSPROP and selecting /ADMIN LOCKOUT. This will protect LSA passwords and
prevent users with administrator access from dumping informetion, you also have to
enable auditing and select Success for User and Group Management and view failed
logon Event 644, user account locked out.

\NoatificationPack ages. MUL TI_SZ Vaue “PASSFILT”. Enforcestronger
password requirements, which contain Upper, Lower characters, Numeral, Syntols.

\LMCompatihilityLevel. DIWORD Vaue (0,12,345).

* VaueO (default). Send both Windows NT and LM password forns.

* Vauel. Snd NT and LM passwords forms, only if server requests it.

» Vaue2. Neversend LM password form.

LM CompatibilityLevel allows clients to be configured to send only Windows NT
authentication (Challenge/ Response). Disabling LanManager (LM ) password Hash
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Support because 1) passwords are not case-sensitive, making themweak 2) no longer
than 7bytesand 3) useDES (Data Encrypted Sandard), all of which makes it easierto
crack. Window NT (Challenge/ Response) prevents users from sniffing clear-text
passwords. By using 7 or 14 Enforced Srong user passwords, since 8-13 characters yield
aweaker second hashes making it easy for a hacker to guess the first hash and crack it,
you can eliminate man in the middle attack with also having SV B enabled.
Unfortunately, this is not the ideal world because of the compatibility issue. If a
Windows NT client selects level 2 or aove, it cannot connect to workstations that only
support LM authentication. LSA stands for Local Security Authority. This is an intemal
subsystemwithin Windows NT that generates access tokens, manages the local security
policy, and provides interactive user authentication services.

\CrashOnAuditFail DWORD Valuel. C2 configuration Manager provides the
option to shut down systemwhen security audit log is filled up. With this setting the
systemwill shutdown when full audit is detected. You have to reset value to 1 after
clearing log and then rebooting.

\AuditBaseObjects. DWORD Valuel. Enables auditing for base system
objects, to start generating audits, enable Auditing and select “ Object Access’ in User
Manager .

» Enhanced Protection for Security Accounts Manager Database.
SystemKey adds an extra layer of security to passwords stored in the SAM daabase by
using strong encryption hash passwords using 128-bit systemkey. Once generated, NT
uses it to encrypt and decrypt all password data. Only Administrators can turn on system
key protection. Run SYSKEY .exe and Secur e theWindows NT Account Databaseby
enabling Encr yption. Specify the SYSKEYS's | ocation, either stored on Floppy or
Locally.

SECURE FIL ESHARING.
Windows NT filesharing service is provided by Secure Message Block (SM B) based
server and redirector services. The SM B protocol controls network and remote access to
server services. This important protocol allows users to accessshared directories, the
registry and other system services remotely. SVIB sends passwords across the wire in
clear text which a hacker can intercept the sessions and performa man in the middle
attack. By incorporating message signing into SVIB packet you can protect the users
passwords with digitally signed packets, which areverified by the server and workstation
Services.
« HKEY_LOCAL_MACHINESystem\CCS\Ser vices\LanManSer ver\Par ameters
\Enabl eSecur itySignature and \Requir eSecuritySignatur e. DWORD Value 1.
Will have the SVIB server respond to the client with message signing only.

e HKEY_LOCAL_MACHINBESystem\CCS\Ser vices\Rdr \Par ameters
\Enabl eSecur itySignature and \Requir eSecuritySignature. DWORD Value
1. Will allow clients to communicae with servers that support message signing.
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« HKEY_LOCAL_MACHINESystem\CCS\Ser vices\LanManSer ver\Par ameters

\AutoShareSer ver and\AutoShar eNorkstation. DWORD Value 0. For
another layer of protection, you can disable administrative shares and prevent
enumerdion attacks.

SECURING BASE SYSTEM OBJECTS:
« HKEY_LOCAL_MACHINESystem\CCS\Contr ol\SessionManager

\Pr otectionMode. DWORD Value 1. Enables stronger protection on base
objects. Inforns session menager that security on base objects should be a C2 level.

AT COMMAND (SCHEDULE)

The Scheduleservice is usad to run batch jobs autometically. To reducethe risk of the
Schedule service, reconfigure the schedule serviceto execute commands as a user with
lower access rights or in high security installations diseble entirely. Also, accessto the
key should only permit administrators to submit to run jobs.

« HKEY_LOCAL_MACHINESystem\CCS\Services\Schedule. In Security

Per missions allow only Administrator .

SECURING EVENT LOG:

Default configuration allows guest and null sessionsto view event logs. Restrict guest
access to these logs and assign ONLY administrator and system permissions.

* HKEY_LOCAL_MACHINESystem\CCS\Ser vices\Event Log\

\Application

\Security

\System. \RestrictGuestAccess. DWORD. Value 1.

DISABLECAHCHED LOGONS:

This isthe final location that Windows NT stores password hashes. The default

configuraion cachesthe last logon credential for users that have logged on interactively

tothesystem. Even though well protected, in ahighly secured environment, you may

want to disablethis feature.

« HKEY_LOCAL_MACHINESoftwar e\Micr csoft\Windows NT\CV\Winlagon
\CachedL ogonsCount. SZ ValueO.

At this point we have improved our system by focusing on the threats and added meny
layers of security. | wish this was the end of thestory, but in actual reality, it is just the
beginning. Installing and configuring your network to become bullet proof takes alot of
planning, once it’s done, thenext process is to monitor and analy ze possible breaches.
This brings me to the next and most important topics, “Auditing” and “ Passwords’

AUDITING:
Audits can informyou of actions that could pose asecurity risk and identify suspicious
activaes of users acoount. Windows NT by default disables auditing during installation.
The auditing policy should be include:

1) Wha theserver should log (user behavior, changes to files).

2) How long to keep theaudits.
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3) Whether you should turn on auditing for all machines.
Incressed auditing may generate network traffic and slow down your server, so be careful
in what you audit. Also, Windows NT saves the logs locally on adisk, if the machine is
compromised, the hacker will also menipulate the logs. Therefore you might want to
make copies of the log files onto protected centralized log-servers.
To activate NT security event logging, click the Star t button. Select Programs and
choose Administr ative Toal s, select User Manager and then select Polides menu
Audit option. The Audit policy lists the following events.

Logon/Logoff. Instructs the Event viewer to maintain local and remote logins.

File and Object Access. Maintains records of all files, directory, and printer access on
NTFS partitions. Once enabled, use Explorer to select auditing for individual files. (boot
files — Boot.ini, Ntdetect.com, Ntldr. Regedit.exe, Regedt32.exe, Atsvc.exe, Samhive,
Internals).

Use of User Rights. Reocord successful and unsuccessful uses of user rights.

User and Group Management. Maintains the users accounts the system administrator
or authorized users create, changeor delete. It also records changes of passwords the
user sets.

Security Palicy Changes. Maintains information of any changes to users rights.
Restart, Shutdown and System. For shutdowns and restarts for local workstetions.
Process Tracking. Information of program activaes, duplications, and process exits.

The following is Microsoft’s recommendation on settings for Auditing:

SUCCESS FAILURE

Logon/L ogoff. Disable Success
File and Object Access. Success Success
Use of User Rights. Success Success
User and Group Management. Success Success
Security Palicy Changes. Success Success
Restart, Shutdown and System.  Success Success
Process Tracking. Disable Disable

All audited logs are listed in the Event Viewer. Check your events for any suspicious
activates, like, failed logon atempts and date and time of logons, can be good indications
of intrusion.

PASSWORDS:

The most important topic of this pgper. Passwords arethe crown jewels for your
Network. To get access of the NT password, a hacker to have access to ausername and
collect clear text and hashes fromLocal Security Authority (LSA). Theattacker can
then performbrute force attacks, which are character combinations, in order to get the
password. However, the hacker must have physical access to the consoleor require
administrator access and trick the administrator to run a rogue programunder the
administraior account. To keep the hacker away from password files, which are stored in
a Seven locations: 1) HKEY _LOCAL_MACHINESAM,
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2) %Winnt%0\ System32\ Config\Sam.hive, 3) Emergency Repair Disk, 4)

%W innt%\Repair, 5) Backups, 6) Network, 7) Cached Logons, Physically secure your
server, so the hacker goes not have access to the file and force your users to regularly
change their passwords.
ADMINISTRATOR ACCOUNT:

The Administrator account is the most privilege NT account and is vulnerableto attacks
fromoutside and inside your network. To protect the Administrator’s account from
undesirables:

* Renamethe Administrator account that malicious users might not guess.

» Createanew Administrator account and add it to a group tha has no privilege access.
Also, give theaccount a long password (14 characters), which will be difficult to guess.
Enable failed logons in auditing and monitor attempts to login for the Administrator
acoount.

* Removethe Administrator account right to log in fromthe network, which will force
the Administrator to log into the network fromthe console. Therefore, you also force
hackers bruteforce attack to come fromthe console.

CONCLUSION:

Windows NT was designed to protect against security problens by providing security
Upgrades, Service Packs, and Hotfixes, for every timely vulnerability. As we know, an
NT system* Qut of the Box’, has significant security weakness that hackers or malicious
users can exploit. Without the Administrator privilege, a hacker has to usedifferent types
of methods to acquire an Administrator password, ranging from password guessing, to
social engineering. As we have seen, NT passwords have weakness in features tha
enable conpatibility with other Operating Systens. To reduce this vulnerability, NT
compensates by using the SYSKEY, disabling LM authentication and selecting quality
passwords. The last two options will increase security but reduce the networks
compatibility with non-NT clients and servers.

Secondly, Blocking access to TCP and UDP ports 135-139, enabling Security Filtering to
allow ONLY those ports and protocols necessary, and RestrictAnonymous access, will
prevent remote NT vulnerability by a malicious user.

TheWindows NT Operaing System has asecure security interface layer. It isthe
applications and legacy systems, which make NT vulnerable to atacks. Inorder to create
a secureenvironment, develop strong security policy and security awareness, will prevent
damegeto your system.

“Vulnerabilities are gateways which threas are manifested”, and the most imminent
threa come fromwithin.
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