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The Use of Intrusion Detection Technologies in Corporate Information
Security Policy Implementation and Enforcement

Abstrad: The implementation and use of information security technologies are having a
significant impact on corporae information security trends. For the first time in many years,
those reporting information security incidents are reporting more outside attacks than inside
attacks on corporae information. Security awareness, management atention, and enforcement
are among the likely reasons for this long-standing trend to change. Inthis paper, the author
presents apractical use for intrusion detection technologies as a technical control for corporate
information security policy implementation and enforcement. The definition, purpose, and
structure of corporate information security policy arepresented for context. A taxonony for IT
centric information security is offered to frame the discussion of intrusion detection
technologies. A specific example of current intrusion detection software enforcing information
security policy is presented. The impact this technology has on corporate information Due Care
is touched on. And, finally, this paper closes with some ideas and considerations for ongoing
research in thisarea.

I ntroduction: Information security is not new. In fact, formal methods for “ kegping asecret”
can be traced back to Julius Caesar. As Fhil Zimmerman lyrically notes in his text An
Introduction To Cryptography [1], “when Julius Caesar sent messagesto his generals, hedidn't
trust his messengers. So he replaced every A in his messages witha D, every B with an E, and so
on through the alphabet. Only someone who knew the “shift by 3’ rule could decipher his
messages....and so webegin” Fromthaose early times until now, the importance of information
security has remained vital. To operate effectively and to protect the value of the corporation,
businesses must understand the role of information security and information security
technologies. In fact, the 2001 CSI/FBI Conputer Crimeand Security Survey [2] suggests,
among other things, tha the long-standing trend of the overwhelming incidents of insider
attacks, as opposed to atacks fromoutside, to corporate information may be changing. It further
points out that unfortunately, the deploy ment of information security technologies alone is not
stemming thegeneral incresse in reported incidents of atack and further, thesurvival of business
organizations will require an goproach to information security the embraces both the humen and
technical dimensions of the problem

Information security and information security technologies aredifferent. Information security is
defined here asthe totality of policies, procedures, controls and practices to ensurethat the right
people get the right information, and only those people. Informetion security is a matter of
corporate posture. Every aspect of the corporaion’s operations impacts its corporate posture.
Personnel matters, facility operation, product development, services, project menagement, sales,
mergers and acquisitions, and many more, all require careful consideration and menagement as
all of theseareas effect the conditions under which information security is achieved, or not. At
the highest level, information security is part of overall corporate risk management. Information
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security technologies are (usually) automated methods by which information security policies,
procedures, and practices are implemented and enforced.

Corporate posture is a matter of leadership and management. Before procedures, practices,
controls or implementing technologies can be developed, put into use or acquired respectively;
the corporation’s leadership and management must define, document, gpprove, and disseminae
“what” isto bedone. Thisis the roleof policy.

Therefore, we suggest a fundamental premise for sound information security is - information
security policy comes first, then information security technology. This relationship may sound
ridiculously simple a first. Consider, however, tha most companies do not havea
comprehensive cross-functionally integrated corporate set of information security policies while
at thesame time they have extreordinary investments in information technologies, and in some
cases information security technologies. The reasons for this situation includethe rate & which
IT has grown, both in its own complexity, as well as thegrowth in the complexinterrelaionships
of IT and corporate activities that we have come to know as E-Commerce and E-Business.

Following our fundamental premise - information security policy comes first, then information
security technology — we present below the definition, purpose, and structure of corporate
information security policy. A taxonony for IT centric information security is offered to frame
the discussion of intrusion detection technologies. Next we present adiscussion on intrusion
detection technologies and provide asample of current commercial intrusion detection software
and then an exanmple of aspecific information security policy that the software may implement
and enforce. We next discuss, a ahigh level, the impact this technology has on corporate
information Due Care requirements. And, finally, this paper closes with some idess and
consideraions for ongoing research in this area.

I nformation Security Policy: Comprehensive information security policies arepart of an overall
corporate risk management strategy. The information security policy documents, in plain
English, the business processes and information contents and flows that require security and/or
integrity measures. They are documented references to maenagement decisions and commit ment
to Due Care.

Development of information security policy becomes confusing when policy writers attempt to
imbed an ingppropriae level of detail. Charles Cresson Wood, in his work Information Security
Policies Made Easy [3] writes, “ Policies are mandaory and can also bethought of as the
equivalent of an organization-specific law. Policies are distinct from, but similar to "guidelines,"
which are optional and recommended. Policies are higher-level requirement statements than
"standards,” although both types of menagement instructions require compliance. Policies are
distinct fromand considerably higher-level than "procedures’, which are specific operaional
steps or methods that workers must employ to achieve a certain goal. Policies are also different
from" controls" (also known as " countermeasures,” "security measures,” and "safeguards’),
which is adevice or a mechanism used to regulae or guide the operation of a machine,
apparatus, or system.”

Organizing, managing, and disseminating information security policies in across-functional
environment becomes difficult when there is no, or weak, structureto the policy set. The
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SafeCorps~ Information Security Policy Development Process[4] utilizes astraightforward
organization to what otherwise would result in an ad hoc collection of policy staements:

General Policies

Data Handling Policies

Physical Security Folicies

Human Resource Policies

Information Systenrs/ Technology Folicies
Product Development Policies

Special Operations Rolicies

The General Policies section is intended to document executive management concerns. This is
the section that establishes and charters the company’s information security teamas well as
establishing menagement’s intent and commitment to “Due Care’. The other sections provide
policy related to specific functional areas within the company. Notethat within this structure,
the policy document will provide high-level guidance for the more detailed aress such as
Information Systens/Technology and Product Development.  Each of those areas havespecific
detailed policies, procedures and controls that will be coordinated with and through the
information security team.

These moredetailed policies, procedures and controls provide aseparaechallenge. The
products, operation and language of informetion technology are complex. It is necessary to
define terms and provide organizational structure to this area. To that end we provide the
Information Technology (IT) Security Taxonony inthenext section of this paper.

| T Security Taxonomy: In order to provide clarity in the computer security product marketplace,
The Hurwitz Group, in the paper The Market Taxonomy for Distributed Security Managenent
[5], have developed and published a useful taxonomy for organizing the discussion of IT product
application. Motivaed by the fragmented and gpplication specific solution space, The Hurwitz
Group presents the I T security product space as shown below:

Data E .
Confidentiality/Privacy neryption

Application/Data Access Authorization

Inteqrity Control
User Account User/Group Single Authentication

integrity Administration Sign-0n
System Virus Detection Risk Intrusion Cantralized
Integrity and Prevention Assessment! Detection Auditing
Netw ork Firewalls | Communication
Integrity | | Security
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This taxonomy atemptsto group IT solutions into the five aress of Network Integrity, System
Integrity, User A coount Integrity, Application Integrity, and Data Confidentiality/Privacy .
Where: Data Confidentiality/Privacy focuses on creating a persistent and portable security
perimeter around datg; comprised mainly of encryption technologies. Application/Daa Integrity
focuses on the corporae daaassets and the gpplications that acocess them; comprised of acoess
control and authorization. User Acoount Integrity focuses on management of access points;,
comprised of user/group administration, singlesign-on, and authentication. SystemIntegrity
focuses on security of individual systems, databases, and gpplications; comprised of virus
detection and prevention, risk assessment, intrusion detection, and centralized auditing. And
Network Integrity focuses on the integrity of the external security perimeter and is comprised of
firewalls and communications security.

This isas good an IT product organizational deviceas any in the literature and we will adopt it
for the IT focused portion of this discussion. To extend thistaxonomy into an Enterprise-level
solution space, we add the foundational layer of the Information Policy andi Security
Requirements as shown below. As described in the section above, the Information Folicy
documents, in plain English, the business processes and information contents and flows tha
require security and/or integrity measures. Thei Security Requirements facilitates asystems
engineering goproach to requirements compliance and traceability .

b
Data

c )

o Confidentiality/Privacy Encryption

O  Application/Data Access Authorization

= Integrity Control )

> . | -

g User Account UseriGroup Single Authentication

e Integrity Administration Sign-0n

..2‘ System Virus Detection Risk Intrusion Cantralized

= Inteqrity and Prevention Assessment Detection Auditing

>

8 Metw ork Firaw alls Communication

(9] Integrity | | Security |
Information Policy

| ntrus on Detection: Asdepicted above, Network Integrity focuses on the integrity of the
external security perimeter and is comprised of firewalls and communicaions security. This can
bethought of as the first lineof defense. System Integrity focuses on security of individual
systems, databases, and gpplications. Comprised of virus detection and prevention, risk
assessment, intrusion detection, and centralized auditing, this areaprovides the second line of
defense.

Specifically, Intrusion Detection (ID) technology atemptsto monitor, assess, and determine
“unauthorized” behavior within the system. Once the unauthorized behavior is detected, ID
technology logs the behavior (using intemal functionality or working with other auditing
technologies), then the ID system* may” cause action to take place to stop the unauthorized
behavior. This latter functionality is sometimes referred to as Intrusion Prevention, depending
on the action taken.
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Unauthorized behavior within asystemis essentially anything you don’t want the systemto do.
It usually takes the formof repeated attenpts at passwords, atempting to gain certain system
privileges, executing arbitrary commands, running specific software, and consuming computing
resources leading to denial of service. The logging feaure is required for post event analysis and
possible evidence gathering in case of a malicious atack.

ID technologies have been developed to monitor the host computer on which they run (Host-
Based ID Systems) while other systens have been developed to monitor network traffic between
host computers (Network-Based 1D Systems). Host-Based systens often are tightly coupled to
the operating systerrs of their hosts and attempt to detect malicious behavior directly. Network-
Based ID systens attempt to deduce behavior based on the content and formeat of the data on the
network.

Further, certain 1D systens are adgptive, while others are signaturebased. Adaptive ID systens
(A-IDS) attempt to monitor the system or network and given certain heuristics or expert input,
identify or leam what “normal” traffic is and then “alert” on abnormal traffic. Signature based
ID systems (S-IDS) are designed to compare traffic and/or “stat€’ data against predetermined
paterns or “signatures’ and then “alert” on those conditions. There are relative advantages and
disadvantages to both gpproaches.

A-1DS promise self-learning and complete customization. In practice, however, A-IDS require
great expertise in the installation and running of these systens. In fact, these systens formthe
foundation of most of the advanced research into ID Technologies in general. This research is
primarily govemment funded. Robert Durst, et al, in their paper titled Teging and Evaluating
Computer Intruson Detection Systems [6], present current, ongoing research efforts hosted by
the U.S. Air Force.

S IDS are generally simpler and are the current focus of most commercial product developments.
These systems work very much like virus scanner and detection systens. They use
predetermined pattems and sequences, which have come to be known as exploits. These systenrs
are generally faster and don’t generate as many false positives because they know exactly they
are looking for, the predetermined patterns. However, like virus scanners and detectors, they
can’t detect something they don’t know about and require constant update of the signature
daabase to remain effective or even useful. Advanced products using stateful technologies, that
is, understanding content flow and not just isolated patems are continuing to emerge and
provide a more sophisticated gpproach. They too required updates and maintenance of the
signature databases to remain effective.

There are a growing number of ID systems available. Below is asample of awebsite that tracks
ID development projectsand |D Products (http:/www-rnks.informatik.tu-
cottbus.de/~sobirey/ids.html) [7].
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Michael Sobirey's Intrusion Detection Systems page j

- Carremtly 92 hodt- and nebwork based Intracion Detection (& Respome) Sysiems -

Remark: Thes ks contens no (Eearstern baned) micprty checker aed mo homeypela

ID technologies do not assume an outside atack. In fect, unless the ID systemis built into a
router or firewall, the operational assumption istha the Firewall perimeter has already been
breached, or, that the atack is fromthe inside. This is a fundamental and an important feaure as
the system privileges granted to legitimate users generally providedirect access to sensitive
information or critical system resources. Further, users of corporate assets may configure or
change configurations of systems and unknowingly violate corporate policy or create system
vulnerabilities.

A closer look & two commercial offerings provided some interesting examples of the general
technology. Note, theauthor does not intend this pgper to be a formal product evaluation.
NetProwler [8] from Axent (now merged with Symantec) isa Network-based S1DS utilizing a
novel (paent-pending) Stateful Dynamic Signaure Inspection technology to engble users to
design unique attack definitions. NetProwler agents dynamically accept only those attack
signatures associaed with the OS and gpplications that are being defended. A Host-Based S
IDS, entercept [9] fromentercept, Inc. (formerly ClickNet) provides unique, kemel coupled,
agent based detection and control feaures cagpable of preventing unwanted actions rather than
reacting to events that have already occurred, like many products on the market. Further, and
most important to this discussion, is the ability to administer the product using asecurity policy
paradigmthat makes the relationship to corporate information security policies very
straightforward. This feature is key as most of these products will stay abresst of attack methods
and signaures as anormal course of business, or they will go out of business. The security
policy paradigm used to administer entercept, fecilitates the implementation of higher-level
policies and naot just focus on the attack detection and related activities.

The relationship between information security technologies to policy enforcement can be
confusing because information systems administrators use the word policy at a lower level of
abstraction, the control level, than do corporate information security policy writers. The
information systems administrator needs to configure systens, in this case ID systens to react to
each separate signature in the database (or accept adefault). The activity usually requires the
choiceto do nathing, log the event, alert someone, and/or take some drastic action such as
terminate the offending process. Each of these is called apolicy by the SYSADMIN. W heress
the corporate information security policy writer may simply state, “All intemet users must run
their intemet browser software with Java Script disabled.”
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Understanding the role of intrusion detection technologies in corporae information security
policy implementation and enforcement requires:

o

Understanding the purpose and structure of corporate information security policy
Understanding the hierarchy of information systems and some form of information
security taxonony

A fundamental understanding of intrusion detection technology and products

The desire and ability to bridge the language gap, and sometimes the technical gap
between corporae information security policy writers and information systems
administraors

N

W

If we understand each of the above requirements, we can then say with assurance, “intrusion
detection technologies are automated methods by which informeation security policies,
procedures, and controls are implemented and enforced. They arepart of the second line of
defense once and if the primary security perimeter has been breached. ID systens do not assume
the atack or misuse comes from outside the conpany allowing for control implementation
regardless of theorigin of the attack or misuse. | can use ID technology to enforce corporate
information security policy.”

Palicy and | mplementati on/Enforcement Example: As discussed above, there are & least
conoeptual differences in what the corporae information security policy writer and the
information systems administrator mean when each uses the word “policy”. To illustratehowto
bridge the gep, we present the exarmple below:

Consider the corporae information security policy, “All intemet users must run their intemet
browser software with Java Script disabled.”

The implementation of this policy can take the form of periodic security policy requirements
meetings with staff and repeated requests fromthe systems security administrators, physical
inspection and identification leading to individual default setting, and, if indicated, disciplinary
action. The problemwith this goproach is obvious for facilities of any significant size. The
period between meetings and inspections may be too long to be effective. Theability to
individually spot and change browser settings is problematic sincethey areeasy to change back.
And, the manpower requirement is costly. This goproach is less and less effective in relation to
the size and growth of an organization.

Using ID technology, in this example a Host-Based S-IDS like entercept, as mentioned above, to
implement and enforce this policy, the administrator, fromthe control console sets each host (by
the use of an agent) to terminate the launch of the browser (Netscape or Internet Bxplorer, etc.)
upon reading default settings and finding Java Script enabled. This prevents abrowser tha is in
violaion fromeven running. The policy is implemented, and more importantly, enforced
directly.

This gpproach eliminates several of the problems with the physical inspection goproach. The
period of inspection is irrelevant as each machine implements the policy directly every time the
browser in launched. Theuser can’t changethedefault, and if they do, it won't run. Other than
periodic policy administration updaes, the manpower necessary is minimal. And, the solution
naurally scales with the size or growth of the organization.
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| mpact on Due Care: Due Care can by thought of as a functional opposite of Negligence.
Actually, Due Careis alegal term of art and has many subtle meanings that continue to be
interpreted in the Courts. To demonstrate Due Care in an Information Security discussion, means
to have the Policies, Procedures, and Controls that clearly show management direction and
commitment as well as operational activities that are, at a minimum, considered “standard” in
one’s industry. Demonstrating Due Care is both a competitive advantage (when your
competitors are lagging behind your processes) as well as alegal risk mitigation strategy .

Intrusion Detection Technologies are becoming more robust, essier to deploy, less prone to false
alarms and resource consumption, more readily available for all computing plaforns and
networks, and less expensiveday by day. It issimply a matter of time, and probably ashort time
before ID is considered a“standard” control technology in a Due Caresense. In fadt, citingthe
2001 CSI/FBI Computer Crimme and Security Survey [2] again, 61% of respondents have installed
ID systems. If you are not using some form of 1D soon, you had better have areal good reason
why.

Further Research: Significant research in this area continues. Both government and

commercial sectors have a vested interest in the improvement of intrusion detection
technologies. We offer two thoughts below:

First, integration of intrusion detection technology into commercial operating environments
would be made easier if ID product companies would consider, develop, and offer setup scripts
that would allow the typeof policy implementation and enforcement that was discussed in the
example above. Windows 2000 for example has security administration features similar to this
suggestion. Thereis grea complexity, and possible liability issues for product companiesto
solve this problem, but the issue is so important that it should be considered.

Second, for large systens or installations a 1% false alarm (false posttive) rate can generaetoo
much data for analysts to handle. Any research leading to new techniques or refinements of
existing techniques that reduce false positives will advance the ID state of theart. It is
interesting to consider a what point does the ID systemitself become aparticipant in a Denial of
Service attack (as the ID systemitself consumes systemresources). This is something to
consider when installing 1D software on ahost system
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