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SADMIND/IISWorm

Intr oduction

According the C|Net’s News.Com, a list of 8,800 intemet addresses were sent to
attrition.org in the first three weeks in May of 2001." These computers had been
compromised by the sadmind/iis worm. This worm begins as an exploit on a Solaris
server. Thesadmind daemon is installed by default on certain Solaris operating systens,
and on systers with Qun Solstice AdminSuite installed? Sadmind is “installed in
/ust/sbin and can beused to coordinate distributed system administration prograns
remotely.”®

Once the Solaris server is compromised, the wormtravels the Intemet looking for other
vulnerable Solaris systens and susceptible computers running Microsoft’s 1S servers.

When avulnerable 1S server is identified, the home page on the server is replaced by an
anti-US government webpage.

This paper will outline some of the ways in which this exploit can be identified,
prevented, and in theevent of infection, dealt with.

Prevention

Both Microsoft and Sun Microsystems have identified the respective exploits and
released paches for them. To immediately protect a PC running 11S4.0 and 11S 5.0,
disable the webserver.

If you do not need to use the administrative functions of sadmind, remove or comment
out thesadmind line in /etd/inetd.conf. This will disable the daemon.

Altematively, you can goply patchesto both servers to solvethe problem. Patchesare
available to all Sun Microsystens customers &:

http://susolve.sun.conypub-cgi/show.pl?target=pat ches/pat ch-license& nav =pub-patches

The Microsoft patch for the “Web Server Folder Traversal” vulnerability is available &:

http://www.microsoft.com/technet/security/bulletin/fg00-078.asp

! http://news.cnet.com/news/0-1003-200-589363 1. html

2 For further information on the OS versions tha are vulnerable, see http://sunsolv e.sun.com/pub-
cgi/retri eve.pl ?doctype=coll & doc=secbul|/191& ty pe=0& nav=sec.sbha

3 http://www. cert.org/advisori es’CA -1999-16. html
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This patch is for both 11S4.0 and 11S5.0. Alternatively, Microsoft relessed apach on
May 14, 2001 that rolls all the 11S patches that they have relessed since Service Pack 5
for 1S4 and to date for 11S 5 (for Windows 2000) into asingle cumulativepach. If you
are not sure exactly which patches you have goplied to your servers, this cumulative
pach isagood way to insurethat you are up-to-date. The cumulaivepach is available
for 1S4 here:

http://www.microsoft.cony Downloads/ Release.asp?Releasel D=29787

And for IS5 here:

http://www.microsoft.cony Downloads/ Release.asp ?Rel easel D=29764

This exploit is almost always preceded by ascan of the network that would report that a
certain |P address was performing http accesses on the network looking for exploitable
webservers.

Detection

This exploit can be detected by packet sniffers or intrusion detection software. Oncethe
initial Solaris systemis exploited, this wormtravelsthe Intemet looking for more Solaris
unpatched 11S servers to atack. The worm starts checking each system on your network
searching for 11S Servers susceptible to the vulnerability.  Using Etherpeek, the logs
reveal an unsuccessful attenpt to compromisean Il1Sserver:

05/11/2001 16:27:10

http://xxx. xxx. xxx/scripts/ ..%c0%af ../winnt/system32/cmd.exe?/c+dir from
05/1/2001 16:27:10

http://xx. xxx. xxx/scripts/..%c1%9c. /winnt/system32/cmd.exe?/c+dir from
05/1/2001 16:27:10

http://xx. xxx. xxx/scripts/..%c1%1c. /winnt/system32/cmd.exe?/c+dir from
05/1/2001 16:27:10

http://xx. xxx. xxx/scripts/..%e0%80%eaf ../ winnt/system32/cmd.exe?/c+dir from
05/11/2001 16:27:10

hittp://xx. xxx. xxx/scripts/..%f0%80%80%af ../ winnt/system32/cmd.exe?/ c+dir
from
05/11/2001  16:27:10

hittp://xx. xxx. xxx/scripts/ ..%f 8680%80%80%af . /winnt/system32/cmd.exe?/c+d
ir from
05/11/2001 16:27:10

http:/ /3. xxx. xxx/scripts/..%fc%80%80%680%680%af ../ winnt/system32/cmd .exe?
/cdir from
05/11/2001 16:27:10

http://xx. xxx. xxx/'msadd/ ..%e0%80%%af ../ ..%e0%:80%af . / ..%0e0%80%af ../ winnt/s
ystem32/cmd.exe?/c+dir from
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Onecan see fromthe speed with which this hammering of the systemis occurring that
this is not a manual process. The wormis atempting a buffer overflow to gain root
access to the atacked system so that it can replace the home page with the hacked home
page. Onecan also seetha thestring that is forced into the web browser gets longer and
longer before the wormfinally gives up and progresses to thenext victim.

Wha follows is the EtherReek log for asuccessful attempt where the wormgains root
accesstothe I1S Server onthe Windows NT system:

05/11/2001 16:27:10 http /3. XXX Xxxx from

05/1/2001 16:27:10

http://xxx. xxx. xxx/scripts/..%c0%af ../ winnt/system32/cmd.exe?/c+dir from

05/1/2001 16:27:10

http://xx. xxx. xxx/scripts/..%c0%eaf ../ winnt/system32/cmd.exe?/c+dir+..\ from

05/1/2001 16:27:10

http://xxx. xxx. xxx/scripts/..%c0%af ../ winnt/system32/cmd.exe”?/c+copy Awinnt\s
ystem32\cmd.exe+root.exe from

05/1/2001 16:27:10

hittp://xxx. xxx. xxx/scripts/root.exe? c+echo+*<html">"<body +bgcolor%3Dblack
ASNPINSADINSADINSA<DIASNPrA>N<pri>N<teble+width%e3D 100%">N<td > N<p+ali
agn%3D%22center% 22> <font+size%3D 7+color%3Dred">fuck+USA +Government A</
font">"<gr">"<td">"N<p+align%3D%22center% 22" >"<font+size%3D 7+color%3Dred>
fuck+PoizonBOX <tr">"<td">"<p-+align%3D%22cent er%22">"<font +size%3D4+color
%3Dred">contact:sysadmen @y ahoo.com.cn*</htm~>>././index.asp from

The wormthen goes on to replace any of the following pages it finds with the hacked
page:

indexhtm, default.asp, default.htm, index.asp, index.htm

It places the hacked page into the root of the inetpub directory, and then into the
subdirectories, if available: wwwroot, ftproot, webpub, scripts, and 11Ssamples.
Addditionally, it places an executeble called root.exe in the scripts subdirectory to
provide aback door.

If you are lucky enough to catch this exploit when it is hgppening, you can blockthe IP
address from access to your nework, thus minimizing the damege of this particular
attack. If this hgppens after hours, or if your intrusion detection has not informed you in
atimely manner, it is recommended that you have away of detecting the presence of
rogue webpages on your webservers across the network. If you have some identifying
text (i.e. you know wha the hacked page says) you can write ascript to troll through your
entire network and use lynx (a text-based browser) to download every default webpage in
your domain and search themfor words in the hacker’s substitution page.
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Another preemptive course of action is to scan your network looking for vulnerabilities in
your web servers. Thereare anumber of free scanners that do varying levels of nework
auditing— among them SARA, SAINT, and Nessus. Besureyou have permission to scan
beforeyou do so.

If You Are Hacked

The first thing to do upon discovering ahacked systemisto remove it fromthe network.
This prevents the worm from moving on to ancther systemif it is replicating.

At this point, you must notify the ISSO of your organization, or another responsible
party. You should havea checklist of peopleto notify along with altemates. Ideally, this
should be done by someone who is not involved in cleaning up the systems as this may
betime consuming and can take place while clean up efforts are ongoing. In alarge
organization, it is helpful to have alist that identifies all the machines in an organization
and the corresponding support person who is responsible for the machine. In most cases
email is used to notify the gopropriate people— it is helpful if information concerning a
hack is coming fromonly one person. Otherwise, there is mass confusion.

Take asnapshot of the attacked system so tha you can preserve wha happened. Spin the
sngpshot to tape and put it in asafeplace. Inalarge organization, where many people
may be involved in cleaning up individual machines, it is helpful to have one person who
issues instructions for how to clean up after any attack. Instructions should be clear and
easy to follow.

Luckily, the damage causad by this hack does not necessitate a complete rebuild of the
hacked system, although if you have those resources in placeyou can restore the systems
to a pre-hacked state fromtape. In many instances this hack goes unnoticed for awhile
especially on desktops tha have personal web server installed by default. By checking
the security event logs on NT systenrs you can see when the hack occurred and restoreto
aday prior to the attack.

To clean up an atacked conmputer, copy the contents of the inetpub directory to another
part of the harddrive and reinstall the web server. Reinstall the inetpub directory toa
drivethat is not the systemdrive. Delete the |1Ssamples directory. Restore legitimate
files to thenew inetpub directory and save the hacked directory to a zip drive or cdrom
Deletethe hacked directory fromyour computer. Consider the necessity of running a
webserver on your desktop. If you can get web space on a professionally managed
server, do so.

If it is not possible to disable the web server, gpply thecumulative patch to 11S4.0or IS
5.0 referred to above. Consider restricting accessto your webserver to |P addresses
inside your network through the Microsoft Management Console. To do this, right click
on thevirtual directory your web site resides in. Choose properties and then click on the
Directory Security teb. Edit IP Address and Domain Name Restrictions and deny access
fromall except IP addresses within your nework. Take this opportunity to make sure
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you are up-to-date on operating systemservice packs and hotfixes as well. If you arenot
running SP6aon your NT machines, install this upgrade. Go to
http://www.microsoft.comysecurity and click on Bulletins inthe left panel. Enter your
operding systemand the service pack you are currently using. The list tha is returned
are all the hotfixes published since the release of your service pack level. Apply all the
hotfixes for your operaing system and the cunulative patch for your version of I1S.

Get permission to do so, but scan the machineyou have just pached to makecertain it is
protected fromthis and other vulnerabilities. Continue patching until the machine scans
clean. Resolve to keep up with security patches and updates in the future and make a
case for the commit ment of additional resources to security in your organization.

All actions conceming the hacking incident should be logged. Inalargeorganization it is
agood ideato open aticket on each infected system so that those who work on it can log
their actions. It is agood ideato conduct apost-mortem of the incident that reviews
actions taken during the incident and make suggestions as to how things might have been
handled differently. The lessons leamed from asuccessful attack can sometimes more
easily be worked into apolicy statement if onedid not exist before the incident.

Conclusion

Both the Solarisand the 11S exploits used by the ssdmind wormwere old. This was not
something new that could have taken everyone by surprise. It was old news, and the
fixes for combating it were in place. In this case, the successful defense was aboring
defense —to keep up with OS and software fixes. It is dull work but if it is done properly
and consistently it will help protect your organization along with other defensive
mechanisms such as a complete auditing policy, abackup strategy and a firewall.
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