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Overview

Loanaranger.tld sells a loan management package used by financial institutions.
The purpose of the audit is to the validate the assertion of a third party software
developer that the version update to the Loanaranger software application
provides encryption of the data while transiting the network between a Windows
PC client and the central Windows 2003 Standard server. A previous audit
obtained by Loanaranger.tld showed that the traffic was encrypted in the earlier
version of this same software.

The scope requested by Loanaranger.tld management was to exclusively
validate the encryption on the network. The scope was increased by agreement
to include a vulnerability scan of the Windows 2003 server to determine if it
continues to conform to the previous baseline.
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Part #1 (01.0) Research in Audit, Measurement Practice, and Control
Part #1 (01.1) Identify the System to be Audited
Client (End User) PC - Not In Scope

The Loanaranger client application can be deployed on any Windows PC
operating system from 95 to XP. The third party software developer terms the
application a ‘Thin Client’. Deployment frequently involves multiple branch
premises communicating through a VLAN or VPN operated by the consumer and
constituting a secure LAN within the financial institution. The client system (PC)
operating system security is out of scope for this audit.

The client application consists of a single compiled executable and one
configuration file (.ini). The contents of the configuration file are clear text
(ASCII). Two discrete entries in the configuration file contain sensitive
information.

1) One entry contains the ‘FQDN name’ (Fully Qualified Domain
Name) of the remote server pointing to the external firewall
(WAN) interface of Firewall One. See Appendix A.

2) One entry contains the unique TCP port number which is
common to all PC systems operated by a single consumer of
Loanaranger software.

Possession of the configuration file contents would require possession of a valid
USERID and PASSWORD in addition to the Loanaranger executable client to
constitute a security threat.

Server — In Scope

A single Windows 2003 Standard server hosts data for multiple financial
institutions. Borland Interbase version 6.0 [http://www.borland.com/interbase/]
and Asta version 1.0 [http://www.astatech.com/index.asp] are implemented on
the server. Interbase is an SQL database application. Asta is implemented as a
service listening on server TCP ports. The Asta components are embedded in
the compiled executable aboard both the client PC and central server.

In this implementation Asta passes the SQL queries from the client PC system to
the central server and returns results from the Interbase database.

Interbase is outside the scope of this audit. The Asta server is configured to
exclusively accept traffic from TCP ports at IP Address 192.168.8.12. A single
discrete port is allocated for each remote financial institution. Multiple PC clients
can have simultaneous connection to the single TCP port.
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The traffic between the client PC and the central server is in scope for this audit.
Traffic on the TCP Port for the test system (in this case port 9090) will be
captured and reviewed for content.

By agreement the scope includes vulnerability scanning of the Windows 2003
Standard server. The client administration staff periodically executed an audit
scope against this server using Nessus. An additional scan will be executed with
Qualysguard and a comparison of results presented to Loanaranger

management.

Network Diagram Test Configuration
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Part #1 (01.2) Evaluate the Most Significant Risk to the System

The Loanaranger system is not a critical (Tier 1) business system. Information
products (paper reports) from the Loanaranger system are utilized for regulatory
disclosure, monthly and board-of-directors reporting functions. These are
internal business functions and paper reports can be replaced with modest
difficulty and low cost substitute processes.

Any core financial processes are implemented on other servers responsible for
day-to-day transactions and business operations of the financial institution
operating Loanaranger.

The data contained in the Loanaranger system is located on paper based
records maintained within the financial institution without exception. The reports
and information products produced by the system can be produced manually.
The balances and values calculated by the Loanaranger system are cross
checked against information products from the Tier 1 core business systems.

Description of Risk Source Likelihood | Consequence Risk
(1=Low)
Data in Transit on Network
- Checklist Item T2 MEDIUM MEDIUM 6
Server

Audit Local Policy

- Ensure Event Logs Contain Account Logon Audit

- Checklist A3 MEDIUM MEDIUM 7

Physical Risks

— Server damaged or stolen

— Unauthorized persons gain access to console
- Checklist Items P1 LOW LOW 2

Administrative Risks

— Configuration degraded
- Checklist Items Al, A2 HIGH HIGH 8

Remote Access Risks

— Attacker obtains access
- Checklist Items T1, T7 HIGH HIGH 8

Operating System Vulnerabilities

— Attacker obtains access or degrades configuration
or service using wide variety of vulnerabilities and
exploits
- Checklist Items T1, T3, T4, T5, T6 MEDIUM MEDIUM 7

Technical Checklist Items, T1, T2, T3, T4, T5, T6, T7
Administrative Checklist Items, Al, A2, A3
Physical Checklist Items, P1
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Significant Risk Description

Threat Insecure Windows Operating System
Capacity to inflict HIGH — using the default settings for Windows 2003
damage Standard server leaves the system open to exploitation

by reasonably unskilled attackers. Example - the default
setting allows anonymous FTP access enabled.

Major information Data used to produce reports is stored in the back end

asset (Interbase) database. Loss or unavailability of this data
precludes producing reports with the system.

Major Vulnerability Operating system vulnerabilities are a broad category of

issues. The dynamic nature of operating systems
involving patches and upgrades presents opportunity for
new exploits with increasing frequency. Example: Guest
account access is not disabled and a potential attacker
could gain access and with proper exploit tactics
escalate the account privilege.
Control Objective Verify configuration implements ‘best practices’
recommended for known vulnerabilities and exploits for
Windows operating system. Test against the SANS Top
20 vulnerabilities:

W1 Internet Information Services (11S)

W2 Microsoft SQL Server (MSSQL)

W3 Windows Authentication

W4 Internet Explorer (IE)

W5 Windows Remote Access Services

W6 Microsoft Data Access Components (MDAC)

W7 Windows Scripting Host (WSH)

W8 Microsoft Outlook and Outlook Express

W9 Windows Peer to Peer File Sharing (P2P)

W10 Simple Network Management Protocol (SNMP)

Risk HIGH — well publicized avenues of attack with
‘exploitation kits’ readily available

Compliance Vulnerability scanning

Test T1, T3, T4, T5,T6, T7, Al, A2

Objective/Subjective

Reference

RESULTS - Complete after execution

Test Successful?
Detailed Results
Stimulus Response
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Significant Risk Description

Threat Unencrypted information in transit on network
Capacity to inflict HIGH — the client / server model of deployment requires
damage that user input, database queries and responses are sent

between the client (end-user) PC and the central
Windows 2003 Standard server. If this data is not
encrypted it is likely that reasonably untrained attackers
can utilize shareware tools and capture the information.
Major information Information on customers of financial institutions

asset frequently includes sufficient information to facilitate
identity theft. Additionally the Loanaranger.tld
information products could be used to produce significant
competitive advantage for those competing with
customers of the financial institution in the business

place.
Major Vulnerability Data is not encrypted in TCP packets
Control Objective Ensure executables provided by the 3™ party software

vendor encrypts the data between the client (end-user)
PC and the central Windows 2003 Standard server.

Risk HIGH — UserID and Password information along with
SQL requests in clear text can be exploited against the
server. This would require having direct physical access
to an account authorized to execute SQL queries or a
copy of the Loanaranger executable software.

Compliance Network Protocol Analysis
Test T2

Objective/Subjective

Reference

RESULTS - Complete after execution

Test Successful?
Detailed Results
Stimulus Response
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Part #1 (01.3) What is the Current State of Practice?

Shareware and Commercial Audit Tools - GNSA Practical v. 3.0

Tool Purpose Source for Info. Type of Tool
ISS’ Internet | Vulnerability http://www.iss.net/products_services/enterpris | Commercial
Scanner Scanner e_protection/vulnerability_assessment/scanne
r_internet.php
Tcpdump Network www.tcpdump.org Shareware/Freeware
Protocol
Analyzer
Nmap Network Port | www.insecure.org/nmap Shareware/Freeware
mapper
HFNetChk | Windows OS www.microsoft.com/technet/security/tools/hfne | Shareware/Freeware
Security Patch | tchk.mspx
Status
John the Password www.openwall.com/john/ Shareware/Freeware
Ripper Cracker
LOphtCrack | Password www.evadenet.com/downloads/lophtcrack.sht | Shareware/Freeware
Cracker ml
Router Audit | Router http://www.cisecurity.org/bench_cisco.html Shareware/Freeware
Tool (RAT) Configuration
Analysis
Toolset Selected for This Audit
Qualysguard | Vulnerability www.qualys.com Commercial
Scan
Nessus Vulnerability http://www.nessus.org Shareware/Freeware
Scan
Ethereal Network www.ethereal.com Shareware/Freeware
Protocol
Analyzer
Microsoft Windows OS http://www.microsoft.com/technet/security/tool | Shareware/Freeware
Baseline Security Patch | s/mbsahome.mspx
Security | Status
Analyzer
V1.2

Toolset Selected for This Audit

Qualysguard is a commercial vulnerability scanning tool. It has features which
are available in shareware / freeware products. The Qualysguard scanner is was
selected for this audit and the results will be compared to the Nessus product
(briefly) for the purposes stated in the scope. Features in Qualysguard produce
network maps (similar to Nmap), it uses brute force password cracking (features
similar to Brutus (http://www.hoobie.net/brutus/index.html) and there are many
more examples. Qualys provides over 3400 vulnerability tests at this writing.

Nessus is a shareware / freeware vulnerability scanning toolset. It has over 2100
[http://cgi.nessus.org/plugins/dump.php3?viewby=family ] vulnerability plug-ins at this

writing. The administrative staff for Lonaranger.com is presently using Nessus. The
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comparison to Qualysguard will give management the ability to assess the sufficiency of
the tactics used by the administrative staff.

Ethereal is a network protocol analyzer and was selected over TCPDUMP due to
easy availability on the Red Hat ‘Fedora Core 1’ test platform prepared for this
audit. Ethereal has an excellent selection of protocol decoders
(http://www.ethereal.com/docs/user-quide/x56.html). None are required for this
audit.

“The Microsoft® Baseline Security Analyzer (MBSA) is a tool that allows users to
scan one or more Windows®-based computers for common security miss-
configurations. MBSA will scan a Windows-based computer and check the
operating system and other installed components, such as Internet Information
Services (IIS) and SQL Server™, for security miss-configurations and whether or
not they are up-to-date with respect to recommended security updates. “ quote
from their site at (http://www.microsoft.com/technet/security/tools/mbsawp.mspx).

Alternative useful toolsets not selected for this audit.

“‘Nmap ("Network Mapper") is a free open source utility for network exploration or
security auditing. “ quoted from their website (reference above). This is a useful
tool but with the diagram (Appendix A) there is no uncertainty as to LAN topology
in the scope of this audit. The tool was not used for this audit.

HFNetChk v3.82 is available through the command line interface of the Microsoft
Baseline Security Analyzer (MBSA) Version 1.1.1. This tool has not been
selected for this audit. It is useful to confirm the status of patches and hot fixes
for Microsoft Windows operating systems.
http://www.microsoft.com/technet/security/tools/hfnetchk.mspx

TCPDUMP was not selected for this audit. http://www.tcpdump.org/ It is a useful
tool with similar features to Ethereal. TCPDUMP will ‘dump’ traffic from the
network so that it can be inspected.

ISS’ Internet Scanner This is a commercial vulnerability scanner with
features similar to Qualys and Nessus with overlap to other toolsets mentioned
above. It was not available for this audit.

http://www.iss.net/products _services/enterprise protection/vulnerability assessm
ent/scanner_internet.php
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Part #2
Part #2 (02.0) Create an Audit Checklist
Part #2 (02.1) Policy Review

Loanaranger.tld does not have published security or administrative procedures.
The administrative staff maintains deployment documentation on selected
configuration items. The audit will attempt to compare the configuration of the
deployment as found with the deployment documentation. See Step A2.

Part #2 (02.2) Physical Security Review

The network equipment, cable modem, firewall one, firewall two, and central
server are located in a locked premise. Only system administrative staff has
physical access to the equipment. Locked doors on the premise preclude
unauthorized access. Two administrators have keys to the premise.

Uninterruptible power (UPS) systems with adequate battery capacity for the
equipment are provided.

Alternate server equipment is located in a hot spare configuration at a remote
site. See Physical Checklist item P1.

Part #2 (02.3) Access Control Review

Access to the client or end user PC systems is at the discretion of the consumer
of the Loanaranger software. Access to central Windows 2003 server is
controlled by :

1) Remote Access via Windows Terminal Services (Remote Desktop)
a. Three administrators have user accounts with access
b. One business owner has an account with access
c. Security logging is enabled by Windows 2003 Server policy
See Step A3.

2) Appropriate training has been provided to the administrators

3) Network access is controlled by :
a. configuration of ICF (Internet Connection Firewall)
b. the Windows 2003 Standard server (see Appendix A diagram)
is the only device on the LAN during production use
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Part #2 (02.4) Review of Administrative of Logs and Monitoring

The central Windows 2003 Standard server security policy and audit policies
need to be validated to ensure they are configured to gather sufficient information
into the event logs to enable monitoring of use, access, and operational
parameters. See Step A3.

Procedures are in place for the administrative staff to periodically review the logs
and take appropriate actions. However, these procedures are not formalized nor
written.
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Part #2 (02.5) Checklist

Technical Checklist

STEP#T1 Insecure Windows Operating System
Control Objective Verify configuration implements ‘best practices’
recommended for known vulnerabilities and exploits for
Windows operating system. Test against the SANS Top
20 vulnerabilities.

W1 Internet Information Services (11S)

W2 Microsoft SQL Server (MSSQL)

W3 Windows Authentication

W4 Internet Explorer (IE)

W5 Windows Remote Access Services

W6 Microsoft Data Access Components (MDAC)

W7 Windows Scripting Host (WSH)

W8 Microsoft Outlook and Outlook Express

W9 Windows Peer to Peer File Sharing (P2P)

W10 Simple Network Management Protocol (SNMP)

Risk HIGH — well publicized avenues of attack with
‘exploitation kits’ readily available
Compliance Vulnerability scanning

Qualysguard and Nessus tests to be compared
Expect Ports 21, 3389 and 9090 open

Unavailability of other ports will confirm compliance
Test Nessus

Configure for all testing, exclude dangerous using the
‘plug-in’s’

Set the safety and optimization features

Configure the target system as 192.168.8.12

Execute the scan

Qualysguard

Configure in-depth testing

Full TCP scan, Bandwidth Impact Maximum, Exhaustive
Password Brute Forcing, standard UDP port list, Perform
3-way Handshake, scan up to 15 hosts in parallel, Load
balancer detection OFF, ICMP Host Discovery.
Configure the target system as 192.168.8.12

Execute the scan

Objective/Subjective Objective

Reference http://www.sans.org/top20/

RESULTS - Complete after execution

Test Successful?
Detailed Results
Stimulus Response
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STEP #T2

Unencrypted information in transit on network

Control Objective

Ensure executables provided by the 3™ party software
vendor encrypts the data between the client (end-user)
PC and the central Windows 2003 Standard server

Risk HIGH — UserID and Password information along with
SQL requests in clear text can be exploited against the
server. This would require having direct physical access
to an account authorized to execute SQL queries or a
copy of the Loanaranger executable software.

Compliance Network Protocol Analysis
Ethereal

Test Ethereal
Initiate a capture session
Execute the capture

Objective/Subjective Objective

Reference http://www.ethereal.com

RESULTS - Complete after execution

Test Successful?

Detailed Results

Stimulus Response

STEP#T3

Antivirus software installed

Control Objective

Verify that an antivirus software package is installed,
configured correctly, obtaining and deploying updates

properly

Risk HIGH — new threats discovered daily

Compliance Visually confirm software present and configuration

Test Symantec Antivirus Corporate Edition v8.00
Open the Symantec application
Select Configure Menu — verify real time protection
Select OK — verify Virus Definition file date and version
Review Application Event Log to confirm updates
Alternately verify file dates in LiveUpdate Directory

Objective/Subjective Objective

Reference Installation Guide for Symantec AntiVirus Corporate
Edition 8.1.

RESULTS - Complete after execution

Test Successful?

Detailed Results

Stimulus Response

© SANS Institute 2004,
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STEP #T4

Perimeter Protection

Control Objective

Verify the firewall configuration implements controls to
incoming packets

Risk

HIGH — Systems without firewall protection are open to
external attack.

Compliance

Review Windows 2003 Standard Server ‘Advanced’
properties on Network Properties interface

Business Requirements allow TCP traffic on ports for
each financial institution, 3389 (Remote Desktop) and 21
(FTP)

Test

Click Start — Settings — Network Connections

Select LAN interface

Right Mouse Select Properties

Select Advanced Tab

Observe Checkmark for “ Internet Connection Firewall”
Select Settings

Observe Ports Allowed

Objective/Subjective

Objective -

Reference

http://support.microsoft.com/default.aspx?scid=kb;en-
us;317530&Product=winsvr2003

RESULTS -

Complete after execution

Test Successful?

Detailed Results

Stimulus Response

STEP #T5

NTFS File System

Control Objective

Ensure that the file system uses NTFS

Risk

HIGH — security is not available on other Microsoft file
systems

Compliance FAT and FAT32 file systems should not be used
Test From a DOS command
C. \>chkntfs c:
Alternately observe finding in MS Baseline Report
Appendix F
Objective/Subjective Objective
Reference Personal Experience
RESULTS - Complete after execution

Test Successful?

Detailed Results

Stimulus Response
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STEP #T6

Communications between central Windows 2003
Standard server and remote administrative platforms

Control Objective

Ensure that communications is encrypted

Risk

MEDIUM - security is not available on other Microsoft file
systems

Compliance

Windows Remote Desktop can be configured to enable
encryption of the session
Ethereal can be used to capture session (Appendix G)

Test

Select Start > Programs > Administrative Tools
Select Terminal Services Configuration

Select Connections in the left console panel
Select RDP-TCP in the right console details pane
Select Right Mouse > Properties

Click the General tab

Observe the details stating all communications are
encrypted or the client cannot connect.

Review Ethereal Protocol Analysis in Appendix G

Objective/Subjective

Objective

Reference

http://support.microsoft.com/default.aspx?scid=kb;en-
us;814590&Product=winsvr2003

RESULTS -

Complete after execution

Test Successful?

Detailed Results

Stimulus Response

© SANS Institute 2004,
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Administrative Checklist

STEP # Al Backup and Recovery

Control Objective Ensure the system has adequate backup and that a
recovery process or procedure can be executed

Risk HIGH — The Windows 2003 Standard Server is a single

point of failure unless there are adequate provisions for
continued operations in the event the server is
unavailable

Compliance Review backup procedures, verify the backup is
executing on schedule, verify the restore process results
in a working system

Test Review procedures and documentation with
administrative staff

Objective/Subjective Subjective

Reference Personal Experience

RESULTS - Complete after execution

Test Successful?
Detailed Results
Stimulus Response

STEP # A2 Compliance of deployment to administrative deployment
notes

Control Objective Validate that the method of deploying the ASTA server
component is consistent with established tactics

Risk Improper configuration can cause the system to fail

Compliance Review the Windows Scheduled Task command line

Test Open the Windows Control Panel

Select Scheduled Tasks

Select the Asta Server item (Testbank)

Right Mouse Select Properties

Compare the Run, Start In, and Run as,

Items to the administrative documentation.
Sample Value Expected:
d:\directory\testbank\AstalBExpressServer.exe
PORT=9090
DATABASE=127.0.0.1:d:\directory\testbank\testbank.gdb
USER_NAME=xxxXXXX PASSW ORD=XXXXXXXXX
Objective/Subjective Objective

Reference http://www.astatech.com/support/servers.htm
Select the IBEExpress .zip package
RESULTS - Complete after execution

Test Successful?
Detailed Results
Stimulus Response
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STEP # A3

Audit Policy — Local Security Settings

Control Objective

Validate that the audit policy

Risk

Improper configuration precludes review of vital security

information
Compliance Review the Windows Local Security Settings
Test Select Run from the Start menu
%SystemRoot%\system32\secpol.msc /s
Select Local Policies
Select Audit Policy
Observe security settings include failure at minimum:
Confirm Security Events
Objective/Subjective Objective
Reference Personal Experience
RESULTS - Complete after execution

Test Successful?

Detailed Results

Stimulus Response

Physical Checklist

STEP # P1

Access to central server

Control Objective

Protect server from unauthorized access

Risk

HIGH — unauthorized access permits malicious
configurations, removal of power, theft of system,
modification of data

Compliance Premise has locks and control procedures

Test Review premise security with administrative staff
Objective/Subjective Objective

Reference Personal Experience

RESULTS - Complete after execution

Test Successful?

Detailed Results

Stimulus Response

© SANS Institute 2004,
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Part #3 (03.0) Conduct the Audit

Part #3 (03.1) Testing Technical Checklist

STEP #T1 Insecure Windows Operating System
Control Objective Verify configuration implements ‘best practices’
recommended for known vulnerabilities and exploits for
Windows operating system. Test against the SANS Top
20 vulnerabilities:

W1 Internet Information Services (I1S)

W2 Microsoft SQL Server (MSSQL)

W3 Windows Authentication

W4 Internet Explorer (IE)

W5 Windows Remote Access Services

W6 Microsoft Data Access Components (MDAC)

W7 Windows Scripting Host (WSH)

W8 Microsoft Outlook and Outlook Express

W9 Windows Peer to Peer File Sharing (P2P)

W10 Simple Network Management Protocol (SNMP)

Risk HIGH — well publicized avenues of attack with
‘exploitation kits’ readily available
Compliance Vulnerability scanning

Qualysguard and Nessus tests to be compared

Expect Ports 21, 3389 and 9090 open

Unavailability of other ports will confirm compliance

Test Nessus

Configure all testing, exclude dangerous using ‘plug-in’s’
Set the safety and optimization features

Configure the target system as 192.168.8.12

Execute the scan

Qualysguard

Configure in-depth testing

Full TCP scan, Bandwidth Impact Maximum, Exhaustive
Password Brute Forcing, standard UDP port list, Perform
3-way Handshake, scan up to 15 hosts in parallel, Load
balancer detection OFF, ICMP Host Discovery.
Configure the target system as 192.168.8.12

Configure the target system from the support interface
Execute the scan

Objective/Subjective Objective

Reference http://www.sans.org/top20/

RESULTS - Complete after execution

Test Successful? YES

Detailed Results Appendix C (Nessus) Appendix D (Qualys)

Stimulus Response
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STEP #T2

Unencrypted information in transit on network

Control Objective

Verify that data sent between client PC and central
server is encrypted while in transit

Risk Medium — SQL requests in clear text can only be
exploited against the server by having direct physical
access to an account authorized to execute SQL queries

Compliance Network Protocol Analysis
Ethereal

Test Ethereal
Initiate a capture session
Execute the capture

Objective/Subjective Objective

Reference http://www.ethereal.com

RESULTS - Complete after execution

Test Successful?

NO

Detailed Results

Appendix B (Ethereal)

Stimulus Response
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77 4 2 TCP > 9 [FSH,

Sl ACK 56
1162 = 9090 [ACK] Seq=4569 Ack=19238 win

3.12 TCP
L 200 162,168, 8,255 BROWSER Local Master Announcement NL7OPLAPTOP, W
L 200 1%2.168.8.12 TCP 1162 > 9090 [PSH, ACK] Seq=4569 Ack=1923
12 1%2.168. 8. 200 TCF 59090 > 1162 [PSH, ACK] Seq=19238 Ack=470
L 200 192.168.8.12 TCP 1162 = 9090 [ACK] Seq=470% ack=19383 win

heir pla ns. The 7
target
with the ir net i
ncome th is year

74 88 a3 20 ac 6F 77 20  despite the low
65 73 Ze 20 20 47 &6F 78 hog pric es. Gov
ad 65 6; 65 7B 20 &2 72 ernﬂent money b;
20 6d 6F 72 a5 20 74 68 ought in more t - it Myatbs
G5 78 70 65 63 74 65 64  an they expected Proprietary Data

and mad e up the Clear Text
differe nce. Al
an is pl anninﬁ t

a

o prepay tot

24 35 30 2< 30 30 30 2e tune of  $50,000.
d4c 4F 43 20 69 73 20 70 Their LoC s p
6l G2 B4 20 74 68 &5 79 aid off and the

have $2 9K in c
ecking r ight now
They have a 1
and paym ent due
to walte r, which
should  take the
ir oba < ash, and
their L o2 balan

A ke m mne A

/| &dd Expression... Cleari Apply” File: Ethereal Testbank capture 2 April 25 2004.dat
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STEP #T3

Antivirus software installed

Control Objective

Verify that an antivirus software package is installed,
configured correctly, obtaining and deploying updates

properly

Risk HIGH — new threats discovered daily

Compliance Visually confirm software present and configuration

Test Symantec Antivirus Corporate Edition v8.00
Open the Symantec application
Select Configure Menu — verify real time protection
Select OK — verify Virus Definition file date and version
Review Application Event Log to confirm updates
Alternately verify file dates in LiveUpdate Directory

Objective/Subjective Objective

Reference Installation Guide for Symantec AntiVirus Corporate
Edition 8.1.

RESULTS - Complete after execution

Test Successful?

YES

Detailed Results

Appendix E (Antivirus)

Stimulus Response

STEP #T4

Perimeter Protection

Control Objective

Verify the firewall configuration implements controls to
incoming packets

Risk

HIGH — Systems without firewall protection are open to
external attack.

Compliance

Review Windows 2003 Standard Server ‘Advanced’
properties on Network Properties interface

Business Requirements allow TCP traffic on ports for
each financial institution, 3389 (Remote Desktop) and 21
(FTP)

Test

Click Start — Settings — Network Connections

Select LAN interface

Right Mouse Select Properties

Select Advanced Tab

Observe Checkmark for “ Internet Connection Firewall”
Select Settings

Observe Ports Allowed

Objective/Subjective

Objective -

Reference

http://support.microsoft.com/default.aspx?scid=kb;en-
us;317530&Product=winsvr2003

RESULTS -

Complete after execution

Test Successful?

YES

Detailed Results

Appendix A

Stimulus Response
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STEP #T5

NTFS File System

Control Objective

Ensure that the file system uses NTFS

Risk

HIGH — security is not available on other Microsoft file
systems

Compliance FAT and FAT32 file systems should not be used
Test From a DOS command
C. \>chkntfs c:
Alternately observe finding in MS Baseline Report
Appendix F
Objective/Subjective Objective
Reference Personal Experience
RESULTS - Complete after execution

Test Successful?

YES

Detailed Results

The type of file systemis NTFS.

Stimulus Response

© SANS Institute 2004,
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STEP #T6

Communications between central Windows 2003
Standard server and remote administrative platforms

Control Objective

Ensure that communications is encrypted

Risk

MEDIUM - security is not available on other Microsoft file
systems

Compliance

Windows Remote Desktop can be configured to enable
encryption of the session
Ethereal can be used to capture session (Appendix G)

Test

Select Start > Programs > Administrative Tools

Select Terminal Services Configuration

Select Connections in the left console panel

Select RDP-TCP in the right console details pane
Select Right Mouse > Properties > Click the General tab
Observe the details stating all communications are
encrypted or the client cannot connect.

Review Ethereal Protocol Analysis in Appendix G

Objective/Subjective

Objective

Reference

http://support.microsoft.com/default.aspx?scid=kb;en-
us;814590&Product=winsvr2003

RESULTS -

Complete after execution

Test Successful?

YES

Detailed Results

Encryption is set to HIGH (RDP-TCP Properties capture)
Ethereal Capture Appendix G

Stimulus Response

RDP-Tcp Propetties 7 x|
Remate Control I Client Settings I Metwiork Adapter I Permizsions I
General Lagon Settings I Seszions I E rivironment
ROP-Tcp
Type: Microzoft RDP 5.2
Transport; top
Comment;
Encryption
Encryption level h
All data sent between the client and the server is protected by
enciyption bazed on the zerver's masimum key strength, Clients
that do not support thiz level of encroption cannot connect,
[ Use standard Windows authentication
ok I Cahicel Aoply
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Administrative Checklist

STEP # Al

Backup and Recovery

Control Objective

Ensure the system has adequate backup and that a
recovery process or procedure can be executed

Risk HIGH — The Windows 2003 Standard Server is a single
point of failure unless there are adequate provisions for
continued operations in the event the server is
unavailable

Compliance Review backup procedures, verify the backup is
executing on schedule, verify the restore process results
in a working system

Test Review procedures and documentation with
administrative staff

Objective/Subjective Subjective

Reference Personal Experience

RESULTS - Complete after execution

Test Successful?

YES

Detailed Results

Backup scripts are present, logs show they are executing
properly. Review of scripts on off-site server show that
the twice daily backup is executing correctly.

Appendix E

Stimulus Response
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STEP # A2

Compliance of deployment to administrative deployment
notes

Control Objective

Validate that the method of deploying the ASTA server
component is consistent with established tactics

Risk Improper configuration can cause the system to fail
Compliance Review the Windows Scheduled Task command line
Test Open the Windows Control Panel

Select Scheduled Tasks

Select the Asta Server item (Testbank)

Right Mouse Select Properties

Compare the Run, Start In, and Run as,

Items to the administrative documentation.

Sample Value Expected:
d:\directory\testbank\AstalBExpressServer.exe
PORT=9090
DATABASE=127.0.0.1:d:\directory\testbank\testbank.gdb
USER_NAME=xxxXXXX PASSW ORD=XXXXXXXXX

Objective/Subjective

Objective

Reference http://www.astatech.com/support/servers.htm
Select the IBEEXxpress .zip package
RESULTS - Complete after execution

Test Successful?

YES

Detailed Results

The configuration in place matches the documentation.
d:\directory\testbank\AstalBExpressServer.exe
PORT=9090
DATABASE=127.0.0.1:d:\directory\testbank\testbank.gdb
USER_NAME=xxxxxxX PASSWORD=XXXXXXXXX
Appendix E

Stimulus Response
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STEP # A3 Audit Policy — Local Security Settings

Control Objective Validate that the audit policy

Risk Improper configuration precludes review of vital security
information

Compliance Review the Windows Local Security Settings

Test Select Run from the Start menu

%SystemRoot%\system32\secpol.msc /s

Select Local Policies

Select Audit Policy

Observe security settings include failure at minimum:
Confirm Security Events

Objective/Subjective Objective

Reference

RESULTS - Complete after execution
Test Successful? YES

Detailed Results below

Stimulus Response

'iiii Local Security Settings =]

File  Action Wiew Help

o | Bam X EE| 2

@ Securiby Settings Palicy 7 | Security Sekkin
@ Account .F‘.olicies 8] Audit accaunt lagan events Failure
E"@gal Pd':'l":'esl 28] audit account management Success, Failu
= Audit Palicy 1 i i i iti
RN~ N , .ﬁ.udlt directory service access Mo auditing
H Event ¥Yiewer !li[

File  Action  Wew  Help

e = | B@mEFHE| 2

@ Event Wiewer (Local) | Security 2,955 evenk(s)
.ﬂ.pplic_ation Type | Date | Time | saurce | categary | Event | User -]
SEEULE @f Success Audit 4/24/2004 10:15:00 PM  Security Privilege Use 578 METWORK SEF. ..

4] System cess dudit 4/24/2004 10:15:00 PM Security Priviege Use 576  support
@f’Success Audit 42402004 $:48:06 P Security Privilege Use 577 SYSTEM
@f’Success Audit 42402004 @:458:06 P Security Privilege Lse 576 METWORE SER. ..
@f"Success Audit 42402004 4:04:11 PM Security Priviege Lse 57a LinZAL SERYICE
@fSuccess Audit 4242004 BELEIPM Security Privilege Use 576 mikej
@ Failure Aodit  4/24/2004 BELEEPM Security LogonjLogoff 529 SYSTEM
@ Failure Aodit  4/24/2004 BELESPM Security Account Logaon 630 SYSTEM
@f’Success Audit 42402004 1:51:03 PM Security Privilege Use 576 mikej i
é Failure Aodit  4/24/2004 1:51:00 P Security LogonjLogoff 529 SYSTEM
@ Failure Aodit  4/24/2004 1:51:00 P Security Account Logon 630 SYSTEM
@ Failure Audit  <4/24/2004 1:50:57 PM Security Logon)Logoff 529 SY3TEM
@ Failure Audit  4/24/2004 1:50:57 PM Security Accaount Logan aa0 SYSTEM
@fSuccess Audit 4242004 12:46:58 PM  Security Privilege Use 576 mikej
@f’Success Audit 42472004 1Z:14:26 PM Security Privilege Use 576 Lozl SERWICE
@f’Success Audit 42452004 12:12:29 PM Security Privilege Use 577 mikej
@f’Success Audit 42402004 12:12:29 PM Security Privilege Use 577 mikej
@f;Success Audit 42402004 12:12:29 PM Security Privilege Use 577 | mikej _ILI
1 »
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Physical Checklist

STEP # P1 Access to central server
Control Objective Protect server from unauthorized access
Risk HIGH — unauthorized access permits malicious

configurations, removal of power, theft of system,
modification of data

Compliance Premise has locks and control procedures

Test Review premise security with administrative staff

Objective/Subjective Objective

Reference Personal Experience

RESULTS - Complete after execution

Test Successful? YES

Detailed Results Review of premise and discussion with staff shows
satisfactory physical access controls.
Appendix E

Stimulus Response

Part #3 (03.2) Evidence

(Appendix B Ethereal) is the focus of the audit. The other vulnerability and
procedural checks are good practice and were added to the scope by agreement.
See Appendices A, B-G

Part #3 (03.3) Findings

As noted in Technical Checklist step T2 (above) and (Appendix B Ethereal) the
audit findings are that the data is not encrypted on the network.

The vulnerability scan comparison between Qualys and Nessus shows the two
methods to be in agreement. The scans indicate that the ICF (Internet
Connection Firewall) on Windows 2003 Standard server can be configured to
permit selected business processes to function while providing a good level of
security. There is essentially no difference between the Nessus and Qualys
results in this instance.

On the subjective question of performance degradation to a production server
during the Nessus and Qualys vulnerability scans the high level assessment is
that there is no significant degradation. However, it is noteworthy that the server
stopped responding on the TCP service port (9099) used by the Loanaranger
application and required reboot to restore business function. This would indicate
that the application is likely vulnerable to a DOS (denial of service) attack by
flooding the port with unexpected packets. Further investigation on the part of
the system administrators is warranted.
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Part #4
Part #4 (4.0) Audit Report or Risk Assessment

Loanaranger.tld management required an objective reply to the veracity of the
claim of the software developer regarding encryption of data in transit between
PC client and central server. The findings show that the data is not encrypted.

Additional audit tasks were executed to confirm the continued security of the
central Windows 2003 Standard server. The findings show that the server
continues to be secure with the exceptions necessary to accommodate the
business processes required by the Loanaranger software.

Part #4 (04.1) Audit Findings

Exposure of Data in Transit over the Network

ASCII data is transmitted over the network. Unfortunately the claim of the
software developer is not borne out by testing with Ethereal protocol analyzer.

The developer has agreed to revise the application and testing will be repeated
when the revisions are available for testing.

File  Edit Miew Go Capture Analyze  Statistics  Help

[ &M FEEEERARRRELFERE
5 ] Time | Source I Destination I Protocal ] Infa

AT = oo T T oo e B e ) g =TT
73 48.994571 192.168.8.12 192,168, 8, 200 TCP 9090 > 1162 [ACK] Seq=16370 Ack=4349 win
74 4B8.994733 192,168, 8.12 152,168, 8. 200 TCF 9090 > 1162 [PSH, ACK] Seq=1l75830 ack=434
75 48.994737  1092.168.8.200 192.168.8.12 TCF 1162 = 9090 [ACK] Seq=434% ack=16370 win
76 48.904868  102.168.8.200 192.168.8.12 TCP 1162 > 9090 [ACK] Seq=4349 ack=1810% Win
77 40.015753 162,168, 8,200 152 168.8.12 TCP 1162 > 8090 [PSH, ACK] Seq=4349 Ack=1810
78 45.02576 52.168. 8.1 152 3. 5.2 S090 > 1162 [PSH, Ack] Seq=18109% ack=45§
79 45.198101  152.168.8.200 192.168.8.12 TEPR 1162 > 9090 [ACK] Seq=4569 Ack=19238 win
B0 50.614881 162.168. 8. 200 152.168.8.255 BROWSER Local Master announcement MLFOPLAPTOR, W
81l 51.794800 102.168.8.200 192.168.8.12 TCP 1162 > 9090 [PSH, ACK] Seq=4589 Ack=10923
82 51.805063 192.168,8.12 192,168, 8,200 TCR 9090 > 1162 [PSH, ACK] Seq=19238 ack=470
83 51.905833 152,168, 8,200 1%2.168.8.12 TCPR 1162 > 9090 [AcK] Seq=470% Ack=1%583 win

(=

llo180 68 65 69 72 20 70 6C 61 6e 73 Ze 20 20 54 68 &5 heir pla ns. The 7
0190 79 20 61 72 65 20 6f 6e 20 74 61 72 67 65 74 20 ¥ are on  target
0lald 77 69 74 68 20 74 68 65 69 72 20 6e a5 74 20 69 with the ir net i
0lb0 6e 63 6f 6d 65 20 74 68 69 F3 20 79 65 61 7z 20 ncome th is year
0lcO &4 65 73 7O 69 74 65 20 74 68 65 20 6c 6f 77 20 despite the low
01do &8 &f 67 20 70 72 69 63 65 ¥3 2e 20 20 47 &f 768 hog pric es.  Gow
0led &5 72 Ge &d 65 Ge 74 20 &d &F Ge 65 79 20 &2 72 ernment  money hbr
01ifo &f 75 67 68 74 20 659 62 20 6d 6f 72 65 20 74 68 ought in  mare th Proprietary Data
D200 61 Ga 20 74 68 65 79 20 &5 78 70 65 63 74 &% 64 an thay expected TIORISE LY LB
0210 20 &1 6e &4 20 6d 61 &4 65 20 75 70 20 74 68 &5 and mad e up the Clear Text

0220 20 64 69 66 66 65 72 65 6e 63 63 Ze 20 20 41 &c differe nce. Al
0230 &l Ae 20 89 73 20 70 6c 6l Ge G2 69 Ge &7 20 74 an is pl anninﬁ T
0240 &f 20 70 72 65 70 61 79 20 74 6f 20 74 68 65 20 0 prepay to the
0250 74 75 6e 65 20 &f 66 20 24 35 30 Z¢ 30 30 30 Ze tune of  $50,000
0260 20 20 54 68 65 69 72 20 d4¢ 4f 43 20 8% 73 20 70 Their Lo 9s p
0270 61 62 64 20 of 66 66 20 61 G6e 64 20 74 68 65 79 aid off and the
0280 20 68 61 76 &5 20 24 32 39 4b 20 69 6e 20 63 68 have $2 9K dn ¢
02590 &5 63 6b 69 &e 67 20 72 69 67 68 74 20 6e &f 77 ecking r ight now
02a0 2e 20 20 54 BB 65 79 20 68 £l Y& 65 20 8l 20 ac . They hawve a 1
02b0 61 6e &4 20 70 6L 79 6d &5 68 74 20 64 75 &5 20 and paym ent due
02c0 74 &f 20 57 61 6c 74 65 72 2¢ 20 77 BB 69 63 68 to walte r, which
02do 20 73 68 6fF 75 6C 64 20 74 6l 6b 65 20 74 6B &5 should Take the
02el B89 72 20 44 44 41 20 65 61l 73 68 2cC 20 6l 6e &4 ir pba < ash, and
02f0 20 74 68 65 69 T2 20 4c 4f 43 20 62 6l 6C 6L fe their L oC balan |

[a=Rats) LS L T~ = St R T T = on Emd &1 T 70 EF AE T o hae - e A

l Filter: | f]Add Expreszion... Elearj .t’-‘qpply“ File: Ethereal Testbank capture 2 Aprl 25 2004.dat |

Page 28 of 56
© SANS Institute 2004, As part of GIAC practical repository. Author retains full rights.



Operating System Exposure

The vulnerability scan testing (Nessus and Qualys) reveals that the Internet
Connection Firewall is configured to provide a reasonably good degree of
security. Selected TCP ports are exposed to facilitate required business
processes.

Port 21 FTP is required in order to transfer data to and from administrative
workstations and for backup.

Port 3389 Remote Desktop is required in order to remotely administer the
system.

Port 9090 is required to enable the Loanaranger business application.

Business Exposure
The backup scripts utilize File Transfer Protocol (FTP) to move the critical
information to an off-site server. FTP passwords transit the network in the clear.
The exposure can be mitigated by implementing a VPN between the central
Windows 2003 Standard server and the remote backup storage system. See
Appendix E.
Part #4 (04.2) Audit Recommendations
1) Increase the frequency of periodic assessment:
Vulnerability - run vulnerability scanner
Administrative review
Event Logs
User Access
Microsoft Baseline Security Analyzer
2) Establish a VPN
Used to secure the FTP session within the off-site backups

3) Establish and Document Security Policy

4) Formalize Documentation of Administrative Procedures
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Conclusion
Executive Summary
Management posed two questions of the audit team:

Q1) Does the data from Loanaranger transit the network securely?
Q2) Does the administrative team conduct appropriate security practices on the
central Windows 2003 Standard server?

Al) The software developer’s claim is not upheld by the audit testing.
A2) Loanaranger.tld has made reasonable effort to ensure the security of the
central Windows 2003 Standard server.

Recommendations

Security improvements are available in the form of increased periodic
administrative review for vulnerability and from establishing secure connectivity
for the remote backup server.

The primary source of improvement would be to establish written procedures for
Security and Administrative Procedures. Additional benefit would be obtained by
implementing an IDS (Intrusion Detection System) such as SNORT. See
Appendix G References. Improved security would be obtained by implementing
a VPN connection between the central Windows 2003 Standard server and the
off-site backup system.
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Appendices

Appendix A

Server and Network Documentation

Created April 26, 2004

Host:

Application Client:

Ethereal

Loanaranger.tld Production Server
LAN address: (192.168.8.12)

Windows XP Professional (Audit Testing Client)

LAN address: (DHCP)

Fedora Core 1 (Audit Testing Client)

LAN address: (DHCP)

Visio Diagram (1 of 5)

© SANS Institute 2004,

Network Diagram Production Configuratioun

April 24, 2002

Internet
ISP - Cable Provider

Cabl Mem

Firewa

10.0.100.101 WAN

Il One Firewall Two

192.168.9.1 LAN 192.168.8.1 LAN
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Host: Loanaranger.tld Production Server
LAN address: (192.168.8.12)

Screen Capture (2 of 5)

ICF Internet Connection Firewall Configuration

Advanced Settings 2] |

Services ISecuritj,l Lngl;lir‘lgl ICHP I

Select the services running or your network that [ntermet uzers can
ACCESE.

Services
Astadndn -]
Bzta30E0

Azta30i 0

f5tad080

A5tad030

FTP Server

L] Intermet Mail Access Protocol Yersion 3 [IMAP3)
O Intemet Mail Access Protocol Yersion 4 [IMAP4)
O] Intermet Mail Server [SMTF)

[1 Paost-Office Protocal Version 3 [FOP3)

Remote Desktop

[ Secure 'web Server [HTTPS)

L] Telnet Server

[ web Server [HTTF)

4]

Add... Edit... Delete

] 4 Cancel
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After Audit Follow-up —

Server was no longer responding to client application.
Reboot solved the issue.

Troubleshooting Notes Screen Capture (3 of 5)

Windows 2003 Standard Server
Event Log

Produced during Qualys and Nessus Scan activity

212

Ewvent |

Drate: Source; TemDD

o + |
Time: 1:00:26 PM Categony: MNaone
: . + |
Type: Error Ewvent|D: 5O
Uzer 7
Computer; TAC

Descrption:

The RDF protocol component #6. 224 detected an error in the protocol
stream and has dizconnected the client,

Far miore information, see Help and Support Center at
http: A ao microzoft, comdbalink/events. asp,

Diata: % RButes € Wods

0000: 00 00 Ok 00 02 00 Sa 00 ... ... z. i’
000S: 00 00 00 00 232 00 Oa o0 ... 2. A
0010: 00 00 00 00 32 00 Oa co e .Z__A :|

Ok I Cancel | Spply |
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During Audit Performance Evaluation —
Client application received consistent response from server during vulnerability

scanning.

Server evidenced no undue network load during scan activity.

Network Performance Typical Screen Capture (4 of 5)

Gigabit LAN Network Interface (note scale)

File: Opkions

E Windows Task Manager

Wiew  Help

=101 %]

i Lisers |

e |]| "" |‘|]

|| ||
||| It 1

|lH || ||‘| |4 ||| |||| " ||||| ||I||| | ||“|,
LI' || I I

l

i |
I ”F || |||I

|H||||h||d l
‘ Wi

Adapker Mame

| Metwork, Ukiliza, .,

| Linksp... | State |

LAMN 192,163,812

0,28 %

10 Mbps Qperational

iF‘ru:u:esses: 41

|a:‘LI Lisage: 0%

|Commit Charge: 270M | 1579M
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During Audit Performance Evaluation —
Attempt to increase network load.
Large FTP session initiated during scan activity.

Network Performance Typical Screen Capture (5 of 5)

Gigabit LAN Network Interface (note scale)

E Windows Task Manager

File: Dpkions  Wiew Help

=101 %]

i Lisers |

|'i1

" ii‘
||\|L-‘"II| |" |||‘|illl| I|II ..1|||flll|1|
| 1

[ = is
i fis I :I| |f| I'| 4
L IIIIl. I 1III ||I FI," |III| il

J l' f
|I|.u|||||||“r H
INER

P .
1 | I
I ‘l |'

'I' /
it

Adapker Mame | Metwork, Ukiliza, ., | Link. 5p. .. J State_l

LAMN 192,163,812 012 % 10 Mbps Operational

iF‘ru:u:esses: 43 |a:‘LI lIsage: 0% |Commit Charge: 2710 | 1579M

230 User m kej |ogged in.

ftp> bin

200 Type set to I.

ftp> mput *.zip

nput sdi 21.zip? vy

200 PORT conmand successful .

150 Openi ng BI NARY node data connection for sdi21. zip.
226 Transfer conplete.

ftp: 19082921 bytes sent in 621.48Seconds 30. 71Kbyt es/ sec.

ftp
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Appendix B

Protocol Analyzer - Ethereal Capture PC Client Port 9090

Obtained April 24, 2004

Host:

Client:

Loanaranger.tld Production Server

LAN address: (192.168.8.12)
Application Client Laptop

LAN address: (192.168.8.200 DHCP)

Ethereal Capture (1 of 5)

801501

il

‘ ’ H ‘ H
Frame 13 — username ‘MJ’, password is ‘mj
o T T
Eile Edit Eiew Eo Eapture ﬂnalyze _S_tatistics ﬂelp
o] 7] El | (o))
)| B x @8] }«|»|0|F| 8| @la|a] w e
[ Tirne: ]Source ‘Destination |Zoom 1003
7 7.690381 125 152,148, MNTF
3 10.470052 192, 192.168. ICMP Echo (ping) reguest
9 15.482074 192, 152,168, ICMP Echo (ping) reguest
10 25.741295 192. 192.168. TCP 1162 > 9090 [SYN] Seq=0 Ack=0 win=163834
11 25.741300 152. 152.168. TCP 50580 > 1162 [SvM, AcCK] Seq=0 Ack=l win=l
12 23.741581 152 152,168 TCP > 8090 [ACK] Seq=l Ack=1l win=17520

A win=1

192,

14 25.811583 192. 188, 8. TCP > 1162 [PsSH, ACK] Seg=l Ack=75 win=
1% 23.961321 152, 1%2.168.8.12 TCP 1162 > 9090 [ACK] Seq=75 Ack=1531 wWin=173
16 23.562005 1582, 152,168, 8,200 TCP 9090 > 1162 [PsH, AcCk] Seq=151 Ack=75 wi
17 23.581311 192. 192.168.8.12 TCP 1162 » 9090 [PSH, ACk] Seq=75 Ack=487 wi
1S 2T T ED 1T o e B =L~ v N aTa ] TN Qs - 1 e Moo Al = P v e . W] P i~ T o B Y]

e

|E Frame 13 (128 hvtes on wire, 128 bytes captured)

0000 00 40 05 83 17 dd 08 00 46 5c ho 11 08 00 45 00 sllgninE s ENeviwaEs

Bloolo 00 72 35 f0 40 00 80 06 32 71 <O a8 08 <8 <0 aB P T - S P

0020 08 0c 04 Ba 22 82 «<d 9 ab 53 d5 f8 &F =F 50 18 R e e ]

0030 44 70 2f d4 00 00 46 00 00 00 11 00 00 00 00 06 PHEAICES Semate

0040 O1 00 00 00 02 00 00 00 00 02 00 00 00 04 00 00 .....iien ciniannan

QoS0 00 00 04 00 00 OO0 06 00 00 00 00 06 00 00 00 Od SIS RRREN e e

0060 00 00 00 00 O0d 00 00 Q00 15 00 00 00 31 4d 4a 6d  ........ e 1MImM "Usel'ID =MJ

Q070 Ba 38 2e 32 2e 30 2e 31 38 Ze 32 2e 30 2e 31 02 i8.2.0.1 8.2.0.1.

Password = mj

Filter_:i

SAdd EHpression...] Elear] Appl_l,l“ File: Ethereal Testbank capture 2 Apnil 25 2004.dat |
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Ethereal Scan Results

Obtained April 24, 2004

Host: Loanaranger.tld Production Server
LAN address: (192.168.8.12)
Client: Application Client Laptop
LAN address: (192.168.8.200)

Ethereal Capture (2 of 5)

s

| Eile Edit Eiew Eo Eapture Enal_l,lze _S_tatistics ﬂelp

B =@ [a] Qs @[F 2] /e ¥n

Frame 14 Response with Welcome Information

X G

I[Ma. - Time 180urce |Destination 1F'r0tocol Infa

| ¥ 7.850381 12%9.6.15.2% 192,168, MNTP MNTP
8 10.470052  192. 192.168. ICMP Echo (ping) reguest
O 15.482074 192, 152,168, ICMP Echo (ping) reguest
10 23.741255 1592, 152,168, TCP 1162 = 5090 [5¥H] Seq=0 Ack=0 win=156354
11 25. 741300 192. 192.168. TCPR D080 > 1162 [SyM, AcCK] Seq=0 aAck=1l win=l
12 23.741581 192, 192.168. TCP 1162 > 9090 [ack] Seq=1 aAck=1 win=17520

| 801591 152 152,168 TCP 1162 = ACK] Seq=l Ack=1l win=1

[ 115 1 5060 o i i

| 951321 : Seq=75 Ack=151 wWin=17z
16 23.962005 192, [PsH, AcCk] seg=151 Ack=75 wi
17 23.981311 192, [F5H, AcCk] Seq=F5 Ack=487 wi

§ 18 22 NN22ET 107 Moo Al A ATT Al TN L

=

5| Frame 14 (204 bytes on wire, 204 bwtes captured)

oooo 05 Q0 46 5c bOo 11 00 40 05 85 17 dd 08 00 43 00 L.FhN.LL 8 L. E.

joolo 00 be 2e 8 40 00 80 06 39 1d c0 a8 08 O0c <O a8 B rsute e

lloozo 08 c8 23 B2 04 8a di £8 6f ef <d S9e ab 5d 50 18 ol [ P P.

o030 44 26 cf af 00 00 52 00 00 00 Of OO0 OO OO QO 0& DN A SR 5h v e g e

o040 01 00 00 00 04 00 00 00 00 04 00 00 00 61 00 00 ........ cunnn d. .

jooso 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ........ .eeeennan

fJoo&n 00 00 00 00 00 OO0 00 00 00 00 00 00 326 36 37 57 ........ L. 0BT

joo7o &5 6c 63 6f &d 65 20 4d @9 &b &5 20 4a 65 ée 6h elcome M ike Jenk

HoOB0 &% Be 73 2c 0a 0a 59 &F F5 20 61 72 &5 20 63 &fF  ns,..¥o u are <o

0020 G2 G2 65 63 T4 A5 &4 20 74 6F 20 54 65 T3 T4 20 nnected to Test

llooan 4e 81 74 B9 &F Ge 61 6C 20 42 &1 Ge 8b 2e 0a 0a Mational Bank...

J|oobo 58 &f 75 72 20 64 65 6d &F 20 77 69 GC 6C 20 65 vour dem o will e

ooco 7B FO 69 T2 65 20 6f 62 20 Ze 0d Od xpire on ...

| Fier /| 5etd Expression...| Clear] spply| [Fie: Ethereal Testhark capture 2 Apil 25 2004 dat
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Ethereal Scan Results

Obtained April 24, 2004

Host: Loanaranger.tld Production Server
LAN address: (192.168.8.12)
Client: Application Client Laptop
LAN address: (192.168.8.200)

Ethereal Capture (3 of 5)

Frame 16 — SQL Response populating default initial screen
h%a_:._. T e e e e e T T o[ el e

_Eile Edit Eiew Eo Eapture ﬂnalyze _S_tatistics ﬂelp

B S x @8 Re|» 0[F & Q] ¥

Mo, . Time 1Source JDestination IF‘rotocol

1z 23801591  19%2.168.8.200 152.168.8.12 TCR 1162 > 9080 [PSH, ACK] Seq=1l Ack=1l win=l
14 23.811583 192.168.8.12 1%2.168. 8,200 TCR 9090 > 1162 [PsSH, ACK] Seq=1 Ack=75 win:
15 23.9615321  152.168.8.200 152.168.8.12 TCP 1162 > 9090 [ack] Seqg=75 ack=151 win=17:
16 22.962005 g 192,168, 8,200 TCP G080 » 1162 [PSH, ACK] Seq=l51 Ack=75 w

8 1%2.168.8.12 TCP > ACK] Seq=75 Ack=487 w

17 23.5981311

16 24.011315 Tch 1162

> 0000 [PsH, ACK] 5eq-180 Ack=1310

20 24.0216803 TR 9080 » 1162 [PSH, ACK] Seq=1319 Ack=405
21 24.031334 TCP 1162 > 9090 [PSH, ACK] Seq=405 Ack=1652
22 24.043720 TCP 5000 > 1162 [PSH, ACK] Seq=1682 Ack=637
23 24.083750 TP 1162 = 9090 [PSH, ACK] Seq=837 Ack=3043

=

[0000 08 00 46 5¢ B0 11 00 40 05 83 17 dd 08 00 45 Q0 ..F{...‘

Q010 03 68 2f Se 40 00 80 06 36 0d <0 a8 08 0c <0 as ChAAg, L

Q020 08 ¢8 23 82 04 8a df 8 71 dS od 9e ac 06 50 18 itk

0030 43 bd ec d8 00 00 2e 02 00 00 0L 0L 00 00 0O 0O =Rt

0040 01 00 00 00 fd 0L 00 00 00 00 00 00 00 00 00 00 ....eu.n

Q050 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ........

0060 00 00 00 00 00 00 00 00 00 00 00 00 42 41 4e d4b ........

0070 4e 41 4d 45 02 31 02 34 30 02 30 02 30 02 04 42 MAME. 1.4 0.0.0..
0080 41 d4e 4b 41 44 44 52 02 31 02 34 30 02 30 02 30 AMKADDR. 1.40.0.0
0090 02 04 42 41 4e 4b 43 49 54 59 02 31 02 32 30 02 L BANKCT Tv.1.20.
00a0 30 02 30 02 04 42 41 4e 4b 53 54 41 54 45 02 31 0.0..BAN KSTATE.L
00b0 02 32 02 30 02 30 02 04 43 41 4C 4 4e 41 4d 45 L2.0.0.0. CALLMAME
00cO 02 31 02 32 35 02 30 02 30 02 04 43 41 4cC 4cC 50 L1.25.0. 0..CALLP
oodo 48 4f 4e 45 02 31 02 31 33 02 30 02 30 02 04 4e HOME.L1.1 3.0.0..M
0020 4f 54 45 44 4c 54 59 50 53 02 31 02 32 30 02 30 OTEDLTYP 5.1.20.0
oof0 02 30 02 04 46 52 45 47 55 4¢ 41 54 31 02 31 02 L0..FREG ULATL.1.
0100 33 30 02 30 02 30 02 04 46 52 45 47 55 4c 41 54 30.0.0.. FREGULAT
0110 32 02 31 02 33 30 02 30 02 30 02 04 46 52 45 47 2.1.30.0 .0..FREG
0120 55 4¢ 41 54 33 02 31 02 33 30 02 30 02 30 02 04 ULaT3.1. 30.0.0.
0120 46 52 45 47 55 4¢ 41 54 =34 02 31 02 33 20 02 30 FREGULAT 4.1.30.0
0140 02 30 02 04 4c 44 4T 435 4F 4e 36 45 52 54 02 31 L0. . LDOC OMNVERT. L
0150 02 31 02 30 02 30 02 04 4¢ 41 53 534 43 40 46 40 L1.0.0.0. LASTCIFI
0160 44 02 31 02 31 =1 02 320 02 =20 02 04 56 45 52 53 0.1.11.0 .0..VERS

0170 49 4f 4e 37 5F 30 02 31 02 31 02 30 02 30 02 04 ION7_0.1 .1.0.0..
MRA 42 41 dp dh 40 44 N7 31 A2 22 N2 30 A7 20 N7 N4 RAMKTR T 2 M N

| Filter:] £ add Expression.._] EIeariApply” File: Ethereal Testbank capture 2 &pril 25 2004.dat
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Ethereal Scan Results

Obtained April 24, 2004

Host:

Client:

Loanaranger.tld Production Server

LAN address:
Application Client Laptop
LAN address:

Ethereal Capture (4 of 5)

Frame 17 — SQL query

(192.168.8.12)

(192.168.8.200)

P@aﬁ hei
Eile Edit Eiew Eo Eapture Enalyze _S_tatistics ﬂelp
-
B EE X ®E X e»0F L QUQUR| 1B Pl
Mo, . Time ] Source ‘Destination |Zoom 100%
7 7.620381 125.6.15.2% 152.168.8.200 MNTP
8 10.470052 152.168.8, 200 152,168, 8,12 ICMP Echo (ping) reguest
S 15.482074 1592.168.8.200 192.168.8.12 ICMP Echo (ping) reguest
10 23.741295 192.168. 8,200 192.168.8.12 TCP 1162 » 9090 [SYN] Seq=0 Ack=0 win=163834
11 23. 741300 152.168.8.12 152.168.8.200 TCP 9090 > 1162 [5YN, AcCk] Seq=0 Ack=l win=l
12 23. 741581 152.168. 8. 200 152.168.8.12 TCP 1162 » 2090 [ACk] Seq=1l Ack=l win=17520
13 23.801591 1592.168. 8. 200 192.168.8.12 TCP 1162 » 9090 [PSH, ACK] Seg=l ack=1 win=1
14 23.811583 152.168.8.12 192.168.8.200 TCP 9090 > 1162 [PSH, ACK] Seg=1l Ack=75 win=
15 23.961321 1%2.168,8, 200 1%2.168.8.12 TCP 1162 » 2090 [ACK] Seq=75 Ack=151 wWin=173
23.,962005 152.168,8.12 152,168, 8,200 TCP 9090 > 1162 [PSH, ACK] Seq=151 Ac 5 wi

=

|E Frame 17

(159 bytes on wire,

159 hytes captured)

0000 00
00lo 00
0020 08
0030 42
0040 01
0050 00
0060 00
0070 43
Q080 20
o0s0 ad

40
ol
Oc
8a
L4}
06
o1y}
54
20
20

05 83 17
35 f2 40
04 Ba 23
98 Ga 00
00 00 31
33 00 00
00 00 00
20 2a 20
od 0a 48
20 20 20

oo 45
08 32
9& ab
oo 0o
oo 08
o0 00
oo oo
20 20

4f 4d 20

20 20

[Fmai

© SANS Institute 2004,
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Ethereal Scan Results

Obtained April 24, 2004

Host:

Client:

Loanaranger.tld Production Server
LAN address: (192.168.8.12)
Application Client Laptop

LAN address: (192.168.8.200)

Ethereal Capture (1 of 5)

Frame 78 — proprietary data in clear text

oy
| File  Edit ‘iew Go Caplure Analvze  Statistics  Help
| Jj = 22l ] H] 7y
B elEx @] @ «[»] =[F 2] aala] PBEK g
i
|| Mo, . ]Time |Source ]Destination ]Protocol ]Info
oo e T 5 =r B e ) g =T
73 48.904571 152,168, 152, TCP 0090 = 1162 [AcCK] Seq=16370 Ack=4349 win
74 48.904733 152,168, 192, TCP 9090 > 1162 [PSH, ACK] Seq=1l7830 Ack=434
75 4B8.994737 192.168. 192. TCP 1162 = 9090 [ACk] Seq=434% ack=16370 win
76 48.904 868 152,168, 192, TCP 1162 = 9090 [ACK] Seq=4349 ack=1810% Win
015793 152.168 192 TCP 1162 > 9090 [PSH, ACK] Seq=4349 Ack=1810
i ok : ? : [PSH, f &
79 49, 108101 152.168. 192. TCP 1162 > 9090 [ACK] Seq=4569 Ack=19238 win
B0 50.614881 152.168, 192 BROWSER Local Master Announcement MLPOPLAPTOR, W
81 51.7594800 192,168, 192 TCP 1162 > 9090 [PSH, ACK] Seq=4589 Ack=10923
82 5l.805063 192,168, 192 TCP D090 > 1162 [PSH, ACK] Seq=1%9238 Ack=470
83 51.905%33 152,168, 152 TCP 1162 = 9090 [ACK] Seq=470% ack=19583 win
IH
lloa8o 68 65 69 72 20 70 6C 61 6e 73 Ze 20 20 54 68 &5 heir pla ns. The
0190 79 20 61 72 65 20 6f 6e 20 ¥4 61 ¥2 67 65 74 20 Y are on  target
0laG 77 69 74 68 20 74 68 65 69 72 20 6e 45 74 20 &9 with the ir net i
0lbo &e 63 &6F 6d &5 20 74 68 69 73 20 79 &5 &1 T2 2o ncome th is wear
0lcd &4 A5 73 70 69 74 65 20 74 68 65 20 a6c &F F7 20 despite the Tow
01d0 &8 6f §7 20 70 72 69 63 65 73 2e 20 20 47 &f 7§ hog pric es. Gow
0led &5 72 Ge &d 65 Ge 74 20 &d &F Ge 65 79 20 &2 72 ernment  money hbr
0ifo &f 75 67 68 74 20 659 62 20 6d 6f 72 65 20 74 68 ought in  mare th
0200 81 e Z0 74 68 65 79 20 65 FB VO 65 63 74 &5 &4 an they expected
0210 20 &1 6e &4 20 6d 61 &4 &5 20 75 70 20 74 68 &5 and mad e up the
0220 20 &4 69 66 66 65 72 65 6e 63 63 Ze 20 20 41 &c differe nce. Al
0230 &l ée 20 8% 73 20 70 6Cc 6l Ge G2 69 Ge &7 20 74 an is pl ann"mﬁ T
0240 &f 20 70 72 65 70 61 79 20 74 &f 20 74 68 65 20 0 prepay to the
0250 74 75 Ge 65 20 &f 66 20 24 35 30 Z¢ 30 30 30 Ze tune of $50,000.
0260 20 20 54 68 65 69 72 20 d4¢ 4f 43 20 89 73 20 70 Their Lo 9s p
0270 6l 69 &4 20 of 66 66 20 61 Ge 64 20 74 63 65 T9 afd off and the
0280 20 6B 81 76 65 20 24 32 39 4b 20 69 ée 20 63 &8 have $2 9K in ¢
0280 &5 63 6b 69 Ge &7 20 72 69 57 58 74 20 Ge &f 77 ecking r dght now
02a0 2e 20 20 54 68 65 79 20 68 61 76 65 20 61 20 &< They hawve a 1
02b0 6l 6e &4 20 70 6L 79 6d &5 68 74 20 64 75 &5 20 and paym ent due
02c0 74 &f 20 57 61 6c 74 65 72 2c¢ 20 77 6B 69 63 68 to walte r, which
02do 20 73 68 6 75 6C 64 20 74 6l 6b 65 20 74 6B A5 should take the
02e 89 72 20 44 44 41 20 635 6l 73 68 2c 20 61 Ge &4 ir pba < ash, and
02f0 20 74 68 65 69 72 20 4c 4f 43 20 62 6l 6C 6L Ge their L oC balan
iz nm =S S o T L S~ B S o T = | on ad 1 Fe A aF AE TN Eata i S o A

l Filter:
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Appendix C

Nessus Scan Results

Obtained April 25, 2004

Host:

Loanaranger.tld Production Server
LAN address: (192.168.8.12)

Detailed Capture (1 of 1)

192.168.8.12
Service Severity Description

unknown (9040/tcp) Info Port 15 open

ms-Term-serv Info Port 15 open

unknown (9002/tcp) Info Port 1s open

unknown (9001/tcp) Info Port 1s open

unknown (9000/tcp) Info Port iz open

unknown (9020/tep) Info Port 15 open

unknown (9010/tep) Info Port 15 open

unknown (9030/tep) Info Port 15 open

fip (21/tep) Info Port 15 open

unknown (9060/tcp) Info Port 15 open

unknown (9070/tcp) Info Port 15 open

unknown (9080/tcp) Info Port 15 open

zens-admin (9090/tcp) |Info Port 15 open

ftp (21/tcp) Low The service closed the connection after 0 seconds without sending
any data
It maight be protected by some TCP wrapper

ms-Term-serv Low The Termunal Services are enabled on the remote host.
Terminal Services allow a Windows user to remotely obtain
a graphical login (and therefore act as a local user on the
remote host).
If an attacker gains a valid login and password. he may
be able to use this service to gain further access
on the remote host.
Note that RDP (the Remote Desktop Protocol) 1s vulnerable
to Man-imn-the-middle attacks, making it easy for attackers to
steal the credentals of legitimates users by impersonating the
Windows server.
Solution : Disable the Terminal Services if vou do not use them. and
do not allow this service to run across the intemnet
Risk factor : Medium
CVE : CAN-2001-0540
BID : 7258

general/tcp Low The remote host accepts loose source routed IP packets.
The feature was designed for testing purpose.
An attacker may use 1t to circumvent poorly designed IP filtering
and exploit another flaw. However, it 1s not dangerous by itself.
Solution : drop source routed packets on this host or on other ingress
routers or firewalls.
Rusk factor : Low

general/udp Low For vour information. here 1s the traceroute to 192.168.8.12 :

192.168.8.201
192.168.8.12

© SANS Institute 2004,
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Appendix D

Qualysguard Consultant Scan Results

Obtained April 24, 2004

Target: Loanaranger.tld Production Server
LAN address: (192.168.8.12)

Overview

Detailed Capture (1 of 3)

Customer Mame:
Templste Title:
Active Hosts:
Taotal Hosts:
Report Type:

Group Mames:
Options:

Target:

Fitters:

Scan Results

‘Dawnload € Quick Help

Report Summary

Diate: 0452452004 at 12:45:50

Ilike Jenkins

scan Resuts
Scan Host:

Reference: scanf 0528258953 .6341 (Change...)
SOM_2 _Gemstone (Scanner 1.16.59-1 Web 3.2.113-1, Yulnerability Signatures

1 1.7.58-1)
1 Cuaratian: o227
On demand Detault
: Ma
Profile:

192168512 Server

Full TCP zcan, Bandwidth Impact maximum, Exhaustive Password Brute Forcing, Standard UDP port list, Perform 3-way
Handshake, scan up to 15 hostzin parallel, Load balancer detection OFF, ICMP Host Discovery

192168812

ulnerahbilty Checks: Disabled checks, lgnared checks

0412612004

Summary of Vulnerabilities

Vulnerabilities Total: “ Security Risk

|

by Severity

5 Biggest Categories

Severity
3

- M W e

Vulnerabilities
i}

wo o o

Category
TCRAP
Information gathering

Vulnerahilities

© SANS Institute 2004,
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Qualysguard Consultant Scan Results
Obtained April 24, 2004

Target: Loanaranger.tld Production Server
LAN address: (192.168.8.12)

Detailed Capture (2 of 3)

192.168.8.12 (No registered hostname)

Vulnerabilities Total: “ Security Risk |

by Severity | |5 Biggest Categories
| _géuerﬂy Vulnerabilities | |E;teg_o;_{.r___ Vulnerabilities
3 0 | TeRp 5
. a I | Information gathering 1
3 0 | | X )
2 a I )
1 s | I -

bdl Information Gathered (3) =

¥ 1" Reachable Host List
W11 Option to Use Three-Way Handshake TCP Port Scanning Enabled
1Y (Open TCP Senices List

v v v

b4l Information Gathered (3) =

= [ 1 Reachsble Host List

QD 6 Category: Information gathering  CVE 1Dz Mi&
First Detected: 04/24/2004 at 135549 Last Detected: 0452402004 &t 13:55:49 Times Detected: 1

DESCRIPTIOH:

The host(z) listed responds to one or more of the probes sent to it. The probes uzed to detect live hosts include TCP, LUDP and
ICMP packets.

The hostname(s] displayed was obtained from a DNS server.

RESULT:
IP address Host name
192165512 Mo registered hostname
~H [t Option to Use Three-YWay Handshake TCP Port Scanning Enabled

QID: 52042 Category: TCPAP CVE ID: MAA
First Detected: 04242004 at 135548 Last Detected: 0472402004 at 13:55:49 Times Detected: 1

DESCRIPTIOHN:

“ou have enabled three-veay handshake TCP port scanning. This option may be zelected to protect the host against zome
potential izsues with half-open TCP part scanning .

When this option is enabled, you may expetience some increase in the scanning time. Mo attempt is made to detect the presence
of a firewvall and the version of the operating system. Consequently, the host is not tested for vulnerabilities, whose detection is
dependernt on the detection of a fireweal or the operating system.

RESULT:
Mo results available

Page 43 of 56
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Qualysguard Consultant Scan Results

Obtained April 24, 2004

Target: Loanaranger.tld Production Server
LAN address: (192.168.8.12)

Detailed Capture (3 of 3)

© SANS Institute 2004,

1 Open TCP Services List

QID: 52023 Category: TCPAP CVE ID: Rk
First Detected: 04/24/2004 st 13:55:49 Last Detected: 0424/2004 &t 13:55:49 Times Detected: 1

DESCRIPTIOH:

The port zcanner enables unauthotized users with the appropriste tools to dravy & map of all services on this host that can be
accezsed from the Internet. The test was carried out with 3 "stealth” port scanner zothat the server does not log real
connections.

CONSEQUENCES:
Unautharized users can exploit this information to test vuinershilties in each of the open services.
SOLUTION:

Shut dowen any unknoven oF unused service on the lizt, If you have difficulty figuring out which service is provided by which
process or program, contact your provider's support team. For more information about commercial and open-source Intrusion
Detection Systems available for detecting port scanners of this kind, visit the CERT Web site.

RESULT:

Port | 1ANA Assigned Ports/Services | Description | Service Detected | 05 On Redirected Port |
3389 ms-whbt-zerver M= WHT Setver swin remote desktop
Q000 cslistensr CElistener unknayn

Q002 unknawwn unknasn urknayn

9010 unknown unknoswn unknawn

9020 unknowen unknoswn unknasn

9050 unknown unknaewnn unknown

9040 unknown unknawn unknaenn

Q060 unknowwn unknosvn unknosn

080 unknawwn unknoyn urknayvn

9030 websm WiehSh vogserver administration port unknowen
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Appendix E Antivirus, Backup Scripting

Symantec Corporate Edition Antivirus screen capture

Obtained April 28, 2004

Target: Loanaranger.tld Production Server

LAN address: (192.168.8.12)

Detailed Capture (1 of 2)

= Symantec Anti¥irus Corporate Edition

File Edit Wew Scan Configure Histories Help

= @ Svmantec Antivirus Corporate Edition
- {Ea] Wiew
E @ Scan
¢ | Scan a Floppy Disk
_ "= 5an Computer
5 gﬂ Configure
& i) Histaries
T Starbup Scans
- 3F] Custom Scans
- (18] Scheduled Scans
&1 Look For Help

Symantec AntiVirus Corporate Edition

Symantec Antiirus can help keep vour computer protected
fram computer virdses, Select an item to the left to perform

an action.
General Information -
Parent server.  Mone
Group:

Quarantine: 3 ltems

Program versions
8.00.9374
41015

Frogram:

Scan engine;
- Wirus Definition File

Yersion:  4/28/2004 rev. 39

Exit
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Symantec Corporate Edition Antivirus screen capture

Obtained April 28, 2004

Target: Loanaranger.tld Production Server
LAN address: (192.168.8.12)

Detailed Capture (2 of 2)

B} Symantec AntiVirus Corporate Edition

File Edit Wiew Scan Configure Histories

Help

= @ Symantec Antivirus Corporate Edition
# @ Wigi
=B Scan
i E Scan a Floppry Disk
i {3 Scan Computer
=[] Configure
i 4%] File Svstem Realtime Protectic
_ | {7 Microsoft Exchange Realtime |
+ ﬂ Histaries
-] Starbup Scans
- 3F] Custom Scans
- (19] Scheduled Scans
&1 - Look For Help

File System Realtime Protection

W Enable file system realtime protection

Advanced

2. IF action fails;

Bl Macro Virus ] Mon-tacr Virus]
Al ypes 1. Action:
" Selected RO |Elean wirug from file _ﬂ

|Quarantine infected file _j

Dptions -
v Display messane oninfected computer Meszzage

™ Exclude selected files and falders

_ Mesare |
B

Drive types
W MNetwork
b ¥
Event Propetties K E3
Ewent |
Date: Source:  Martan Antiirug + |
Time: 35433 AM  Categony: Mone
Type: Information Ewent]D: 18 + |
Uzer: HAA,
Computer: TAC
Description:
iz definitions are cument.
Data: & Butes € Words
0k I Cancel | Apply |
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An alternate means of confirming the current Symantec antivirus files is to
manually observe the dates on the Symantec Antivirus files:

The reference to Symantec documentation is:

http://servicel.symantec.com/SUPPORT/ent-
security.nsf/9d94c¢8571a91ba4788256bf3007f62b5/6bf39452b1634d1c88256d81
005b645a?0OpenDocument&prod=Symantec%20AntiVirus%20Corporate%20Edit
ion&ver=8.x&src=ent&pcode=sav_ce&dtype=corp&svy=&prev=&miniver=sav_8
ce

C.\ Docunents and Settings\All Users\Application
Dat a\ Symant ec\ Li veUpdat e>di r <ent er>

Vol unme in drive C has no | abel.
Vol ume Serial Nunber is OCLE-E5C4

Directory of C\Docunents and Settings\Al |l Users\Application
Dat a\ Symant ec
Updat e

05/ 02/ 2004 03:54 AM <Dl R>
05/ 02/ 2004 03:54 AM <Dl R>

05/ 02/ 2004 03:54 AM 633 1. Log. Li veUpdat e
05/ 02/ 2004 03:54 AM 2,286 1. Product. Catal og. Li veUpdat e
05/ 02/ 2004 03:54 AM 2,357 1.Settings. LiveUpdate
05/ 02/ 2004 03:54 AM 633 2. Log. Li veUpdat e
05/ 02/ 2004 03:54 AM 2,286 2. Product. Catal og. Li veUpdat e
05/ 02/ 2004 03:54 AM 2,357 2.Settings. LiveUpdate
05/ 01/2004 03:54 AM 3,870 3. Log. LiveUpdate
05/ 01/2004 03:54 AM 2,286 3. Product. Catal og. Li veUpdat e
05/01/2004 03:54 AM 2,357 3. Settings. LiveUpdate
10/ 04/ 2003 04:33 PM 917 Configuration. Log. Li veUpdat e
05/ 02/ 2004 03:54 AM <Dl R> Downl oads
05/ 02/ 2004 03:54 AM 6, 326 Log. Li veUpdat e
05/ 02/ 2004 03:54 AM 2,286 Product. Catal og. Li veUpdat e
05/ 02/ 2004 03:54 AM 2,357 Settings.LiveUpdate

13 File(s) 30, 951 bytes

3 Dr(s) 5,651, 161,088 bytes free
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Windows 2003 Standard Server Off-Site Backup Test Results
Obtained April 30, 2004

Target: Loanaranger.tld Production Server
LAN address: (192.168.8.12)

Detailed Capture (1 of 2)

& Scheduled Tasks = E
File  Edit Wiew Favorites Tools Advanced Help | .'f
o Bach = £3 - ] | ! Search Falders | & @ X ) | [+

Address I,j Scheduled Tasks LI o
Mame = I Schedule I fesck Run Time I Last Run Time I Skatus | Last .. | Creakar _I_‘
=l offiste_backup Af 10:30 PM every day, starting 10f28/2003  10:30:00 PM ... 10:30:00 PM 4[29/2004 00 rikei i}

11 objects selected

Confirmation that the off-site backup process is working:

Obtained from central Windows 2003 Standard Server

Directory of C:\Inetpub\ftproot\xxxxxxx

04/29/2004 10:31 PM <Dl R>

04/ 29/ 2004 10:31 PM <Dl R> .

04/ 29/ 2004 10:31 PM 19, 442, 445 of f si t ebackup. zi p
1 File(s) 19, 442, 445 bytes
3 Dir(s) 5,657, 600, 000 bytes free

Obtained from remote off-site backup server

Directory of C:\util

03/ 13/ 2004 07:00 AM <Dl R>

03/ 13/ 2004 07:00 AM <Dl R> .

04/ 30/ 2004 06: 09 AM 19, 442, 445 of f si t ebackup. zi p
7 File(s) 19, 445, 477 bytes
2 Dir(s) 14,416, 826,368 bytes free
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Appendix F MS Baseline Security Analyzer - Results

Obtained April 28, 2004

Target: Loanaranger.tld Production Server
LAN address: (192.168.8.12)

Detailed Capture (1 of 3)

© SANS Institute 2004,

Gompater name: ] Redacted Infarmation
{E aildress: —
Security report name: R 11 PM)
Scan date: AMZEF20D4 811 PM
Security update database 20024210
wersion:
Office update database 11.0.0.8416
wersion:
Security assessment: Sewers Risk
Security Updates
Sgore Issue Result
% 'é‘.r'indows 1 security updates could not be confirmed
ecurity oSl e
Upidates Security Update Description Reazon
M303-030 Unchecked Buffer in Dwect¥ Could Enable System
Compromise [B19826) explanation.
f 115 Security Mo critical security updates are missing.
Updates
f Windows Mo crtical secunity updates are missing.
Media Player
Security
Updates
f MDAG Security Mo critical security updates are missing.
Updates
f MEXML Mo crtical security updates are missing.
Security
LUpdates

v

Office Securty
Updates

Vulnerabilities

Scors Issue

Password

5 Expiration

Mo crfical security updates are missing.

Windows Scan Resuits

Result

Some user accounts (10 of 12) have non-expiring passwonds.
User

AomnBackup
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MS Baseline Security Analyzer — Screen Capture

Obtained April 28, 2004

Target: Loanaranger.tld Production Server
LAN address: (192.168.8.12)

Detailed Capture (2 of 3)

© SANS Institute 2004,

#*

v

%

SSSN S

Internet
Conneciion
Firewal

Local Account
Password Test

File Zystem

Guest Acoount

Auiciogon

Restrict
Anonymaous

Automatic
Updaes

1of 1 network connections either da net have Internst Connection Frewsall enabled or hawe open ports.

Connsction Mame Firewa Cpen Ports

LAN 162168212 Enabled Open

Some user accounts (1 of 12) have blank or simple passwords, or cou not be anafyzed

U=zar Weak Password Locked Qut
Guest Weak -
SUPPORT_382845a0 - -
fim - -

AdminBackup - -
USR_TAC = 3

All hard drives (2} are using the NTFS fils system.

Dirive Letier File System
C: NTF3
D: NTFS

The Guest account is disabled on this computer.
Autciogon is not configured on this computer.
Computer is propery restricling anonymous access.

Updates are automatically downloaded and mefalled on this computer.
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MS Baseline Security Analyzer — Screen Capture

Obtained April 28, 2004

Target: Loanaranger.tld Production Server
LAN address: (192.168.8.12)

Detailed Capture (3 of 3)

© SANS Institute 2004,

Vulnerabilities

Zzore [ssue

x |E Zones.

Desktop Application Scan Results

Resuflt

nternet Explorer zones ¢o not have secure seibngs for some users

Jzar Zone Lewe’ Recommended Level

nternet Custom High
Setling Current Recommended
Run components ot signed with Enzble Dizable
Agthentoode
Run components signed with Authenticode  Enable Dizable
Download signed ActiveX controls Prompt Dizable
Run ActwveX controls and plug-ins Ensable Disable
Serpt ActiveX controls marked safe for Enable Dizable
scripting
File dewnlzad Enzble Dizable
Font download Ensable FPrompt
Java permissions High safety Dizable Java
Afow META REFREEZH Enakble Dizable
Cirag and drop or copy and paste files Enable Frompt
Installaton of deskiop tems Prompi Dizable
Launching programs and files in an IFRAME Prompt Disable
Mavigate sub-frames across dfferent Enzble Dizable
domains
Software channs! permissions Medium safaty High safiety
Submit nonencrypted form dats Enzble Prompt
Usersdata persisience Enzble Oisable
Active scripting Enzble Dizable
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Appendix G Protocol Analyzer - Ethereal Capture Port 3389
Windows RDP Remote Desktop

Capture review of port 3389 traffic from 192.168.8.200 test client using Windows
RDP Remote Desktop client. Username ‘ mike ‘ initiating session the server is
responding to the client on ephemeral port 1037. The next data from the client
will be the password.

;Eile Edit Eiew Eu:u Eapture ﬂnalyze Etatistiu:s ﬂelp
)| B|E) x || 8] Q|4 | 0|F |2 RQ|E]| D) EE X T

: Mo - ITime {Snurce |Destinatinn |F'rotu:ucu:u| |Infn

1 0.000000  192.168.8.200 152.168.8.12 TCP 1037 > 3389 [SYN] Seq=0
2 0.000004 102.168.8.12 192.165.8.200  TCP 3380 » 1037 [svM, ACK] :
3 0.000272 192.168. 8. 200 192.168.8.12 TCP 1037 > 3389 [AcK] Seg=1
4 0.00074%  192.168.8.200 S 037 > 3380 :
5 0.001400  192.168.8.12 1592.168.8.200  TCP 3380 » 1037 [PsSH, ACK] °
& 0.002028  192.168.8.200 192.168.8.12 TCP 1037 > 3389 [PsSH, ACK] ©
7 0.002031  192.168.8.12 192.168.8.200  TCP 3380 » 1037 [PSH, ACK] ¢
5 0.003097  192.168.8.200 1592.168.8.12 TCP 1037 » 3389 [PsSH, ACK] °
9 0,003100  192.168.8.200 192.168.8.12 TCP 1037 > 3389 [PSH, ACK] @
10 0.003103 192.168.8.12 192.168.8.200  TCP 3389 » 1037 [Ack] Seg=3:
11 0.003106  192.168.8.12 192.168.8.200  TCP 33809 » 1037 [PSH, ACK] ©
12 0.003367  192.168.8.200 1592.168.8.12 TCP 1037 > 3389 [PsSH, ACK] °
13 0.003370  192.168.8.12 192.168.8.200  TCP 3380 » 1037 [PsH, Ack] :
14 0.003866  192.168.8.200 192.168.8.12 TCP 1037 > 3389 [PSH, ACK] ©
15 0.00386%  192.168.8.12 1592.168.8.200  TCP 3380 » 1037 [PsSH, ACK] °
16 0.004124 192.168. 8. 200 192.1658.8.12 TCP 1037 > 3389 [PSH. ACK] @

1=
B Frame 4 (B8 bytes on wire, 88 bytes captured)

B Ethernet II, sSrc: 08:00:46:5c:kh0:11, Dst: 00:40:05:83:17:dd

H Internet Protocol, Src addr: 192.168.8.200 (192.168.8.2000, Dst Addr: 192.168.8.12

B Transmission Control Protocol, Src Port: 1037 (1037), Dst Port: 3389 (3389), Seq: 1,
Data (34 bytes)

;DOOO 00 40 05 83 17 dd 08 00 4§ 5c bO 11 08 00 45 0O

03 93 40 00 B0 06 &4 8 c0O aB 08 <8 c0 ad
04 0d od 3d 85 a5 &0 09 7 bb c2 fe 450 18
2f 36 00 00 [§ i 1 o)

[oolo 00 4a
o020 08 Oc
| e
Joo4o0
o050

ﬂiﬂ“ £ Add EHpres&ion...I I:Iearl Appl_pl Data [data]. 34 bytes

Page 52 of 56
© SANS Institute 2004, As part of GIAC practical repository. Author retains full rights.



Search for the start of the password ‘ gems ‘ revealed no ASCII data captured.

% Port 3389 Capture.dat - Ethereal
File E:Iii_ Wiew Go E‘apture ﬁnalyze. Statistics ﬂelp-

@) A * (@2 &« =] ©[F 2] @Qla] ¥mEx ©

Time I Source | Desti.natioh I Fratocal I i
1 0.000000 192,168, 8, 200 192,168, 8.12 TCP 1037 > 3389 [S¥N] se
2 0.000004 192.168.8.12 192,168, 8. 200 TCP 3389 > 1037 [SYN, AC

TCP 1037 = 3389 [ACK] Se

= = 3382 [PSH, AC
1037 [PSH, AC
3389 [P3H, AC
1037 [PSH, AC

3389

~Fird

By« DisplayFilsr ﬂe:-: walug  #~ Shing i

Found no-matchl
Filter.l l'i;ems é‘)

Mo packet contained that string in itz data.

3389 [PSH, AC
1037 [ACK] Se
1037 [PSH, AC
3380 [PsSH, AC
1037 [PSH, AC

3 - — TF TUsT 3389 [PSH, AC
# Packet bytes IASCII Unicode & Mon-Unicode j 0 TCp 3380 » 1037 [PSH, AC

2 TCP 1037 » 3389 [PSH. AC
| Fird | Cancel I
o

¥ L ¥ |l
EH Ethernet II, Src: 08:00:46:5c:b0:11, Dst: 00:40:058:83:17:dd
H Internet Protocol, Src Addr: 192.168.8.200 (192.168.8.200), Dst Addr: 192.168.8.1
E Transmission Control Protocol, src Port: 1037 (10373, DSt Port: 3389 (33890, sSeq:
Data (12 hytes)

~Search ln——  String Options

~ Packet list | Case sensitive 0k |

~ Packet detals || Character set;

oo00 00 40 05 B3 1V dd OB 00 468 5S¢ b0 11 OB 00 45 00 B [ —
oolo 00 34 03 95 40 00 850 06 65 0a <O a8 08 <8 CO0 ag s aBa BRNEEn
0020 0B O0c 04 0d Od 3d 85 a3 61 <F 7 bb <4 56 50 1B ..... =2. d....vF.
D030 43 18 bd b% 00 00 03 00 00 Oc 02 FO 80 04 0L 00 Co.viine veieaans
o040 01 00 i

Filter /| add Expression.| Clear| apply|[Fie: Port 3383

Page 53 of 56
© SANS Institute 2004, As part of GIAC practical repository. Author retains full rights.



Appendix H References

Nessus

SANS Course Materials

Track 7, Auditing Networks, Perimeters, and Systems
7.4 Network Auditing Essentials (2003) , Page 5.25
Getting Started with Nessus

SANS Course Materials

Track 2, Defense In-Depth

2.4, Firewalls, Perimeter Protection and VPNs, Page 5-7
Ethereal

SANS Course Materials

Track 7, Auditing Networks, Perimeters, and Systems
7.4 Network Auditing Essentials (2003) , Page 4-26
Security Policy

SANS Certification Series (GIAC PREP) 2003
9.4 Information Security Policy

Authors: S. Fried, F. Kerby, S. Northcutt, D. Rice
SNORT
“Intrusion Detection with SNORT”

Author: Rafeeq Ur Rehman

ISBN: 0-13-140733-3

© 2003

Pub: Prentice Hall
1.1.2 Where IDS Should be Placed in Network Topology
IT Auditing for Financial Institutions
“IT Auditing for Financial Institutions”

Author: Jimmy R. Sawyers

ISBN: n/a

© 2003
Pub: www.alexinformation.com
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Qualysguard

Qualysguard is a commercial vulnerability scanning product available to current
subscribers. The on-line help modules are not public URL links. The overview
of the ‘Consultant’ product is available publicly at

http://www.qualysguard.com/docs/ConsultantDS _ME.qgxd.pdf

Screen Capture from Qualysguard Consultant control panel indicating that
currently they provide 3412 vulnerability tests similar to Nessus ‘plug-in’s’ though
Nessus offers over 2100 vulnerabilities.

EditQID
Ef 27238
B 12066
Ef 86651

B 12065
B 86650
B 33270
B 43056
5 12064
5 23268
5 33268
5 74146
B 27237
B 39266

Ef 26543
Bl 90108

Category
File Transfer
Protocol

CGI

TWeb server
CGl

TWeb server

General remote
SErVICES

Hardware

CGL

General remote
SErVICES
General remote
SErVICES

Mail services

File Transfer
Protocol
General remote
SErVICES

TWeb server

TWindowrs
B el iggmpteremonid

| T [1to200of3412| ¥ M=

Name

RhinoSoft Serv-TT FTP Server Denial of Service
Wulnerabality

CpenBE Multiple Input Validation Vulnerabilities

Apache Cygwin Directory Traversal Vulnerability

Artmedic Webdesign Hpmaker Script Iulhiple
Wulnerabilities

BEA WebLogic Authentication Provider Privilege
Inheritance Vulnerability

HNovell NetWare ETCPCOM CPT Hog ABEND
WVulnerability

Cizco Internet Operating System SMMMP Wessage
Processing Denial of Service Vulnerability
MewsTra¥or Remote Database Disclosure
Vulnerabality

CWE Zerver Piped Checkout Access Validation
WVulnerabality

Eeal Metwork s Heliz Universal Server Dental of
Service Vulnerability

Severity CVEID

R
N
. 2UE
N
N
3
3
N
4
W S e

Tpswitch IIvlail Express Web Messaging Buffer Overrun EEEN 4

Vulnerabality
Tpswitch W3_FTF Zerver Eezource Consumption
Eemote Dental Of Service Vulnerability

SurgeLDATP Insecure Password Storage Vulnerability

IBI HTTF Over 231 Server Demal of Service
WVulnerabality
Windows 2000 Service Packs 2, 3, 4 Not Installed

(||
||

5
[ ||

The following screen capture indicates how Qualys ranks the severity of

vulnerabilities and provides a key to the color rating system.
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Severity Levels

Ewery wvulnerability is assigned a severity level, which is determined by the security risk associated
with its exploitation. The following tables describe the possible consequences for each sewverity
level for wvulnerabilities, possible threats and information gathered. Mote that a complete list of all
checks perfarmed by the scanning engine is available in the Yulnerahbility KnowledgeBase.

alternatively, Managers can apply a custom severity level to any vulnerability in the
kKnowledgeBase. Ta learn how, see Customizing Severity Levels.

Vulnerabilities

& Yulnerability is a design flaw or mis-configuration which makes your network {or 3 host on your
network) susceptible to malicious attacks from local or remote users, Yulnerabilities can exist in
several areas of your network, such as in your firewalls, FTP servers, Weh servers, operating
systems or CGI bins. Depending on the level of the security risk, the successful exploitation of a
wulnerahility can wary from the disclosure of information about the host to a complete compromise

of the host.

SEYERITY LEYEL DESCRIPTION

] Minimal Intruders can collect information about the host {open ports, services, etc.) and
may be able to use this information to find other vulnerabilities,

[} Medium Intruders may be able to collect sensitive information from the host, such as the
precise version of software installed. with this information, intruders can easily
exploit known vulnerabilities specific to software versions,

HEE Serious Intruders may be able to gain access to specific information stored on the host,
including security settings. This could result in potential misuse of the host by
intruders, For example, vulnerabilities at this level may include partial disclosure
of file contents, access to certain files on the host, directory browsing, disclosure
of filtering rules and security mechanisms, denial of service attacks, and
unauthorized use of services, such as mail-relaying,

=] Critical Intruders can possibly gain control of the host, or there may be potential leakage
of highly sensitive information, For example, vulnerabilities at this level may
include full read access to files, potential backdoors, or a listing of all the users on
the host,

BEERE Urgent Intruders can easily gain control of the host, which can lead to the cormpromise of
yvour entire network security, For example, vulnerabilities at this level may include
full read and write access to files, remote execution of commands, and the
presence of backdoors,
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