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Abstract

According to arecent report published by the FBI, 95% of all attacks go un-detected.
Thisis a staggering percentage especially since a mgority of the attacks are generated
and sent out across the Internet viae-mail, some requiring user interaction and some not.
Electronic mail, or E-mail, has become a critical tool in virtually every business process
today. Asanetwork security analyst for afinancial institution, part of my daily routine
includes the administration of the corporate email gateway and ensuring the company is
protected from external threats transmitted through email. A key external threat is
commonly known as avirus. A virusis defined as a piece of programming code usually
disguised as something else that causes some unexpected and usually undesirable event.
(TechTarget 2004) A computer savvy community of computer professionals usually
creates these malicious viruses, known as “black hat hackers”. A black hat hacker isan
individual who hacks with malicious intent to gain intimate knowledge of a computer or
network. Many black hat hackers use email as a means for distributing malicious content
that could compromise an entire network. One way to combat their efforts is to establish
a “Defense in Depth” security posture. When referring to “Defense In Depth”, securing
an email gateway isone of thefirst lines of defense in achieving layered protection.

Thisisatechnical report of the audit of a corporate email gateway appliance, called
Ciphertrust. The Ciphertrust appliance is generally housed in a corporate DMZ, or
Demilitarized Zone, network environment. An audit was conducted to determine the
technical security of the configuration and to assess the reliability of the service the
appliance is planned to provide. The content of this audit is divided into four areas:
identify and describe the system to be audited, perform arisk evaluation to the systemin
its current state of practice, create an audit checklist of subjective and objective tests, and
provide a high level management report of the audit results referencing any findings with
supported evidence.
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Part 1 — Research in Audit, M easurement Practice, and
Control

1.1 Introduction

The technical focus of this security audit is a corporate e-mail gateway appliance, called
Ciphertrust. A financial institution, as part of a project to enhance their network security
infrastructure, recently purchased the appliance. The appliance’ primary function iS to
provide the company, its assets and its employees a safe environment to send and receive
business related emails. This audit is designed to identify internal and external risks
associated with the email gateway system, determine vulnerabilities related to those risks,
examine how those vulnerabilities can be exploited and provide recommendations to
mitigate those risks to ensure a safe and controlled email environment.

1.2 The Environment

1.2.1 Audit Focus

Figure 1 illustrates the network infrastructure in which the Ciphertrust appliance operates.
The appliance functions behind two routers and one firewall in a corporate DMZ, or
Demilitarized Zone. This appliance is accessed from the Internet and there are known
vulnerabilities associated with ports used by the appliance.

Internat [,"j;,ﬂ
s

Firewall

Ciphertrust Appliance
Corporate DMZ

Firewall

Mail Sprver
Intermal Metwork———
L@ =)

Mail Recipients

Figure 1 — The network environment in which the Ciphertrust appliance operates.
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1.2.2 The Ciphertrust Appliance

Hardware
Make IBM
M odel 345

Processor | 2—2.4Ghz Intel XEON Processors
Memory 1GB Memory / 3— 36 GB 10K SCSI Hard Drives

Software

Operating System | Custom build of the UNIX FreeBSD operating system
Application Ironmail v 4.0

Ironmail, the Ciphertrust appliance’s application, was installed on top of a custom version
of the FreeBSD UNIX operating system, or OS. The OS used on the applianceisa
modified version of the FreeBSD kernel. (FreeBSD, Free Berkeley Software
Distribution), as defined at www.newtolinux.org/glossary, is similar the GNU/Linux in
that in includes many GNU programs and runs many of the same packages as
GNU/Linux. However, some kernel functions are implemented differently asit usesa
BSD kernel, and the file system architecture is different.’ The Ironmail OSis pre-
hardened and pre-loaded with encryption software designed specificaly for the
Ciphertrust appliance. The encryption is used for communication with support and for
downloading application and virus updates. In addition, services deemed un-necessary
have been removed from the OS to close several ports. Although this appliance was built
with astrong security focus, this audit will carry out its objectives and scan for any of the
known vulnerabilities that may be associated with the system.

1.2.3 Network Communication

Connections from mail servers and the Internet are necessary for successful mail
delivery. Thefollowing tables define ports that need to be opened to establish
communication links to and from the appliance.

Network Connections (I nternal and Exter nal)
I[ronmail to Internet

Port | TCP/UDP Protocol Description
25 TCP SMTP Required for mail delivery
53 TCP/UDP DNS Optional for an Ironmail/CMC (if your DNS is outside the network, you must open the
port allowing Ironmail/CMC to connect to it)
123 TCP NTP Required if using network time protocol
6277 UDP SLS? Required if you wish to enable Statistical L ookup Service (SLS) lookup as part of
your anti-spam strategy.
20022 TCP Ciphertrust | Required in order for Ironmail to request softwar e/anti-vir us updates

Figure 2. Ports needed for basic functionality are highlighted in red.

! www.newtolinux.org/glossary
2 According to Ciphertrust, the SLS service isatrusted ring of partners who participate in a collaborative
effort to identify spam. (Ciphertrust Manual Release 4)
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In the current network environment, ports 123, 6277 and 20022 are the only ports needed to establish
communication from the appliance to the Internet. These ports are used for updating purposes.

Internet to lronmail

Port | TCP/UDP Protocol Description
20 TCP FTP Optional if using FTP (used to FTP reports and log files to an internal server)
22 TCP SCP Optional if using SCP
25 TCP SMTP Required for Mail Delivery
80 TCP HTTP Optional for Webmail (secure HTTPS on port 443 is preferred)
110 TCP POP3 Optional (secure POP3S on port 995 is preferred)
143 TCP IMAP4 Optional (secure IMAPS on port 993 is preferred)
443 TCP HTTPS Optional for Webmail (for secure HTTPS proxying)
465 TCP SMTPS Optional for secure incoming messages
993 TCP IMAPAS Optional (thisisthe preferred port to securely retrieve email viaIMAP4)
995 TCP POP3S Optional (you should open port 995 for secure POP3S instead)
20022 TCP Ciphertrust | Required (allows Ciphertrust to connect to your Ironmail for Technical Support)

Figure 3. Illustrates the ports required to establish connections from the Internet to the Ironmail. (The portsrequired for basic
functionality are highlighted in red.)

[ronmail to Internet Mail Server

Port | TCP/UDP | Protocol Description
21 TCP FTP Optional if using FTP
22 TCP SCP Optional isusing SCP
25 TCP SMTP Required for mail delivery
53 UDP DNS Optional for an Ironmaiil/CMC (if your DNSisinside the network, you must open the port
allowing Ironmail/CMC to connect to it
80 TCP HTTP Optional for Webmail (you should open secure port 443 for HTTPS instead)
110 TCP POP3 Optional (you should open port 995 for secure POP3 instead)
143 TCP IMAP4 | Optiona (you should open secure port 993 for IMAPAS instead)
162 TCP SNMP | Optional if using SNMP Trap Manager
389 TCP LDAP | Optional if using LDAP
514 UDP Optional if using Syslog server
443 TCP HTTPS | Optional for Webmail (for secure HTTPS proxying)
993 TCP IMAP4S | Optional (thisisthe preferred port to securely retrieve mail viaIMAPAS)
995 TCP POP3S | Optional (thisisthe preferred port to securely retrieve mail via POP3S)

Figure 4 - lllustrates the ports required to establish connections from Ironmail to the Internet mail server. (The ports required for basic
functionality are highlighted in red.)

Most mail servers use only ports 25, 110, and 143 to send and receive email. Emails transmitted through

these ports are unencrypted and attackers are able to retrieve them and ultimately read and obtain

information. From a security perspective, it isrecommended that the secure ports be opened instead: 995

for POP3S and 993 for IMAPAS.

Internet Mail Server to Ironmail

Port | TCP/UDP | Protocol Description
22 TCP CL Optional (only if you want to access the command line interface from inside the
Interface network)
25 TCP SMTP Required for mail delivery

Figure5 - lllustrates the ports required to establish connections from the Internet mail server to Ironmail. (The portsrequired for

basic functionality are highlighted in red.)

© SANS Institute 2004,
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Thelronmail 4.0 Application

Protection is divided into 4 main areas, or modules, as they are referred to in the
Ciphertrust manual for email systems, anti-spam, anti-virus, secure web mail, and secure
delivery. The modules have integrated tools that are used to scan messages to determine
if they should be quarantined or delivered. Spammers are notorious for counter striking
virtually every method of fighting the spam battle. Spam is an on-going battle. Spammer
will aways find way to bypass the “latest and greatest” spam fighting tools.

Anti-Virus (Queue)

The best way to stop virusesis at the gateway of anetwork. With Ironmail, two industry
leading anti-virus engines are available to use, Sophos and McAfee. Ironmail is currently
configured to automatically check for software updates and virus definition updates every
two hours.

Attachment Filtering (Queue)

Administrators are alowed to determine what file attachments to block. A strong
configuration would be to block al inbound executable. Usually, executable files should
not be sent into a network unless they’re zipped and the system is able to scan inside the
zip filesfor virus payloads.

Content Filtering (Queue)

Many spammers use a combination of keywords in an effort to bypass content filtering
areas. Using foul language in email is against corporate policy, Ironmail has the
capability to scan for keywords and phrases and quarantine filthy email if necessary. The
content filtering policy was imported from a previous message filtering software the
company was using. When an email arrives, Ironmail counts the number of timesthe
wordsin the dictionary are in the email. Ironmail then gives that message a total numeric
value. Thetotal number isthen compared to the threshold value pre-defined by the
system administrator and an action is taken to quarantine, delete or deliver that particular
email. The same process is used to determineif an email is spam, or not.
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Anti-Spam (Queue)

Anyone with an email address has at one time or another experienced the annoying
advertising emails also known as spam. Though once simply an annoying point, click
and delete process, these spam messages are now considered to be a very serious security
concern for companies all over the world.

IronMail's Message Flow
oy through Its Queues i e

- - — o Is Sender or Recipient
SMTPI [Ironr\tzl:.‘lsmsarvme that prnpesses messages 5 E on DROP List or SR
g INTO the appliance BYPASS List?

The order in which THESE queues process messages is administrator-defined

RipQ VirusQ Content Mail Anti-SpamQ JoinQ
FilteringQ MonitoringQ

QuarantineQ

vy v
SMTPO (aka "Outbound Queue,” IronMail's Service that
processes messages delivered OUT of the appliance

<] « > D
Messages delivered to the Messages delivered to the
Internet internal mail servers

The figure above illustrates how the email messages move through the appliance. First,
the email is received from the Internet or from internal mail servers. The appliance is not
designed to designate external mail (I.E. Internet mail) from internal mail (1.E. Internal
mail servers). All mail coming into the appliance is considered “inbound” email. The
RipQ is designed to “rip” the email into several parts. The parsed data is then scanned by
4 queues the VirusQ, the ContentFilteringQ, the MailMonitoringQ and the Anti-SpamQ.
As the emails move through the queue process, they are weighed by threshold values
configured by the mail administrators. These values trigger events that move a message
to quarantine, deletion or delivery. The values are subject to change as updates become
available.
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1.3 Risk Assessment

Risk isafunction of the likelihood of a given threat-source’s exercising a particular
potential vulnerability, and the resulting impact of that adverse event on the
organization.® The following three tables will address, define and determine the potential
impact risks have on an organization and its daily business operations.

Threat Analysis

A technological threat is defined as a circumstance, event, or person with the potential to
cause harm to a system in the form of destruction, disclosure, data modification, and/or
Denial of Service (DoS) (Symantec Security Response 2004). Because this system was
designed as a network security appliance, threats and impact on business operations are
minimal. Thistablewill identify two threats that are associated with any network
resource, regardless of itsinitial design.

Proposed Threat Identification Impact on Business Operations
Access to the system determined to beun- | Aninternal or external attacker connects to
authorized the appliance without authorization

e An attacker could intentionally
release viruses into the internal
network.

e A Trojan could be placed on the
appliance to sniff traffic from a
remote location.

e Financia institutions are aknown
target for attackers. Information
such as account numbers, balances,
Socia Security Numbers and other
sensitive information play an
integra role in the day-to-day
business activity.

Viruses passing through the appliance to The spread of viruses are increasing at an

the internal network astounding pace.

e With the introduction of more
sophisticated viruses such as
MyDoom, Novrag and variants of
Netsky, updating virus engines and
definitions should be paramount for
all businesses.

3 NIST (National Institute of Standards and Technology) “Risk Management Guide for Information
Technology Systems”. Technology Administration — U.S Department of Commerce.
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Information Asset — Corporate Email

Corporate email is arguably the fastest growing business tool in recent years (Nexor
2002). Email isanintegral part of the communicate link between internal employees,
external vendors and potential clients. In the event of a system failure, email would be
halted and without a proven backup or disaster recovery plan, asignificant loss of
production would be the inevitable. System failures can often be avoided by
implementing proper controls. The controls are designed to establish a set of standards
that will help maintain the most efficient system operability.

Vulnerability Analysis

The following table illustrates vulnerabilities related to the email gateway system
configuration, the exposure rating for defined vulnerabilities, and the operationa impact
that vulnerability would have if exploited successfully by an attacker. The exposure
rating is determined by personal experience through administration of the appliance. For
example, remote administration is defined through a predefined port on the appliance and
only the vendor can authenticate to it. Connections attempted from any other IP address

would be immediately rejected. Therefore, the exposure rating for avulnerability to be
exploited successfully through remote administration would be very low (5% to 10%).

Vulnerability

Exposur e Rating

Operational | mpact

Denial of Service Attack

10%

The financia institution
currently has 2 firewallsin
front of the appliance.
Production loss

System unavailable to
monitor inbound and
outbound email

Unauthorized Remote
Administration

10%

User with malicious intent
gaining privileged access
to system

System requires re-
authentication after session
expires

60%

If the administrator were to
|leave the workstation and a
session is ftill active, any
passerby could have
administrative access to
the network resource.

The user could
unknowingly release
infected emailsto the
internal network.

Virus Protection

65%

If the IDE files are not
updated promptly, viruses
could potentialy be
delivered.

© SANS Institute 2004,

As part of GIAC practical repository.
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Current State of Practice

The financia ingtitution has recently approved a project to begin implementation of
security audit procedures, establish baseline security practices and perform vulnerability
assessments on all network security appliances. No documentation will be included to
support its current state of practice, asit is an unfinished project.

1.4 Technical Security Tools

In this section, the tools used to perform the technical aspects of the audit will be defined.
The tools will assist in determining vulnerabilities in the system configuration and
provide evidence to support control objectives and findings reported to senior
management. The followingisalist of security tools that will be used:

e SuperScan 4.0 — thisis a connect-based TCP port scanner, pinger and host name
resolver. Inthe following audit, thistool will be used to perform banner grabbing
on the target system. A copy of Superscan can be downloaded for free at
www.foundstone.com

e EyeE Digital’s Retina Security Scanner_ - retinais anon-intrusive security
scanner that scans network devices for vulnerabilities identified by the
application. It also provides the capability to manage security policies from a
centra location. The latest release of Retina can be downloaded at
www.eeye.com/html

e Nessus — atool used to scan networks from a remote location. The Nessus
Security scanner was initially built for the MacOS X, FreeBSD, Linux, and
Solaris operating systems. The Nessus 2.0 UNIX based tool can be downloaded
at http://www.nessus.org/download.html. This release isthe most recent stable
version of the software. A release of the Windows version of Nessus is now
available and can be downloaded at http://www.tenablesecurity.com/newt.html

Section 2 — Audit Checklist

The checklist below was created to assess and determine any potential risks associated
with the current configuration of the Ciphertrust appliance. The checklist consists of 12
items including referenced information, the control objective, associated risk,
compliance, objective/subjective, the success or failure of the test, audit fieldwork and
post test results/audit findings. The checklist criteria are defined as follows:

e Reference— Sourceinformation for checklist item.
e Control Objective — Identifies the audit step.
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e Risk — Statesthe risk this control objectiveisrelated to and determines the
potential for an attack.

e Compliance — Stated to ensure the control objective satisfies corporate policy or
adheres to security best practice.

e Testing — Illlustrates the security tools, log output, and screen shots necessary to
evaluate system operability.

e Objective/Subjective — Defined as 1) Objective tests are verifiable, output used
to form an objective result. 2) Subjective is based on a conscious evaluation,
logic used to determine a resullt.

Audit Step 1 — Administrator Password Strength

Reference: Novoblisky, Kimberly M. “Audit of an SSL VPN; Secure Remote Email
Solution for a Financial Institution”

http://www.giac.org/practical/GSNA/Kimberly Novoblisky GSNA.pdf

Control Objective: Verify the administrator password is strong.

Risk: Weak, easy to guess passwords make it significantly easier for an attacker to crack
a system administrator’s password. If the crack is successful, the attacker could take
complete control of the system.

Compliance: Ensure administrator passwords comply with the financial institutions
corporate password policy. The policy states administrator passwords must be at least a
combination of 8 alphanumeric charactersin length.

Testing:

1. Initiate abrowsing session to the Ciphertrust appliance.

2. Attempt a series of common Administrator usernames and passwords to login to
the appliance.

3. Document any successful tests.

4. Inthe event alogin errors out, determine what error message is displayed.
Security Analyst’s Important Note: Ensure the error message does not display
unnecessary information such as “Valid Username/Invalid Password. This tells
the attacker that the Username was defined in the system. The error message
should read, “Username/Password is invalid”, which does not volunteer any
information.

5. Document evidence.

Objective/Subjective: Objective

Thistest is necessary to determine the strength of the system administrator password. In
order to effectively complete fieldwork on this audit step, a copy of the corporate
password policy would need to be obtained as evidence of security policy compliance.
No copy will be included for reasons pertaining to confidentiality and best security
practice.

Success/Failure: To be completed during audit fieldwork.

Audit Fieldwork: To be completed during audit fiel dwork.

Post Test ResultsAudit Findings: To be completed during audit fieldwork.
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Audit Step 2 — System Required Re-Authentication After Session Time Out
Reference: Novoblisky, Kimberly M. “Audit of an SSL VPN; Secure remote email
solution for a financial institution”

http://www.giac.org/practical/GSNA/Kimberly Novoblisky GSNA.pdf

Control Objective: Verify system administration is not attainable after 30 minutes of
idletime.

Risk: Individual gains un-authorized access with full system privileges by using an
authorized session started by an administrator. All usersthat have accounts on the
system are system administrators by default. The accounts have full system privilegesto
make firewall, local system IDS and service changes. In addition, a user could release
malicious viruses into the internal network.

Compliance: The session automatically logs the user out of the system after 30 minutes
of inactivity.

Testing:

1. Start a Ciphertrust session using the web browser interface.

2. Login to the system.

3. Allow 30 minutes of idletime. According to the system configuration, the
sessions will time out after 30 minutes of idle time. The session minute count
can be changed at system administrator’s discretion.

4. Return to the session after 31 minutes. Ensure account login credentials must be
re-entered to gain privileged access to the system.

5. Document evidence of test procedures.

Objective/Subjective: Objective

Thisis an objective test to ensure an un-authorized user is not able to take over the
appliance without having an authorized account defined in the system. To givean
example, a Ciphertrust system administrator could leave work at 5 p.m. without having
logged out of the session. The night janitor with minimal technical “know-how” could
take control of the Ciphertrust box without having an authorized login. The system was
built for easy navigation and the web interface is very user friendly. Thejanitor could
then simply select the “Quarantine” tab, select “Viruses-Quarantined” and release every
virus on the system into the internal network.

Success/Failure: To be completed during audit fieldwork.

Audit Fieldwork: To be completed during audit fiel dwork.

Post Test Results/Audit Findings: To be completed during audit fieldwork.

Audit Step 3— Layered Protection

Reference: Thefinancia institution’s “Defense in Depth” security model. Executive
management approved the model and implementation began in September 2002.
Control Objective: Ensure virus-infected emails with an attachment (i.e. .exe, .bat) are
guarantined after passing through the anti-virus queue.

Risk: Virtually all emails containing viruses are sent with executable attachments. 0-
day exploits take advantage of security vulnerabilities on the same day the
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vulnerabilities become known to the genera public (TechTarget 2004). This generates a
significant risk even if the system is updated with the current IDE files and the email
passes through the anti-virus queue without being quarantined.

Compliance: In the event an infected email with a payload passes through the anti-virus
gueue successfully, the email should be quarantined by the attachment-filtering queue.

Testing:
1. Login to the Ciphertrust appliance using the web browser interface.
2. Select the “Queue Manager” tab at the top of the page.
3. Select the “Attachment Filtering” queue area.
4. Provide examples of 2 different quarantined attachments (i.e. exes).
5. Includethelist of the blocked attachment extensions.

Objective/Subjective: Objective

Thisis an objective test that is necessary to determine the strength of the layered security
model. Documented evidence will be provided to prove the exchange server quarantines
the infected email.

Success/Failure: To be completed during audit fieldwork.

Audit Fieldwork: To be completed during audit fiel dwork.

Post Test Results/Audit Findings: To be completed during audit fieldwork.

Audit Step 4 — Physical Security

Reference: Maxwell, Mike. “Auditing an ISP/POP IMAP Email Server: An
Independent Auditor’s Perspective” (February 2004)
http://www.giac.org/practical/GSNA/Mike Maxwell GSNA.pdf

Control Objective: Determine the physical security controls implemented by the
security department.

Risk: If the system were damaged, this would initiate a significant window of downtime
and result in alossin production. Without sufficient physical and environmental
security controls, the appliance could be compromised or even stolen from the computer
room.

Compliance: Access to the computer room should be controlled. Corporate policy
requires that al network devices be stored where access to the room is granted only by
card key access. Environmental controls should also be present to monitor room
temperature etc. Dueto confidentiality and security best practices, no copy of the
financial institution’s corporate policy will be included in this audit. In addition,
security logs and computer room access logs will not be included to maintain security
best practice.

Testing:

1. Usedigita photosto illustrate environmental controlsin the facility.

2. Isthere afire control panel located in the facility?

3. Inthe event of apower falure, are there backup generators to restore power?
4. Determineif the facility controls individuals entering and leaving the facility.
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Objective/Subjective: Objective

Thisis an objective test that requires interaction with various devices to determine the
physical and environmental controlsin the facility.

Success/Failure: To be completed during audit fieldwork.

Audit Fieldwork: To be completed during audit fiel dwork.

Post Test ResultsAudit Findings: To be completed during audit fieldwork.

Audit Step 5- Virus Protection/I DE File Updates

Reference: Novoblisky, Kimberly M. “Audit of an SSL VPN; Secure remote email
solution for afinancial institution”

http://www.giac.org/practical/lGSNA/Kimberly Novoblisky GSNA.pdf

Control Objective: Ensurethe system is configured to automatically update IDE files
when new ones are dispatched from the SOPHOS update site.

Risk: If IDE files, or virus definition files, are not updated in atimely manner for new
viruses circulating in the wild, the system will not quarantine the infected emails. Then
it becomes possible for the users to receive and execute the payload in the infected
messages.

Compliance: Virus definition files should be updated with extreme frequency to ensure
the company and its assets are protected from malicious viruses that spread via email.
Testing:

1. Login to the Ciphertrust appliance using the web browser interface.

2. Select the “Anti-Virus” tab.

3. Ontheleft side under Anti-Virus Manager, select Auto Anti-Virus Updates.
Ensure the “Automatically Upgrade Anti Virus Software” is checked.

4. On theleft side under Anti-Virus Manager, select Current Anti-Virus
Information. Include a screen shot to provide evidence the IDE files are being
updated.

5. Review thelog information and determine if the IDE files are updated.

Objective/Subjective: Objective

Thisisan objectivetest. There are many new email viruses released during and after
business hours. It’s imperative that anti virus engines update their definition files often.
Success/Failure: To be completed during audit fieldwork.

Audit Fieldwork: To be completed during audit fiel dwork.

Post Test Results/Audit Findings: To be completed during audit fieldwork.

Audit Step 6 — SSH Tunnel Integrity Check

Reference: Kreuger, Benjamin. [SSL] sshdl exploit. Many versions.
http://www.ssc.com/pipermail/linux-1ist/2001-November/010581.html

Control Objective: The Ciphertrust appliance uses the SSH protocol to alow remote
connections to the box for administration and support. Perform a “passive” scan on the
appliance to determine if the SSH version the appliance is running is subject to any
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known vulnerabilities.

Risk: There are known vulnerabilities in the wild associated with the SSH protocol. If
any of these vulnerabilities were exploited successfully, an attacker could gain root
access to the box with full system privileges.

Compliance: The SSH protocol the appliance uses for remote connections should be
patched and protected from vulnerabilities circulating in the wild.

Testing:
1. Open the SuperScan 4.0 application.
2. Input the target IP address of the system to scan.
3. Start scan.
4. Determine what version of the SSH protocol the appliance is using.
5. Determine vulnerabilities associated with the SSH protocol ?

Objective/Subjective: Objective

Thisis an objective test. The scan results will determine what version of the SSH
protocol the appliance is currently running.

Success/Failure: To be completed during audit fieldwork.

Audit Fieldwork: To be completed during audit fiel dwork.

Post Test ResultsAudit Findings: To be completed during audit fieldwork.

Audit Step 7 - E-Mail Relay

Reference: Ciphertrust Ironmail 4.0 Manual.
https://supportcenter.ciphertrust.com/home.php\4.0Manual .pdf. Ironmail 4.0 User
Manual Pg. 52/496. “Allow message relaying to external domains”

Control Objective: Ensurethe allow relay feature of the appliance is functioning
properly.

Risk: Spammers and malicious virus writers often remotely take over email servers and
use them as launching pads for marketing campaigns and targets for viruses. If an
attacker compromised the appliance, the attacker could potentially use the internal mail
servers to conduct criminal activity.

Compliance: The appliance should only allow email relay from IP addresses in pre-
defined subnets on the allow relay list.

Testing:
1. Login to the Ciphertrust appliance using aweb browser interface.
2. Select the “Mail Firewall” tab.
3. Ontheleft hand side of the window, select the “Allow Relay” hyperlink.
4. Verify the alow relay is authorized.

Objective/Subjective: Objective
Thisis an objective test. The screen shotswill illustrate the configuration of the allow
relay list currently being used.
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Success/Failure: To be completed during audit fieldwork.
Audit Fieldwork: To be completed during audit fiel dwork.
Post Test Results/Audit Findings: To be completed during audit fieldwork.

Audit Step 8 — Vulnerability Assessment

Reference: Retina Manual Pg 38/83 “Retina Audit Wizard”

http://www.googl e.com/search?hl=en& ie=UTF-8& g=retinat+audit+steps

Control Objective: Using the Retina Security Scanner, ensure there are no unnecessary
ports active on the appliance. Retinauses afile, called an RTH that contains
information about known security vulnerabilities, to scan the target system. This
application performs an automatic web update for the RTH file each time asessionis
started. The scanner isthen able to determineif the system has vulnerabilities and
reports the feedback in an HTML report.

Risk: Ports open that are not used make it possible for an attacker to exploit any
vulnerability associated with those ports and potentially steal confidential information
guarantined on the appliance.

Compliance: Asdefined in section 1, only ports required to send and receive business
related emails should be active and listening.

Testing:
1. Start the Retina Security Scanner.
2. Inthe select targets area, select the target IP address of the system to scan.
3. On the right side, click “start scan” under audit tasks.
4. Document results.

Objective/Subjective: Objective

Thisisan objective test. The results from the retina scan will provide information about
open and closed ports on the appliance. The scan will also provide remediation steps to
ensure the appliance is secure.

Success/Failure: To be completed during audit fieldwork.

Audit Fieldwork: To be completed during audit fieldwork.

Post Test Results/Audit Findings: To be completed during audit fieldwork.

Audit Step 9— Built In IDS System Functionality

Reference: The financial institution’s “Defense in Depth” security model. Executive
management approved the model and implementation began in September 2002.
Control Objective: Ensure the built-in Intrusion Detection System is functioning
properly. Launch a DDoS attack against the appliance and document results.

Risk: A successful attack against acritical network resource going unnoticed could
allow enough time for an attacker to steal sensitive information.

Compliance: The appliance should have an aerting system to notify information
security that an attack has been attempted.

Testing:
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Using Nessus, launch an attack against the Ciphertrust appliance.

Login to the appliance; select the “Mail IDS” tab. On the left side, select
Network Level — Analysis Console.

Select the hyperlink number next “Unique Alerts”.

Determine the most frequent 5 aerts.

Provide an example of aDDoS alert.

Provide the results from the Nessus scan.

Document the results.

NP

Nouokw

Objective/Subjective: Objective

Thisisan objective test. The results from the built-in IDS system will provide
information regarding the attack.

Succesg/Failure: To be completed during audit fieldwork.

Audit Fieldwork: To be completed during audit fiel dwork.

Post Test ResultsAudit Findings: To be completed during audit fieldwork.

Audit Step 10 — Allocation of Administrative Resour ces

Reference: Frigon, Stephanie. “Auditing a Small Internet Business Hosted by an
Internet Service Provider: An Auditor’s Perspective” (October 2003)
http://www.giac.org/practical/GSNA/Stephanie Frigon GSNA .pdf

Control Objective: Verify that an employee of the Network Security Department has
been assigned to administer and monitor the appliance on adaily basis.

Risk: Providing resources to effectively monitor and administer the appliance is crucial
to identify and respond to attacks in atimely manner. If resources are not available to
monitor the system, remote or even internal attacks could go unnoticed for extended
periods of time.

Compliance: Information security personnel should be available, trained and prepared
to respond to attacks that may occur during or after business hours.

Testing:

1. Consult with the Information Security Manager and determine the department
personnel responsible for monitoring and administering the Ciphertrust email
gateway appliance.

2. Provide task percentages for daily administration.

Objective/Subjective: Subjective

Success/Failure: To be completed during audit fieldwork.

Audit Fieldwork: To be completed during audit fiel dwork.

Post Test Results/Audit Findings: To be completed during audit fieldwork.
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Audit Step 11 — Displayed Warning Banner

Reference: Novoblisky, Kimberly M. “Audit of an SSL VPN; Secure remote email
solution for a financial institution”

http://www.giac.org/practical/GSNA/Kimberly Novoblisky GSNA.pdf

Control Objective: Determineif awarning banner is displayed before access to the
logon screen is granted.

Risk: Lawsuits are always supported with documented evidence. Without awarning
banner informing potential attackers that un-authorized accessto the system is
prohibited, thereis only substantial evidence to provide in the event alawsuit is brought
against the financial institution. On port 143, the IMAP protocol has a banner that
usually contains information about the appliance. This should aso be changed and a
warning banner be implemented.

Compliance: Corporate issued warning banner should be displayed before auser is able
to access the logon screen informing the user that the system is for authorized use only.
Testing:

1. Initiate abrowsing session to the Ciphertrust appliance.
2. Determineif the warning banner is displayed.

3. Start a SuperScan session with the target IP address.

4. Document results of the scan.

Objective/Subjective: Objective

Thisisan objectivetest. The screen shots and the Superscan results will provide
evidence of banners currently displayed on the appliance.

Success/Failure: To be completed during audit fieldwork.

Audit Fieldwork: To be completed during audit fiel dwork.

Post Test Results/Audit Findings: To be completed during audit fieldwork.

Audit Step 12 — International Domains

Reference: The financial institution’s “Defense in Depth” security model. Executive
management approved the model and implementation began in September 2002.
Control Objective: Ensure the Ciphertrust appliance blocks al international domains
that are not used for daily business activity.

Risk: Spammers and virus writers are operating all over theworld. If international
domains are not blocked, this provides yet another avenue for an international attacker to
compromise a network resource. By implementing as many mitigating factors as
possible, it reduces the risk of a system compromise.

Compliance: All international domains not used on a daily basis should be blocked
before emails from those domains reach the policy scan process.

Testing:

1. Providealist of al domains blocked by the appliance.
2. Provide a list of “accepted” domains.
3. Include instructions on how to setup the rule to block a domain.
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Objective/Subjective: Objective

Thisisan objective test. Screen shotswill provide evidence of the blocked international
domains.

Success/Failure: To be completed during audit fieldwork.

Audit Fieldwork: To be completed during audit fiel dwork.

Post Test ResultsAudit Findings: To be completed during audit fieldwork.

Section 3 = Audit Fieldwork

Audit Step 1 — Administrator Password Strength

Reference: Novoblisky, Kimberly M. “Audit of an SSL VPN; Secure Remote Email
Solution for a Financial Institution”

http://www.giac.org/practical/GSNA/Kimberly Novoblisky GSNA.pdf

Control Objective: Verify the administrator password is strong.

Risk: Weak, easy to guess passwords make it significantly easier for an attacker to crack
a system administrator’s password. If the crack is successful, the attacker could take
complete control of the system.

Compliance: Ensure administrator passwords comply with the financial institutions
corporate password policy. The policy states administrator passwords must be at least a
combination of 8 alphanumeric charactersin length.

Testing:

6. Initiate abrowsing session to the Ciphertrust appliance.

7. Attempt a series of common Administrator usernames and passwords to login to
the appliance.

8. Document any successful tests.

9. Intheevent alogin errors out, determine what error message is displayed.
Security Analyst’s Important Note: Ensure the error message does not display
unnecessary information such as “Valid Username/Invalid Password. This tells
the attacker that the Username was defined in the system. The error message
should read, “Username/Password is invalid”, which does not volunteer any
information.

10. Document evidence.

Objective/Subjective: Objective
Thistest is necessary to determine the strength of the system administrator password. In
order to effectively complete fieldwork on this audit step, a copy of the corporate
password policy would need to be obtained as evidence of security policy compliance.
No copy will be included for reasons pertaining to confidentiality and best security
practice.
Success/Failure: Thiswas a successful test.
Audit Fieldwork:

1. Initiate a browsing session to the Ciphertrust appliance.
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2. Attempt a series of common Administrator usernames and passwords to login to
the appliance. The following usernames and passwords were tried:

Username Password
Administrator Admin
Admin Administrator
Ciphertrust Ciphertrust
Admin Password
Root Password
Admin Ciphertrust
Administrator Ciphertrust

3. No successful logins.

4. Inthe event alogin errors out, determine what error message is displayed. All
tests gave thefoIIOW| ng invalid response

gack v = - @.gﬂ@s:h GilFavortes Gmedia (4 | B- & =1 3 &

Agaress [€] fadminjboxjloginadrin.jsp

IronMail™

Bdministrator Login
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Post Test ResultsAudit Findings:
» There were no successful login tests. Therefore, the username and password
used on this appliance are not common in nature. No findings.

Audit Step 2 — System Required Re-Authentication After Session Time Out

Reference: Novoblisky, Kimberly M. “Audit of an SSL VPN; Secure remote email solution
for a financial institution”

http://www.giac.org/practical/GSNA/Kimberly Novoblisky GSNA.pdf

Control Objective: Verify system administration is not attainable after 30 minutes of idle
time.

Risk: Individual gains un-authorized access with full system privileges by using an
authorized session started by an administrator. All usersthat have accounts on the system are
system administrators by default. The accounts have full system privileges to make firewall,
local system IDS and service changes. In addition, auser could release malicious viruses
into the internal network.

Compliance: The session automatically logs the user out of the system after 30 minutes of
inactivity.

Testing:

6. Start a Ciphertrust session using the web browser interface.

7. Loginto the system.

8. Allow 30 minutes of idletime. According to the system configuration, the sessions
will time out after 30 minutes of idle time. The session minute count can be changed
at system administrator’s discretion.

9. Return to the session after 31 minutes. Ensure account login credentials must be re-
entered to gain privileged access to the system.

10. Document evidence of test procedures.

Objective/Subjective: Objective

Thisis an objective test to ensure an un-authorized user is not able to take over the appliance
without having an authorized account defined in the system. To give an example, a
Ciphertrust system administrator could leave work at 5 p.m. without having logged out of the
session. The night janitor with minimal technical “know-how” could take control of the
Ciphertrust box without having an authorized login. The system was built for easy
navigation and the web interface is very user friendly. The janitor could then simply select
the “Quarantine” tab, select “Viruses-Quarantined” and release every virus on the system
into the internal network.

Success/Failure: Thiswas asuccessful test.

Audit Fieldwork:
1. Start a Ciphertrust session using the web browser interface.
2. Login to the system.
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3. Allow 30 minutes of idle time... ... ... ...
4. The system has automatically logged out of the session after 31 minutes.
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&
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Post Test ResultsAudit Findings:

> After the systemisidlefor over 30 minutes, the session expires requiring the user to
input the login credentials to initiate another session. No findings.
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Audit Step 3— Layered Protection

Reference: The financial institution’s “Defense in Depth” security model. Executive
management approved the model and implementation began in September 2002.

Control Objective: Ensure virus-infected emails with an attachment (i.e. .exe, .bat) are
guarantined after passing through the anti-virus queue.

Risk: Virtually all emails containing viruses are sent with executable attachments. 0-
day exploits take advantage of security vulnerabilities on the same day the
vulnerabilities become known to the general public (TechTarget 2004). This generates a
significant risk even if the system is updated with the current IDE files and the emall
passes through the anti-virus queue without being quarantined.

Compliance: In the event an infected email with a payload passes through the anti-virus
gueue successfully, the email should be quarantined by the attachment-filtering queue.

Testing:

6. Login to the Ciphertrust appliance using the web browser interface.
7. Select the “Queue Manager” tab at the top of the page.

8. Select the “Attachment Filtering” queue area.

9. Provide examples of 2 different quarantined attachments (i.e. exes).
10. Include the list of the blocked attachment extensions.

Objective/Subjective: Objective

Thisis an objective test that is necessary to determine the strength of the layered security
model. Documented evidence will be provided to prove the exchange server quarantines
the infected email.

SuccessdFailure: Thiswas a successful test.

Audit Fiedldwork:

1. Login to the Ciphertrust appliance.

Z} CipherTrust Administration Login - Microsoft Intemet Explorer. =10l x|

_Elle Edit  Wiew Favor Toolz  Help ‘
$oback ~ = - (@) [ 44| DGearch [EFavortes Fiveds 8| 5y S = 5] 4
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A . Yal r ‘
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4. Thefollowing 2 emails were sent through the appliance to determine how the
system would process the messages.

e 1) Thefirstisan infected email provided by Sophos. The message has the
attachment known as the “Eicar-AV-Test”. The payload consists of test material
that is not deemed as malicious. The system simply recognizesthe email asa
possible virus. The latest signature for the Eicar test has been installed.

~J CipherTrust lronMail™ WebAdmin - Microsoft Internet Explorer :
File  Edit !iéw Favoites: Tools  Help |
i Back v s« @ ﬁ| @Se‘ar’ch [l Favorites @Media @ | {%v @ - @&

Ag‘diess_@ ,iadmin,l’menu;’ct_ac!min_main.html j ﬁGo Links

IronMail™
il Firewsll | sl WPH | MailiDS
Queue Manager

5 Po aniad nti-virus | & i oard |
Search Results =

P

Your reg Was SUCC 1. This action may take upto 2 minutes

¥
to complete. For better performance please return to Search page.

i Queue Information
i+ Configurs Gueuss
Outhound Gueus
Bl search “ou may delete messages or move them to the outhound gueue by selecting their Select check

© Current Message hoxes and clicking the Delete or Move to the Qutbound Queue buttons. To delete, move to

3 et another queue, change the priority, or viewe the cortents of just ore message, click its Subject
hyperlink

g Processed Messages To Perform these actions on a//messages in the queus, select the Apply for all messages check
i Domain Priority hox, and click the desired button,

¥ Quarartine Types

Hote: Messages that have a Virus icon b4 inthe same row were found to contain viruses or have
failed mime parsing. To prevent inadvertent delivery of infected messades, & warning appeats if you
attempt to move infected messages to the outhound queus.

Select ls} Erom To Subject Quarantined by
™ % 2003150 exe Info |

| Apply For Al Messages

Cielete Messagefs) fove to Outhoundd Close

@ L1 | e

e Thefollowing screen shot includes the message details of the infected message
identified as by the appliance. The virus scan determined there was a payload
that included an executable attachment, and quarantined it in the Anti-Virus
Queue.

<} Message Information - Mictasoft | IEr | |E||5|

Message Information

Rule: "Sophos', Wirus_type’ 1, wiruz_name’ EICAR-4Y -Test!
Gueue Mame: Queues - Yirus Scan
Action : Wirus Found.

Gueue Name: Gueue - Yirus Scan
Action : Meszages gquarantined

Create Rule
Based On Mail From:
Baszed On Subject BXE
Bazed On P Address:

Cloze
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queue.

/2 Internal Queue - Quarantine Message Headers - Microsoft Internet Explorer

Internal Queue - Guarantine Attachment Filtering Message Headers

conterts of just opemessage, click its Subject hyperlink.

Addtionsl options are available for messages in the Quarantine Gueue.

of infected messages, a warning appears if yvou sttempt to move infected messages to the outbound gueue.

4 FARTY I

Wou may delete messages of move them to the outhound gueus by selecting their Select check boxes and cicking the Delete or Move to the
Outbound Queue buttons. To change their message priority, click the Apply button. To delete, move to andther gueue, change the priarity, or view: the

To Perform these actions on aif messages inthe gueue, select the Apply for all messages check box, and click the desired button.

e 2) The second test includes a generic message with an executable attachment and
no virus payload. The test was performed to ensure the appliance is configured
to block attachments that can be executed by unsuspecting users. The following
screen shot illustrates the email was quarantined by the attachment filtering

Hote: Messages that have & Wirus icon ¥ inthe same rowe wers foundto contain viruses or have failed mime parsing. To prevent inacdvertent delivery

Your req was itted. This action may take upto 2 minutes to complete. For better performance
close the M ge Head indow during processing.
Status Select |0 From Ta Subject Size Date Scheduled Time Infoffdd Rule
E4 [~ 2093290 exel 106302 2004-07-21 15:04:15 (UEES Info

suspicious email.

R Message - Microsoft Internet Explorer

Message Contents...

Message Headers=

Received: from

by

Wi, 21 Jul 2004 150413 -0500
Received:

Subject: exel

Date: Woed, 21 Jul 2004 150407 -0500

Crganization: SD_7T

MIME-%ersion: 1.0

Cortert-Type: multipartimixed;
boundary="----=_PMextPart_000_000A 01C46F 33 Fa3a 760"
H-bailer: Microsoft Office Outlook, Build 11.0.5510
Thread-Indesx: AcRyv e ATSAKHpEICTRENF sjwinl +gBg==
F-MimeOLE: Produced By Microsoft MimeOLE “6.00.2800 1441

e Thefollowing screen shot provides the contents of the quarantined attachment,
which includes the message headers. The message header provides information
pertaining to the origination of the message, who received the message and the
date and time stamp. Thisinformation will help determine the validity of a

kessage
Thiz is & multi-part message in MME formst. %
=t
Artachments
N NOTEPAD EXE
Cloze
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e Thefollowing list was exported from the appliance to provide evidence of the
file extensions that are blocked.

Blocked Attachment List
Ciphertrust Config July
2004

dll lib msp | sys

obj | vbe | mde is

ade | chm pif pcd
hta vb sea | adp

exe Ink shb scr

url shs | mdb | reg

crt hip ins cmd

isp | wsh | msi | com

jse | eml bat | wsc

vbs | wsf | msc inf

sct | mst cpl
Post Test Results/Audit Findings:

» Inthe event an infected email with a 0-day exploit is sent, the applianceis
prepared to stop the message before it reaches the internal network. The two
tests confirm that the appliance is properly configured to block both infected

messages with signatures defined in the appliance anti-virus engine and
executable attachments with no virus payload. No findings to report.

Audit Step 4 — Physical Security

Reference: Maxwell, Mike. “Auditing an ISP/POP IMAP Email Server: An
Independent Auditor’s Perspective” (February 2004)
http://www.giac.org/practical/GSNA/Mike Maxwell GSNA.pdf

Control Objective: Determine the physical security controls implemented by the
security department.

Risk: If the system were damaged, this would initiate a significant window of downtime
and result in alossin production. Without sufficient physical and environmental
security controls, the appliance could be compromised or even stolen from the computer
room.

Compliance: Access to the computer room should be controlled. Corporate policy
requires that al network devices be stored where access to the room is granted only by
card key access. Environmental controls should al so be present to monitor room
temperature etc. Dueto confidentiality and security best practices, no copy of the
financial institution’s corporate policy will be included in this audit. In addition,
security logs and computer room access logs will not be included to maintain security
best practice.

Testing:

5. Usedigital photosto illustrate environmental controlsin the facility.
6. Isthereafire control panel located in the facility?
7. Inthe event of apower failure, are there backup generators to restore power?
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8. Determineif the facility controls individuals entering and leaving the facility.

Objective/Subjective: Objective

Thisis an objective test that requires interaction with various devices to determine the
physical and environmental controlsin the facility.

Success/Failure: Thiswas asuccessful test.

Audit Fiedldwork:

e After touring the facility, it was determined there were sufficient controlsin
place to monitor environmental information such as room temperature and air
quality. The following photographs were taken of the two air conditioning units,
one unit is located at the entrance and one at the back of the facility.
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e The air conditioning unit’s monitoring window provides information regarding
room temperature and humidity levels. It isessentia the room stay at a cool
temperature to ensure the network devices do not overheat. The systems are
setup to automatically maintain a pre-defined temperature of 70 degrees at all
times.

o Verify afire control consoleis mounted in the facility. The green tag shows the
console was serviced by the fire department in April 2004. Fire suppression
devices should have periodic checks by certified personnel to make sure the
devices are functioning properly.
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o Veify backup generators are available to restore power in the event of a power
failure. A picture of the backup devices provided below. The devices are active.

e Performed avisual inspection of access controls for the entrance door of the
facility. Thisdoor isthe only way to access the room and card key accessis
required. An attempt was made to obtain door access to security logs, however,
due to security best practice; they will not be included as evidence. The security
department isin the process of upgrading the logging system to a new program
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with aGUI (or Graphical User Interface) that will allow for HTML reporting.

Post Test ResultsAudit Findings:
> It was determined there were sufficient environmental controlsin the facility
the applianceislocated. No findings.

Audit Step 5- Virus Protection/I DE File Updates

Reference: Novoblisky, Kimberly M. “Audit of an SSL VPN; Secure remote email
solution for a financial institution”

http://www.giac.org/practical/GSNA/Kimberly Novoblisky GSNA.pdf

Control Objective: Ensurethe system is configured to automatically update IDE files
when new ones are dispatched from the SOPHOS update site.

Risk: If IDE files, or virus definition files, are not updated in atimely manner for new
viruses circulating in the wild, the system will not quarantine the infected emails. Then
it becomes possible for the users to receive and execute the payload in the infected
messages.

Compliance: Virus definition files should be updated with extreme frequency to ensure
the company and its assets are protected from malicious viruses that spread via email.
Testing:

6. Login to the Ciphertrust appliance using the web browser interface.

7. Select the “Anti-Virus” tab.

8. Ontheleft side under Anti-Virus Manager, select Auto Anti-Virus Updates.
Ensure the “Automatically Upgrade Anti Virus Software” is checked.

9. Ontheleft sideunder Anti-Virus Manager, select Current Anti-Virus
Information. Include a screen shot to provide evidence the IDE files are being
updated.

10. Review the log information and determine if the IDE files are updated.

Objective/Subjective: Objective
Thisisan objectivetest. There are many new email viruses released during and after
business hours. It’s imperative that anti virus engines update their definition files often.
Success/Failure: Thiswas a successful test.
Audit Fieldwork:

1. Login to the Ciphertrust appliance using the web browser interface.
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Use this screen to canfigure Anti Yirus options. If you have both Sophos and McAfee installed, selsct the arder in
which the engines scan for viruses. Select the action(s) you want to occur in the event a virus is found. If a virus cannat
be cleaned, the Change Extension option will rename the file sttachment's extension. Additionally, whenever viruses
+ Current Anti-Viros Informstion cannot be cleaned, one of three actions can occur: Drop message, Repackage and send to alernate address, or
Guararting messages,

: ; Seanand
Engine Crder Scan Only Clean
Sophos First = g o

Action
Notification: ' Disable ' Sender " Internal User

O Change extension: If unsble to clean the virus, change the sttachments's file extension to wirus.
(If the action iz Drop , the Change Extension sbove does not spply.)
£ Drop message: Do not deliver message if the virus could not be cleaned.

" Repackage and send to alternate address(es) | {comma separated).
& Quarantine :

Virus Messages to: Arti Virus =

Sweep Error Messages to: Sweep Errar ]

P d Protected M ges to: Password Protected =

‘Slibmit  Cancel

@ L e

3. Ontheleft side under Anti-Virus Manager, select Auto Anti-Virus Updates.
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a CipherTrust lronMail™ WebAdmin - Microzoft Internel Explorer

.Ha Ed'l Vlew Favorites:  Tools He.lp ‘

Epack + = - @) (9] 3| Qoearch [BiFavortes Fhmeds (B | BN S - 5] 4
Addreﬁs@ Jadrinfmenufct_admin_main.btml j _ﬁf(icr Lmk’s

IronMail™

vall F y /P el DS | Policy Manager Jﬂcrm..\frus Anti-Spam LE
Antl-‘h’lrus Manager Automatic Anti-Virus Update Management

Configure Arti-Yirus Select options for automatic anti-virus file updating.
- Extension Cwerride VI‘rI.IS Ubdéﬁtéé '-
 Mariual Anti-Yiris Updates

Automatically Uparade Anti-Yirus Softvare 2

o Current Arti-Yirds Information sutomatic Check Interval (hours) ; I'I
Submit. | Feset

View Log File

] l_ = l_ 4D Intemet Y

4. Ontheleft side under Anti-Virus Manager, select Current Anti-Virus
Information. Include a screen shot to provide evidence the IDE files are being
updated.

<3 CipherTrust lronM ail™ WebAdmin - Microzoft Internet Explorer

File 'Edit Eiéw Favorites  Tools .He}p |
-%Baek o w @ _. ﬁ'| @.Se'afcn _@Fﬁvorites .@;Meaia ®| %_v Eh v@ ﬂ
ﬁgi‘d;ess‘@ ,fadm!n,l’menu,l’ct_al_:!min_n_ﬁain.html

Ironbail ™

| il AP

Anti-Virus Manager atak-cide 21 July 2004, 09:58:29 =
Corfigure Anti-Virus delf-cu ide 21 July 2004, 09:21:55
Extension Override lovegater ide 21 July 2004, 01:53:04
& Manual Arti-virus Updates mycloom-n.ide 20 July 2004, 14:40:43

G AR banichanc ide 20 July 2004, 111311

solbot-kk ide 20 July 2004, 09:06:33 :
lovigata ide 20 July 2004, 01:0324

‘bagle-ai ide 19 July 2004, 13:47:21

rhot-dix ide 19 July 2004, 0F:22:22

dbot-my.ide 18 Mary 2004, 04:52:02

dansh-a.ide 18 June 2004, 09:16:23

rhot-be.ide 18 June 2004, 030800

bagle-ag.ide 18 July 2004, 22:47:04

haglezip ide 18 July 2004, 21:59:20

lovgatab ide A7 May 2004, 05:21:56

agobotkl ide 17 June 2004, 054420

rhot-ay ide AT June 2004, 04:21:57

rhiot-ax.ide 17 June 2004, 025256

chide aica AT dole 004 44722 ;I

| |_ © Intemet
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Post Test ResultsAudit Findings:
» Thetest and evidence confirmsthe IDE files are being updated in atimely
manner.
» No findings.

Audit Step 6 — SSH Tunnel Integrity Check

Reference: Kreuger, Benjamin. [SSL] sshdl exploit. Many versions.
http://www.ssc.com/pipermail/linux-1ist/2001-November/010581.html

Control Objective: The Ciphertrust appliance uses the SSH protocol to alow remote
connections to the box for administration and support. Perform a “passive” scan on the
appliance to determine if the SSH version the appliance is running is subject to any
known vulnerabilities.

Risk: There are known vulnerabilities in the wild associated with the SSH protocol. If
any of these vulnerabilities were exploited successfully, an attacker could gain root
access to the box with full system privileges.

Compliance: The SSH protocol the appliance uses for remote connections should be
patched and protected from vulnerabilities circulating in the wild.

Testing:

6. Open the SuperScan 4.0 application.

7. Input the target |P address of the system to scan.

8. Start scan.

9. Determine what version of the SSH protocol the appliance is using.
10. Determine vulnerabilities associated with the SSH protocol ?

Objective/Subjective: Objective

Thisisan objective test. The scan results will determine what version of the SSH
protocol the appliance is currently running.

Success/Failure: Thistest failed.

Audit Fiedldwork:

e Start the SuperScan 4.0 application. Input thetarget IP address. Note: If not
planning to scan an entire subnet, make sure the IP addressisin the start IP and
end IP areas.
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24 SuperScan 4.0 Beto 1 EEE—

Sean |Hosl and Service Discoven | Scan Dptionsl Todls I w/indais Enumelalionl bt !

~IPs

Hastriame/IP |

statlP %]
EndlP x| =
Fiead IPs from file. 2> I

Clear Selected i
Clear &ll |

5 ] StattIP [ EndIP |

Hostname: [Unknown]

TCP ports (4) 22,28,110,143

Bl

Toral open TCP ports
Toral open DD pores

Total live hosts discovered 3

(EANEN|

Periorming hostnane resolution. ..
Performing banner grabs.
TCP banner grabbing (4 ports)
UDP hanner grabbing (0 pores)
Reporting scan resules. .
77777777 Scan done -——--

Discovery scan finished:

P m| W Wiew HTML Results

JBT=TE

{o0:19 [savedlag file [tive: 1

TP open: 4 6P apen: 0 111 dore

&

P

22
25
110
143

22
S3H Remote Login Protocol

25
Simple Mail Transfer

110
Post Office Protocal - Wersion 3

143
Internet Message Access Protocol

e Theapplianceisrunning SSH 1.99 on port 22.

SuperScan Report

WUnknwn

55H Remate Login Protocol

Simple Mail Transfer

Paost Office Protocol - Yersion 3
Interriet Message Access Protocol

S3H-1.95-0pensSH 3. 7. 1pl

220 BMTP Prowy Zerver Beady
—-» HELD amen. com

250 40K SMTP server V1. 125.2.28 Beady
——= HELP '

250 40K entry follews, snds in .

+0K POP3 Proxy Serwer Beady
=== USER root

* OF IMAP4 Proxy Serwver Beady

e The scans results show 4 open TCP ports and no open UDP ports.

e |n addition to running Superscan, the event logs on the network sensor were
monitored to verify the appliance was vulnerable to the SSH protocol it was
using. The following screenshot verifies the SSH protocol the applianceis
running has avulnerability.

© SANS Institute 2004,
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End |
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....l-uw'l. i3z 2110048 |
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....l-n;w.u 2z 2110049 |
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....Isu:;u JEH] 2110040 |
o033z 2110049
...!-5:\:: 3z R T

[ Anmbrsin Report Jobs T : T e == 5
| Fur T, | Guriare | il Fisriaing

Post Test ResultsAudit Findings:
» Using an SSH protocol that is vulnerable creates significant risk to company
assets.
» Remote connections to the box are not internally monitored and an attacker who
successfully exploited the vulnerability could connect to the box via SSH
undetected.

Audit Step 8 — Vulnerability Assessment

Reference: Retina Manual Pg 38/83 “Retina Audit Wizard”

http://www.google.com/search?hl=en& ie=UTF-8& g=retinat+audit+steps

Control Objective: Using the Retina Security Scanner, ensure there are no unnecessary ports active on
the appliance. Retinauses afile, called an RTH that contains information about known security
vulnerabilities, to scan the target system. This application performs an automatic web update for the RTH
file each time asession is started. The scanner is then able to determine if the system has vulnerabilities
and reports the feedback in an HTML report.

Risk: Portsopen that are not used make it possible for an attacker to exploit any vulnerability associated
with those ports and potentially steal confidential information quarantined on the appliance.
Compliance: Asdefined in section 1, only ports required to send and receive business related emails
should be active and listening.

Testing:

5. Start the Retina Security Scanner.

6. Inthe select targets area, select the target |P address of the system to scan.
7. On the right side, click “start scan” under audit tasks.

8. Document results.
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Objective/Subjective: Objective
Thisisan objectivetest. The results from the retina scan will provide information about open and closed
ports on the appliance. The scan will also provide remediation steps to ensure the appliance is secure.
Success/Failure: Thiswas asuccessful test.
Audit Fieldwork:

e Start the Retina Security Scanner

£ Retina Metwork Security Scanner - EVALUATION YERSION - 15 Days Remaining ¥ J -IDIEJ

© Fle Edit View Tools Help

Address: Scan Template: Complete Scan - f> Stark

Audit Tasks e Dizcover | Audit Remediate Heport

Ly Start Sean [=] Actions

i) Madify Address Graups | Targets . Select Targets

U Wity Prt Gioups | Ports Target Type: Filename: Dutput Type:
r |e: i | ¥ [ =

B0 Modiy Audt Groups [ Audits !Slngle IP I[_i !JEIEh:rtrust Hetina | IF‘Ie J |

2 B I - Address: Job Mame:

s M Credential Options e

o Manage Credenia’ sl l:l |Ciphertrust Retina Security Scan |
Lredential:

Other Places A | ul Session - =

&) Discover =l Scan Jobs

A% Remediate Active

M Reports s Job Mame # Shatus Start Tirme- End Time Data Source-

Completed

% Opt

S Scheduled

i — v o |_ Rescan

elp and Supponl Pl i

L_D_elete

@ eEye website
& Technical Support
7 About Retina

=l scanned IPs

| .
e Inthe select targets area, select the target |P address of the system to scan.
e On the right side, click “start scan” under audit tasks.

¢ Resultsfrom the Retina Security Scan.

(= Retina® Network Security Scanner

Superior Vulnerability Assessment & Remediation Management

™ Dt Smouriby
Confidential Information

The following report contains confidential information, do not distribute, email, fax or transfer via any electronic
mechanism unless it has been approved by our security policy. All copies and backups of this document should be
saved on protected storage at all times. Do not share any of the information contained within this report with anyone
unless they are authorized to view the information. Violating any of the previous instructions is ground for
termination.
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B > Retina® Network Security Scanner

Superior Vulnerability Assessment & Remediation Management
mEym® Oigital Smouriby

Executive Summary 1-1

Numhber Of Yulnerabhilities By Risk Level

On 4:56:46 PM Retina performed a vulnerability assessment 80
of 1 system[s] in order to determine the security posture of
those systems and to outline fixes for any found 704
vulnerabilities.
B0
The systems audited were: XXX. XXX XXX. XXX
50
Retina's goals in this attack were as follows:
4004
e Perform network scan to determine all systems and
services within your scan range. 30
e Analysis of those systems and services and perform
information gathering techniques. 20+
e Attack and exploit any known holes in the server
software and examine the likelihood of being 10 -
vulnerable to those attacks.
e Generate information on how to fix all found P S L
vulnerabilities. 1

e Create security report for your organization.
Percentage Of Vulnerabhilities By Risk Level

Your network had 0 low risk vulnerabilities, 0 medium risk
vulnerabilities, and 1 high risk vulnerabilities. There were 1
host[s] that were vulnerable to high risk vulnerabilities and 0
host[s] that were vulnerable to medium risk vulnerabilities.
Also on average each system on your network was
vulnerable to 1.00 high risk vulnerabilities, 0.00 medium risk
vulnerabilities and 0.00 low risk vulnerabilities.

The overall security of the systems under review was
deemed rather insecure. Your organizations network is
completely vulnerable. It is imperative that you take
immediate actions in fixing the security stance of your
organizations network.

100.00%

B Retina® Network Security Scanner

Superior Vulnerability Assessment & Remediation Management
™ Dt Smouriby
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Vulnerability Summary 2-1

Introduction

This report was generated on 7/22/2004 9:14:21 AM. Network security scan was performed using the default
security policy. Security audits in this report are not conclusive and to be used only as reference, physical security to
the network should be examined also. All audits outlined in this report where performed using Retina - The Network
Security Scanner, Version 4.9.214

Top 1- 5 Most Vulnerahle Hosts

L E

T
010.001.003.011

(= Retina® Network Security Scanner

Superior Vulnerability Assessment & Remediation Management

Eye® igital Securiby

Audits
Audits in Retina the Network Security Scanner are categorized into different sections. The sections are based on the
type of services you might be running on your servers and / or workstations.

Total Vulnerabilities By Risk Level

The following graph illustrates the total number of B0
vulnerabilities across all machines divided by risk level. 30+
0 0 o @ 1
Total Vulnerabilities By Accounts Audit
The following graph illustrates the total number of Accounts B0
vulnerabilities across all machines divided by risk level. 30+
0 0 0 0
oL— .
Total Vulnerabilities By Anti-Virus Audit
The following graph illustrates the total number of Anti-Virus B0
vulnerabilities across all machines divided by risk level. 30+
0 0 0 1]
0b—-- T
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Total Vulnerabilities By CGI Scripts Audit
The following graph illustrates the total number of CGlI B0
Scripts vulnerabilities across all machines divided by risk 30
level. gL @ o0 o
Total Vulnerabilities By CHAM Audit
The following graph illustrates the total number of CHAM B0
vulnerabilities across all machines divided by risk level. 30+
q 0 0 0 1]
Total Vulnerabilities By Database Audit
The following graph illustrates the total number of Database B0
vulnerabilities across all machines divided by risk level. 30
S 0 0 1]
Total Vulnerabilities By DNS Services Audit
The following graph illustrates the total number of DNS B0
Services vulnerabilities across all machines divided by risk 30+
level. gL @ o0 o
Total Vulnerabilities By DoS Audit
The following graph illustrates the total number of DoS B0
vulnerabilities across all machines divided by risk level. 30+
S 0 0 1]
Total Vulnerabilities By FTP Servers Audit
The following graph illustrates the total number of FTP B0
Servers vulnerabilities across all machines divided by risk 30+
level. gl o C I o
Total Vulnerabilities By IP Services Audit
The following graph illustrates the total number of IP B0
Services vulnerabilities across all machines divided by risk 30+
level. gL @ o0 o
Total Vulnerabilities By Mail Servers Audit
The following graph illustrates the total number of Mail B0
Servers vulnerabilities across all machines divided by risk 30+
level. gl o C I o
(= Retina® Network Security Scanner
b Superior Vulnerability Assessment & Remediation Management
e Ciggika] Sescuribyg
Total Vulnerabilities By Miscellaneous Audit
The following graph illustrates the total number of B0
Miscellaneous vulnerabilities across all machines divided by 30+
risk level. 0 a o0 g
Total Vulnerabilities By NetBIOS Audit
The following graph illustrates the total number of NetBIOS B0
vulnerabilities across all machines divided by risk level. 30+
gl o 0 0 0
Total Vulnerabilities By Registry Audit
The following graph illustrates the total number of Registry B0
vulnerabilities across all machines divided by risk level. 30+
0 0 0 1]
oL— .
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Total Vulnerabilities By Remote Access Audit

The following graph illustrates the total number of Remote &0
Access vulnerabilities across all machines divided by risk 30
level. 0 a 0 g g

Total Vulnerabilities By Rpc Services Audit

The following graph illustrates the total number of Rpc B0
Services vulnerabilities across all machines divided by risk 30+
level. gL @ g
Total Vulnerabilities By Service Control Audit
The following graph illustrates the total number of Service B0
Control vulnerabilities across all machines divided by risk 30+
level. gl o o
Total Vulnerabilities By SNMP Servers Audit
The following graph illustrates the total number of SNMP &0
Servers vulnerabilities across all machines divided by risk 30+
level. gL @ o
Total Vulnerabilities By SSH Servers Audit
The following graph illustrates the total number of SSH B0
Servers vulnerabilities across all machines divided by risk 30+
level. gL 0 L
Total Vulnerabilities By Web Servers Audit
The following graph illustrates the total number of Web B0
Servers vulnerabilities across all machines divided by risk 30+
level. gl o o
Total Vulnerabilities By Wireless Audit
The following graph illustrates the total number of Wireless B0
vulnerabilities across all machines divided by risk level. 30+
gl o 1]
(= Retina® Network Security Scanner
3 Superior Vulnerability Assessment & Remediation Management
e Oicgitm] Sescuribyg
(= Retina® Network Security Scanner
b Superior Vulnerability Assessment & Remediation Management

L Digita] Securibyg
Address 3-1
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Post Test Results/Audit Findings:

» The scan identified 6 open ports; SSH port 22, SMTP port 25, POP3 port 110, IMAP port 143,
IMAPS port 993 and POP3S port 995.

» Theresultsindicate that the SSH protocol version the appliance is using has multiple
vulnerabilities associated with the PAM implementation.

» The scan reported 1909 closed ports.

» Results show the system is using the FreeBSD 4.5 release for the operating system. No additional
information was obtained. This confirms the stripped down version of the OS Ciphertrust has
implemented.

» All portsthat are open are defined in section 1 as required for mail delivery.

Audit Step 9 - Built In IDS System Functionality

Reference: The financial institution’s “Defense in Depth” security model. Executive
management approved the model and implementation began in September 2002.
Control Objective: Ensurethe built-in Intrusion Detection System is functioning
properly. Launch a DDoS attack against the appliance and document results.

Risk: A successful attack against acritical network resource going unnoticed could
allow enough time for an attacker to steal sensitive information.

Compliance: The appliance should have an alerting system to notify information
security that an attack has been attempted.

Testing:

8. Using Nessus, launch an attack against the Ciphertrust appliance.

9. Login to the appliance; select the “Mail IDS” tab. On the left side, select Network
Level — Anaysis Console.

10. Select the hyperlink number next “Unique Alerts”.

11. Determine the most frequent 5 aerts.

12. Provide an example of aDDoS dert.

13. Provide the results from the Nessus scan.

14. Document the results.

Objective/Subjective: Objective

Thisisan objectivetest. The results from the built-in IDS system will provide
information regarding the attack.

Success/Failure: Thiswas a successful test.

Audit Fieldwork:

e Start the Nessus application. Insert the Nessus host you want to perform the
attack against. Use default selections for other tabs. Include the port on which to
make the connection. In this case, the Nessusd and port will not be included for
best security practice. Provide the administrator login and password if needed.
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Hessus Setup [_[O] ]
Hessusd holeTarget select\nn!?\ugmsiﬁcan nptmns]l-_lser]

e seseion setup -

= Messusd Host
Part

3 Login ]
Password

Connected

Start the scan Load report it

e Sdect start the scan.

e While the scan is running, login to the Ciphertrust appliance and select the “Mail
IDS” tab. On the left side, select the Network Level — Analysis Console
hyperlink. This provides information about the attack and the percentage for each
protocol, TCP, UDP and ICMP.
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Rl Edt E.i'éw F'detsffes- _ioals Help
anaEk L @ ﬁ| @Se‘m’ﬁﬁ _@;_Favorites. .@Meﬂia ®| %jv @

& Jedmiginere)et sdnb 1
IronMail™

. \ TPTE
Mail-lIDS Analysis Consele

= Application Level

: Queried on :
¢ o3 Ridtecton Time window: [2004-07-23 17:55:22] - [2004-07-23 18 03:53]
¢ Pazsword Strength
(P:aS:.WDI‘d et Traffic Profile by Protocol
- Rl % of Sensors: 2 TCP (90%
= Hetwark Level _( )
Unique Alerts: 50 UIDP (%]
¢ Configlre Total Humber of Alerts: 7255 =
¢ Signature Mansger -
ICMP (1%
SystemLevel » Source P addresses: 3 S
El Anamaly Detection » Dest P addresses: 2 I
i Wulnerabilty Sssessment
Portzcan Traffic (19
® ZSearch
* Snapshot
& Today's Unigue alerts, Slert list
& Last 24 Hours Unicue alerts, Alert List
& Mozt recent 15 Unigue Alerts
& Mozt frequent 5 Alerts
& Mozt frequent 15 addresses: source, destination
L ]

Mozt recent 15 Alerts: any protocol, TCP, LDR, ICWMP

Graph alert detection time

[ [B [ Inemet Z

e Next to “Unique Alerts”, select the hyperlink number 50. This area provides
information about all the unique attacked defined by the system.
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72838, 0 geconds

= Signature = ="I#‘\:|=tal Seninrsffd.rgir = Firgt > =Last=
B [arachhDE] SCAN nmap TCP JTEAIR] 1 2 1 POMMOT.2R1TSSS4 200407337 ARSE
[ MISC Tiry Fragments 182202%) 1 4 1 MO04O72IATISHER 2004.07-23 150124
[T spp_frag Oversized fragment, probekle DoS 1224 (17%) 1 11 2004-07-231800:27 20040723 1801:59
- [24/E] [url] BAD TRAFFIC same SRODST 200 (3% 14 4 2004-07-23AR004E  2004-07-331500:48
1. BAD TRAFFIC had frag bits 175 (2% 1 1 A 2004-07-25 175727 2004072375727
Action
Jtaction; 7] ] Selected | AL on Screen

=T

® Intemet
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Provide an example of an attempt for adistributed denial of service, or DDoS
attack. Signatures will trigger these attack alertsif attempts are made on the

box. The system is configured to automatically update attack signatures on a
daily basis.

fadriinjmenujct_admin_fain:html

| IronMail™

vl § '.-.‘ icy Mansoer | AntisWirus | Anti-Spam | Queue Manaoger | Monitoring | System | Dashboard | Logout

| MaildDs Alert Display - ) ' =
= ;}Fplucatwnn Level Alert #1

i DoS Protection [First] [Last]

1 Password Strencth

- Pazaword Cracking — 7= = F — —

L Configure D | Time: | Triggered Sionsture
=l

1- 862 2004-07-23 17,5525 [arachMDS] DDOS Stacheldratt clisnt-check-gag
b Signalure Marsger hieta

name |interface | fiter
| Sensor ———
| System Level

fxp0 none
1B 2nomaly Detection

Vulnersbilty &ssessment Blert
none
Group |

[source s [t et [ver [fLen [T [lenatn [ & [feas [feet L ek

4 & 0 39 13330 0 0 B4 &303
=8 ‘ Saurce fame | Dest. Hame
FGDN
| Unabie to resoive adress
| Olions | pane

s ([ tvme oo [eheckonm [id [see#
Echo Reply 0 49481

length =11

Faylast oo - 67 B5 73 75 BE B4 B BS Ba 74 21

S

esundhei!

SiphEr Trst, Inc. &l

¢ Provide the Nessus scan results.

This report gives details on hosts that were tested and issues that were found. Please follow the recommended
steps and procedures to eradicate these threats.

Hosts which were alive and responding during 1
test

Number of security holes found

Number of security warnings found

N W

Possible Issue

Security hole(s) found
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Address of

Type Port
Vulnerability ssh (22/tcp)

Warning ssh (22/tcp)

Informational ssh (22/tcp)

Informational ssh (22/tcp)

Informational smtp
(25/tcp)

Informational smtp

Issue regarding

Port/Service

Host / Port
ssh (22/tcp) Security hole found
smtp (25/tcp) Security notes found
general/icmp Security warning(s) found
pop3 (110/tcp) Security hole found

Security Issues and Fixes:
Issue and Fix

You are running OpenSSH 3.7p1 or 3.7.1p1.

These versions are vulnerable to a flaw in the way they handle
PAM
authentication and may allow an attacker to gain a shell on this
host.

*** Note that Nessus did not detect whether PAM is being enabled
*** in the remote sshd or not, so this might be a false positive.

Solution : Upgrade to OpenSSH 3.7.1p2 or disable PAM support in
sshd_config

Risk factor : High

CVE : CAN-2003-0786, CAN-2003-0787

BID : 8677

Nessus ID : 11848

The remote SSH daemon supports connections made
using the version 1.33 and/or 1.5 of the SSH protocol.

These protocols are not completely cryptographically
safe so they should not be used.

Solution :
If you use OpenSSH, set the option 'Protocol' to '2'
If you use SSH.com's set the option 'Ssh1Compatibility' to 'no’

Risk factor : Low
Nessus ID : 10882

The remote SSH daemon supports the following versions of the
SSH protocol :

.1.33
.15
.1.99
.2.0

Nessus ID : 10881
Remote SSH version : SSH-1.99-OpenSSH_3.7.1p1

Nessus ID : 10267

Remote SMTP server banner :
220 SMTP Proxy Server Ready

Nessus ID : 10263
smtpscan was not able to reliably identify this server. It might be:
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Warning

(25/tcp)

Informational smtp

(25/tcp)

general/icmp

Vulnerability pop3

(110/tcp)

MDaemon 6.5.2 -20-
Sendmail 8.11.6/8.11.6 -286-
Sendmail 8.9.1/8.9.1 -37-
Sendmail 8.10.2/8.10.2 -248-
Sendmail 8.11.6/8.11.6 -227-
XMail 1.12 (Win32/1x86)
iMate Mail Server 5.0.0

Lotus SMTP MTA Service
Sendmail 8.9.1/8.9.1 -70-
MailSite ESMTP Receiver Version 4.5.6.7
Sendmail 8.10.2/8.10.2 -30-
Sendmail 8.10.2/8.10.2 -332-
eXtremail V1.2 release 2
VopMail Version 5.3.232.0
eXtremail V1.5 release 5
USA.NET-SMTA vC8.MAIN.1.11G
MDaemon 6.5.0

Sendmail 8.10.2/8.10.2 -518-
Sendmail 8.10.2/8.10.2 -520-
WinRoute Pro 4.2.0

Kerio MailServer 5.5.1
Sendmail 8.10.2/8.10.2 -89-
Sendmail 8.10.2/8.10.2 -451-
Merak 5.5.7

VopMail Version 5.3.232.0
Merak 5.5.7

Sendmail 8.12.9/8.12.8
Sendmail 8.9.1/8.9.1 -86-
XMail 1.10

MDaemon 6.5.2

Merak 5.5.5

The fingerprint differs from these known signatures on 5 point(s)

If you known precisely what it is, please send this fingerprint

to smtp-signatures@nessus.org :
:503:501:500:250:250:250:550:250:500:500:500:250:250:250:250
Nessus ID : 11421

For some reason, we could not send the 42.zip file to this MTA
BID : 3027
Nessus ID : 11036

The remote host answers to an ICMP timestamp request. This
allows an attacker
to know the date, which is set on your machine.

This may help him to defeat all your time based authentication
protocols.

Solution : filter out the ICMP timestamp requests (13), and the
outgoing ICMP
timestamp replies (14).

Risk factor : Low
CVE : CAN-1999-0524
Nessus ID : 10114

The remote POP3 server might be vulnerable to a buffer overflow
bug when it is issued at least one of these commands, with a too
long

argument :

auth
user
pass
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If confirmed, this problem might allow an attacker to execute
arbitrary code on the remote system, thus giving him an interactive
session on this host.

Solution : If you do not use POP3, disable this service in
/etc/inetd.conf

and restart the inetd process. Otherwise, upgrade to a newer
version.

See also : http://online.securityfocus.com/archive/1/27197
Risk factor : High

CVE : CAN-2002-0799, CVE-1999-0822

4614
Nessus ID : 10184

Vulnerability pop3

(110/tcp) The remote pop3 server is vulnerable to the following
buffer overflow :

USER test
PASS <buffer>

This *may* allow an attacker to execute arbitrary commands
as root on the remote POP3 server.

Solution : contact your vendor, inform it of this
vulnerability, and ask for a patch

Risk factor : High
CVE : CAN-1999-1511
BID : 791

Nessus ID : 10325

This file was generated by Nessus, the open-sourced security scanner.

Post Test Results/Audit Findings:
» Therewere atota of 7288 aerts generated in approximately 11 minutes and 38

seconds.

> A total of 3 vulnerabilities were found by the Nessus scan. One vulnerability was
in the SSH protocol the applianceisusing. Two vulnerabilities were found for the
remote pop3 server. Thelinksto fixes for the findings are provided in the Nessus

report.

Audit Step 11 — Displayed Warning Banner

Reference: Novoblisky, Kimberly M. “Audit of an SSL VPN; Secure remote email
solution for a financial institution”
http://www.giac.org/practica/GSNA/Kimberly Novoblisky GSNA.pdf

Control Objective: Determineif awarning banner is displayed before accessto the
logon screen is granted.

Risk: Lawsuits are always supported with documented evidence. Without awarning
banner informing potential attackers that un-authorized accessto the system is
prohibited, thereis only substantial evidence to provide in the event alawsuit is brought
against the financial institution. On port 143, the IMAP protocol has a banner that
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usually contains information about the appliance. This should also be changed and a
warning banner be implemented.

Compliance: Corporate issued warning banner should be displayed before a user is able
to access the logon screen informing the user that the system is for authorized use only.
Testing:

Initiate a browsing session to the Ciphertrust appliance.
Determine if the warning banner is displayed.

Start a SuperScan session with the target 1P address.
Document results of the scan.

O No O

Objective/Subjective: Objective
Thisis an objective test. The screen shots and the Superscan results will provide
evidence of banners currently displayed on the appliance.
Success/Failure: Thistest failed.

Audit Fieldwork:

e Browse to the Ciphertrust appliance and login.

/) CipherTrust IronMail”™ WebAdmin - Microsoft Internet Explarer £l
File Eﬂ\t Wiew Favoites Tools  Help |

“Back = = ¢ @ ﬁ‘ iQh5earch  [SFavorkes @Media ®| - S - 1= &
Ag‘dress_l@ ,l’admin,l’menu,l’ct_ac!min_n_ﬁain.html _:I @;Gn- |Links

IronMail ™

Wiail Firesweall | el 3B | Mail DS [ Policy Managder | Ant-ins | Arti-Spam | Qusus Mansger | Montoring | System | Dashboard | Logaut

Welcome to lronMail™ WebAdmin

To configure the appliance, click & category inthe toolbar above.

Last Login:
Failed Login Aftermpts: 0

Tips on using Irontdail

Copyright € 2004. CipherTiust, Ine. 21 rights reser

|@ = I_E & Intemet o
e There appeared to be no warning banner displayed before logging into the
appliance.

e Start a SuperScan session. Plug the IP address in the Hostname/IP, Start IP and
End IP target window.
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| Scan | Host and Service Discovery | Sean Diptions | Tesls | windaws Enumerstion | About |

—1Ps
Hostrzme/IF | o | [ stanip | ErdIP [ Clear Selected |

S-taTHF ﬁ“ ) e =
Edle W[ e
Fead 1Pz from file _2

Hostname: [Unknown]
TCP ports i4) 22,25,110,143

Total liwe hosts discovered 1
Total open TCP ports 4
Total open UDD ports [

Performing hostname resolution. ..
Performing banner grabs. ..
TCP bammer grabbing (4 ports)
UDE banner grabbing (0 ports)
Deporting scan results. ..
———————— Scan done --------

[ m{n]

sl

Discovery scan finished:
-

== SuperScan 4.0 Beta 1 g - _-JEIE‘

o0iig [Saverlog e [ [iceopenie  [opPopenin [t done

¢ Provide the Superscan results.

SuperScan Report - 07/20/04 15:40:04

22 “£5H Remote Login Protocol

Tri

22
SEH Remote Login Protocal

2 : :
Simple Mail Transfer

110
Post Office Protocal - Yersion 3

143 i
Internet Message Access Protocol

illustrated in the following screen shot.

e Under TCP port, port 143 provides sensitive information.
As part of the remediation process, the IMAP banner has been changed and is
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SuperScan Report - 07/22/04 09:06:43

P

Hostname [Uriknoyen]

TCP Ports (3}
22 SEH Remote Login Protocal
25 Simple Mail Transfer
110 Past Office Protocol - Yersion 3
143 Irternet Message Access Pratocol

TCPPort Banner

22 S8H-1.99-0penssH 3.7 1pl

S2H Remote Login Protocol

25 220 SMTP Proxy Server DPeady

Simple Mail Transfer —== HELO anon.com
ZE50 40K SMTP server W1.12E. 2.228 Ready
—=¥ HELP
250 +0F entry follows, ends in .

110 +0HE POP3 Proxy Server Ready

Post Office Protocol - Yersion 3 === ‘USEL root

143 * OH Warning: Private system un-authorized activity prohikiced. ALl actiwity is
Internet Message Access Protocol monitored and Logoed.

Total hosts discovered 1

Total open TCP ports 4

Total open UDP ports: ]

Post Test ResultsAudit Findings:
» A warning banner should be displayed before any user is allowed to login to the
appliance.
» The IMAP banner has been changed to read “OK Warning: Private system un-
authorized activity prohibited. All activity is monitored and logged.”

Audit Step 12 — International Domains

Reference: The financial institution’s “Defense in Depth” security model. Executive
management approved the model and implementation began in September 2002.
Control Objective: Ensure the Ciphertrust appliance blocks al international domains
that are not used for daily business activity.

Risk: Spammers and virus writers are operating all over theworld. If international
domains are not blocked, this provides yet another avenue for an international attacker to
compromise a network resource. By implementing as many mitigating factors as
possible, it reduces the risk of a system compromise.

Compliance: All international domains not used on adaily basis should be blocked
before emails from those domains reach the policy scan process.

Testing:

4. Providealist of al domains blocked by the appliance.
5. Provide a list of “accepted” domains.
6. Includeinstructions on how to setup the rule to block a domain.

Objective/Subjective: Objective
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Thisis an objective test. Screen shotswill provide evidence of the blocked international
domains.
Success/Failure: Thiswas a successful test.
Audit Fieldwork:
e Listal blocked domains.
Blocked International Domains
Information Security - Corp Tech
Financial Institution
*.ac *.cy *.is *.ne *.td
*.ad *.dj *je *.nf * tf
*.ae *.dk *jm *.ng *tg
*.af *.dm *.jo *ni *.th
*.ag *.do *ip *nl *i
*.ai *.dz * ke *.no * tk
*.al *.ec *.kg *.np *.tm
*.am *.ee *.kh *nr *.tn
*.an *.eg * Ki *.nu *.to
*.a0 *.eh *.km *.nz *tp
*.aq *.er *.kn *.om *tr
*ar *.es *kp *.pa * it
*.as *.et *kr *.pe * tw
*.at *fi * kw *.pf *tz
*.aw *fj *.ky *.pg *.ua
*.az * fk *.kz *.ph *.ug
*.ba *.fm *la *.pk *.uk
*.bb * fo *.1b *.pl *.um
*.bd *.ga *lc *.pm *.uy
*.be *.gd * i *.pn *.uz
*.bf *.ge * .1k *.pr *va
*.bg *.gf *Ir *.ps *.VC
*.bh *.gg *ls *.pt *.ve
*.bi *.gh * It *.pw *.vg
*.bj *.gi *.lu *.py * Vi
*.bm *.gl *.lv *.qa *.vn
*.bn *.gm *ly *re *.vu
*.bo *.gn *.ma *.ro * wif
*.br *.gp *.mc *.ru * WS
*.bs *.g9q *.md *.rw *ye
*.bt *.gr *.mg *.sa *yt
*.bv *.gs *.mh *.sb *.yu
*.bw *.gt *.mk *.sC *.za
*.by *.gu *.ml *.sd *.zm
*.bz *.gw *.mm *.se *ZW
*.cd *.gy *.mn *.sg
*.cf *.hk *.mo *.si
*.cg *.hm *.mp *.Sj
*.ch *.hn *.mq *.sk
*.Ci *.hr *.mr *.sl
*.ck *.ht *.ms *.sm
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*.cl *.hu *.mt *.sn
*.cm *.id *.mu *.50
*.cn *ie *.mv *.sr
*.co *.im *.mw *.st
*.cr *.in *.my *.sv
*.cu *.i0 *.mz *.sy
*.cv *.iq *.na *.sz
*.CX *ir *.nc A

e Currently, the following domains are allowed to send mail through the gateway
appliance: Australia (AU), Canada (CA), England (EN), France (FR), Germany
(DE), Isradl (IL), Italy (IT) and Mexico (MX).

Blocked Domain Rule Setup Instructions:
e Login to the Ciphertrust appli lance.

2 CipherTrust lionMail™ WebAdmin - Hicrosoft Internet Explorer =iolx|

File Edt MWiew Favortes Taok Help i
Bk - b - (D [1) | Qoearch [lFavortes Gveda F | Bh- S I - 5 &l
agdiess [E] fadinmenuct_sdmin_main. bl El

IronMail™
Wiail Fireneall | Mail PR | Mail [0S "Policy Manader. f-Wirs | Anti-5 Gueue Mansger | Monitoring | System | Dashboard | Logo

Welcome to lronMail™ WebAdmin

To configure the appliance, click 8 category in the toolbar above

Last Login:
Failed Login Attempts. 0

Tips on using onhal

@ - 1 Esies >

e Select the Policy Manager tab.
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-acipheﬂmsl lronMail™ WebAdmin - Microsoft Intemet Explores

Eﬁe Edit E\éw F;gvul’it.ss Jools  Help ‘
Bk + = -+ G [2] 4| Dsearch [EiFavorkes :
address [ 2]

IronMail ™

| | e
Policy Manager Create Qlueu

Moand ot

= P . | d
e Whitelist i

(=] Cueus Whitelist i 2 3 g 2
[ Use the options below to allow individuals, domains, or IP addresses to bypass lronMail processes. After specifying "Who"

and "Where," select & Queue and then one or mare processes ywithin that Gueus that will be bypassed.

Vi Mote that Whitelist entrizs cannot be edited. To add anather IronMail policy-bypass to an existing entry, delete the entry
¥ Search from the takle and re-create it with new values.
© Adoress Masguerads Faor file upload the individual ertries must appear on separate lines. The entries must follovw this format:
Group Manager name@domain.com(for From Email and To Emeil) or domain.com (for From Domain and To Domain) of XX0EKHXXEXKK
il Moritoring (for IP Address).

Encrypted Message Fitering

Off Hour Delivery -
attachment Fitering o [From Domain =]
Cortert Fitering Data: I—

Message Stamping

bzl Motification Upload data from & file : I | Browse. I
Encl User Quarantine
‘Where : Ilnbuund “I

Policy Manager
Anti-Spam
CiueLe ; Anti-irus

Bypass

Subriit | Reset

& [T 18 & heme 7

e Onthe left side, select the mail monitoring hyperlink, then select “Manage
Rules”.

EiphelTlusl lronMail™ WebAdmin -

Microsoft Internet Explorer
; Edt View Favoites Tooks Help

Bak - = - @ f;‘_’pl g search  [iFavorites @Med\a @| B S - B =l
'.Agdress.@ Jfadminfmenu,ck_admin_main, html j @GD | ink
Ironail ™

Moniari

Policy Manager Mail Menitoring Rule Management

(=] Cueue Whitelist

¥ Create Click Add Mew to creste a nevy rule. (You will creste the rule parameters in the subseguent Add Hew Rule windowy.) Click 1D
i hyperlink to edit existing rules

H Tonitared 5 o .

ik L Type Diata Action Action value Moty Delete

© Aduress Masguerads

Group Manager 262 Sender  Group Spp Server Tests Fors devtesti@midficst com Mo Imir
= Mail Monitoring hessage L
260 Sender Domain = rw Quarartine a Mo [
Apply Rules 2538 Sender Domain rzm Quarantine a Mo | Wi
Encrypted Message Filtzring 258 Sender  Domain *z7a Quarartine il Mo |
- Off Hour Diglivery i T
sttachimert Fitering 257 Sencler Domain U Qusrantine o Mo | mi
Contert Fitering 258 Sender Domain kot Quarartine a Mo [
.
& Me.ssag.a. Stamping 255 Sender Domain *ye Quarartine a Mo O
Mail Motification -
Eric Hser Quisitaritine 254 Sender Domain s Quarartine a Mo [
253 Sencer Domain *vf Quarartine 1] Mo |
252 Sender Domain * ¥l Quarartine a Mo {
251 Sender Domain *n Quarartine a Mo O
250 Sender Domain Fui Quarartine a Mo | |
Submit' | Resst| | AddNew
Al |

[ [ e meme

e Select “Add New”
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Add New Rule - Microzoft Internet Explorer

Add Hew Rule

Maritared Field: Sender :.*1
Type: User ‘l
Select an exdsting sroup v.}

Deata: " International Domain

Action: [cuarartine. 7]
Quarantine Type: | Mail Monitoring j
Action Yalue: ID

Send Motification: [

Reset  Close

| Erter the number of days the delivery is to be delayed. |

o

Provide information about the international domain to block.

e Click the submit button.
At this point, the rule must be applied in order to work. Go back to the Policy
Manager — Mail Monitoring Rule Management page.

e Onthe Ieft side under Mail Monitoring, select the apply rules hyperl ink.

osoft Internet: Explorer

File  Edit Elew Favorles  Took Help

dBack + =« (D [0 | @search (wiFovortes Wvedin £ | B Sp B - [ 5
.Agi'diess]a Jadminfmenufct_admin_main. html

IronMail™

Policy Manager Mail Monltormg Rule Appllcatlon

(5] Cusue Wiitelist

P Create
B View Select the Enable Mail Monitoring check box to turn on Mail Monitaring. Select  Hotifieation option to report to
b Search & user that a Mail Monitoring policy aifected the message. Click Add Newto select a user or group to svhom
Address Masquerade one of mare hail Monitaring rules will be spplied. Inthe subseguent window , select swhich rules (oreated in
Graup Manager Manage Ru\esj should apply to that group Click the: App\y 1D hyperlink to edit & hail Monitoring policy
= Mail Manitaring Semng
Managa Rules ¥ Enable Mail Monitoring

Motification: & Disable © Internial User © Sender

(e2] Encryptad Massaga Fittering

Off Hour Delivery Apply
Attachment Fiering D Apply Ta Exclude  Systern Mezsage Delete
Content Fitering
a Global Inbound
Message Stamping 40 £ el El
Ml Matification 9 Iynn.colemani@midfirst.com Outhound r
Ericd Lser Guararting 3 Global Outtiouind [
7 Global Inbound =}

Subriit’ Reset| | Atd New

@ lil—@“\o Intemet 7
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e Select the “Add New” button.

a Apply Mail Monitoring Rule - Microsoft Internet Explorer

Apply Mail Monitoring Rule

Erter & user 2ddress or select an existing grodp. Selecting the Exclude option makes the rule-set apply to everyone
except the user or group, From the takble of rules (crested in Mail Monitoring = Manage Rules), select the Enable option for
the rules you want to apply to the individual or group.
Uzer
Apply To l—
or}
Group | Select a group i
Exciude: 3
Message Direction: ' |nbound £ Cuthound 7 Bth
Specify fram the list below!the rules o weart to ap_ply tothiz user or o
anitored : T ;

D Eat Type Diata Action Actian value System Enable Matify
262  Sender  Grou Enbivar r Ma ﬂ
L P Message

260  Sender Domain By Cuarantine o I~ Mo

259 Sender  Domsin Im Cluakartine 0 T Mo

258 Sender  Domain fibi | Gluarantine o m Mo

257 Sender  Domsin U Gt antine 1} T Mo

256 Sender  Domain i Quaranting a I~ Mo

255 Sender  Minmain LT A Eratine n rone 2l

Sulimiits 'Reset’ [Tlose
[

e Ensure the message direction radio button selected is Inbound. Select the
rule or rules you want to enable and hit submit.

Post Test ResultsAudit Findings:

» Thesystem is currently blocking over 260 international domains.

» Thisprovides a highly restrictive Internet email environment, which helps
provide an additional layer of security.

» No findings.

Section 4 — Executive Summary

This audit was performed to assess and determine significant risks pertaining to the
Ciphertrust email gateway appliance. The first section defines the system and the
environment for which it operates. In the second section, a series of twelve checklist
items are included to validate the security measures of the appliance. Section three
includes fieldwork, documentation and supporting evidence for any findings related to
the checklist items. Finally, section four addresses the findings, mitigating factors, and
costs required for the remediation process. During the course of the engagement, the
Information Security team found two significant security issues. One finding wasin the
version of the SSH protocol and the second was the lack of abanner display. The audit
was successful in terms of completing al control objectives with supporting evidence.
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However, there were afew items that need immediate attention and remediation in order
to maintain best security practice.

Audit Findings
This section will identify the security audit findings, provide recommendations to resolve
the issues presented, and determine the related costs required to fix them.

Audit Step 6 — SSH Tunnel Integrity Check (Page 35)

| ssue: Remote connections to the appliance are required for regular administration and
monitoring and are also needed for the vendor to provide technical support. After
running the SuperScan application against the appliance, there were four TCP ports
active and listening, or waiting for connections. The Superscan report indicates the
version of the SSH protocol the appliance is running has several vulnerabilities. See

screen shot below:
SuperScan Report

P
Hostname
TCP Ports (4)

TCP PO
22
S3H Remote Login Protocol

25
Sirmple Mail Transfer

10
Post Office Protocol - Yersion 3

143
Irternet Message Access Protocol

[Urikngsevn]

S3H Remote Login Protocol

Simple Mail Transfer

Pozt Office Protocol - Yersion 3
Internet Message Aecess Protocol

S5H-1.95-OpenSSH 3. 7. 1pl

220 SHTP Proxy Servar Ready
-== HELD snon. com

Z50 40K SMTE server W1.1z5 7.2 Heady
—=x HELP

250 40K entry follows, ends in -

+0B PODE Proxy Herver Teady
—-x USER root

* O IHAP4 Proxy Server Beady

Banner

Total hosts discovered
Total open TCP ports
Total open UDP poris

Included is a screen shot of one of the financia institution’s network sensor confirming
the SSH vulnerability
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Tarminal Services Clienk A : |' i
=13

Load aryeie view [ Evern Ayl - Detals S5 |

ey e Sl Bepoeiog Tods

E 'I'THF‘ Jﬁﬁﬁﬁﬁﬂ"
I Ei b pris e Grodps ) '-": 5
pjiy - Timw Sourea P Target® reidartrEsaptiong
W Ungrowped Azsety st | —ﬂ ] ] I™ Show Inciderts
| T how Esnliing

end | =] el [ End |

| T show Attack Patternc
| ho Unoategntize)

| | I SaurcalF |

55 _Vunarnkls_CpanSs
|55H_unarabk_Cpanzst

122 [z11omn
2122 2110048

|55H_Vunarakle_CpanssH I 2 l2roos
|55H_Vunarabie_CpanssH w0 22 211004

[55H_\unarabie_CpanssH | 9] P [arionen |
|55H_Vunarabie_CpanssH N P [aiooen |
|55H unaratie_CpanssH | facon 2z [Brionen |
I B o

I Fun Thg | ot | i ‘ Fhonmo — |- mtom&, i

Recommendation: The SSH protocol should be updated to the latest version. The
financial institution has a perpetual technical support license that was packaged with the
purchase of the appliance. This appliance has full vendor support so the cost would be
minimal. Because it isa security appliance, no OS or application changes can be
implemented from in-house. The vendor requires clients to send an email regarding the
desired change, which they decide, whether or not to implement that change for the
guarterly appliance updates. In this particular case, contact the vendor and notify them of
the vulnerability and wait for the patch to become available.

Man Hours: 0 Cost: $0
(The Ciphertrust programming team would have to implement this change)

Audit Step 8 — Vulnerability Assessment using eEye Retina Security Scanner (Page
37)

Issue: Thisfindingisgeneraly the same asin Audit Step 6. The Retinareport provides
links to sites to download the update for the protocol. Reference audit step 6 for the
complete Retinareport (Page 35)

Recommendation: Reference the recommendation for Audit Step 6.

Man Hours: 1  Cost: Internal Labor Rate

Audit Step 11 — Warning Banner (Page 53)
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Issue: The warning banner adds yet another layer of security to the appliance. Itis
intended to provide information to the user attempting to logon to the system that it isa
private network resource and only authorized personnel are alowed to use it. The banner
also allows an administrator to notify the user that al activity on the appliance islogged
and monitored, partly to discourage a potential attack. Two screen shots are included.

The first screen shot shows no warning banner displayed before logging on to the

appliance. The second displays the new banner for the IMAP service. Inthe event of a
lawsuit, it’s imperative to provide evidence the system and it’s operable environment are

Secure.

Screen Shot 1) this screen shot illustrates the banner for the IMAP service.

SuperScan Report - 07/20/04 15:40:04
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Screen Shot 2) this screen shot shows the banner has been changed.

SuperScan Report - 07/22/04 09:06:43
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Recommendation: The vendor should be asked to implement awarning banner before
being allowing alogin to the appliance. Network Security personnel have aready
changed the warning banner for the IMAP service.

Man Hours: 1 Cost: Internal Labor Rate

CONCLUSION

Thisaudit was conducted to establish a baseline for the security audit on similar
email gateway appliances. The audit providesa subset to assist with policy
deployment. Without policy guidelines, and standards to comply with those policies,
it becomes difficult to determinethedirection in which a businessis going.
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Audit References and Support Material

2004 MyDoom and Novrag (Threat Analysis)
http://www.infopl ease.com/ipa/A0872842.html

Definition of a Threat
http://securityresponse.symantec.com/avcenter/refahtml#t

Ciphertrust Inc.
WwWW.ciphertrust.com/support

I nformation Asset — Corporate Email
http://www.nexor.com/medi a/whitepapers/emai | %020asset. pdf
WWW.NExor.com

Network Vulnerability Analysis Project
http://www.isse.gmu.edu/~skaushik/nva/

NIST (National Institute of Standards and Technology) “Risk Management Guide for
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Paul Ammann, Duminda Wijesekera, and Saket Kaushik. Scalable, Graph-Based

Network Vulnerability Analysis. In Proceedings CCS 2002: 9th ACM Conference on

Computer and Communications Security, Washington, DC, November 2002. pp 217-224
PDF

Retina Network Security Scanner
http://www.eeye.com/html/products/retina/index.html

Retina Manual Pg 38/83 “Retina Audit Wizard”
http://www.google.com/search?hl=en& ie=UTF-8& g=retinat+audit+steps

SANS (Internet Storm Center)
http://isc.sans.org

SSHD1 Exploit web site— Benjamin Krueger
http://www.ssc.com/pipermail/linux-list/2001-November/010581.html

"The Inevitability of Failure. The Flawed Assumptionsof Security in Modern
Computing Environments." Losocco, Smalley, Muckelbauer, Taylor, Turner and
Farrell. NSA

Webster’s Dictionary
http://www.webster-dictionary.ora/definition/compliance
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