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1 Assignment 1: Research in Audit, Measurement
Practice, and Control

1.1 Introduction

This paper isto demonstrate the procedure for doing an independent audit on an Intrusion
Detection System (IDS). It will be useful as a guide to anyone who is researching or
conducting an IDS audit or System A dministrators who need to prepare for an upcoming
audit of their systens or to carry oneout on their own.

1.2 Why Audit ACME?

The company ACME Inc. has hired me to audit their IDS running Short', as they have
not been hgppy about a recent compromise of aproductionsystem. This systemis the
first line of defense for monitoring in real time; therefore ACME s Time Based Security
dependson it. Time Based Security is thetime that it takes to recognize an atack, alert
on it, and have it passed on to the Incident Handling teamto the time it takes to actually
carry out the atack and compromise asystemor cause harmin the environment.

With their ideaof Time Based Security, a compromise of this sort should have been
detected and stopped before any damege was done.

1.3 Snort: What is it all about?

A coording to searchsecurity .com* Snort is an open source network intrusion detection
system (NIDS) created by Martin Roesch. Snort is apacket sniffer that monitors network
traffic in real time, scrutinizing each packet closely to detect a dangerous payload or
suspicious anomalies.

Snort is based on libpcap (for library packet capture), a tool that is widely used in TCRIP
traffic sniffers and analyzers. Through protocol analysis and content searching and
matching, Snort detects attack methods, including denial of service, buffer overflow, CG
attacks, stealth port scans, and SM B probes. When suspicious behavior is detected, Snort
sends a real-time alert to syslog, aseparae ‘alerts' file, or to apop-up window.”

1.4 ACME’s Defense: An In-Depth Explanation

A QM E believes in defense in depth, their web servers sit on a Demilitarized Zone (DMZ)
behind a firewall, which is connected to the Internet by a Supporting Router. The router
is the first line of defense with A ccess Control Lists (A CLs) to limit any unwanted traffic
(acoording to ACME internet policy) fromever hitting the firewall. The firewall further
protects the servers behind it by limiting connections to certain servers on specific ports.
Next we have a Network-based Intrusion Detection Systemand further each server hes a

! Snort Intrusion Detection System — http://www.snort.org
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Host based Integrity Checking Systemwhich only runs nightly. The part of this tha
ACOMEwants usto look at is the NIDS. Specifically it isaserver running Slackware
Linux?, and the powerful IDS Shott.

Based on my SANS' training in Auditing Networks, Perimeters, and Systems, and some
experience we will look at the steps needed do a complete and useful audit of this system.

1.5 Systemto be Audited

The scopeof this audit will be conducted in two different stages:

« Review of Rolicies and Procedures (Time required: 2 days)
« Audit of theserver system (Time required: 2 days)
1. Reviewthe AGVMEDMZ IDSpolicy and ACMEDMZ IDS procedure

This includes an extensive review of the operation of Short in the DMZ environment
including proper configuration of the software, rule set and logs/alerts. Care will be
taken to seeif it is proper accordance to the AGMEDMZ IDSpolicy. If any obvious
problens are sighted with these documents, then the systerns they are designed to be
guidelines for is sure to have problems. Theserver and OStha Short resides on are
secured using the A QM E Secure Server Build (SSB). This document has to be
followed and signed off by an administrator that builds the server to ensure steps were
followed that includes best practice according to ACM E for secure Linux based
systems.

2. Audit of thesystem

a. Day 1. Interview system administrator to get basic server information.

b. Day 2: Launch atacks and pull the IDS logs to analyze the information
gathered. (This will assume that all upstream components are configured
correctly and hardened to & least industry standards.)

Requirements for this include adummy server on the“sniffing segment” to point our
attacks, so we do not harmany production servers and a machine to carry out the attacks.
This will be done with two laptops provided by the auditor.

ACOME provided us this inventory of the server be audited. It is aphysically secured
machine running Slackware 8.1, Linux kernel 2.4.17 and Short version 1.8.1 on Pill 800
M Hz machine with 512M B of RAM, dual 9.1GB SCSI drives with hardware RAID 1*
configuration and dual network interface cards. The first interface, ethO is connected to
the Production segment, listening only on the Secure ShelP (SSH) - Port 22, to act asthe
administration access portal and on the Network Time Protocof (NTP) — Port 123, used
for systemtime synchronization with the company’s NTP infrastructure. The second

2 |inux Slackware Distribution - http:/Awww.slackware.org

3 Systems Ad ministrator and Network Security - http://www.sans.org
* RAID - http://www .webopedia.com/ TERM/R/RAID.html

® Secure Shell — http:/Mmww.openssh.org

® Network Time Protocol — http:/Mww.ntp.org
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interface eth1 is the sniffing interface that is plugged into a mirror port onthe DM Z
switch, running promiscuous mode with no |Paddress to eliminate anyone connecting to,
or detecting our “sniffer box’. Snort will be analyzing both incoming and outgoing
traffic, looking for patems (signatures) that match known atack methods and malicious

traffic.
The layout of the systemis as follows:
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Figure 1: Visio Diagram on Layout of the Network System

INTERNET

e

Web Server  Web Server Intrusion Deteption System

Global Information Assurance Certification — Auditing Networks, Perimeters and Systems GSNA - Jason Trudel

Page 8 of 63
© SANS Institute 2003, As part of GIAC practical repository. Author retains full rights.



Snort Intrusion Detection System Audit: An Auditor’'s Perspective

1.6 Risks to the System

The NIDS we will be looking a has many functions and is an integral part of ACME' s
layered security. There are many risks that go along with depending on any piece of
hardware or software. These risks could potentially render it useless while other risks
involved could mean that the systemis not being used as efficiently as it could be. Some

of the risks with this systemare:

The following chart is divided into these columns: Risk, Chance, Conseguences, and

Severity.

Risk —arisk tha is considered relevant to this system
Chances — the chance of the risk actually happening, 1 being lesst likely and 10
having avery high probability of hgppening
Consequences— the results to the systenyenvironment should one of these risks be
carried out.
Sever ity — the severity of the previous consequences to the system/environment, 1
being low priority and 10 being total system or environment compromise.

Table 1 Risk Chart

- : Owerview of Audit

Risk Chances | Consequences Severity Strategy

If policy and Confirm existence of

procedure are not policy and procedure
Policy and done properly, tasks documentation and

of thesystemmight review to determine
procedure not 5 : 6 ffedi f each
adequate or non- not be defined effectiveness of eac
existent properly and

procedures carried

out on this system

may be incorrect

All monitoring by Confirmthat critical

NIDSwould be systems/hardware
Hardware failure | 7 halted, all functions | 10 are redundant

of systemwould not

be working

Any data or alerts Ishsygézlrr ina
NIDS being fromthesystem P £ y secure
compromisedby | 1 could not betrusted, | 10 ared.
hacker server could be used Have sufficient

for further attacks actions been taken to

secure server on
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network
Adive atackson Random atacks on
Missing atacks servers could go test server, confirm
or Virus unnoticed or that IDS and Analyst
S|gnaturs del@/aj rrﬁklng report them
_ Time Based
(false negatives) Security less
effective
Confirmthat false
Alerting on valid Too many false positivesareat a
traffic/network positives could minimumand
activity make the IDS Analyst can handle
» Analyst start to all alerts without
(falsepositives) ignore disregarding valid
alerts.
Adive atackson Snort and Linux
servers could go have statistics built
Packet loss unncticed or in. We can check
(servernot delayed making these for 0% packet
powerful enough) Time Based loss.
Security less
effective
Other anomalies on Check overview of
ACMErelies on network could go layered security.
NIDS too heavily unnoticed or new How does the NIDS
(Only relies on attacks could be fit into the corporate
IDS logs/alerting usedto evade IDSs, security?
to find atacks) would give afalse
sense of security
Proper analyst Check policy &
being alerted, If policy & procedure, does
reviewing logs, procedure are not anyoneget called or
and following followed there could paged if alert
procedure inthe be asecurity logged?
case of an breakdown
incident
Important files Proof of important
- (configuraion / rule files backed up,
'nr(‘)fg;iy'lﬂ;s sets) could be lost f either backup
server is not backed software or some
up properly scheduled backup
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job
Only users that nesd Confirmthat only
: accessto thesystem legitimate users have
Unauthorized should have access. aceess and
usersableto log o
into machineor | 6 Also users that do v permissions are set
need access should acoordingly
have more access v hay h
than they need only have enoug
permissionto do
their job

1.7 Current state of practice

The current state of practice foran IDS audit isscarce. The Center for Internet Security
(CIS)” does not haveallisting for astandard IDS audit. Looking at Short documentation
we get adetailed view of what the system can be configured 1o do, and its strengths and
weaknesses. For this audit research into the setup and configuration of Snort the modes
of operation and touching on writing Short rules will give us a good baseto go on. Using
the major search engines did not come up with any exact hits but a lot of information on
auditing and 1DSs but not too much with the two together. Onthe GIA C’ site there was
an excellent practical assignment posted on auditing adistributed IDS
(www.giac.org/practial/Darrin Wassom GSNA .doc).

Fromthese many gave great examples and layouts of IDSsystems that we used as our
ammunition to compare and rate ACM E s IDSaccordingly. With this knowledge we can
apply ittoa“standard” audit goproach. By this | mean tha we can get to the basics of
auditing and get a thorough, useful audit of this system. By the end we should have a
checklist specifically designed for an IDSsystemtha will make future audits on these
types of systems more efficient. There will still not be any checklist that will fit all
systems, but a base can be established that an auditor can work fromto get aconplete
and useful audit of their particular system.

Our plan of attack for this audit will be to usethe 6- Step process taught in SANS—
Auditing Principles and concepts.

These steps include:

Planning

Strategy

Entrance Conference
Fieldwork

Reyport

Exit Conference

" The Center for Internet Security (CIS)” http:/Avww.cisecurity.org
8 Global Information Assurance Certification http:/Mww.giac.org/cert.php
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We will also incorporate some basic Linux auditing principles sincethis is running on the
Linux platform and there is no need for us to rewrite this. There are many grea papers
written on Linux hardening and Linux auditing available on the GIA C website.
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2 Assignment 2. Audit Checklist

2.1 Checklist ltem 1 - IDS Policy:

IDS Policy isthedocument that provides aguide to wha the systemis trying to accomplish and who is going to get it there.

Checklist Item 1 IDS Policy

Reference

General practice - Company should have IDS Policy documentation on hand so wehavea
reference on what is expected fromthis system

The SANS Security Policy Project lists very useful guidelinesthat can be customized to most
situations. http://www .sans.org/resources/policies/

IT security policies. http://www.network-and-it-security-policies.cony

http://www.metasecuritygroup.conypolicy .html

Control Objective

Confirmthat policy exists and is adequate so proper procedure can be used to satisfy
company nesds.

Risk IDS might not be used as stated in company policy orthe policy might not encompass
everything needed to becomplete. This could givea false sense of security if one thing is
expected fromthe systemand since policy wasn't followed it is doing another. Procedure
might also be useless if policy in inadequate.

Compliance Based on what is expected fromthe IDS, does policy cover all points? Some of the policy

might be okay but others might not fit into what is expected or part might be missing
altogether. We want to see adefined scopeand who is responsible for certain tasks. An
explanation of these is also very useful. Based on the range of responses for this itemwe
might not make it an exception if there isn’t total compliance. As long asthepolicy meetsthe
current needs, it could pass but with comments on how to inmprove on it to fix items that don’t
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fit in properly or that are too vague or missing.

Testing Obtain acopy of conpany’s IDS Rolicy

« Does it answer the questions who? And wha?
« Isit clear and firm?
- Interviewthe Chief Security Officer (CSO) or who is responsible for policy, to
determine whether it covers purposes intended for this system
«  Some questionsto ask
o What isexpected of this procedure document
o Havetheemployess been informed of the existence and location of the policy

document?
o Wha exactly isthe purpose and expected operation of the system covered by
this policy?
Objective/ Subjective Subjective
Pass/ Falil

2.2 Checklist Item 2 - IDS Procedure

Procedure is derived from Policy. This is the document tha provides the detailed steps to accomplish Policy. This is very useful to
ensureall systems are documented and is essy to follow and not left open to interpretation

Checklist Item 2 IDS Procedure

Reference General prectice

Company should have Procedure to compliment Folicy so a known and expected operation
can be taken for aspecific system

Control Objective Confirmthat policy exists, is accessible and is adequate so proper actions are being taken

\ AL b ) Ay ) 1

akla sla: Py
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with this systemto satisfy company neads. We want to provethat the procedure document is
easy to follow and not be left open to interpretation. Employees must know where this
document is kept and is used when needed.

Risk

If we don’t find a useful procedure, IDS might not be used to accomplish what is stated in
policy. It isvery difficult to know what is going on with systemif there aren’t any guidelines
or rules people have followed for certain events. This could render the IDS useless or even
worseopen it up to attack. With documentation sometimes be neglected the chance of
deficient procedures is a mediumrisk

Compliance

There are afew levels we could gradethis. First, avalid procedure should exist. 1t must be
sufficient to achieve what is needed. Employees must know where it is, and it must be used.

Testing

Obtain acopy of company’s IDS Procedures

Interview Analyst and/or Administrator and get information to determine whether Procedure
is followed. Change Control documents for a recent task would be sufficient.

We will review the Procedure to determine if it is written clearly and not left open for
interpretetion.

Our interview will be ashort, informal talk to determine if Procedure is accessibleto the
employees and followed by the employees.

o Do they have general knowledge of how to access procedure documents?

o Have they been shown how to usethem?

o Arethesteps essy to follow and complete?

o Thereshould not be any ambiguous words like “ should” or “may”, these could
leave steps open

Objective/ Subjective

Objective - Procedure exists

Subjective— Procedure is adequae and followed, unless proof can be shown eg. signed off
recent Change Control documents ec...
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Pass/ Fail

2.3 Checklist Item 3 - Change Control

Change control is simply thetracking and management of changes medeto asystem. This can include things from authorization
forms/procedures to final sign-off and audit of systerns.

Checklist Item 3 Change Control

Reference

COBIT http://www.isaca.org/standard/iscontrl.htm
Example of Standards and Procedures http://www.uky .edu/~change/sp.html
Experience

Control Objective

We want to determinethat the company has clear and concise documentation of the steps
taken for software and hardware upgrades done on this server. The changes should be done
in organized and consistent method. Also we want to validate that audit trails exist.

Risk

Upgrades to software or hardware that are not done in a controlled environment could render
the systemuseless. Also someonenot familiar with the systemmust be ableto find out what
has been doneto it. If thereis aproblemand the person tha set it up is not present,
troubleshooting can bevery difficult if there is no record to what has been doneto the system.
There is a very good chance tha this could actually happen. In the hea of acrisis, system
changes could go undocumented or someone with the atitude of “this one little change won't
affect anything” and skip the sometimes-timely change control steps.

Compliance

This will depend greatly on the company’s change control methods. It could range from
greatly documented and complete signoff on changes and upgrades to no documentation or
audit and changes mede in an ad-hoc fashion. We must see proof of one of these being used.
This will includea conpleted form of the last change done to the system or an audit trail that
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outlinestha the steps in the procedure werebeing followed. Log entries, signed checklists,
etc...

Testing Review and gauge change control documentation and sign off forms (if any exist). Clear and
concise steps must be outlined to audit or document procedural changesto softwareand
hardware upgrades and changes on this system.

Ask to see acompleted document or audit trail of a recent change to the system.

Objective/ Subjective Subjective

Pass/ Fail

2.4 Checklist Item 4 - Physical Security

Physical security can mean meny things. Fromlocation of your building to aserver in alocked rack, physical security s just as
important as other security messures in place.

Checklist Item 4 Physical Security

Reference http://www.sans.org/rr/physical/protect.php

Personal experience

Control Objective Determine how physical access to this server is controlled. From entering the building to
sitting down a the console, security measures in placeto protect this critical systemwill be
documented. We want to determine if sufficient guards are being taken.

Risk If an atacker/unauthorized user had access to the console of the machine it would be
compromised and/or rendered useless. Physical damege could also bedone to the system
making it unusable until it could be replaced. This would make our time based security
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model even moredifficult to sustain. This risk is quite high, maybe not particular systens
being targeted, but easy money for a would-be thief if security is lax.

Compliance

The checklist item can have a range of results. The machine could in fact be secure, but there
is always roomfor improvement. Even the most secure area could be vulnerable to Social
Engineers or in unusual cases, extreme force. We will determine if sufficient steps have been
taken to secure thesystem. It could be argued on how secure is secure, the auditor will use
common sense and experience in rating the access to this machine.

Testing

Auditor will physically go to console of machine, taking detailed notes of what security
measures are in place to protect theserver. Thingsto look for:

«  Outsidethe building
Note location of building
Surroundings
Signs on building
Security cameras
Responsetimes from emergency services
Open dumpsters
Propped open doors
o Location of windows
« Insidethebuilding
Security guard
Security cameras
Card readers/locks/biometrics
Logs of visitors
Unlocked Doors
o Secaured elevators
- Walking to theserver oom
o Security cameras
o Door access

O O O OO0 OO0

O

(©]
(©]
(©]
(©]
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o Can access be “piggy backed” eg. canyou follow someone in an area without
authenticating? (swiping card, signing in bio-metrics, etc...)
« Intheserver room
Security cameras
Operaors present
Thereshouldn’t be any windows
Walls should go to solid floor if in raised-floor room and should go to roof or
next floor aove if there is adrop ceiling
Server in locked rack

0 O O O

O

Objective/ Subjective

Subjective

Pass/ Fail

2.5 Checklist Item 5 - Hardware Redundancy

Hardware redundancy is just tha, having two instead of one is always better. If a systemis critical and it’s power supply fails....well

hope you havetwo :)

Checklist Item 5 IDS Hardware Redundancy

Reference

http://linux-ha.org/
http://www.zdnet.com.awnewstech/enterprise/story/0,2000025001,20267015-3,00.htm
Experience

Control Objective

We want to prove tha all hardware that can, be redundant or all preventive measures have
been taken on this system.

Risk

This isamission critical system; if we havea hardware failure in a component that is not
redundant then the systemwill be inactive until that part is replaced. Hardware failure is
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common and this is a high risk.

Compliance Thereisarangeof values for this itemtheserver could have many different redundant parts.
With the risk being high on this wedon’t want to seeany single points of failure. A second
machine that could replace this one in an outage is crucial.

Testing Get a hardware inventory fromthe server to see wha components are redundant. Check that

standby server is ready if needed.

Objective/ Subjective

Subjective

Pass/ Fail

2.6 Checklist Item 6 - IDS Operating System Secured

The Operating Systemis your foundation to build on. Start with asolid base to ensure proper security .

Checklist Item 6 IDS Operating System Secured

Reference

A QM E Secure Server Build document.

The Center for Intemet Security has some great benchmarks for popular OSs. The Linux
Benchmark document contains detailed instructions for implementing the steps necessary for
CIS Level-l security. http://www.cisecurity com/bench_linuxhtml

Security Quick-Start HOW TO for Linux fromwww.linux.org
http://www.linux.org/docs/ Idp/howto/ Security-Quickstart-HOW TQ/index.htm

http://www.sans.org/rr/linux/sec install.php

General practice —any systenrs connected to anetwork should have followed secure server /
hardening procedures. hitp:/thaicert nectec.or.th/event/itsec2002-
material/l mplementation.pdf
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Control Objective Confirmthat system OS matches up to asecure installation / configuration according to
A QM E Corporate Server Rolicy.

Risk Server could be access or compromised by an unauthorized user. This could render the
system useless.

Compliance We are looking for this server to be signed off on a SSB form. This will be adeguate for this

audit to ensurethe underlying operation systemis secured to AOM E s standards.

Testing We will not bedoing a full out OSAudit. To accomplish this step we have agreed with
management that proof of signoff on a Secure Server Build (SSB) is adequéte for us. ACME
keeps arecord of SSB that would be signed off by administrator that built the server. The
signed SSB must be produced for this particular server.

Objective/ Subjective Objective

Pass/ Fail

2.7 Checklist ltem 7 - Time Synchronization

Time synchronization is achieved by running clients that use the NTP protocol to provide accurae times compared to trusted sources
such as radio or atomic clocks on the intemet.

Checklist Item 7 Time Sync hronization - NTP

Reference http://www.eecis.udel.edu/~ntp/ntp _ spool/html/ntpg.html

comp protocols.time.ntp newsgroup
http://geodsoft.comyhowto/timesynd/
experience
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Control Objective

Verify accurate and consistent timing is available for logging. Also verify that it 5
configured to the correct time source as stated in ACM E Policy.

Risk

If time on server were out, logs would have inconsistent entries with actual time logged. This
could make it difficult to correlae with other systemlogs for incident response and forensics.
Also like any service NTPhas been avictim of exploits, current versions contain patches to
protect the service.

Compliance

To comply we want to see that the NTP daemon is actually running a thetime of the audit
and version of NTPis current checked with the production version located onthe NTP
website. Also stratummust be < 6.

Testing

Run the following commands:
ps —ef | grep ntpd to confirmif a NTP daemon is running.
ntpg—n-—crv

verify NTP s latest stable version “ version=x.X’ compared to the “production version”
located http://www.eecis.udel.edu/~ntp/download html

“straunm=x" must be less than 6

Objective/ Subjective

Objective
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Checklist Item 8 - Time Synchronization (NTP initialization)

It is important to first havethe NTPdaemon running and even more important to have it start properly to ensure accuraetimes onthe
server.

Checklist Item 8 Time Sync hronization — NTP initialization

Reference http://www.eecis.udel.edu/~ntp/ ntpfag/NT P-s-config htm#A EN2516
Experience
Control Objective Validate tha NTP is started correctly in initialization script.
Risk If NTPis not start correctly in an initialization script, the daemon could possibly not be

started after asystemrestart or if configured wrong, not keep the server clock the right time.

Compliance This can only be apass or fail. We must seethentpl.ACM E.comas our time source server
and it must be running and configured this way in an initialization script. Thetime should
also bese & boot time with the ntpdate command.

Testing View the /etd/rcd/re.init2 script using | ess /etc/r c.d/rc.init2 and look for the line to start the
ntp daemon. It should look like this: /usr/sbin/ntpd

Confirmthat it is configured to synchronize with ntpl. ACME.com. To do this check the file
/etc/ntp.conf with the command | ess/etd/ntp.conf and verify tha the time server lineis
correctly set to “server=ntpl.acme.conT’

Confirmthat servertime is set at boaot time. Look a the/etc/rc.d/rc.init2 script usingless
/etdrc.d/r c.init2 and look for this: /usr /shin/ntpdate ntpl. ACM E.com

Objective/ Subjective Objective
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2.8 Checklist Item 9 - Interfaces

Having the interfaces configured properly is essential in the operation of any system

Checklist Item 9 Interfaces

Reference

Snort documentation - http://www snort.org/docs/
http://www.linux.org

Experience

Control Objective

Determine if interfaces are configured properly onthis server to be used for and IDS.

Risk If interfaces have been configured incorrectly, Short might not run as expected, and machine
could bevulnerable to atack.

Compliance The results will be compared to how the interfaces should be configured. Thereisno in
between with this control, they must match to comply.

Testing We will take the output fromthe command:

ifconfig—a

Arethe interfaces configured as expected? We should seethe management interface
configured with an internal 1P address (specified by ACME) on eth0. The “sniffing interface”
should show up without an IP address and be in promiscuous mode.

Example:

ethO  Link encap:Ethernet HWaddr 00:02:A5:34:9E:9E
inet addr:10.1.30.25 Bcast:10.1.255.255 Mask:255.255.0.0
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

RX packets: 280667967 errors:0 dropped:0 overruns:296 frame:3
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TX packets: 13578702 errors:0 dropped:0 overruns:76 carrier.0
collisions:0 txqueuelen: 100

RX bytes:2800690976 (2670.9 Mb) TX bytes:530866821 (506.2 Mb)
Interrupt: 10 Base address:0x2000

ethl Link encap:Ethernet HWaddr 00:00:D1:ED:27:C5
UP BROADCAST RUNNING PROMISCMULTICAST MTU:1500
Metric:1
RX packets: 1473302476 errors:0 dropped:0 overruns:0 frame:0
TX packets:0 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen: 100
RX bytes: 1452656646 (1385.3 Mb) TX bytes:0 (0.0 b)
Interrupt:11 Base address:0x4000

Objective/ Subjective Objective

2.9 Checklist Item 10 - Interfaces Initialization

It is important that the systems interfaces are configured correctly, even after the system restarts.

Checklist Item 10 Interfaces Initialization

Reference Short documentation - http://www snort.org/docs/
http://www slackware.comy config/init.php
Experience
Control Objective Determine if interfaces are configured properly in the initialization script to start on boot.
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Risk

If interfaces have been configured to start properly, Short might not run as expected, or
interfaces might not comeup at all. If networking interfaces are not running on this machine
the IDS will be useless. The machine could also bevulnerableto atteck if theinterface is
inaccurately configured.

Compliance

The results will be compared to how the interfaces should be configured. Thereisno in
between with this control, they must match to comply.

Testing

We will view the file: /etc/rc.d/rc.inet1using less /etc/rc.d/r c.inetl. The interfaces should be
configured to start as follows; the management interface configured with an intemal 1P
address (specified by ACME) on eth0; the “sniffing interface” should show up without an IP
address and be in promiscuous mode.

Objective/ Subjective

Objective

2.10 Checklist Item 11 - SSH Daemon

SSH is used to provideasecure alternative to telnet’ and rlogin'™.

Checklist Item 11 SSH Daemon

Reference

http://www.openssh.org experience

Control Objective

Confirmthat there is a means of secure communication with the server to provide access for
administration.

Risk

There have been many exploits™ against the SSH protocol; an older version could be

sl Wlata annvdain ottanles Thic acuild land o caied v anrvinvanaien 1f +haes CCILL Al HP=Y

° Remote terminal emulation http://www.computeruser.co mresources/dictionary/definition.htm?lookup=7021
10 Remote login to Unix systems http://www.unidata.ucar.edu/cgi-bin/man-cgi?rlogin+1
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vulnerableto certain attacks. This could lead to system compromise. If the SSH daemon is
not running the administrator would not be &ble to connect to theserver. Since there have
recent exploits | would consider this ahigh risk, which would be quite likely to happen.

Compliance We must seethe /etc/sbin/sshd daemon running and be the latest steble/patched build
compared to http://www.openssh.org
Testing Run the commands:

ps —ef | grep sshd; to confirmdaemon is running. It should look like this: /usr /shin/sshd
ssh-V ; to view version of Secure Shell running

@OpenSSH - Microsoft Internet Explorer [Z]@
File Edit Y¥ew Favorites Tools Help "
4 > o A ) 2

OEack o ﬂ ﬂ ) Gearch ¢ Favarites () Media ()

address | hitp:frme.openssh,org £ a Go  Links >

Op 3.5 released October 14, 2002
Contains support for 35H1 and 33H2 protocels

OpenSSH iz a FREE version of the S5H protocol suite of networke connectivity tools
that increasing numbers of people on the Internet are coming to rely on. Many users of
telnet, rlogin, ftp, and other such programs might not realize that their password is
transmitted across the Internet unencrypted, but itis. OpenSSH encrypts all traffic
(including passwords) to effectively eliminate eavesdropping, connection hijacking, and
other network-level attacks. Additionally, OpenSSH provides a myriad of secure
tunneling capabilities, as well as a variety of authentication methods

The OpenS5H suite includes the ssh program which replaces tlogin and telnet, scp
which replaces rop, and sftp which replaces fip. Also included is sshd which is the A
< >

&] & Tnkernet

The latest version and dae relessed can be found on the main page of

1 OpenSSH Security Advisory http://www.openssh.org/txt/trojan.adv
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http://www.openssh.org (highlighted in picture)

Objective/ Subjective

Objective

2.11 Checklist Item 12 - SSH Initialization and Configuration

The proper initialization of SSH is vital in asecure system.

Checklist Item 12 SSH Initialization and Configuration

Reference

http://www.openbsd.org/cgi-bin/men.cgiAjuery =sshd

Experience

Control Objective

Verify tha our means of secure communication with the server is configured to start
whenever the server reboots.

Risk If SSH is not started on reboot, theserver won't be able to be securely, remotely accessed by
the systemadministrator and Intrusion A nalyst.

Compliance We must seethe /usr/sbin/sshd daenon configured to start on reboat in the /etc/rc.d/rc.inetl
initialization script.

Testing We will view the file: /etc/rc.d/rc.inet1the by using less /etdrc.d/r c.inetl and reviewthe

script for the lines(s) that start the SSH daemon.
It should look like this:

echo " Starting OpenSSH SSH daemon:"
/etdrc.d/r csshd
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Objective/ Subjective

Objective

2.12 Checklist Item 13 - IDS Internal Interface

The IDS intemal interfece provides administrative access to the system.

Checklist Item 13 IDS Administrative Interface

Reference

General practice —any systens connected to anetwork should have all unused services turned
off.

ACGME Policy - Snort server should only be listening on SSH port, for secure administration
and NTPport for time synchronization.

NMA Pport mapper http://www.insecure.org/nmap/index.htmi#intro
An Introduction to NMA P http://www.sans.org/rr/audit/nmep2.php

Control Objective

Confirmthat the server is only listening on necessary ports.

Risk Server could be accessed or compromised by an unauthorized user

Compliance In order for this systemto comply we must only seea response from SSH on port 22 and NTP
on port 123.

Testing Using the network scanning tool Nmap, we will conduct aport scan against this server to find

all open port theserver is listening on.
NM gp scan with the following parameters:
nmap —w —sS—0O —P0—oN <l ogfilenameTCP> -p 1-65535 T Palite ids ACME.com
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nmap —w —sU —O —P0—oN <l ogfilenameUDP> -p 1-65535 —T Pdliteids.ACME.com
Options in the scan include:

—w (very verbose) to get more information (auditors like lots of info)
-sS TCP SYN scan

-sU UDP scen

-O provides us with remote host identification via TCP/IP fingerprinting
-POdo not try and ping hosts at all before scanning them

-oN <l ogfilename> the file we will save the scan to in normal output that we can later print
out and add to our audit results

-p 1-65535 scan of all ports

-T Palite canned timing policy in nmap; Polite is easy on the network and has less chance of
crashing the machine being scanned

| ds.ACM E.com IP address or DNS name of system being scanned

Objective/ Subjective Objective

2.13 Checklist Item 14 - Snort Active

Snort must be running for it to be any use. This isthe heart of our Intrusion Detection System.

Checklist Item 14 Snort Active

Reference http://www.nevis.columbia.edu/cgi-bin/man.sh?man=ps

Experience
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Control Objective Verify that the snort daemon is running on the systemat the time of audit.

Risk If the Short daemon is not running then the IDS will not process any packets, log and your
server is pretty much just sitting there doing nothing.

Compliance Snort daenon must be running for compliance

Testing Run command:

ps—€fl | grepsnart
Verify tha Snort daemon is running, we should see:
“...Just/local/shin/snort -c /usr/local/etc/snort_ethl.conf -d -D -i ethl -l -l /var...”

Objective/ Subjective Objective

2.14 Checklist Item 15 - Snort Daemon Initialization and Configuration

Snort initialization is very important. This is how it is started and configured to run on our system

Checklist Item 15 Snort Daemon Starting Configuration

Reference http://www slackware.org/config/init.php
http://nebnetworks.net/snort/snortd.txt
http://www.snort.org/docs/fag htmi#2.1

Control Objective Verify tha snort is configured to start when theserver is rebooted. In this step we will also
check that snort is being started with the correct switches. Since Short can be used so many
ways the command line to start Short is very important.
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Risk

If it was not setup for the Short daemon to be started in initialization scripts, aserver reboot
or outage could cause Short not start unless done manually.

Compliance

We want to seeproof of the Short daemon being started correctly during systemstartup. To
be configured correctly and comply is must havethe following included:

<full path to snort>; must have absolute path to Short binary.
-C <path torules file>; tells Sort what rules file to use.

-d; tells Snort to dump packet payloads.

-D; run in daemon mode.

-i ethl; use interface eth1 configured for Snort.

-l <path tolog file>; log to acertain location.

Testing

We will view the file: /etc/rc.d/rc.inet2by using less /etc/r c.d/r cinet2 and review the script
for the lines(s) that start the Short daemon. It should look like this:

echo" Starting snort..."

{usr/locd/sbin/snort -c /usr/locd/etc/snort_ethl.conf-d-D -i ethl -I -|
Iver/log/alert_ethl/

Objective/ Subjective

Objective

2.15 Checklist Item 16 - Snort Backups

Backing up any systemis fundamental. They arethe safeguards to fall back on if something really bad hgppens. Fromsystemand
hardware crashes causing datacorruption to quick fingered users who use the line“ 1 think | needed that file | just deleted”.
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Checklist Item 16 Snort Backups

Reference

Experience
http://www pcguide.cony care/bu/exer-c.html
http://www.iol.ie/~ecarroll/backuptale.ntml (kind of funny)

Control Objective

To prove theexistence of abackup method to ensure that critical files will not be lost inthe
event of afailure.

Risk

If these files are not backed up and moved off the server, in the event of aserver crash or daa
loss thetime to recover would be much longer and with customrule sets it might be
impossible to recrede.

Compliance

These files are either getting backed up or not. Backups should then be securely moved off
theserverto another server or tgpoe. The backups should include the snort.conf file and the
snort.rules file.

Testing

Talk to the system administrator to find out what method is used for backup. Locae job
either in crontab or backup software. Haveadministrator explain how script achievesthe
backups we require.

Proof of backups and secure file transfer of the /usr /local/etd/snor trules and
lusr/locd/etc/snort.conf files. As root get administrator to run crontab -| to check if there
are any root cron jobs setup to copy files and move them. Obtain acopy of job tha backs up
and moves files.

and/or

Proof of backup software backing up the files. Obtain ascreenshot or output of software
listing the Short configuration and rules files. The exact location of these files are:
{usr/locd/etc/snort.rulesand /usr/locd /etc/snor t.conf
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Objective/ Subjective

Objective

2.16 Checklist Item 17 - Snort Signatures

Our rules or signaures define what Short should watch for including specific attacks and other suspicioustraffic.

Checklist Item 17 Snort Signatures

Reference

SANS- Intrusion Detection Snort Style 3.3 pg 1-168
http://www.snort.org/snort-di/
ACQVE Policy

Control Objective

ACQME Policy states that only atacks on port 80 and 443 will be considered, as theseare the
only two allowed through by the protecting firewall. Rules file should only contain valid
attack signatures for these types of atacks. Up to date signaures must exist.

Risk If Snort is overloaded with superfluous rules it could not only affect the performence of the
server making it run slow, drop or not process packets but maintenance of the rules file is
much moredifficult. Missing attack signatures could lead to an unnoticed atack, meaning
deteriorated Time Based Security and possible system conmpromises.

Compliance Snort rules file will be viewed and verify that only web based signatures (port 80 and 443)

Testing Check for unnecessary rules.

run cat /usr/lacal/etc/snor t.r ulesto view the configuration file.

Compare wha preprocessors and output plug-ins are found with what is need to beachieved
in company policy. Can all requirements be met with the configuraion found or could it be
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done with less.

Objective/ Subjective

Subjective

2.17 Checklist Item 18 - Snort

Signature Update

Since Sort relieson its rules file to match pattems, signaures of new exploits and atacks must be up to date.

Checklist Item 18 Snort Signature Update

Reference

http://www snort.org/di/signatures/

http://www snort org/docs/fag.htmi#3.15
SANS Track 3— Intrusion Detection In Depth*
Experience

Control Objective

See proof of rules updated according to policy and procedure. There needsto be more than
one accessible sourceto be reliable.

Risk Missing updaed rules could allow atacks go undetected. Patems/rules must be kept updated
to reflect changing security concems.
Compliance This step will comply with policy and procedureor it will be an exception. It must include

more than one live source where rules can be downloaded.

2 Roesch, Martin. Track 3 — Intrusion Detection In Depth, Volume 3.3 Intrusion Detection Snort Style. SANS Institute 2001
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Testing Proof of customscript or manual procedureto get new rules frommore than one source.
Have administrator show and explain this. Browse to, or ftp to the sites where the rules are
being updated. Thesesites must be available with the latest rules.

e.g. Thisshowsthe rules page on http//www.snort.org/dl/rules/ notice the “ Last Modified”
colum. We would went to make sure we have these are up to dae.

#]Snort.org - Microsoft Internet Explorer E]@
=
L

fle Edt Yiew Favortes Tools Help

@k - ) ﬂ &L‘ W | JO ssarch Favorites @ Meda €2 - & - 3
Adress | ] hetpffmomn.snort.oraldindest v| B ks >
~
ﬁ Snort Got Source? | Our Team | About Snort| License |
= ﬂ W The 0]_Jen Source Network Intrusion hosted by Sourcefire
Detection System =
Resources If you are using a version hefore 1.9.x, please upgrade
» News

Get the latest news
about our favorite pig

»Documentation

TaRorarncnion, e e 5 File Checksum Signature README Last Modified Comment
]S;“‘p the pig % MDS5 Wed Mar 5 15:16:39 2003 GMT [Werks for 1.9.x
»
Get the pig, and all snortrules. Werks for
addons that make the — MD5 Wed Mar 5 15:16:38 2003 GMT [HEAD branch of
pig easier to use Currenntar.oz
R T T hd
&) B Internet

Objective/ Subjective Objective

2.18 Checklist Item 19 - Snort Performance

Performance of thesystemis also very important. Wedon’t want to overload our systemwith redundant rules or unnecessary
preprocessors. An optimized systemwill havethe least chance of packets not getting processed.

Checklist Item 19 Snort Performance

Reference SANS- Intrusion Detection Snort Style 3.3 pg 1-163— 1-170
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http://www.snort.org/

Control Objective

Snort optimized. Verify tha Short is configured to run as fast as possibleand still collect
appropriatedaato comply with company policy.

Risk If Snort is overloaded with unnecessary rules and preprocessors the overhead could affect the
performance of the server making it run slow, drop or not process packets.

Compliance Snort configuration script will be viewed and verify tha only necessary preprocessors and
output plug-ins are being used.

Testing Check for unnecessary preprocessors, output plug-ins.

Check /usr/locd /etc/snor t.conf configuration file using | ess /usr /local/etc/snor t.conf

Compare wha preprocessors and output plug-ins are found with what is needed to achieve
company policy. Canall requirements be met with the configuration found or could it be
done with less.

Objective/ Subjective

Subjective

2.19 Checklist Item 20 - Snort Processing

Dropped or unprocessed packets are unaccepteble in IDS. Snort keeps statistics that can beviewed to provide useful system

information.

Checklist Item 20 Snort Processing

Reference

http://www.snort.org

Personal experience
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Control Objective

The Snort systemshould not experience any unprocessed packets. We will confirmthat the
systemis not overworked.

Risk If traffic levels aretoo great for the current Snort server, packets could go unprocessed. This
is very bad. For the IDSto be effective it must be able to process all packets so it can log any
problens.

Compliance Packets dropped must =0

Testing I Note: we will be getting the administrator to restart the snort daemon in this step, make sure

you have proper authorization to havethis done.
Check snort statistics with following commands:
run ps—efl | grep snort - find the pid of Short

kill -HUP <pi d> - restart the process to dump statistics to syslog
Confirmthat packets dropped = 0 using cat /var /l og/sysl ag

Objective/ Subjective

Objective

2.20 Checklist Item 21 - Snort Attack Recognition

Attacks and potential harmful traffic must be reported. Even a passive portscan tha could mean reconnaissance, we want to see it.

Checklist Item 21 Snort Attack Recognition

Reference

Listing of Short rules with documentation http://www.snort.org/cgi-bin/donecaqi
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SANS Track 3— Intrusion Detection In Depth
Using Nessus's NIDSevasion features: http://www.nessus.org/doc/nids.html

Control Objective

Todetermine if snort is detecting and alerting on the various exploits and attack typesthat it
should be looking for.

Risk It isvery important to choosethe rules added wisely. Since we are monitoring a DM Z tha
has only Windows I1Sservers running, so rules relevant tothese should be in our rules file. It
is also a waste of Snort resourcesto test traffic against attacks we don’t wish to look for.

Compliance All attacks carried out, including portscan, should be found in snort logs.

Objective/ Subjective

Objective

Testing

Using the tools Nessus®, Socket80™ and NMA P against the dummy server we can simulate
many attacks that Snort should alert on. Check the Short log to confirmthat is has recognized
attacks.

Sample Files 1— 4 on the following 4 pages show the Nessus plugins, procedur es and the
output expectedin the Snort |ags.

13 Nessus Security Scanner —http:// www.nessus.org/intro.html
1 Socket80 is a program for checking the UniCode Exploit on Microsoft IIS Web Servers.
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Simulated Attack 1 IS .HTR overflow Nessus Plugin ID: 11028

IS .HTR overflow

mEX]

15 HTR overflow
This script is Copyright () 2002 Renaud Deraison

Family : Gain root remotely
Category : destructive_attack
Meszus Plugin ID ;11028
$Revision: 1.3.2.2 %

What is shown if the attack is successful

flaws is considerad
as being difficult).

Salution:

J.Master Properties

this host (although the exploitation of this LY

To unmap the HTR extension:
1.0pen Internet Services kManager.
2. Right-click the ¥eh server choose
Froperties from the context menu.

et plugin timeout...

Show dependencies

Cloze

With Nessus client open and logged in:

N ook w

Go to the Plug-in tab, pressthe Filter button and check “I1D Number”

Enter the Nessus Plug-in ID: 11028 (this will Enable the Plug-in)

Go to the tar get selection tab, add in “dummy web server” laptop |P address
Start thescan

On the IDS, using cat /var /log/syslog | grep <IP addr ess of attacking |aptop>
have Intrusion Analyst show theattack in log, if it was detected.

Go to Plug-ins tab and select “Disable all”.
Repeat for next plugin

An Alert Examplein Snortlogs:

[**] WEB-IIS .htr access [**]

03/10-14:28:54.651395 10.1.1.100:58827 -> 10.1.1.128:80

TCP TTL:62 TOS:0x0 ID:13958 IpLen:20 DgmLen:173 DF

*rAP*** Seq: 0x48639169 Ack: OX86FE4F8C Win: 0x16D0 TcpLen: 32
TCP Options (3) => NOP NOP TS: 199272429 0

Glob al Information Assurance Certification — Auditing Networks, Perimeters and Systems GSNA - Jason Trudel

© SANS Institute 2003,

Page 40 of 63

As part of GIAC practical repository. Author retains full rights.




Snort Intrusion Detection System Audit: An Auditor’'s Perspective

Simulated Attack 2 IIS Dangerous Sample files Nessus Plugin ID: 10370

115 dangerous sample files

=%

15 dangerous sample files

Family : CGl abuses
Category : infos
Messus Plugin 1D : 10370
fiRevision: 11222 &

This script is Copyright () 2000 Renaud Deraison

What iz shown if the attack is successiul

could allow

system.

some of the 15 sample files are present.
They all contain various security flaws which
an attacker to execute arbitrary commands,

read arbitrary files
or gain valuable information about the remote

L-

Set plugin timeout...

show dependencies

Close

With Nessus client open and logged in:

o rON R

No

Go to the Plug-in tab, pressthe Filter button and check “1D Number”

Enter the Nessus Plug-in ID: 10370 (this will Enable the Plug-in)

Go to the tar get selection tab, add in “dummy web ser ver” laptop |P address
Start the scan

On the IDS, using cat /var /log/syslog | grep <IP addr ess of attacking laptop>
have Intrusion Analyst show theattack in log, if it was detected.

Go to Plug-ins tab and select “Disable all”.
Repeat for next plugin

An Alert Examplein Snortlogs:

[**] WEB-IIS iissamples access [**]

03/10-14:09:33.851405 10.1.1.100:55247 -> 10.1.1.128:80

TCP TTL:62 TOS:0x0 ID:34772 IpLen:20 DgmLen:110 DF

*rAP*** Seq: OXFECC6556 Ack: Ox770E02A5 Win: 0x16D0 TcpLen:
32

TCP Options (3) => NOP NOP TS: 199156359 0
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Simulated Attack 3 IIS Directory Traversal Nessus Plugin ID: 10537

r 115 directory traversal E]@W

15 directory traversal

Family : CGl abuses
Category : infos
Messus Plugin 1D 10537
fRevision: 12723 §

The remote 115 server allows anyone to
execute arbitrary commands

by adding a unicode representation for
the slash character

in the requested path.

Solution: See

httpitsesse microsoft.comAechnetssecuri
ty/bulletindms00-078.as5p

Rizk factor : High

Set plugin timeout. ..

This script is Copyright (C) 2001 H D Moaore

‘What is shown if the attack is successful ;

%,

~l

show dependencies

Closze

With Nessus client open and logged in:

o R Wy

No

Go to the Plug-in tab, pressthe Filter button and check “1D Number”

Enter the Nessus Plug-in ID: 10537 (this will Enable the Plug-in)

Go to the tar get selection tab, add in “dummy web server” laptop |P address
Start thescan

On the IDS, using cat /var/log/syslog | grep <IP addr ess of attacking laptop>
have Intrusion Analyst show theattack in log, if it was detected.

Go to Plug-ins tab and select “Disable all”.
Repeat for next plugin

An Alert Examplein Snortlogs:

[**] spp_unidecode: Invalid Unicode String detected [**]
08/10-14:00:08.081179 10.1.1.100:54983 -> 10.1.1.128:80

TCP TTL:62 TOS:0x0 ID:27359 IpLen:20 DgmLen:150 DF

rAP** Seq: OxDBB66F57 Ack: OX6EFF5D34 Win: 0x16D0 TcpLen: 32
TCP Options (3) => NOP NOP TS: 199099787 0
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Simulated Attack 4 IS 5.0 Malformed HTTP Printer Request Nessus Plugin ID: 10657

NT IIS 5.0 Malformed HTTP Printer Request Header Buffer ... [~ [0/

MT 15 5.0 Malformed HTTP Printer Request Header Buffer Overflow Yulnerability
This script is Copyright (C) 2001 John Lampe
Family : Gain root remaotely
Categary : destructive_attack
Messus Plugin 1D : 10657
FRevision: 1.13.2.2 §

What is shawn if the attack is successful

L]

It is possible to averflow the remote weh server and execute
commands as user SYSTEM.

See httpiteiny eeye comdhtmli/Research/advisoties/ADZ200105071 html
for more details.

Solution: See
httpfwww.microsoft.comdechnet/security/bulletindms01-0235.asp

Risk factor : High /

Set plugin timeaut. . |

Show dependencies |

Close |

With Nessus client open and logged in:

1.

Go to the Plug-in tab, pressthe Filter button and check “1D
Number”

Enter the Nessus Plug-in ID: 10657 (this will Enable the Plug-in)

Go to the tar get selection tab, add in “dummy web ser ver” laptop IP
address

Start the scan

On the IDS, using cat /var /log/syslog | grep <IP addr ess of
attacking laptop> have Intrusion A nalyst showthe atack in log, if it
was detected.

Go to Plug-ins tab and select “Disable all”.
Repeat for next plugin

An Alert Examplein Snortlogs:

[**] WEB-IIS ISAPI .printer access [**]

08/10-14:35:52.589373 10.1.1.100:58984 -> 10.1.1.128:80

TCP TTL:62 TOS:0x0 ID:11187 IpLen:20 DgmLen:510 DF

AP Seq: 0x622E609C Ack: 0x8CB327E3 Win: 0x16D0
TcpLen: 32

TCP Options (3) => NOP NOP TS: 199314218 0
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Simulated Attack 5 Socket80

% Socket80 (A Program for Checking the UniCode Exploit on Web Se... [z] US| ng S(I:k et80
[] I useFrow | | 2 1. Enter the IP address of the HTTP Server to be atacked in thebox
| | with “ Server <Name> or <IP>
__Comnect[[FTTP Server [Berver cNames or iPs 2. Pressthe GConnect button to check for Unicode Bxploit
UzeM ame Ii Pazzwaord li
[ Show the complete request [V Check for Unicode Exploit
[ = ]
Commands Crnd:
e =
: Sent:
g An Alert Examplein Snortlogs:
[**] WEB-IIS cmd.exe access [**]
03/10-14:04:46.283282 10.1.1.100:1026 -> 10.1.1.128:80
TCP TTL:126 TOS:0x0 ID:27291 IpLen:20 DgmLen:146 DF
*xAP** Seq: OXBE95DD09 Ack: 0x731A5109 Win: OxFAFO
TcpLen: 20
Exit v Aute Clear Clear DISCOMMECTED

Simulated Attack 6 Nmap
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() Nmap Front End v3.00

MEX]

File  OQutput Wiew BETA Options

Help

Host(s): |1n.1 1128

Scan. | Exit|

Scan Options: General Options:

r~ Dont Resolve | # TCP Ping

_| Fast Scan

# connect()

« Ping Sweep

_1 Get ldentd Info

_I Range of Ports: _I Resolve all
+ Dont Ping
_| Bounce Scan: I Input File:
Output from: nmap -sT -PT -n 10.1.1.128
You are "NOT” root - Some options aren® availahle. [
|/

Nmap
1. Enter IP of dummy web server lgptop in “Haost(s)” box
2. Check “Don’t Resolve”
3. Pressscan button to portscan server

An Alert Examplein Snortlogs:

[**] [1:628:1] <eth1>SCAN nmap TCP [**]
01/18-00:30:31.605200 10.1.1.100:42645 -> 10.1.1.128:1
TCP TTL:47 TOS:0x0 ID:5350 IpLen:20 DgmLen:60

AR Seq: OX69F6A128 Ack: 0xO Win: 0x800 TcpLen: 40

TCP Options (5) => WS: 10 NOP MSS: 265 TS: 1061109567 0
EOL

[Xref => http://www.whitehats.com/info/IDS 28]
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3 Assignment 3: Audit Evidence

A complete audit was done thesystem. The assignment only asks for detailed results
from 10 of the checklist items, the following steps fromthe checklist are demonstrated:

Table 2 Results of Audit

Checklist Item Number Item Audited Results

1 IDS Policy Pass (with comments)

2 IDS Procedure Fail

4 IDS Physical Security Pass

7 Time Synchronization (NTP) Pass

9 Interfaces Pass

11 SSH daemon Fail

15 Snort Initialization and Pass
Configuration

18 Snort — Signature Update Fail

20 Snort processing Pass

21 Snort Attack Recognition Pass

3.1 Checklist Item 1 - IDS Policy — Pass (with comments)

| obtained a copy of ACME s IDS Policy. It is actually asub-section of their company’s
Systems and Network Security Policy. It was readily available to the system
administraors and other IT staff. The excerpt for their IDSfollows:

Audit Result 1: Intrusion Detection System Policy
This policy adequately covers all the important IDS requirements.

“Intrusion Detection System (IDS)

An intrusion detection system will be placed on a mirror port on the DMZ
segment to monitor all traffic inbound for patterns that match known break-in
attempts in order to work as the first line of monitoring defense controlled by
ACME.

The system will have two network cards, one residing on the DMZ segment and
one on the internal segment. The card on the DMZ segment will be setup with
promiscuous mode enabled and it will have no IP address assigned to it to
prevent maliciousindividuals from trying to connect to it. All accessto this server
will be through SSH only.

The software being use is called Snort and is available from http://www. snort.org
Open source software was chosen for the ability to audit the code to ensure that
there is no vulnerabilities. A second consideration is the scripting ability of the
product that ACME can exploit when brand new vulnerabilities are discovered but
not yetimplemented in the current rule set of the IDS.”

This system is to be updated weekly and in case of newly discovered
vulnerabilites, updated immediately to prevent a security gap from occurring
between the discovery of a given vulnerability and the arrival of the patch that
fixesit.”
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A brief interview with the CSO made me understand the expectations of the IDS. All
items were covered in this policy, except one. The CSO made it clear to me tha they
wanted to know “ everything possible harmful coming” at their web servers.

3.2 Checklist Item 2 - IDS Procedure - Fail

This part of testing proved to be quite difficult. ACME's IDS procedure document
consisted of 2 separate documents located in alabyrinth of folders on a network share.
These documents were “works in progress” and no value would be added to include them
with this audit.

An informal interview with the Intrusion Analyst (who was also the system administrator
of this system) gave me the impression that these documents were not followed and
Change Control documents froma recent change could not be produced. The IDS
procedures were not essy to find, and was left open to many interpretations.

3.3 Checklist Item 4 - IDS Physical Security — Pass

Qutside the building

- Typical business area, lots of corporae buildings some restaurants ec...

«  AMCE building has asign with company logo, otherwise did not “stand out” in
scenery

- 10 minute response from emergency services in this area

- There aresecurity cameras viewing the parking lot

External security measures

- Signstaing premises were guarded by asecurity system
«  Surveillance cameras upon entering lobby
. Card readers on all doors and elevators from 1* floor

Walking to the server room
(A temporary pass card is obtained, after the required security checkis done)

- Camerain hallway leading to server room
- Card reader access on large steel door that my temporary card did NOT have access
to, visitors must be accompanied by an escort with privileges

In the server room

- More cameras viewing most racks and all access terminals

- IDSsystemwas in alocked rack, key was locaed in operaions room (small roomin
server room, attended 24/7) and needed to be signed out with valid company 1D,
again my temporary pass was not sufficient to gain accessto any keys

« Roomdidn’t have any windows raised floor with no access out of the roomfrom
underneah, checked under tiles near walls / doors
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- Dropceliling, that | wastold also wasn’t connected / accessible from any adjoining
roons from a passing maintenance worker
«  Console was up and running when we sa down

3.4 Checklist Item 7 - Time Synchronization - NTP — Pass
«  Confirmed that NTPdaemon was running

Audit Result 2. ps —ef | grep ntpd

root@ids:/var/log# ps —-ef | grep ntpd
root 83 1 0 2002 2 00:00:00 /usr/bin/ntpd
root@ids:/var/log#

«  Confirmed tha NTPdaemon was latest version compared to
http://www.eecis.udel.edu/ ~ntp/download .html and stratumwas <6

Audit Result 3: ntpg —n —c rv

root@ids:~# ntpg -n -c rv

status=06f4 leap none, sync ntp, 15 events, event peer/strat chg,
version="ntpd 4.0.99k23 Sun Apr 8 15:36:29 PDT 2001 (1)",
processor="i686", system="Linux2.4.17", leap=00, stratum=4,
precision=-17, rootdelay=24.488, rootdispersion=147.568, peer=13708,
refid=192.168.44.89,

reftime=c1d5e3b9.£7229e90 Sat, Nov 23 2002 21:55:53.965, poll=10,
clock=cl1d5e504.26413db7 Sat, Nov 23 2002 22:01:24.149, state=4,
offset=-2.637, frequency=-9.974, jitter=3.582, stability=0.007
root@ids:~#

3.5 Checklist Item 9 - Interfaces — Pass

« Checked interfaces

Audit Result 4 :ifconfig -a

root@ids:/# ifconfig -a

ethO Link encap:Ethernet HWaddr 00:02:A5:E3:9E:9E
inet addr:10.1.1.253 Bcast:10.1.255.255 Mask:255.255.0.0
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:220587600 errors:0 dropped:0 overruns:3 frame:3
TX packets:9333358 errors:0 dropped:0 overruns:47 carrier:0
collisions:0 txqueuelen:100
RX bytes:1521234547 (1450.7 Mb) TX bytes:302419145 (288.4

Mb)
Interrupt:10 Base address:0x2000

ethl Link encap:Ethernet HWaddr 00:00:D1:4A:27:C5
UP BROADCAST RUNNING PROMISC MULTICAST MTU:1500 Metric:1
RX packets:1039058530 errors:0 dropped:0 overruns:0 frame:0
TX packets:0 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:100
RX bytes:1555747363 (1483.6 Mb) TX bytes:0 (0.0 b)
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Interrupt:11 Base address:0x4000

lo Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
UP LOOPBACK RUNNING MTU:16436 Metric:1
RX packets:98 errors:0 dropped:0 overruns:0 frame:0
TX packets:98 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:O0
RX bytes:19790 (19.3 Kb) TX bytes:19790 (19.3 Kb)

3.6 Checklist Item 11 - SSH Daemon — Fail

«  Checked for ssh daemon running

Audit Result 5: ps —ef | sshd
root@ids:/# ps -ef | grep sshd

root 58 1 0 2002 2 00:00:14 /usr/sbin/sshd
root 6373 58 0 Jan07 ? 00:00:00 /usr/sbin/sshd
root 6400 58 0 Jan07 ? 00:00:00 /usr/sbin/sshd

root@ids:/#

«  Ran the following command and compared version with current version at
http://openssh.org (OpenSSH 3.5 released October 14, 2002

Audit Result 6: ssh -V

root@ids:/# ssh -V

OpenSSH 2.9pl, SSH protocols 1.5/2.0, OpenSSL 0x0090601f
root@ids:/#

3.7 Checklist Item 15 - Snort - Initialization & Configuration -
Pass

- Viewed /etdrc.d/r cinet2 and found:

Audit Result 7: cat /etc/rc.d/rc.inet2

# Start snort interfaces

echo "Starting snort..."

/usr/local/sbin/snort -c /usr/local/etc/snort ethl.conf -d -D -i ethl -
I -1 /var/log/alert ethl/

3.8 Checklist Item 18 - Snort - Signature Update — Fail

« The SystemAdministrator / Intrusion Analyst pointed me to this script:
{usr/locd/sbinfupdate rules [Appendix1]. A brief explanation was provided.
Thescript runs nightly and using wget™ it downloads the newest tarball of up to

15 wget - a utility to retrieve files fromthe World Wide Web
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dae rules, this is scheduled in acron™ job. It then unzips and unpacks the files.
There was only 1 location where new rules could be abtained in the script, which is
active with current rules.

3.9 Checklist Item 20 - Snort - Processing - Pass

. Used the following command to get the PID"":

Audit Result 8: ps -efl | grep snort

root@ids:/# ps -efl | grep snort

040 S root 23119 1 0 70 0 - 3427 cdrom_ Novl8 ?
00:11:42 /usr/local/sbin/snort -c /usr/local/etc/snort.conf -d -D -1
ethl -I -1 /var

100 S root 23267 85 0 69 0 - 448 do_for 06:00 7
00:00:00 /bin/sh -c /usr/local/sbin/snort parser 1> /dev/null 2>
/dev/null

root@ids:/#

- PID is highlighted.
- Next command restarts the Snort process to dump statistics run as follows:

Audit Result 9: kill -HUP <pid>

root@ids:/# kill -HUP 23119
root@ids:/#

« Using cat /var /log/sysl og the administrator located the snort statistics entry:

Audit Result 10: cat /var/log/syslog

Snort analyzed 1898239 out of 1898239 packets, dropping 0(0.000%) packets

Breakdown by protocol: Action Stats:
TCP: 1807857 (95.239%) ALERTS: 3052
UDP: 24864  (1.310%) LOGGED: 3040
ICMP: 789 (0.042%) PASSED: 0 ARP: 6852 (0.361%)
IPv6: 0 (0.000%)
IPX: 0 (0.000%)
OTHER: 57877  (3.049%)
DISCARD: 0 (0.000%)

Fragmentation Stats:
Fragmented IP Packets: 0 (0.000%)
Fragment Trackers: 0
Rebuilt IP Packets: 0
Frag elements used: 0
Discarded(incomplete): 0
Discarded(timeout): 0

8 The Unix clock daemon that executes commands at specified dates and times according to
instructions in a "crontab" file.
' PID - process identification
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TCP Stream Reassembly Stats:
TCP Packets Used: 1807850
Stream Trackers: 115606
Stream flushes: 0
Segmentsused: 0
Stream4 Memory Faults: 0

Frag2 memory faults: 0

(95.238%)

The highlighted dropping 0(0.000%) packets is that part we were looking for.
3.10 Checklist Item 21 - Snort - Attack Recognition — Pass

Using Nessus® with the web atack plugins selected 1Ds (10370, 10526, 10537, 10657,
and 11028), Socket 80 and Nmgp; we scanned a dummy web server on our lgptop. From

the Snort logs we can seeall attacks and also the portscan is detected.

Figure 2: Nessus

Credits

iy,

Nessus

Messus 1.2.1
Copyright (C) 1998, 1939, 2000

Author : Renaud Deraison
SEL Support : Michel Arboi
PiefCharts library : Bruce Verderaime

Project site : hitpafwew.nessus.org

Mailing list : httpe/list nessus.org

[ Nessus Setup Q@
MNessusd host ‘P\ugins ‘Prefs |Scan options |Target selaction |User | KB

Start the scan

Load repart Quit

Detected attacks in var/log/syslog:

18 Nessus Introduction - http://www.nessus.org/intro.html
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NESSUS SCANS

Results of Simulated Attack 1 1IS .HTR ov erflow Nessus Plugin ID: 11028
root@ids:/# cat /var/log/syslog | grep 10.1.1.100

[**] WEB-IIS .htr access [**]

03/10-14:28:54.651395 10.1.1.100:58827 -> 10.1.1.128:80

TCP TTL:62 TOS:0x0 ID:13958 IpLen:20 DgmLen:173 DF

**X*XAP*** Seq: 0x48639169 Ack: O0x86FE4F8C Win: 0x16D0 Tcplen: 32
TCP Options (3) => NOP NOP TS: 199272429 0

Results of Simulated Attack 2 IIS Dangerous Sample files Nessus Plugin ID: 10370
root@ids:/# cat /var/log/syslog | grep 10.1.1.100

[**] WEB-IIS iissamples access [**]

03/10-14:09:33.851405 10.1.1.100:55247 -> 10.1.1.128:80

TCP TTL:62 TOS:0x0 ID:34772 IpLen:20 DgmLen:110 DF

***AP*** Seqg: OxFECC6556 Ack: 0x770E02A5 Win: 0x16D0 TcpLen: 32
TCP Options (3) => NOP NOP TS: 199156359 0

Results of Simulated Attack 3 IIS Directory Traversal Nessus Plugin ID: 10537
root@ids:/# cat /var/log/syslog | grep 10.1.1.100

[**] spp unidecode: Invalid Unicode String detected [**]
08/10-14:00:08.081179 10.1.1.100:54983 -> 10.1.1.128:80

TCP TTL:62 TOS:0x0 ID:27359 IpLen:20 DgmLen:150 DF

***AP*** Seq: OxDBB66F57 Ack: Ox6EFF5D34 Win: 0x16D0 TcpLlen: 32
TCP Options (3) => NOP NOP TS: 199099787 O

Results of Simulated Attack 4 1IS 5.0 Malformed HTTP Printer Request Nessus Plugin ID:
10657

root@ids:/# cat /var/log/syslog | grep 10.1.1.100

[**] WEB-IIS ISAPI .printer access [**]

08/10-14:35:52.589373 10.1.1.100:58984 -> 10.1.1.128:80

TCP TTL:62 TOS:0x0 ID:11187 IpLen:20 DgmLen:510 DF

***AP*** Seq: 0x622E609C Ack: 0x8CB327E3 Win: 0x16D0 Tcplen: 32
TCP Options (3) => NOP NOP TS: 199314218 O

SOCKET80 ATTEMPT

Results of Simulated Attack 5 Socket80
root@ids:/# cat /var/log/syslog | grep 10.1.1.100

[**] [1:1002:3] <ethl> WEB-IIS cmd.exe access [**]
01/17-12:58:56.170052 10.1.1.46:38081 -> 10.1.1.110:80

TCP TTL:62 TOS:0x0 ID:46636 IpLen:20 DgmLen:102 DF

***AP*** Seq: 0x649F1191 Ack: O0x2C3EAE9A Win: 0x16D0 Tcplen: 32
TCP Options (3) => NOP NOP TS: 612345786 0
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NMAP SCAN

Results of Simulated Attack 6 Nmap

[**] [1:628:1] <ethl> SCAN nmap TCP [**]
01/18-00:30:31.605200 10.1.1.46:42645 -> 10.1.1.110:1

TCP TTL:47 TOS:0x0 ID:5350 IpLen:20 DgmLen:60

FrRxAFF xR Seq: O0x69F6A128 Ack: 0x0O Win: 0x800 TcpLen: 40
TCP Options (5) => WS: 10 NOP MSS: 265 TS: 1061109567 0 EOL
[Xref => http://www.whitehats.com/info/IDS28]

3.11 Measure Residual Risk

The findings fromthe audit arethat overall the ACQM E system could do better with their
IDS system. The IDSsystemitself did very well on megting control objectives, Snort is a
good choice for flexibility and powerful scanning to meet the company’s needs and fit
into their structure of layered security. With all of our controls in place eliminating all
risk is not feasible so we will try to minimize it wherever we can.

« Items 1and 2 (Policy and Procedure) on the checklist arevery important to keep the
system running properly and smoothly. ACME's IDS Policy didn’t measure up too
bad; it covered the main points need for a functional Policy. Theonly part that
stood out to need revision was the following; their policy states “ monitor all traffic
inbound for patems that match known break-in attempts” . All attacks are not just
break-in attempts, there area variety of others tha would be useful to know, like
DOS", reconnaissance™ and according the CSO, he wanted to know. | would
recommend that they revisit this and broaden thisview in their Policy. | exped this
could beupdated in 1 day by thetime that revisions could be made and gpproved
before actually being added to the final document.

«  Thelack of proper Procedure documentation is in critical need of change. Proper
Procedures can save the company on wasted time researching system
installs/upgrades and the possible consequences of doing one of these incorrectly.
Extensive research would have to bedone in all areas of this system. The partially
completed documents | viewed could be used to achieve a useful and accurae
Procedure document. | would estimate from experience that this would take 4days
to complete.

- Another risk to the systemthat cannot be eliminated by this control but limited was
an outdaed version of SSH. Newest releases of software can introduce new
vulnerabilities, but | think it would be more beneficial to havethisupgraded. The
costs estimate with this is again just hours. The software being used is open source
so it is free, but asystemadministrator would haveto spend 2 hours fixing and
testing it. To minimize risk regular upgrades of software on this system must be
done to prevent vulnerable software running on this machine.

- Theautomatic rule updated for the Short system has worked well for the system.
The problems | could see with this are that there was only one source for the rules to

9 Denial of Service (DoS) Attack Resources http://www.denialinfo.com/
20 Network Reconnaissance Techniques http:/MWwww.insecure.org/nmap/OSDEM Presentation/
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beupdated from. If for some reason the site became unavailable rules would not get
updated tha night. This could cause an important new atack signaure being
missed and creating abreakdown in this layer of aur security. | would suggest
finding an alternate site for the script to use as a backup. This is estimated at 4
hoursto find and test areliablesite and updatethe script.

3.12 Is the System Auditable

Most of theaudit wes carried out to saisfy our control objectives. However there were a
few checklist itens tha couldn’t be carried out completely. Dueto the lack of IDS
procedure documentation and change control evidence we could not verify either ofthe
controls pertaining to these. Qur control objectiveto confirmtha the system OS matches
up to asecure installation / configuration according ACME's policy wes only verified by
asigned formfromthe administrator that built theserver. This does rot ensurethat he
actually hardened the server but just filled out the pgoerwork. Since the systemwas
production and ascheduled maintenance window was out of our time line to conduct the
audit we werenot able to test the failover capabilities of the system. Overall | would say
that the audit of this systemwas accepteble.
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4 Assignment 4. Audit Report or Risk Assessment

4.1 Executive Summary

This audit was conducted on the ACM E Intrusion Detection Systemrunning Snort. An
audit checklist wes followed to prove if control objectives, measuring many aspects of
the system, were met. Over a4 day period information was gathered from employees
and the IDS systemitself. Detailed examination of policy, procedure and change control
showed some deficiencies but physical security, system security and Shorts results
proved the systems strength. A lthough the need for clear and accurate documentation
and methodologies is essential, an outdated version of the SSH software, used for remote
management, was the biggest security concem. W ith afew exceptions control objectives
weresaisfied. These results will give ACM E the facts needed to ensuretha this system
is running to the best of its ability.

4.2 Audit Report

The audit of the ACMEIDS went well. In completing the checklist, we were able to
achieve our objectives. Based on Objective and Subjective Controls acomplete audit
was fulfilled. In accordanceto our findings we will be ableto provide possible risks to
the systems and recommendations to alleviate these. An estimation of thecosts involved
will also be included basad on time that it should taketo complete. This can be put into
monetary costs by gopplying the company’s hour rae.

The physical IDS performed well during our audit, with only oneexception. | will go
over our findings in detail explaining the results of our audit, the risks involved with the
findings, if any, and recommendations to help solve the problem, the costs involved with
each and compensating controls.

Policy — Pass (with comments):

Resultsin Section 3.1

The IDS Policy in place could use some revisions. After talking with the CSO | found
that A OV E wants to know “everything possible harmful coming a their web servers'.
The linein the IDS Rolicy “ monitor all traffic inbound for patterns that metch known
break-in attempts” is too specific for what is actually expected fromthe system

Knowledge of passive scans might be of some importance because this is often someone
doing reconnaissance on nework and servers. This could givethe Intrusion Analyst a
“heads up” to anh oncoming attack.

| would recommend tha the IDS Policy be revised to suitethe needs of ACM Eby being
less specific to the types of atacks you are looking for.

Revisions should only take about 2 days to complete changes and get signed off.
This should not be out of the reach of ACM Eto achievequickly.
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Procedure — (Fail)
Resultsin Section 32

IDS Procedure was difficult to do a thorough audit on due to the current layout. A
collection of 2 unfinished documents, tha were not easily located, showed me that
adequate Procedure documentation did not exist.

This documentation is very important to the initial installation and upkeep of the system.
The point form, incomplete documents were left open to interpretation for aperson
installing or upgrading hardware/software on this system. This could result in afalse
sense of security if the systemis not doing what is expected of it and could result in long
downtimein the event of an incident.

| would highly recommend that this document be completed in an essy to read format and
IS put in an accessible location to anyone who would need it.

An estimation of 5 days would be acceptable to create ahigh-quality document.
This should not be out of the reach of ACME, but if necessary a Technical Writer could
be contracted to properly complete this.

Physical Security — (Pass)

Resultsin Section 3.3

The location of the building and amount of security and precautions in place, gave me
confidence in the ability of this systemto be truly physically protected.

The only risks | can see are cases of force tha would behighly unlikely dueto the nature
of thesystens i.e. not a military installation.

Although this control did pass it is important to keep this high grade of security and never
let your guard down. It would be very costly to completely eliminatethis risk but to
minimize it | would suggest to keegp employees aware of security threds like Social
Engineering and ensure Policy and Procedure is followed a all times. This could be very
cost effectiveonly requiring aperiodic email or meeting to update staff or make them
aware of new threats.

Time Synchronization — NTP — (Pass)
Resultsin Section 34

The configuration of the NTPis very important to this system and was running a
configured properly.

The ability of all systens to keep consistent synchronized time will keep all log files in
sync and in the event of an incident, they would be very easy to correlae and keep events
in order.

As long as NTPis kept up to date and periodically checked for synchronization | don’t
foresee any issues with this.
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It should be in the administrator’s weekly tasks to confirmthisso | don’t see any further
costs involved.

Secondary time servers in theevent of afailure and local radio sources in addition to
Internet based systens could minimi ze risks involved here.

Interfaces — (Pass)

Resultsin Section 35

Having the servers interfaces running and configured properly is imperative to the
operation of the IDS. Both intemal and sniffing interfaces were up and running as

expected.

SSH -initialization & configuration — (Fail)

Resultsin Section 3.6

SSH allows usto connect securely to the server for administration purposes. Theaudit
showed that the OpenSSH version running on the server was out of date and susceptible
to compromiseas it contains a least one major security vulnerability.

This could lead to total systemtakeover rendering the IDSand alerts useless.

Even though the interfacethat allows SSH connections is internal | would recommend
that this be immediately upgraded to the latest stable version of OpenSSH. To avoid this
hgppening again in the future a method of keeping this software up to dae should be
added into the system's Procedure document. To upgrade this | would allocate Y2 day for
installation, configuration and testing. The costs of adding it to the Procedure document
are included with its costs.

To minimize these risks ascript could be put into place that checks for new relesses and
system administrators should read security lists to keep up to date on current
vulnerabilities.

Snort —initialization & configuration — (Pass)

Resultsin Section 3.7

Snort initialization and configuration gave us the expected results. Thesystemis
configured to comply with Policy. Thechoice to use Short isa good one. Sort is very
powerful and configureble.

If code and alerts are kept up to datethis systemit should be an integral part of AGME
defense.

The cost of the software is nothing so only upkeep is needed. This would be included in
the costs of asystemadministrator and Intrusion Analyst to cover this system.

One recommendation | would put forward to minimi ze risks to this systemis the addition
of someof Snorts compliment software to include adatabase (MySQL™), mailed alerts
and aweb front-end graphical interface (Apache” and A CID®) for the Intrusion Analyst.

2 MySQL OpenSource Database - http:/Mww.mysql.com/
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All of this software can be obtained free but would have to be chosen carefully to meet
al neads. The costs involved with this would be another server and time to install,
configure and test thesystem. | would estimate 4 days to accomplish this. The benefits
of this are that the systemwould be essier for the Analyst to manage and the possibility
of attacks being missed would decrease.

Snort - signature update — (Fail)

Resultsin Section 3.8

The method used to update the snort rule database was creatively thought out. The
systemreceives its new rules nightly and automatically and gpplies them. The only thing
wrong with this was the source for new rules, or the lack of. To pass this control 2
sources wereneeded. This would provide redundancy in case of an outage on one of
these sites.

If the current site were unreachable, it would be possible for the systemto missthe
nightly updateand miss anew rule. This could result in afalse sense of security and the
IDS missing an dtack or intrusion atempt.

For areliable second source to be found and the script updated, configured and tested and
| would allocate 1 day .

Snort —processing — (Pass)

Resultsin Section 39

The server configuration with the current hardware is processing all of the packets Snort
gets. Thegoal of 0% packets dropped is being met. Asdemend incressesto the
segments being monitored, testing should be done to ensurethis systemremains
sufficient. If this does become aconcem, bigger, faster hardware would solve it quickly.
The costs would depend on the upgrades involved and cannot be estimated at this time.

If upgrades were needed and costs were too high more, cheaper systems could beused to
cover wha was needed. This would reduce chances of Short dropping packets in alarger
environment.

Snhort —attack recognition — (Pass)

Resultsin Section 310

All attacks and scans that wetried were recognized and logged by Short. New exploits
comeout everyday, so this is one to keep on top of. If a new exploit were to be launched
against asystemon the network that Short was “waching” we better be suretha we get a
positive identification. Asnew attacks are mede public the Intrusion Analyst must be
surethat Short will alert on them.

This should be part of the procedure and covered already. Changes to the system,
configuration and testing should fit into the systemadministrator and Intrusion Analyst’s

2 Apache HTTP Server - http://www.apache.org/
z Analysis Console for Intrusion Databases (ACID) -
http://www.andrew.cmu.edu/~rdanyliw/snort/snortacid.html
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duties. By being informed on new atacks and getting updated rules into the IDS you can
greatly incresseyour chances of alerting on all potential problems.

4.3 Summary

As awhole this systemfits into the Defense in Depth methodology well. 1f theabove
exceptions are brought up to speed, this IDSshould meet and exceed any expectations
placed upon it. This isnot the end though. The audit process should be ongoing; we
have just established abaseline to go on next time. Hopefully we can cach problens
beforethey happen and bring potential risks down. No system can be 100% secure but if
you know you systens strengths and weaknesses it will put you on alevel playing field
with thebad guys.
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5 Appendices

5.1 Appendix 1 - Rule updater

#!/usr/bin/perl

## Change working directory
chdir "/usr/local/etc" or die "Cannot change working directory: $!\n";

## Get current rulesfile
system "wget http:/www. snort.org/dl/signatures/snortrule s.tar.gz";

## Unzip and cat rules

system "tar xzf snortrules.tar.gz";

chdir "/usr/local/etc/rules" or die "Cannot change working directory: $!";

system "cat backdoor.rules ddos.rules dos.rules exploit.rules ftp.rules icmp.rules scan.rules
shellcode.rules telnet.rules web-cgi.rules web-iis.rules web-misc.rules > ../new.rules";

## Cleanup downloaded files

chdir "/usr/local/etc” or die "Cannot change working directory: $!";
system "rm -Rf /usr/local/etc/rules";

system "rm snortrules.tar.gz";

## Open new rulesfile for comparison
open(NEW, "< new.rules") or die "Could not read new rules file! $!\n";

## Make sure rule sfile exists
if (not -f "/ust/local/etc/snort.rules") {
system "touch snort.rules’;

}

## Compare new rulesto original rules and save new rulesin array
while ($line_new = <NEW>) {

## Skip line if empty
nextif ($line_new =~ /*$/);

## Skip line if commented
nextif ($line_new =~ /"#/);

## Get rule string

$line_new =~ /.%/;

$new = $&;

$new =~ s/\s*classtype:.+?;//;

## Open original rules file for comparison
open(ORIG, "< snort.rules") or die "Could not read original rulesfile! $1\n";

#1# Step through rules
while ($line_orig = <ORIG>) {

## Skip line if empty
nextif ($line_orig =~ /"$/);
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}

## Crop line if commented

if ($line_orig =~ /"#/) {
for ($line_orig) {
SINEI
SIMNsH//;

}

## Getrule string
$line_orig =~ /.*/;
$orig = $&;

## Look for match

if ($new eq $orig) {
$match = 1;

}

}

## Close file
close (ORIG);

## Store rule if no match

unless ($match == 1) {
$rules[$n] = $new;
$n++

}

## Undefine match variable
undef $match;

## Close file
close(NEW);

## Remove temporary rulesfile
system "rm new.rules";

## Open original file for append

open(ORIG, ">> snort.rules") or die "Could not append to original rules file! $\n";

## Append the new rules
foreach $rule (@rules) {

}

print ORIG "$rule\n";

## Close file
close(ORIG);

## Restart Snort

system "/usr/local/sbin/snort -c /usr/local/etc/snort_ethl.conf -d -D -i ethl -I - /var/log/alert ";
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