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Assignment 1: Audit Research Technique, Methods Used to Audit and
Monitor the System

1.0 System Audited

The system being audited is the Network Associates ePolicy Orchestrator (ePO)
v2.5 antivirus server. ePO handles the central management of an array of
antivrus products from Network Associates, as well as the Mcafee Desktop
Firewall (a personal firewall) and Threat Scan.

The audit described in this report focuses on the ePO management console and
the ePO agent deployed by the server. The NetShield 4.5 SP1 file server
configuration was also audited, to ensure the ePO server has adequate
protection. The operating system's logical security was lightly audited to identify
its main vulnerabilities. The server's physical security was not assessed.

The ePO server is installed on an HP LH 6000 Dual Xeon 700 server with 1 GB
of memory, two 18 GB drives used in RAID 1 for the operating system (Windows
2000 Advanced Server SP2), and three 36 GB drives used in RAID 5 for ePO
server data, the required MSDE database and the FTP service provided by
Internet Information Server v5.0 (11S).

The ePO server provides antivirus protection for over 3500 workstations and
approximately 250 NT/2000 servers of varying types.

The following diagram shows the positions of the server audited and the laptop
used to conduct the audit in segment 172.25.1.0:
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Diagram of Audited Network
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Note: Although the wide area network (WAN) is separated from the local network
(LAN) by a router with active filtering, software or protocol such as NetBios,
Terminal Service, PcAnywhere, etc., can be used to communicate with the
audited server from anywhere on the WAN.

1.1 Role of the Audited System

The role of the ePO central management console is to ensure the deployment
and monitoring of updates for supported software, particularly antivirus solutions.
The greater the number of workstations or servers, the greater the importance
and even vital necessity of using antivirus software to provide security.

The audited system handles the deployment and configuration of antivirus
software (VirusScan and NetShield) from NAI, the configuration (only) of the
GroupShield antivirus program for Exchange 5.5 / 2000 e-mail servers, the
monitoring of signature updates (.DAT) and VirusScan and NetShield updates
(e.g.: engines, hotfixes, Service Packs, etc.). The audited system also handles
the deployment and configuration of Mcafee Desktop Firewall on all laptops
(about 500) that access the system through a virtual private network (VPN).

None of these products require a central management console to function. The
signature update schedule, default configurations for each product, and product
response upon detecting a virus, worm or other malicious mobile code (Java
Script and ActiveX) can all be manually configured (or set through startup scripts)
on each station.

The manufacturer provides an Installation Designer that can be used to
preconfigure the VirusScan installation file (.MSl) in order to reduce the work of
network administrators and computer technicians performing the initial
workstation installation.

In short, at first glance, unless one has a network with a very large number of
workstations and servers, there is no significant advantage to installing and
maintaining the ePolicy Orchestrator central management console.

1.1.1 Why use a central management console?

According to a recent survey, about 10%" of organizations (small businesses to
major corporations), still do not use antivirus software. This same survey says
that the average annual cost of computer viruses, per organization, is about
$283,0007.

12002 CSIFBI Computer Crime and Security Survey, Richard Power, page 2
http://www.gocsi.com/forms/fbi/pdf.html

22002 CSIUFBI Computer Crime and Security Survey, Richard Power, page 16
http://www.gocsi.com/forms/fbi/pdf.html
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Incidents caused by computer viruses are steadily increasing and although it is
still not possible to predict the future, it is unlikely that the situation will improve.

If 90% of companies are protected by antivirus software, why are there so many
virus incidents? Why are viruses and malicious code still some of the best ways
to attack just about any computer system (servers, stations, PDA, mobile
phones, and probably almost any equipment that allows for the transfer of
information)?

The reason is that most organizations only install protection. This situation is
exacerbated by certain security weaknesses in some software (e.g.: Internet
Explorer, Outlook, Outlook Express), which are difficult to secure unless
specifically hardened, and unless users are educated about their use.

Today, there are few organizations that have Internet access and do not have a
firewall. Similarly, few organizations would hesitate to install an antivirus solution.

But how effective is a firewall if the servers it protects are not hardened properly?
The answer is: not very, because the attacker will use a completely legitimate
entry point in order to get through the application layer of the responding server.
So, is hardening the best protection? The answer to that is that it's necessary,
but sooner or later a new weakness will be identified and exploited.

1.1.2 Protection is never 100%

One must remember that no protective measure is 100% effective. However,
what one can and must do is improve protection by organizing security in layers.
Install a firewall, add a demilitarized zone (DMZ), choose the software wisely and
harden the servers and applications used on each server. This helps achieve an
acceptable level of protection. It does not, however, provide an absolute
guarantee that there will be no intrusions, no matter how much money is spent
on protection.

If, for antivirus products like ones from Network Associates Inc. (NAl), the
software is installed and no attention is paid to the initial configuration, but
updates are retrieved regularly, one could say that security is concentrated on
protection.

1.1.3 How can one be sure the network is truly up to date ?

If the system being protected has few workstations, it is quite possible that the
antivirus solution will not be kept religiously up to date. The reason for this is
simple: to verify whether the solution is up to date, one must do a manual check
of each machine.
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This is not so difficult when all the workstations are on site, but it's another story
when laptops are involved.

If an organization has several thousand workstations and a wide area network in
a number of different physical locations, what is the likelihood that all stations will
be up to date?

1.1.4 The importance of monitoring

Attackers, of course, are quite aware of such weaknesses. Which is why
computer viruses are the most frequently reported security incidents (85% of the
time)*. But the main reason for the weakness is that a key element is missing
from the security process: protection system monitoring.

Because protection cannot be 100% effective (e.g.: the antivirus software may
not up to date, or a new strain of virus may appear, or malicious code may be
executed without the user knowing, etc.), what is required is a mechanism that
will proactively monitor protection systems to ensure that the response to any
incident is as fast as possible.

Without monitoring, there can be no response. Or rather, there will be a
response, but it will be a response to an incident that has already caused
damage.

The ePO management console provides effective monitoring through its
extremely versatile report module, which is integrated with Crystal Reports and
an SQL database. Of course, it's not enough to have the monitoring tools; one
also needs a response procedure.

1.1.5 Three-stage process
To maintain a highly secure environment, one must put equal effort into

protection, monitoring and response. The greater the balance between these
three elements, the greater the chances of success.

32002 CSIUFBI Computer Crime and Security Survey, Richard Power, page 15
http://www.gocsi.com/forms/fbi/pdf.html
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Fundamental Realities Processes As
Solutions

Com plexity = Insecurity

Protection

Vulnerabilities  /
Are Inevitable

Products Are
Inadequate

BUSINESS SECURITY = RISK MANAGEMENT

source: http://www.counterpane.com/presentation2.pdf (page 6)

1.1.5.1 Protection

Let us say the organization is installing an antivirus solution. The best strategy is
to implement security in layers, which would mean setting up a solution to filter e-
mail from the Internet, then combining that with another solution that filters
messages on internal mail servers (with or without an SMTP relay), plus a
solution for detecting viruses on file servers, plus a solution for detecting viruses
on workstations.

Furthermore, signature files should be updated in that same order, because the
vast majority of viruses (e.g.: W32/Klez, W32/Yaha, etc.) are propagated through
e-mail servers. So to limit damage, e-mail servers should be the first to detect a
new virus. Normally the file servers are infected from workstations. But since
there is a good chance that stations will not be completely up to date, it's better to
make sure that file servers are updated as promptly as possible.

Although workstations are last on the list, this does not mean that they are not
important. Even though the vast majority of viruses will be filtered out before
reaching a workstation, in many cases the workstation antivirus program will be
the first line of defense. Particularly when it comes to filtering out certain
malicious codes when users are on the Net.

1.1.5.2 Monitoring
Despite this strategy and even assuming that all computer equipment in the

system has the latest version of the filtering engine, the latest version of the
signatures and almost every possible option for configuring the antivirus software
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(often at the risk of reducing the performance of some systems), the entire
computer system is still vulnerable to a new virus, because, by definition, the
antivirus solution can only filter what it already knows.

Proactive monitoring

In fact we can, if the updating process is carried out properly, assume that the e-
mail and file servers will be up to date because they are normally always on.
However, the same is not true of workstations. It is not unusual to have a
difference of one or more versions of the signature file, even with a central
management console like ePolicy Orchestrator.
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| adion vew || & = | E[m| @ |
Tres | X W 4 1af1 Y Y R (88 F& | ] |88 Towdozs 100 40260 4026
L1 rcafee
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Example of differences in update file versions

One must therefore, to decrease the risk of infection, make sure that the
protection on all system equipment is as up to date as possible. This monitoring
task can be carried out by generating reports from the ePO management
console.

With these reports it is fairly easy to obtain the information that will minimize the
risk of infection if there is an incident. It is possible, for example, to identify the
following:

systems that do not have the latest version of the filtering engine

systems that do not have the latest version of the signature

systems that do not have antivirus software, although the ePO agent is
installed.
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In addition to monitoring the network, it is essential to ensure that the signature
file deployed by the ePO server is the latest version available from the Network
Associates site.

Incident monitoring

Inevitably, and especially if the organization has a lot of computer equipment,
certain systems will become infected. In some cases the antivirus solution will do
its job and will filter out the virus; in others it will fail to do so. It must be possible
to verify the effectiveness of the antivirus solution in order to react promptly when
an incident occurs.

As well, there is nothing better than having a tool that shows the trends in
infections, either for the systems as a whole, on a station-by-station basis, by
user, or even by network segment.

ator
X

=@ 2 _
X4 Al b M= (@& F & [% Toalza0s 100%  234080f23408 | B
Previen |

Infections Detected Weekly Showing
Viruses

ffee k Beginning: Total Infection Coun

201122002
Exploit- MIME.genh
JSTE Stari. gen.c

J5iSechergene

K1 — | T (€oaten
gl start |J ae H %F1McAfee ePolicy Orches...

Trend chart generated by ePO

I I
BSEE  zoem

In short, trend monitoring provides a general overview of the system status,
allowing for a more effective response.

1.1.5.3 Response

Once the protection tool is deployed and adequate monitoring is in place, any
problems detected can be corrected in the response phase.

As well, if a new virus appears with a high risk of propagation that will definitely
infect certain systems, a quick response is essential.
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The ePO management console asks the ePO agents distributed throughout the
network to report in immediately. This is an excellent function for significantly
reducing response time, compared to manual verifications.

1.1.6 Time-based security

This three-stage process ties in very well with the following concept of time-
based security:

Monitoring time + Response time = Risk exposure time

In a situation where the protection is no longer effective (new virus), the more
quickly monitoring can detect an incident, the shorter the response time. This in
turn reduces the risk exposure time (i.e.: risk of infection).

1.2 Risks to the Audited System

Before moving on to identify the risks to a server such as ePolicy Orchestrator,
the following are a few definitions that will help us understand risk better:

Risk formula
Risk = Threat X Vulnerability
Definition of a threat

A threat is a condition, situation or action that exploits a vulnerability, and can be
related to a situation in which something unexpected happens, or even
something expected that does not happen. Although the specific nature of the
threat can have a direct impact on the probability that one or more corresponding
vulnerabilities will be exploited, the threat will vary depending on the intentions of
the attacker. A threat may be real, directly related to an existing vulnerability, or it
may be virtual, in the sense that it is related to a theoretical vulnerability.

Definition of a vulnerability

A wulnerability is an exploitable breach in security or a technical problem that
makes a threat possible. A vulnerability is expressed in terms of its probable
exploitation. Exploiting a vulnerability may require extraordinary technical means,
the collusion of several people, or costs that are higher than the possible gains or
impact. On the other hand, special tools can be built to automate exploitation of
the vulnerability, and these tools may be easily and widely available.

Risk classification

Risks and the elements that compose the risk are ranked as follows:
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Threat level

The following criteria can be used to assess the seriousness of a threat:

A low threat will have little impact on system operation and
Low will not cause damage to systems or data that could lead to
an incorrect result, treatment or decision.
A medium threat will cause damage to physical systems or
Medium data that will take time and money to repair. The
organization's reputation and image could be hurt.
A high threat will cause a major direct or indirect financial loss
to the organization or its customers and partners, damage the
High organization's reputation badly enough to hinder its ability to
carry out is commercial activities in a given sector, or place
the organization in a position of failure to comply with certain
contractual obligations or even in a position of illegality.

Vulnerability to a threat

The probability that a threat will be acted upon can be ranked as follows:

A wulnerability is considered low if there is little likelihood in
the long term that it will be exploited because to do so would
require extraordinary technical means, collusion among
several people governed by a code of ethics or because the
cost of exploiting the vulnerability would be much higher than
the potential gains or impacts.

A wulnerability is considered medium if attacks capable of
exploiting vulnerabilities of a similar nature have already been
Medium documented and occasionally reported by the industry, or if
the technical requirements for a successful attack are major,
but within reach of an organized group of attackers.

For all other cases, particularly if attacks capable of exploiting
vulnerabilities of a similar nature have been reported with a
significant frequency and/or specialized tools have been built
to automate them, vulnerability is considered high.

Low

High

Risk analysis chart

The risk based on the potential impact of a threat and the probability that it will be
acted upon can be expressed in a four-point scale: Insignificant, Minor, Major,
Critical.
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This scale can be used to classify types of risk an organization faces, using the
following risk analysis chart:

Vulnerability
Low Medium High
- Low Insignificant Minor Major
g Medium Minor Major Critical
= High Major Critical Critical

Risk Level chart

The following chart interprets the assessed risk levels:

Index Assessment
N In general, depending on the context, one can ignore
1 TstigaiteEnl insignificant risks.
. The situation must be considered as a whole to make an
2 Minor . . ) )
informed judgement about minor risks.
. Major risks must be quickly addressed in accordance with
3 Major .
an action plan.
" Immediate action must be taken to respond to critical
4 Critical fisks

1.2.1 The main risks of ePolicy Orchestrator

The next step is to use the tools for assessing risk to identify the main risks and
possible impacts that could be encountered by a central antivirus management
server such as ePolicy Orchestrator.

The table below describes the main risks of using such a server, and uses the
Risk Level chart to quantify the criticality of each possible impact.

© SANS Institute 2003,
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Table of Main Risks and Possible Impacts

Loss of availability of
the FTP service

Main Risks Possible Impacts Risk Level | Comments on Risk Level
Workstation or server will not be In the normal context of
able to obtain a new configuration ePO server operations, this
or update from the ePO server. Minor would have little impact.

If an incident (e.g. new virus) In the event of an incident,
requires a response, it will not be loss of availability would
Loss of availability of | possible to force an update or new| Critical prevent an adequate
ePO service configuration. response.
No new protection (antivirus, New stations or servers
personal firewall) can be deployed would not be protected
while the service is unavailable. Minor during the loss of
availability; the rest of the
network  would remain
protected.
No proactive monitoring will take Monitoring will not be able
Loss of availability of | place during the loss of availability. Maior to track incidents reported
the MSDE database. J by ePO agents during the
loss-of-availability period.
No workstation or server will be In the normal updating
able to get an updated signature Minor process, this would have
file. little impact.

It will not be possible to update
deployments to new stations or
servers.

Minor

If the ePO management
console is available, one
could deploy anyway.
However, signature files
cannot be updated until the
FTP service is back online.

If an incident occurs, it will not be
possible to respond.

Major

When an incident requires a
response, loss of availability
will prevent an adequate
response. However, if the
management console is
available, updates could be
routed to another FTP
server.

Incorrect configuration
of FTP service

May permit unanticipated write
access, for example to the
antivirus solution update directory
or directly to the FTP server root.

Critical

An attacker could provoke
loss of integrity in update
files.

© SANS Institute 2003,
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Vulnerability can be exploited to The server and data
) take control of the ePO server. integrity, authentications,
Incorrect hardening or availability and
updating of operating Critical | confidentiality can no longer
system be guaranteed.
An incorrectly configured antivirus An incorrectly configured
solution can inhibit efficient virus antivirus solution, even if it
detection. Critical is always updated, cannot
filter properly. This could
, : lead to the infection of
Incorrect configuration :
of protection products . - statlons_ apd SEIVers.
. . Incorrect configuration of the The antivirus software could
(Virusscan, Netshield, . . ) ,
response to virus detection can delete an important file.
etc.) L. .
lead to loss of availability. As well, incorrect
Major configuration could
significantly reduce system
performance, or even
provoke denial of service.
Incorrect configuration | Could mean that the latest version All stations and servers
of synchronization of | of signature files will not be on the would be wulnerable to new
signature files (.DAT) | ePO server. Critical |viruses that cannot be
between the NAl and detected by the signature
ePO servers file version.
Loss of access to the The ePO server may not bg able All stations and servers
to get the most recent version of would be wulnerable to new
FTP servers at . : i .
. the signature files. Critical |viruses that cannot be
Network Associates :
(NAI) Qetecteq by the signature
) file version.
Loss of integrity of the | Permits deployment of a protection The ePO server would be
protection solutions | product that could be infected by a Critical turned into a server that
deployed by the ePO | virus or slightly altered by a Trojan would deploy the virus to all
server horse or other malicious code. machines in the network.
An attacker can take control of the The server and data
Loss of ePO server, especially if the integrity,  authentications,
authentications attacker has an account with Critical availability and
governing access to | administrative privileges. confidentiality can no longer
the operating system be guaranteed.
An attacker could access the An attacker could delete the
MSDE database. Major database and  prevent
effective monitoring.
An attacker could change the FTP An attacker could get
service configurations Major broader access and do

whatever he wanted with
the FTP server.
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An attacker could render the
server unavailable by interrupting
certain services.

In normal operation, this
would not be too much of a
problem. But if there was an
incident, it could slow down

or servers.

Major response time, particularly if
the attacker changed the
passwords on all accounts
with administrative
privileges.

Could make it possible to If the same authentification
compromise the other server by works on the organization's
retrieving authentification Critical other server (e.g.: service
information on the ePO server account for backups).

(e.g.: in SAM).

Could allow an attacker to take An attacker could change
control of the ePO management protection mechanisms at
console. will.

Critical
Loss of service could be
provoked by rebooting all

Loss of authentication : SEIVErSs.
governing access to Could _aIIow an gt’Facker to d!sable An attacker gould . then
the ePO management protection on individual machines. Critical |r_1fect a machine with a
console VIrus.
Could allow an attacker to delete This would mean that
or alter all incident data gathered monitoring would no longer
by ePO agents from workstations Major have sufficient data integrity
or servers. to detect incidents.
Loss of authentication Could give an attacker privileged The server and data
. access to a system via the integrity, authentications,
governing access 10 | o qEyec” function Critical | availability and
data in the MSDE confidentiality can no longer
database. be guaranteed.
Could allow an attacker to delete This would mean that
or alter all incident data gathered monitoring would no longer
by ePO agents from workstations Major have sufficient data integrity

to detect incidents.
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Could allow an attacker to render
the database unavailable.

Major

An attacker could provoke a
voluntary overload of the
capacity supported by an

MSDE database.

1.2.2. Summary of main impacts

In general, the loss of availability of the ePO server and FTP service would have
a critical impact only when an incident required an immediate response. Such
loss could lead to the infection of a number of stations or servers, which could
affect production and involve additional costs to disinfect infected machines.

Consequences could be more critical if the integrity of protection configurations is
lost, because protection mechanisms would then be unable to perform their tasks
adequately.

Loss of authentication of the ePO management console would be critical,
because it would no longer be possible to ensure system availability, data
integrity and unaltered configurations. Without these elements, the management
console would become a powerful weapon for an attacker, because in addition to
getting around protection mechanisms, an attacker could hinder proactive
monitoring and also prevent an effective response.

1.3 Information available for security audit
1.3.1 Research on ePolicy Orchestrator

At the time this report was written, there was very little information on the
vulnerabilities or other security problems of ePolicy Orchestrator.

Searches using the search engine Google (www.google.com) were relatively
fruitless.

Searching on underground sites such as www.astalavista.com and
www.phrack.com produced little.

In the SANS Institute (http://www.sans.org/rr/) Reading Room, there were only
two pages on ePO:

Issues with Keeping AntiVirus Software Up to Date, John Graham,
July 25, 2001

Distributed Scan Model for Enterprise-Wide Network Vulnerability
Assessment, Alexander Lopyrev, November 27, 2001
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Even the KnowledgeBase on the Network Associates (NAIl) site does not
contain any information on the wulnerabilites of ePolicy Orchestrator. The
information posted focuses on the product's operating problems. Only one
document (SrvPack1.txt) that comes with the Service Pack 1 (SP1) installation
files identifies an obvious security problem.

That document is:

Release Notes for McAfee ePolicy Orchestrator, Version 2.5.0
Management Software Service Pack 1

The following is an excerpt from that document:

PROBLEM:
It is possible to consult the following
ePolicy Orchestrator files in a
Web browser:
- EVTFILTR.INI
- NAIMSERV.LOG
- SERVER.INI
- SITEINFO.INI

SOLUTION:

It is no longer possible to

consult these files in a Web browser.
However, you can still use a browser

to determine whether the ePolicy Orchestrator
server is operational. [Translation]

A message posted on October 30, 2001 by "Blake Frantz" on the site
Insecure.org (http://lists.insecure.org/lists/pen-test/2001/Nov/0006.html)
gives an example of the content of the SERVER.INI file:

[Server] DataSource=EPOAYV Database=ePO_EPOAYV UserName=sa
Password=U3BVmVk4KHxsYFxaYFGRIVDxARHBoGCh8bGBcWBRkSFaQ8QERwaAA==
UseNTAccount=0 HTTPPort=80 AgentHttpPort=8081 ConsoleHTTPPort=8080
MaxHttpConnection=1000 EventLogFileSizeLimit=2097152 MaxSoftInstall=25

When the ePolicy Orchestrator Service Pack 1 is not installed on the server, a
Web browser can be used to obtain the authentification parameters that allow
access to the database.

One must first decode the password using a utility such as "NGSSQLCrack"
which is available in an evaluation version at the following address:
http://www.nextgenss.com/software/ngssqglcrack.htmi

Given that there is very little information about the security of ePolicy
Orchestrator, the audit forms in the "Assignment 2" section were prepared to
verify the majority of the security risks identified in the table in Section 1.2.1 of
this report.
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1.3.2 Research into security audit methodologies

The audit forms described later in this document are based in part on information
available at the following sites:

The Information Systems Audit and Control, CobiT (Control Objectives for
Information), http://www.isaca.org/cobit.htm

Certified Students and Posted Practicals, SANS Institute,
http://www.giac.org/GSNA.php

Auditors Checklists and Other Audit Information, Fred Cohen & Associate,
http://www .all.net/books/audit/index.html

The Institute of Internal Auditors, ITAudit, http://www.theiia.org/itaudit/

The Internet Tool for Auditors, by Jim Kaplan, http://www.auditnet.org

Information technologies — Code of practice for information security
management, BS 7799/ISO 17799, First edition, 2000-12-01,
http://www.iso-17799.com/

The risk level assessment explained in Section 1.2 is based on a corporate in-
house methodology for audit forms used by the internal audit team.

The Montreal computer security firm “‘ESI Technologies”
(http://www.esitechnologies.com) was involved in establishing the methodology.
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Assignment 2: Creating a Security Audit Form

2.1 Explanation of the form used

Control objective Describe the purpose of the audit

Test location Clearly identify the location where the test is to be
conducted

Tests to be conducted Instructions for gathering the information required
to assess the risk level

Reference(s) The link to the web page for the tool used to

conduct the audit and when possible the link to a
specific reference on a topic

Expected results List the ideal results that should be obtained in
order to be fully compliant

Objective / Subjective State whether the verification is objective or
subjective. Where both apply, explain the nuance

Results Uncorrected test results

Brief explanation of risk The main risks one is trying to identify

Risk evaluation Risk calculation for each result obtained

2.2 Explanation of the Risk Level calculation

A series of questions in the "Risk Evaluation" section of the audit form touches
on the most sensitive areas of an ePO server.

Once all the questions have been answered, one can determine the server's risk
level.

2.2.1 Organization of questions

The questions require a yes or no answer, as follows:

oLl NOMN MR total oLl NOMN MR total

NE=1 NE=1

The answer that indicates compliance with security criteria is not marked "RL =
..." ("RL" = Risk Level)

The "Total RL" field must be filled in for each question. This gives the cumulative
risk from all the answered questions.

The risk level value (e.g.: RL = 2) is based on the Risk Classification chart in
Section 1.2, as follows 1 = Insignificant, 2 = Medium, 3 = Major and 4 = Critical.
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2.2.2 Using the results chart

At the end of the audit form, a table summarizes the audit results in terms of the

risk analysis:

Results Summary Table

Total ] M o imum

Percentage
assessed | - K (%)
risk 9

Operating system

security and open ? 48 ?
session validation Y

Product configurations e 109 ?
Access rights - 92 2
Monitoring mechanisms | ? 54 ?

Total risk: for a maximum of 303 = %

This table should be completed as follows:

In the 1% column, enter the calculated risk levels for each of the four

sections

The 2" column is already completed and contains the maximum possible
risk for each of the 4 sections

In the 3" column, turn the number in the 1% column into a percentage of

the maximum possible risk for each section (2" column).

In the grey area, calculate the total risk level (as a figure and as a

percentage)

2.3 Form for an ePolicy Orchestrator Server Audit

2.3.1 Verifying operating system security and validating open sessions

[ 1] Control objective :

Verification of the installation type for the ePO server.

Test location :

|| From the auditor station
X] From the server audited

Tests to be conducted :

Observe the following instructions:

1. Right button on the icon « My Computer »

2. Choose « Properties »

3. Choose the tab « Network ldentification »

© SANS Institute 2003,
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4. Choose « Properties »
5. Be sure that « workgroup » is checked in the
section « Member of ».

Note : Take a screen capture of this window (alt-
printscreen) and save the image in a wordpad
document under the name « 1-type.rtf »

Reference(s) : Not applicable / personal experience

Expected results : The server should be in a « workgroup » in order to
limit the use of authentification strictly to the local
account with the administrator privileges.

Objective / Subjective : | Objective

Results : - Insert results here -

Brief explanation of risk :| If the server is not installed in a « workgroup », a
greater number of user will be permitted to connect
onto the ePO server using a domain. This will increase
the level of probability to a threat therefore increasing
the level of risk.

Risk evaluation : Is the server installed as a server member to a domain
or as a domain controller?

YES NO RL total

RL=3

TOTALRISKLEVEL: [ ]/ 6

[ 2 ] Control objective : | Verification of the basic vulnerabilities relative to the
operating system.

Test location : || From the auditor station

<] From the server audited

Tests to be conducted : | Pre-required : Having downloaded from the ePO
server the latest available version of the Microsoft
Security Baseline Analyzer (MSBA) application.

Observe the following instructions:

1. Open the application«k MBSA »

2. Choose « Scan a computer »

3. Be sure that the right server is chosen in the
section « Computer Name »

4. Be sure that all the options are selected, except
« Use SUS Server : »

5. Press on« Start Scan »

6. When finish, choose « Print » in the section

22
© SANS Institute 2003, As part of GIAC practical repository. Author retains full rights.



« Action ».

7. You can also paste the information in an
application supporting the html format (ex:
Word) and save under the name
« 2-msba.doc ».

Note : Keep the MBSA application on the server
audited permitting to the network administrator to use it
after having done the corrections of certain
vulnerabilities (if needed).

Reference(s) : The MBSA tool is available at no charge at the
following address:
http://download.microsoft.com/download/e/5/7/e57f498
f-2468-4905-aa5f-369252f8b15¢c/mbsasandup.msi
Expected results : There should be no critical event in each of the
following categories:

- Security Update Scan Results
- Windows Scan Results
- Additional System Information
- Internet Information Services (IIS) Scan Results
- SQL Server Scan Results

- Desktop Application Scan Results
Objective / Subjective : | Objective
Results : - Insert results here -
Brief explanation of risk :| If the MBSA tool uncovers some vulnerabilities of
critical level, it should normally be possible for an
attacker to exploit those wulnerabilities to his
advantage.

An evaluation will however be necessary in order to
validate the probabilities for each of the vulnerabilities
to really be exploitable.

Easier the vulnerabilities will be exploitable, greater the
threat will be. Therefore the level of risk will be higher.
Risk evaluation : Are some hotfix missing for the operating system ?

YES NO RL total

23
© SANS Institute 2003, As part of GIAC practical repository. Author retains full rights.



Are some hotfix missing for IIS ?

YES NO RL total

Are some hotfix missing for SQL/MSDE ?
YES NO RL total

RL=4

Have vulnerabilities of critical level been recorded in
the section « Windows Scan Results » ?

YES NO RL total

RL=4

Have vulnerabilities of critical level been recorded in
the section « Internet Information Services (IIS) Scan
Results » ?

YES NO RL total

RL=4

Have vulnerabilities of critical level been recorded in
the section « SQL Server Scan Results: Instance
(default) » ?

YES NO RL total

RL=4

Have vulnerabilities of critical level been recorded in
the section « Desktop Application Scan Results » ?

YES NO RL total

RL =2

TOTALRISKLEVEL: [ ]/ 26
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[ 3 ] Control objective : | Verification of security problems remotely identifiable.
Test location : <] From the auditor station

.| From the server audited

Tests to be conducted : |[NOTE : In order to obtain the best result, this
verification must be executed from the same
segment where resides the server to audit in order
to avoid being filtered by an equipment such as a
router or firewall.

Pre-required : Before conducting the audit, assure
yourself that the Retina software is configured as per
the following settings:

Wpolicies =10l x|
Policies - Complete Scan

& Policies ICompIete Scan j
[ .2

Preferences £dd | Delete |

[ Force Scan [Perform scan on hosts that do not respond to pings]
[ Enable Connect Scan Mode

Common Hacking Attack Methods [CHAM])

IV FIF [ POP3 [ SMTF W HTTP

Cormon hacking attack methods are disabled in the evaluation vergion

create a new policy, select a policy ko base the new one of off,
then click on Add.

MNote: The selected policy will be used For scheduled scans. :I

ak. I Cancel |

Select a policy ko edit From the drop down list, IF vou would like bo j

Afterward, observe the following instructions:

-_

Open the application« Retina »

2. Type the IP address of the server to audit in the
section « Address : »

3. Press on« Start »

4. When finished, choose the option « Report... »
in the menu « Tools » and save the report
under the name « 3-Retina.html ».

Reference(s) : The Retina tool is available for evaluation (15 days) at

the following address :

http://www.eeye.com/html/Products/Retina

/Download.html

Expected results : The Retina tool should not return any vulnerability of

« Medium Risk » level or « High Risk » level.

Objective / Subjective : | Objective

Results : - Insert results here -
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Brief explanation of risk :| If the Retina tool discovers some vulnerabilities with a
« high » risk level, it should normally be possible for an
attacker to exploit those wulnerabiliies to his
advantage.

In the case where the vulnerabilities are a « Medium »
risk level, an evaluation will be necessary in order to
validate the probabilities that each of the vulnerabilities
are really exploitable or to validate the relevancy of the
returned information.

In a general manner, easier the wvulnerabilities are
exploitable, greater the threat will be. Therefore the risk
level will be higher.

Risk evaluation : Have some « High Risk » level vulnerabilities been
found ?

YES NO RL total

RL=4

Have some « Medium Risk » level vulnerabilities been
found ?

YES NO RL total

RL =2

TOTALRISKLEVEL: [ ]/ 6

[ 4 ] Control objective : | Verification of suspicious services or not anticipated
remote response.

Test location : X| From the auditor station

|| From the server audited

Tests to be conducted : | NOTE : In order to obtain the best result, this
verification must be executed from the same
segment where resides the server to audit in order
to avoid being scanned by an equipment, such as
a router or firewall.

Pre-required : Having downloaded and installed the
latest version available of the SuperScan tool.
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Observe the following instructions:

-_

. Open « SuperScan »

2. In the section « Hostname Lookup » enter the
IP address of the server to scan.

3. Press on « Lookup » in order for the IP address
to appear in « START » and « Stop » in the
section « IP »

4. In the section « Scan type » choose :

- Show host responses
- All ports from [1 ][ 65535 ]

5. Press on « Start »

6. When finish, save the results in the file
« 4-superscan.txt »

Reference(s) : The SuperScan tool is available at no charge at the

following address :

http://www.foundstone.com/knowthedge/scanning.html

The Twenty Most Critical Internet Security Vulnerability
Version 2.504, The SANS Institute, May 2, 2002,
http://www.sans.org/top20/

Expected results : A minimum of port should be open on the server.

Port requwed by the ePO product:
80 — Pre-required for the communications
between the ePO agent and the ePO server
- 81 — Pre-required to access the ePO console
- 8081 — Pre-required by the ePO server for the
« Weakup Call » to the ePO agent.
- 1433 — Pre-required by MSDE

Port required by the FTP server :
- 21 — Pre-required for the transfer of updates
(.DAT, Engine Update, Hotfix, etc.)

Port required for the remote control access (ex:
Terminal Service) :
- 3389

Port required by a saving software (ex : BackupExec).
- (port to be determined as per the product
used)
No other ports need to be open, except the necessary
ports open by the operating system for the use of the
NETBIOS : 135 (tcp and udp), 137 (udp), 138 (udp),
139 (tcp) and also 445 (tcp and udp).
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Objective / Subjective :

Objective

Results :

- Insert results here -

Summary Brief
explanation of risk :

The scanning of the open ports on an equipment
permits an attacker to quickly identify the services that
respond. The attacker’s objective is to concentrate is
attacks on the services more susceptible to permit him
to succeed with is attack.

More services are open, greater the threat will be and
there is more probabilities that vulnerabilities will be
exploited. Therefore, the level of risk increases.

Risk evaluation :

Are ports other than the ports anticipated open ?

YES NO RL total

RL=3

If so, which ? :

Is the port 139 open ?

YES NO RL total

RL=3

TOTALRISKLEVEL: [ ]/ 6

[ 5] Control objective :

Analysis of the sessions and the suspicious
applications on the server.

Test location :

| | From the auditor station
X] From the server audited

Tests to be conducted :

Pre-required : Having downloaded and installed on
the audited ePO server, the latest version of Fport.

Observe the following instructions:

1. Open a command line (cmd.exe)
2. Type the following line:

netstat —an > 5-netstat.ixt
3. Type the following line:

fport /p > 5-fport.ixt

© SANS Institute 2003,
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Reference(s) : The Fport tool is available at no charge at the following

address :
http://www.foundstone.com/knowthedge/proddesc/fport
.html

Expected results : The results of netstat and of fport should not have
recorded the presence of session or of suspicious
application.

Objective / Subjective : | Objective

Results : - Insert results here -

Summary Brief Suspicious or unknowns sessions permit to identify the

explanation of risk : applications that an attacker could use to his
advantage (ex: a Trojan horse).

Risk evaluation : Are sessions that seem suspicious or unnecessary

applications present ?
YES NO RL total

RL=4

If so, which ? :

TOTALRISKLEVEL: [ ]/ 4

TOTAL RISK LEVEL concerning the security of the

, , ?148
operating system and the open sessions

2.3.2 Settings verification for various products

[ 6 ] Control objective : | Verification of the update level for ePolicy Orchestrator.
Test location : || From the auditor station

<] From the server audited

Tests to be conducted : | Pre-required : Having obtained by the system
administrator a user account and a valid password.

Observe the following instructions:

1. Open the « ePO » management console

2. Choose « Login »

3. Register a user account, a valid password and
choose « OK »

4. When the window « Initializing... » disappears
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Take a screen capture and save it in a
Wordpad document under the name
« 6-verepo.rtf »

Reference(s) : A search on «version numbers, determining,
software » on the online help for the ePO management
console.

Information on the type of information leak :
http://lists.insecure.org/lists/pen-
test/2001/Nov/0006.html

Expected results : The version 2.5.0 SP1 (2.5.1 Build 213) of ePolicy
Orchestrator should be installed in order to correct
certain important information leak, like a user code and
a valid password, via port 80, 81 and 8081.

Objective / Subjective : | Objective

Results : - Insert results here -
Summary Brief As it is possible to obtain privilege information
explanation of risk : permitting authentification on the MSDE (or SQL)

database if the last update of the product is not
installed, this would permit an attacker to take remotely
control of the database so far as port 1433 is not
scanned, to execute the code of his choice with the
« CmdExec » function in order to take full control of the
server.

Risk evaluation : Is the version of the ePO server installed the version
2.5.1 Build 213 (or a more recent version) ?

YES NO RL total

RL=5

TOTALRISKLEVEL: [ 1/ 5

[ 7 ] Control objective : | Verification of the active system services on the
ePolicy Orchestrator server.
Test location : || From the auditor station
<] From the server audited
Tests to be conducted : |Pre-required : Having downloaded and installed on
the audited ePO serve, the latest version of DumpSec.

Observe the following instructions:

1. Open « DumpSec »
2. Choose « Select Computer » in the menu
« Report » and enter the IP address of the
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audited server.

3. Choose « Dump Services... » in the menu
« Report ».

4. Be sure that all the options are selected and
press on« OK ».

5. When the result is obtain, choose « Save
Report As... » of the menu « File » (or CRTL-
S).

6. Choose the type « Fixed width cols » and save
under the name « 7-services.txt »

Reference(s) : The DumpSec tool is available at no charge at the

following address :

http://www.systemtools.com/somarsoft/

Expected results : There should only be the required services for the

efficiency of the active ePO server operations.

Objective / Subjective : | Objective, except for the application identification

which is not necessary.

Results : - Insert results here -

Summary Brief The least active service on the server, fewer probability

explanation of risk : for an attacker to exploit a wulnerability to his
advantage.

Risk evaluation : Are suspicious or unnecessary services used ?

YES NO RL total

RL=4

If so, which ?:

TOTALRISKLEVEL: [ ]/ 4

[ 8 ] Control objective : | Verification for presence of a functional antivirus on the
ePO server.

Test location : || From the auditor station

<] From the server audited

Tests to be conducted : | Observe the following instructions:

In order to know the version of the signature (.DAT)
and the version for scanning engine :

1. Right button on the icon « NetShield » in the
task bar.
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2. Choose « Abort »

3. Take a screen capture and save in a Wordpad
document under the name « 8-antivirus.rtf »

In order to know the exact version of NetShield :

1. Open « regedit »

2. Find the following key :
HKEY_LOCAL_MACHINE\SOF TWARE\Network
Associates\TVD\NetShield
NT\CurrentVersion\szProductVer

3. Make a note of NetShield version.

version :

Observe the following instructions on the audited
server in order to validate if the settings on the update
have adequately been actived :

1. Right button on the icon« NetShield » in the
task bar.

2. Choose « Console »

3. Click on « Automatic DAT Update »

4. Take a screen capture of the « Update
Options » tab and save at the end of file « 8-
antivirus.rtf »

Observe the following instructions on the audited
server in order to validate if the ePO agent is installed :

1. Choose « Internet Explorer »

2. Type the following line in « Address » :
http://localhost:8081

3. Take a screen capture and save at the end of
file « 8-antivirus.rtf »

4. Go to the end of the obtained document, Take a
screen capture and save at the end of file « 8-
antivirus.rtf »

Reference(s) : Information in order to know the exact version of

NetShield : Solution nai25980 - NetShield Version

Information, dated September 10", 2002.

Requires an access to « PrimeSupport
KnowledgeCenter Service Portal » at the following
address : https://mysupport.nai.com

Expected results : Concerning the version for the installed product and
the version of the signature (.DAT):
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- The version of NetShield installed should be :
4.5.0.468.1 (or more recent)

- The version Of « Scan Engine » should be :
4.1.60 (or more recent)

- The version of the signature (.DAT) should be
the latest available at the following address :
http://www.mcafeeb2b.com/naicommon/downlo
ad/dats/find.asp

Concerning the settings for the update of the product :

- The option « Get from an FTP source » should
be selected

- The IP address or the name of the audited FTP
server (under the format FQDN) should be
inscribed in the zone « Enter an FTP computer
name and directory »

- The option « Use anonymous FTP login »
should be selected.

Concerning the information returned by Internet
explored at the command « http://localhost:8081 » :

- The version of the ePO agent installed should
be : 2.5.1.213 (or more recent)

- The three following lines should come back
periodically ( according to the agent
configuration on the management) in the

« logs » of the ePO agent :

20030112115447: Agent: Enforcing policy for
NANDSHLD_4500...

20030112115447: Agent: Enforcing policy for PCR 1.0.0

for Windows...
20030112115448: Agent: Enforcing policy for NAI ePolicy
Orchestrator Agent...
Objective / Subjective : | Objective
Results : - Insert results here -
Summary Brief Having an antivirus solution that is not adequately up
explanation of risk : to date is more vulnerable to infection than an antivirus

rigorously updated.

An antivirus solution must therefore be present on an
antivirus server such as ePO in order to be sure that it
does not become a centralized distribution virus
console.
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Risk evaluation :

Is the version of NetShield installed at least the version

4.5.0.468.1 ?

YES

NO

RL total

RL=4

Is the version of « Scan Engine » installed at least the
version 4.1.60 ?

YES

NO

RL total

RL=4

Is the version of the signature (.DAT) the latest version
available the day of the audit ?

option « Get from an FTP source » selected ?

YES NO RL total
RL=4
Is the
YES NO RL total
RL=3

If not, what is the configuration ? :

Is the IP address or the name of the FTP server
audited (under a format FQDN) inscribed in the zone
« Enter an FTP computer name and directory » ?

YES

NO

RL total

RL=3

© SANS Institute 2003,

As part of GIAC practical repository.

34

Author retains full rights.



If not, what is the configuration ? :

Is the option « Use anonymous FTP login » selected ?
YES NO RL total

RL=3

If not, what is the account used ? :

Is the version of the ePO agent installed at least the
version 2.5.1.213 ?

YES NO RL total

RL=3

If not, what is the version ? :

Do the three following lines come periodiquely in the
« logs » of the ePO agent?
20030112115447: Agent: Enforcing policy for
NANDSHLD_4500...

20030112115447: Agent: Enforcing policy for PCR 1.0.0 for
Windows...

20030112115448: Agent: Enforcing policy for NAI ePolicy
Orchestrator Agent...

YES NO RL total

RL=4

If not, what are the results obtained :

TOTALRISKLEVEL: [ ]/ 28
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[ 9 ] Control objective : | Verification of the basic settings for Internet Information
Server (11S)

Test location : || From the auditor station

<] From the server audited

Tests to be conducted : | Observe the following instructions:

1. Open « Internet Service Manager » via Start —
Programs — Administrative Tools.

2. Right button on « Default FTP Site »

3. Choose « Properties »

4. Take a screen capture of each tabs (FTP Site,
Security Accounts, Messages, Home
Directory and Directory Security) and save it
in a Wordpad file under the name « 9-ftp.rtf »

Reference(s) : Not applicable / Personal experience

Expected results : Concerning the configuration of IIS :

In the tab « FTP Site »
- The connexion number should be limited to the
station/server number needing an update.
- The option « Enable Logging » should be
selected

In the tab « Security Accounts » :
- The option « Allow Anonymous Connections »
should be selected and also check mark for
« Allow only anonymous connections ».
- Only the group « Administrators » should be
visible In the section« Operators ».

In the tab « Messages » :

- Alegal message should be inscribed in the
section« Welcome »

In the tab « Home Directory » :
- The option « a directory located in this
computer » should be selected
- The directory « Ftproot » should not be found on
the same driver as the operating system.
- Only the option « Read » and « Log visits »
should be selected.

In the tab « Directory Security » :
- The option « Denied Access » should be
selected.
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- Alist of the IP address that have the right to
access the FTP server should be written.
Objective / Subjective : | Objective

Results : - Insert results here -
Summary Brief A configuration mistake on the FTP server could permit
explanation of risk : an attacker to use to his advantage this weakness in

order to corrupt the files of the update and at the same
time to upload some applications to the server
potentially permitting him, if combine with an other
attack, to take control of the server.

Risk evaluation : Is the connexion number limited to the station/server
requirering an update ?

YES NO RL total

RL =2

Is the option « Enable Logging » selected ?

YES NO RL total

RL=3

Is the option «Allow Anonymous Connections »
selected and also the option « Allow only anonymous
connections » ?

YES NO RL total

RL =2

Is only the group « Administrators » presentin the
section« Operators » ?

YES NO RL total

RL=4
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Is a legal message inscribed in the section
« Welcome » ?

YES NO RL total

RL =2

Is the option « a directory located in this computer »
selected ?

YES NO RL total

RL =2

Is the directory « Ftproot »located on the same driver
as the operating system ?

YES NO RL total

RL=3

Is only the option « Read » and « Log visits » selected
?

YES NO RL total

RL =2

Is the option « Denied Access » selected?

YES NO RL total

RL=3

Does a list of the IP address that have the right to
access the FTP server exist ?

YES NO RL total

RL=3

TOTALRISKLEVEL: [ ] / 26
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[ 9 ] Control objective : | Verification of the ePO agent settings

Test location : |_| From the auditor station

<] From the server audited

Tests to be conducted : | Pre-required : Having obtained from the system
administrator a user account and a valid password.

Observe the following instructions:

1. Open the « ePO » management console

2. Choose « Login »

3. Register a user account, a valid password and
Choose « OK »

4. Once the window « Initializing... » disappears,

Choose « Directory »

Choose « ePO Orchestrator Agent »

Take a screen capture and save in a Wordpad

document under the name « 9-ePOAgent.rtf »

7. Double click on« ePO Orchestrator Agent » and
choose « Configuration ».

8. Take a screen capture of the tab « Agents
Options » also « Event Options » and save at
the end of file « 9-ePOAgent.rtf ».

Reference(s) : Not applicable / Personal experience

Expected results : The option « Enforce Policies for ePolicy

Orchestrator Agent » must be selected.

o o

In the tab « Agent Options » :

The option « Prompt user when software
installation requires reboot» should be ideally
selected.

The  option « Enable Agent to  server
communication » must be selected with a
reasonnable delay (ex: 60 minutes by defaut).

The option « Enable agent Wakeup call support »
must be selected.

In the tab « Event Options » :

A reasonable delay (depending on the size of the
company) can be entered in the zone « Interval

between immediate upload ». Ideally, shorter the
delay will be, faster the alerts will be corrected.
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Objective / Subjective :

Objective

Results :

- Insert results here -

Summary Brief
explanation of risk :

A bad configuration of the ePO agent could render it a
little or completely inefficient and even prevent any
reaction if a major incident would arise.

Risk evaluation :

Is the option « Enforce Policies for ePolicy
Orchestrator Agent » selected ?

YES NO RL total

RL=4

Is the option « Prompt user when software installation
requires reboot » selected ?

YES NO RL total

RL =2

Is the option «Enable Agent to server
communication » selected with a reasonable delay
(ex: 60 minutes by default) ?

YES NO RL total

RL=4

If not, what is the delay 7 :

Is the option « Enable agent Wakeup call support »
selected ?

YES NO RL total

X 0
RL=4

Is a reasonable delay (depending on the company
size) entered in the zone « Interval between immediate
upload » ?

YES NO RL total

© SANS Institute 2003,
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If not, what is the delay 7 :

TOTALRISKLEVEL: [ ]/ 16

[ 10 ] Control objective : | Verification of the process for the update of the ePO
server

Test location : || From the auditor station

<] From the server audited

Tests to be conducted : | The ePO server does not have an integrated
mechanism in order to update the files of the signature
(.DAT).

The system administrator may have to choose different
kind of way in order to carry out this task. Therefore
you must ask the administrator what is the process he
uses for the update and adapt this section accordingly.

In the present case, the system administrator as
chosen to automate this task using a combination of
« Scheduled Tasks » and command files (.BAT) in
order to make the FTP transferts between the FTP
servers of the Network Associate and the server
audited.

Observe the following instructions:

Take some screen captures of all the pertinent
mechanisms in the process for the update and save it
in a Wordpad file under the name « 10-update.rtf »

In the present case :

- A screen capture of the « Scheduled Tasks »
- A screen capture of the command files

Reference(s) : Not applicable / Personal experience
Expected results : The process for the update must be entirely
automated.

Journals («logs ») must be available in order to
validate that the process works well.

The structure on the audited FTP server must be as
faithful as possible to the FTP server of NAL.
Objective / Subjective : | Subjective

Results : - Insert results here -
Summary Brief In order to assure an efficient update of the antivirus,
41

© SANS Institute 2003, As part of GIAC practical repository. Author retains full rights.



explanation of risk :

the antivirus server must be rigorously updated. If the
process does not pemnit an efficient update, the
infection probabilities will be higher.

Risk evaluation :

Is the update process entirely automated ?

YES NO RL total

RL=4

If not, explain the process :

Are the journals (« logs ») available in order to validate
the process is working correctly ?

YES NO RL total

RL=3

Is the structure on the audited FTP server faithful or
close to the FTP server of NAI?

YES NO RL total

RL=3

If not, explain what file is available for the update :

TOTALRISKLEVEL: [ ]/ 10

[ 11 ] Control objective :

Verification of the settings for NetShield 4.5 deployed
by the ePO management console.

Test location :

| From the auditor station
<] From the server audited

Tests to be conducted :

Pre-required : Having obtained from the system
administrator a user account and a valid password.

© SANS Institute 2003,
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Observe the following instructions:

1. Open the « ePO » management console

2. Choose « Login »

3. Register a users account, a valid password and
Choose « OK »

4. Once the window « Initializing... » disappears,
choose « NetShield v4.5 for Windows »

5. Take a screen capture and save in a Wordpad

file under the name « 11-NetShield.rtf ».

Choose « On Acces Scan »

Take a screen capture of each of the tabs

available (« Detection », « advanced »,

« action », « report » and « exclusion ») and

save at the end of file « 11-NetShield.rtf ».

Reference(s) : Not applicable / Personal experience

Expected results : In « Installation Options » :

~N o

The option « Enforce Policies for NetShield v4.5 »
must be selected.

The option « Force Install NetShield v4.5 » must be
selected and an installation package must be selected.

In the tab « Detection » :
At least the following options must be selected :
- Scan « Inbound File »
- Scan « Network Drive »
- Selected file type only
- Enable on acces scanning at system startup

The remaining options can be selected, but an impact
on the system performance as to be evaluated.

In the tab « Advance » :

All should be selected, however for performance
reason the options in the zone « Compressed File »
can be deactivated.

In the tab « Action » :

Only «Clean infected file automatically » is
necessary.
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In the tab « Report » and « Exclusion » :

Nothing as to be activated and no exclusion should be

defined.
Objective / Subjective : | Objective
Results : - Insert results here -
Summary Brief A configuration mistake in the settings deployed by the
explanation of risk : management console increases the infection

probabilities on the total system of the servers in the
information system.

Risk evaluation : Is the option « Enforce Policies for NetShield v4.5 »
selected ?

YES NO RL total

Is the option « Force Install NetShield v4.5 » selected
and is an installation package selected ?

YES NO RL total

RL=4

Are at least the following options selected in the tab
« Detection » ?

- Scan « Inbound File »

- Scan « Network Drive »

- Selected file type only

- Enable on acces scanning at system startup

YES NO RL total

RL=4

If not, which are missing ? :
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Are all the options selected in the tab « Advance » ?
(do not consider the zone « Compressed File »).

YES NO RL total

RL=3

If not, which are missing ? :

Is at least « Clean infected file automatically »
selected in the tab « Action » ?

YES NO RL total

RL=3

If not, what is the default action ? :

Have exclusions been defined in the tab
« Exclusion » ?.

YES NO RL total

RL =2

If so, explain the exclusions :

TOTALRISKLEVEL: [ ]/ 20

TOTAL RISK LEVEL Concerning the configurations of

. ? 1109
various products
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3.3.3 Access rights verification

[ 12 ] Control objective : | Verification of the users account available on the ePO
server.

Test location : || From the auditor station

<] From the server audited

Tests to be conducted : | Pre-required : Having downloaded and installed on
the audited ePO server, the latest version of DumpSec.

Observe the following instructions:

1. Open « DumpSec »

2. Choose « Select Computer » in the menu
« Report » and enter the IP address of the
audited server.

3. Choose « Dump Users as columm... » in the

menu « Report ».

Add all the fields available and Press on« OK ».

Once the result is obtained, choose « Save

Report As... » of the menu « File » (or CRTL-

S).

6. Choose the type « Fixed width cols » and save
under the name « 12-users.txt »

Reference(s) : The DumpSec tool is available at no charge at the

following address :

http://www.systemtools.com/somarsoft/

Expected results : - The account « Guest » should be deactivated
and renamed for something less explicit.

- The account « administrator » should be
renamed for something less explicit.

- The default account for IS
« IUSR_computername » should be renamed
for something less explicit.

- A service account for the ePO server should be
present.

- A service account for the saving software (ex:
BackupExec) can be present.

- A service account for a remote access software
(ex: Terminal Service) can be present.

Objective / Subjective : | Objective

ok

Results : - Insert results here -
Summary Brief The less accounts exist with administrative rights and
explanation of risk : significative names (ex: administrator), smaller the

probabilities for an attacker to guess the names of the
accounts present. This is particularly thru where the
NETBIOS protocol is not used (or if special measures
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have been done).

Otherwise, there is a great probability that an attacker
may retrieve the available accounts list and their rights.
Risk evaluation : Is the account « Guest » deactivated ?

YES NO RL total

RL=4

Is the account « Guest » renamed for something less
explicit ?

YES NO RL total

RL =2

Is the account « administrator » renamed for
something less explicit ?

YES NO RL total

RL =2

Does the default account « IUSR_computername » as
been renamed for something less explicit ?

YES NO RL total

RL =2

Is a service account for the ePO software present ?
YES NO RL total

RL=3
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Is a service account for the saving software (ex:
BackupExec) present ?

YES NO RL total

RL =2

Is a service account for the remote access (ex:
Terminal Service) present ?

YES NO RL total

RL =2

TOTALRISKLEVEL: [ ]/ 17

[ 13 ] Control objective : | Verification of the user groups available on the ePO
server.

Test location : || From the auditor station

<] From the server audited

Tests to be conducted : |Pre-required : Having downloaded and installed on
the audited ePO server, the latest version of DumpSec.

Observe the following instructions:

1. Open « DumpSec »

2. Choose « Select Computer » in the menu
« Report » and enter the IP address of the
audited server.

3. Choose « Dump Groups as columm... » in the

menu « Report ».

Add all available fields and press on« OK ».

Once the result is obtained, choose « Save

Report As... » of the menu « File »

(or CRTL-S).

6. Choose the type « Fixed width cols » and save
under the name « 13-groups.txt »

Reference(s) : The DumpSec tool is available at no charge at the

following address :

http://www.systemtools.com/somarsoft/

Expected results : - The account « administrator » should not be
found in the group « administrators ».

- The service account for the saving software
should be only in the group
« Backup_Operators ».

ok
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- The account « Guest » should not be found in
the group « Guest ».

- Only the service account required by |IS can be
found in the group « Guest ».

- No user should be found in the groups « Power
Users », « Replicator » and « Users ».

Objective / Subjective : | Objective

Results : - Insert results here -
Summary Brief Well managed groups permit only the appropriate
explanation of risk : accounts an access to the good things. More

misplaced accounts will mean a greater probability for
an attacker to use one of those accounts to his
advantage.

Risk evaluation : Is the account « administrator » (If not renamed)
found in the group « administrators » ?

YES NO RL total

RL=3

Is the service account for the saving software found
only in the group « Backup_Operators » ?

YES NO RL total

RL =2

If not, where is it located ? :

Is the account « Guest » found in the group « Guest »
?

YES NO RL total
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Is only the service account required by IIS found in the
group « Guest » ?

YES NO RL total

X
RL =2

Are accounts found in one of the following groups :
« Power Users », « Replicator » and « Users » ?

YES NO RL total

RL =2

If so, explain :

TOTALRISKLEVEL: [ 1/ 11

[ 14 ] Control objective : | Verification of the complexity of the password for the
accounts present on the ePO server.

Test location : From the auditor station

X| From the server audited

Tests to be conducted : | Pre-required :

1. Having downloaded and installed on the audited
ePO server, the Pwdump3 tool.

2. Having downloaded and installed on the audited
station the tool LC3 (or more recent).

Note : Also, you must know the password of an
account with « administrator » rights.

Part 1 : From the server audited
Observe the following instructions:

1. Open a command line (cmd.exe)

2. Type the following line:
pwdump3 addressIP_du_server 14-pwdump. txt

50
© SANS Institute 2003, As part of GIAC practical repository. Author retains full rights.



Part 2 : From the auditor station

Note : Before starting the verification of the complexity
of the passwords, assure yourself that the LC3
software is configured according to the following
settings :

Default Settings For Future Auditing Sessions 5[

— Dictionary Crack
[v Enabled Word file:

I Filesh@stake\LC Fwords-english-big | Browse... |

The Dictionary Crack tests for pazswords that are the same as the words listed in the
word file. Thiz test iz very fast and findz the weakest passwords.

— Dictionan/Brute Hubrid Crack
¥ Enatled |3 'I Characters to vary [more iz slower)

The Dictionary/Brute Hybrid Crack tests for passwords that are variations of the words in
the word file. It finds passwards such as "Dana33" or “monkeys!". This test is fast and
finds weak pagswords.

r Brute Force Attack

¥ Enabled Character Set:
i [ 2. 0- 9 and @HEEST_e="THN"<>. % 7]

Customn Character Seb (list each character]:
IETNHIDASDHLEFPUMYGW\JBXKQJZ

The Brute Force Crack tests for passwords that are made up of the characters specified
it the Character Set. It finds passwords such as "weR 3pltes" or "vC5%E5+120". This
test is glow and finds medium to ¢trong passwords. Specify a character zet with more
characters to crack stronger passwords.

Ok I LCancel

And observe the following instructions:

1. Recover the file « 14-pwdump.txt » from the

audited server by the way of your choice.

Open the application« LC3 » (or more recent)

Choose « File - New Session... »

Choose « Import »

Choose « Import from a PWDUMP File... »

Choose the file « 14-pwdump.txt »

Press on« F4 » (or choose the icon « Begin

Audit »).

Press on the icon « Minimize LC3 to the

system tray » and let it run until you obtain the

passwords or upto a maximum of 12 hours.

9. Once the passwords are obtained or after the
delay has expired, export the results in the
file« 14-lc3.txt ».

Reference(s) : The LC3 tool is available as an evaluation version at

the following address :

http://www.atstake.com/research/Ic/download.html

N RWN

®
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The Pwdump3 tool is available at the following
address :
http://www.polivec.com/pwdumpdownload.html
Expected results : Concerning the result for LC3 :

No password must have been found after a minimum
of 12 hours of « brute force ».

Concerning the general rule for passwords :

All passwords should be composed of :
- Atleast 8 characters
- Atleast one small letter, one capital letter, one
number and one special character (ex : 1?%*/#)

The service accounts should be composed of 14
characters and should include at least 2 characters of
each categories.

Objective / Subjective : | Objective

Results : - Insert results here -
Summary Brief Without a robust authentification (including a small
explanation of risk : letter, a capital letter a number and a special

character) the probabilities for an attacker to take
control of the server is higher.

Risk evaluation : Have passwords been found after a maximum of 12
hours of « brute force » ?

YES NO RL total

RL=4

Are passwords for accounts with administrative rights
robust and conform ?

YES NO RL total

RL=4

Are passwords for service accounts composed of 14
characters ?

YES NO RL total

RL=3

TOTALRISKLEVEL: [ ]/ 11

52
© SANS Institute 2003, As part of GIAC practical repository. Author retains full rights.



[ 15 ] Control objective : | Verification that access rights have been put on certain
important directories.

Test location : || From the auditor station

<] From the server audited

Tests to be conducted : | Observe the following instructions in order to verify the
access rights to the directory « MSFTPSVC1 » :

1. Conduct a search on drive « C » for

« MSFTPSVC1 » using « Start » - « Search » —

« For File and Folders » (or touch windows + f)

Right button on « MSFTPSVC1 »

Choose « Properties »

Choose the tab « Security »

Click on « Administrator », Take a screen

capture and save in a Wordpad file under the

name « 15-msftpsvc1.rtf »

6. Use the same procedure for each accounts
present and save at the end in the same file.

akhon

Observe the following instructions in order to verify the
access rights to the directory « Ftproot » :

1. Conduct a search on all the drives for

« Ftproot» using « Start » - « Search » — « For

File and Folders » (or touch windows + f)

Right button on « Ftproot »

Choose « Properties »

Choose the tab « Security »

Click on « Internet Guest Account », Take a

screen capture and save in a Wordpad file

under the name « 15-ftproot.rtf »

6. Use the same procedure for each accounts
present and save at the end in the same file.

Reference(s) : Not applicable / Personal experience

Expected results : Concerning the rights on the directory

« MSFTPSVCA1 » :

aReN

- Only the groups « Administrators » and
« System » should have the authorization « Full
Control »

- The rest of the groups (if existing) should have
only the authorization « Read »

- The group « Everyone » should not be present
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Concerning the rights on the directory « Ftproot » :

- Only the group « Administrators » should have
the authorization « Full Control »

- The rest of the groups (if existing) should have
only the authorization « Read »

- The group « Everyone » should not be present

Objective / Subjective : | Objective

Results : - Insert results here -

Summary Brief Larger the access are on the important directories,

explanation of risk : greater the probabilities for an attacker to modify the
data present on those directories with a minimum of
effort are big.

Risk evaluation : Do only the groups « Administrators » and « System »

have an authorization « Full Control » on the directory
« MSFTPSVC1 » ?

YES NO RL total

RL=3

If not, which ? :

Do the rest of the groups (if existing) have only an
authorization « Read » on the directory
« MSFTPSVC1 » ?

YES NO RL total

RL=3

If not, which ? :
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Does the group « Everyone » have rights on the
directory « MSFTPSVC1 » ?

YES NO RL total

RL=3

Does only the group « Administrators » have an
authorization « Full Control » on the directory
« Ftproot » ?

YES NO RL total

RL=3

If not, which ? :

Do the rest of the groups (if existing) have only an
authorization « Read » on the directory « Ftproot » ?

YES NO RL total

RL=3

If not, which ? :

Does the group « Everyone » have rights on the
directory « Ftproot » ?

YES NO RL total

RL=3

TOTALRISKLEVEL: [ ]/ 18
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[ 16 ] Control objective : | Verification of the password for an account « SA » for
the MSDE database

Test location : || From the auditor station

<] From the server audited

Tests to be conducted : | Observe the following instructions in order to validate if
the account « SA » has a password :

1. Conduct a search on all the drives for
« cfgnaims.exe » using « Start » - « Search » —
« For File and Folders » (or touch windows + f)
2. Double click on the file « cfgnaims.exe »
3. Take a screen capture of each of the tabs and
save in a Wordpad file under the name « 16-
sapw.rtf »
Open a command line (cmd.exe)
Type the following line:
osqgl-U sa
The following line should be :
Password :
Press « ENTER » in order to enter no password.
Take a screen capture and paste it at the end of
file « 16-sapw.rft »

ON o 0k

Note : In case a password is entered (i.e. : the result of
osgl-U sa is not 1>), ask for the password from the
system administrator.

Reference(s) : HOW TO: Verify and Change the System Administrator
Password by Using MSDE — KB 322336:
http://support.microsoft.com/default.aspx?scid=kb;en-
us;Q322336#2

Expected results : The result of the command « osql -U sa » should be :

Login Failed for user 'sa'.

If MSDE is configured to use only « Windows
Authentification », the result should be :

Login failed for user 'sa'. Reason: Not associated
with a trusted SQL Server connection.

Since it is rarely changed, it should be composed of
14 characters and should include at least 2 characters
of each categories (small letter, capital letter, number
and special character)

The password « SA» should be different from the
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password :
- Permitting authentification to the server
- Permitting authentification to the «ePO»
management console.

Objective / Subjective : | Objective : except for validation of the password
format given by the administrator (if present).
Results : - Insert results here -

Summary Brief
explanation of risk :

ithout a robust authentification (including small letter,
capital letter, number and special character) the
probabilities for an attacker to take control of the
MSDE database are higher.

Therefore, the probabilities for an attacker to take
complete control of the ePO server are higher.

Risk evaluation :

Does the account « SA » have a password ?
YES NO RL total

RL=4

Is the password for the account « SA » composed of
14 characters ?

YES NO RL total

RL =2

Is the password different from the one for
authentification to the server (i.e. : Windows) ?

YES NO RL total

RL=3

Is the password different from the one for
authentification to an ePO console ?

YES NO RL total

RL=4

TOTALRISKLEVEL: [ ]/ 12
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[ 17 ] Control objective : | Verification of access rights on certain important files of
ePolicy Orchestrator.

Test location : |_| From the auditor station

<] From the server audited

Tests to be conducted : | Observe the following instructions:

1. Conduct a search on all the drives for « DB »
using « Start » - « Search » — « For File and
Folders » (or touch windows + f)

2. Right button on the file « DB » found in the
directory « \eP0\2.0 »

3. Choose « Properties »

4. Choose the tab « Security »

5. Take a screen capture for each of the accounts
present and save it in a Wordpad file under the
name « 17-dbepo.rtf »

Reference(s) : Not applicable / Personal experience

Expected results : Only the group « administrators » should have

access in « Full Control » to the file « DB ».

Note : The group « Backup Operators » could also be
present (if required by the saving software).
Objective / Subjective : | Objective

Results : - Insert results here -
Summary Brief Larger the access will be on the important directories,
explanation of risk : greater are the probabilities for an attacker to modify

the data present on those directories with a minimum
of effort are big.

Risk evaluation : Does only the group « administrators » have an access
« Full Control » to the file « DB ?

YES NO RL total

RL=4

If not, which ? :

TOTALRISKLEVEL: [ ]/ 4
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[ 18 ] Control objective : | Verification of authentification accounts for the ePolicy
Orchestrator management console

Test location : || From the auditor station

X From the server audited

Tests to be conducted : | Pre-required : Having obtained from the system
administrator a user account and a valid password in
order to authentify yourself on the management
console.

Observe the following instructions:

1. Open the « ePO » management console
Choose « Login »

2. Register a users account, a valid password and
choose « OK »

3. Choose « Manage Administrator », Take a
screen capture and save in a Wordpad file
under the name « 18-epopw.rtf »

4. If an other account exist other than the default
account (admin) with the role « administrator »
or « Site Administrator », Choose this account
and Press on « Configure... ».

5. Take a screen capture and save at the end of
file « 18-epopw.rtf »

6. Use the same procedure for each of the
accounts with administrative rights.

Reference(s) : Not applicable / Personal experience

Expected results : There should be an access code created according to

the number of administrator needing access to the

ePO management console.

The default account « ADMIN » must be deleted or
renamed.

All passwords should be composed of at least 8
characters (and include small letter, capital letter,
number and special character).

Also they should be different from the password
permitting authentification on the server or from the
one for account « SA » of the database.

Objective / Subjective : | Objective, except for validation of the password

« ADMIN » given by the system administrator.

Results : - Insert results here -
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Summary Brief
explanation of risk :

Without a robust authentification (including small letter,
capital letter, number and special character) the
probabilities for an attacker to take control of the ePO
management console is higher.

Risk evaluation :

Have access codes been created according to the
number of administrators needing to access the ePO
management console ?

YES NO RL total

RL=3

Is the default account « ADMIN » deleted or renamed
?

YES NO RL total

RL=4

Are all the passwords composed of at least 8
characters and robust ?

YES NO RL total

RL=4

Are the passwords differents from the one for
authentification to the server (i.e. : Windows) ?

YES NO RL total

RL=4

Are the passwords different from the one for the
account « SA » ?

YES NO RL total

RL=4

TOTALRISKLEVEL: [ ]/ 19
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TOTAL RISK LEVEL Concerning the access rights 2192

2.3.4 Verification of the supervising mechanism

[ 19 ] Control objective : | Verification for the presence of an audit mechanism for
the operating system.

Test location : || From the auditor station

X From the server audited

Tests to be conducted : | Observe the following instructions in order to verify the
settings of «system», «security» and «
application » :

Right button on the icon « My Computer »
Choose « Manage »

Double click « Event Viewer »

Right button on the icon « Application » and
choose « Properties »

Take a screen capture and save in a Wordpad
document under the name « 19-events.rtf »

6. Follow the same procedure for « Security » and
also for « System ».

BWhN =

o

Observe the following instructions from the server
audited in order to verify the settings for « Audit
Policy » :

1. Choose « Local Security Policy » in the
« Administrative Tools »

2. Choose « Audit Policy »

3. Take a screen capture and save at the end of
file « 19-events.rtf »

Reference(s) : Securing Windows 2000 Step-by-Step, SANS Institute,
page 21 and 22
Expected results : Concerning the settings for « System », « Security »

and for « Application » :

- The option « Do not overwrite events (clear log
manually) » should be ideally selected only if a
validation and purging task is done every day.

- The amount (in KB) inscribed in the zone
« Maximum log size : » should be suffisant in
order to not permit an easy service deny.
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Concerning the settings for « Audit Policy » :

- For each points, « Success » and also
« Failure » should be activated. (« Audit
process tracking » can not be selected)

Objective / Subjective : | Objective

Results : - Insert results here -
Summary Brief Without a sufficient monitoring, there is no way to
explanation of risk : identify anomalies caused either by a malfunction of an

application or by an attack targeted by an attacker.

Better the monitoring, greater the probabilities to limit
the damage.
Risk evaluation : In the settings for « Application » :

Is the option « Do not overwrite events (clear log
manually) » selected ?

YES NO RL total

RL =2

Is the amount (in KB) indicated in the zone « Maximum
log size : » sufficient in order to not permit an easy
service deny, if «clear log manually » is or was
activated ?

YES NO RL total

RL=4

If not, what is the value ? :

In the settings of « Security » :

Is the option « Do not overwrite events (clear log
manually) » selected ?

YES NO RL total

RL=3
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Is the amount (in KB) indicated in the zone « Maximum
log size : » sufficient in order to not permit an easy
service deny, if «clear log manually » is or was
activated ?

YES NO RL total

X 9
RL=4

If not, what is the value ? :

In the settings for « System » :

Is the option « Do not overwrite events (clear log
manually) » selected ?

YES NO RL total

RL =2

Is the amount (in KB) indicated in the zone « Maximum
log size : » sufficient in order to not permit an easy
service deny, if «clear log manually » is or was
activated ?

YES NO RL total

RL=4

If not, what is the value ? :

In the settings for « Audit Policy », are each points for,
« Success » and also for « Failure » activated ?

YES NO RL total

RL=3

If not, which are not ? :

TOTALRISKLEVEL: [ ]/ 22
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[ 20 ] Control objective : | Verification of the general process for the verification of
the ePO management console.

Test location : || From the auditor station

X From the server audited

Tests to be conducted : | Pre-required : Having obtenained from the system
administrator a user account and a valid password to
access the ePO management console and the
database MBSA (or MS-SQL accordingly)

Observe the following instructions to obtain a preview
of the last events on the ePO server :

1. Open the « ePO » management console

2. Choose « Login »

3. Register a user account, a valid password and
choose « OK »

4. Once the window « Initializing... » disappears,

choose with the right button of the mouse

« Directory »

Choose « Server Events »

Take a screen capture and save in a Wordpad

document under the name « 20-srvevent.rtf »

o o

Observe the following instructions in order to generate
the quantity of report necessary for the monitoring :

1. Open the « ePO » management console,
double click on « ePO Reports »

. Double click on « ePO Databases »

Double click on the audited server name

Click « OK » in the window « ePO Database

Login »

Double click on « Reports »

Double click on « Anti-virus »

Double click on « Coverage »

Double click on « DAT/Definition

Deployement Summary » and press on« OK »

9. Choose « No » in the window « Customize
Report »

10.Choose the icon « Export »

11.Choose the format of your choice (ex: HTML
3.0 Draft Standard) and press on« OK »

12.Choose the place or save the report (leaving the
default name ) and choose « OK »

13.Do the same task for :

BN

©~N oo
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DAT Engine Coverage

NO AV Protection Summary
Product Protection Summary
o Agent Version

Reference(s) : Not applicable / Personal experience
Expected results : In the « Server Events » :

O O O

- There should be nothing suspicious or any
errors recorded (watch out for events in yellow).

In the report « DAT/Definition Deployment
Summary » :

- A large majority of the working stations or of the
servers should have the latest version of the file
signature (.DAT).

- There should not be any version of the signature
older than the one before the latest version
available (« Out of date version »).

In the report « DAT Engine Coverage » :

- There should be only a few (or none) « Out of
date Engine »

In the report « NO AV Protection Summary » :

- There should not have any stations or servers
without the antivirus solution.

In the report « Product Protection Summary » :

- There should not be any product considered
unknown.

- There should not be many version of NetShield
or of VirusScan.

- No other antivirus solution should be present
without a valid reason.

In the report « Agent Version » :

- There should not be many version of the ePO
agent ePO installed.

Objective / Subjective : | Objective

Results : - Insert results here -
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Summary Brief Better installed is the monitoring of the prevention
explanation of risk : elements, easier it will be to identify the anomalies (up
to date version, station without antivirus, etc.) and to
react accordingly. Therefore, the probabilities of
incident will be reduced.

Risk evaluation : Have suspicious events or mistakes been recorded in
the « Server Events » ?

YES NO RL total

RL=4

If so, explain the principals :

Does the large majority of the working stations or the
servers have the latest version of the file signature
(.DAT)?

YES NO RL total

RL=4

Have some versions of signature older than the one
before the latest version been identified ?

YES NO RL total

RL=4

If so, explain :

Have little (or none) version not updated for the engine
(« Out of date Engine ») been identified ?

YES NO RL total
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If not, explain :

Have stations or servers been identified without an
antivirus solution ?

YES NO RL total

RL=4

If so, explain :

Have products considered unknown been identified ?

YES NO RL total

RL=4

If so, explain :

Have many version of NetShield or VirusScan been
identified ?

YES NO RL total

RL=4

If so, explain :

Have other antivirus solution (present without a valid
reason) been identified ?

YES NO RL total

RL=4
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If so, explain :

TOTALRISKLEVEL: [ ]/ 32

TOTAL RISK LEVEL Concerning the monitoring
mechanism

?154
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Assignment 3: Audit Evidence
3.1 Conducting a Security Audit

3.3.1 Verifying operating system security and validating open sessions

[ 1] Control objective : | Verification of the installation type for the ePO server.

Test location : | From the auditor station
<] From the server audited
Tests to be conducted : | Observe the following instructions:

Right button on the icon « My Computer »
Choose « Properties »

Choose the tab « Network Identification »
Choose « Properties »

Be sure that « workgroup » is checked in the
section « Member of ».

RN~

Note : Take a screen capture of this window (alt-
printscreen) and save the image in a wordpad
document under the name « 1-type.rtf »

Reference(s) : Not applicable / personal experience

Expected results : The server should be in a « workgroup » in order to
limit the use of authentification strictly to the local
account with the administrator privileges.

Objective / Subjective : | Objective

Results : File content « 1-type.rft » :

Identification Changes EE3

You can change the name and the memberzhip of this
computer. Changes may affect access to network resources.

LComputer name:

Full computer name:
scorepolll:

More... |

— Member of

" Domain;
% workgroup:
IEPIII

[k Cancel
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Brief explanation of risk :| If the server is not installed in a «workgroup », a
greater number of user will be permitted to connect
onto the ePO server using a domain. This will increase
the level of probability to a threat therefore increasing
the level of risk.

Risk evaluation : Is the server installed as a server member to a domain
or as a domain controller?

YES NO RL total

X 0

RL=3

TOTAL RISKLEVEL: [0]/ 6

[ 2 ] Control objective : | Verification of the basic vulnerabilities relative to the
operating system.

Test location : | From the auditor station

X] From the server audited

Tests to be conducted : | Pre-required : Having downloaded from the ePO
server the latest available version of the Microsoft
Security Baseline Analyzer (MSBA) application.

Observe the following instructions:

1. Open the application«k MBSA »

2. Choose « Scan a computer »

3. Be sure that the right server is chosen in the
section « Computer Name »

4. Be sure that all the options are selected, except
« Use SUS Server : »

5. Press on« Start Scan »

6. When finish, choose « Print » in the section
« Action ».

7. You can also paste the information in an
application supporting the html format (ex:
Word) and save under the name « 2-
msba.doc ».

Note : Keep the MBSA application on the server
audited permitting to the network administrator to use it
after having done the corrections of certain
vulnerabilities (if needed).

Reference(s) : The MBSA tool is available at no charge at the
following address:
http://download.microsoft.com/download/e/5/7/e57f498
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f-2468-4905-aa5f-369252f8b15¢c/mbsasandup.msi
Expected results : There should be no critical event in each of the
following categories:

- Security Update Scan Results
- Windows Scan Results
- Additional System Information
- Internet Information Services (IIS) Scan Results
- SQL Server Scan Results

- Desktop Application Scan Results
Objective / Subjective : | Objective

Results : File content « 2-msba.doc » :
Computer name: Epo\Scorepo01
IP address: 172.25.1.134
Security report name: Epo - Scorepo01 (01-15-2003 11-35 AM)
Scan date: 15/01/2003 11:35 AM
Secl{rity Update database 1.0.1.449
version:
Security assessment: Incompthande Scan (Could not compthande one or more requested
checks.)
Security Updates

Score Issue  Result
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Check IS 1 gritical security updates are missing.
failed Security .
Security

(crli)ticaUpdates Update Description Reason
MS02- Cumulative File
062 Patch for C:\WINNT\system32\adsiis.
Internet dll has a file version
Information [5.0.2195.5255] that is thes
Service than what is expected
(Q327696) [5.0.2195.6048].
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No critical security updates are missing.

Check Windo

passed ws
Media
Player
Security
Updates

‘Windows Scan Results

Vulnerabilities

Score Issue Result

Check Password  ome unspecified user accounts (5 of 6) have no-expiring
failed Expiration passwords.

(no-

s User
critical) Iimistrator

Backupexec_swr
Guest
SQLAgentCmdExec
TsInternetUser
IUSR_SCOREPO01

Checl; gilet All hard drives (3) are using the NTFS file system.
SRR Drive Thandter File System

C: NTES

D: NTES

E: NTES

Ol (At The Guest account is disabthed on this computer.

iassed Account ‘

Additional System Information

Score Issue Result

4
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Best  Service Some potentially unnecessary services are installed.
practice s

Service State
FTP Publishing Service Running
Telnand Stopped

Mdltlona Wmdo

Computer is running Windows 2000 or greater.

1nformatl Vers1on
on

Internet Information Services (IIS) Scan Results

Vulnerabilities

Score Issue Result

Unabthe to scan Msadc and Scripts Virtual
Directories

Additional System Information

Score Issue Result

Bes.t IIS Logging Some web or FTP sites are not using the recommended
practice Enabled logging options.
Name Protocol
Default FTP Site FTP

SQL Server Scan Results: Instance (default)

Vulnerabilities

Score  Issue

Check  Folder Authorizations on the SQL Server installation folders are not

failed  Authorizatio - sand properly.
(CGatilr) Instance Folder User

(default) d:\ePO\MSSQL7\Bin \Everyone

n

(default) d:\ePO\MSSQL7\Dat \Everyone

a

Unabthe to scanIIS Admin Virtual Directory Error reading the IIS mandabase.

Error reading the IIS mandabase.
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Check Sysadmin
failed (no- rothe BUILTIN\Administrators grorp is part of sysadmin rothe.
critical) members

Check Sysadmins

assed No more than 2 members of sysadmin rothe are present.

Check SQL

passed Account
Password
Test

No SQL user accounts have weak passwords.

Check Registry

E R«
-~ Authorlzatlo The Everyone grorp does not have more than Read access to

the SQL Server registry keys.

Desktop Application Scan Results
Vulnerabilities

Score Issue Result

Check not Macro
rformed Securi

No Microsoft Office products are installed

Brief explanation of risk :| If the MBSA tool uncovers some vulnerabilities of
critical level, it should normally be possible for an
attacker to exploit those wulnerabilities to his
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advantage.

An evaluation will however be necessary in order to
validate the probabilities for each of the vulnerabilities
to really be exploitable.

Easier the vulnerabilities will be exploitable, greater the
threat will be. Therefore the level of risk will be higher.
Risk evaluation : Are some hotfix missing for the operating system ?

YES NO RL total

X
RL=4

Are some hotfix missing for IIS ?

YES NO RL total

X
RL=4

Are some hotfix missing for SQL/MSDE ?
YES NO RL total

12

Have vulnerabilities of critical level been recorded in
the section « Windows Scan Results » ?

YES NO RL total

X
RL=4

16

Have vulnerabilities of critical level been recorded in
the section « Internet Information Services (IIS) Scan
Results » ?

YES NO RL total

-7
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20

RL=4 ‘

Have vulnerabilities of critical level been recorded in
the section « SQL Server Scan Results: Instance
(default) » ?

YES NO RL total

X
RL=4

24

Have vulnerabilities of critical level been recorded in
the section « Desktop Application Scan Results » ?

YES NO RL total

X 24

RL =2

TOTAL RISK LEVEL: [24]/ 26

[ 3 ] Control objective : | Verification of security problems remotely identifiable.
Test location : X] From the auditor station

|| From the server audited

Tests to be conducted : | NOTE : In order to obtain the best result, this
verification must be executed from the same
segment where resides the server to audit in order
to avoid being filtered by an equipment such as a
router or firewall.

Pre-required : Before conducting the audit, assure
yourself that the Retina software is configured as per
the following settings:
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Wpolides =10l x|
Policies - Complete Scan

ICompIete Scan j

Preferences £dd | Delete |

0 Audits

[ Force Scan [Perform scan on hosts that do not respond to pings]
[ Enable Connect Scan Mode

Common Hacking Attack Methods [CHAM])

IV FIF [ POP3 [ SMTF W HTTP

Cormon hacking attack methods are disabled in the evaluation vergion

create a new policy, select a policy ko base the new one of off,
then click on Add.

MNote: The selected policy will be used For scheduled scans. :I

ak. I Cancel

Select a policy ko edit From the drop down list, IF vou would like bo j

Afterward, observe the following instructions:

1. Open the application« Retina »

Type the IP address of the server to audit in the
section « Address : »

3. Press on« Start »

4. When finished, choose the option « Report... »
in the menu « Tools » and save the report
under the name « 3-Retina.html ».

Reference(s) : The Retina tool is available for evaluation (15 days) at

the following address :

http://www.eeye.com/html/Products/Retina

/Download.html

Expected results : The Retina tool should not return any vulnerability of

« Medium Risk » level or « High Risk » level.

Objective / Subjective : | Objective

Results : Important extract of the file « 3-Retina.html » :

On 13:38:12 Retina performed a wulnerability assessment of 1 system[s] in order
to dandermine the security posture of those systems and to ortline fixes for any
found wulnerabilities.

The systems audited were: 172.025.001.134

Retina's goals in this attack were as follows:

Perform network scan to dandermine all systems and services within
Your scan range.

Analysis of those systems and services and perform information
gathering techniques.

Attack and exploit any known hothe in the server software and examine
the likelihood of being vulnerabthe to those attacks.

Generate information on how to fix all found vulnerabilities.
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Create security report for Your organization.

Your network had 5 low risk wulnerabilities, 8 medium risk vulnerabilities, and 1
high risk vulnerabilities. There were 1 host[s] that were vulnerabthe to high risk
vulnerabilities and 1 host[s] that were vulnerabthe to medium risk wlnerabilities.
Also on average each system on Your network was wulnerabthe to 1,00 high risk
vulnerabilities, 8,00 medium risk vulnerabilities and 5,00 low risk wulnerabilities.

The overall security of the systems under review was deemed rather insecure.
Your organizations network is compthandely wulnerabthe. It is imperative that You
take immediate actions in fixing the security stance of Your organizations network.

NETBIOS: Null Session

Risk Level: High

Description: A Null Session occurs when an attacker sends a blank username and blank
password to try to connect to the IPC$ (Inter Process Communication) pipe. By creating a
Null session to IPC$ an attacker is then abthe to gain a list of user names, shares, etc...
Note: If You have run this Retina scan with Administrator level access to Your network
then You will always be abthe to create a null session and therefore this is a false positive
and not a vulnerability.

How To Fix:

Add the following registry key:

HKEY LOCAL MACHINE\System\CurrentControlSand\Control\LSA Name:
RestrictAnonymous Type: REG_ DWORD Value: 1.

CVE: CVE-2000-1200

BugtraqlD: 494

Accounts: Administrator - Password Does Not Expire

Risk Level: Medium

Description: If a users password does not expire You allow a remote attacker endthes
amornt of time to try to figure ort Your users password. It is recommended that You make
all users passwords expire unthes the user account is used for a system service.

How To Fix:

Remove the password never expires option from the user account.

1. Open User Manager.

2. Sandhect the user from the list.

3. Sandhect Properties from the User menu.

4. Uncheck "Password Never Expires."

5. Click "Ok".

CVE: CAN-1999-0535

Accounts: Backupexec_svr - Password Does Not Expire

Risk Level: Medium

Description: If a users password does not expire You allow a remote attacker endthes
amornt of time to try to figure ort Your users password. It is recommended that You make
all users passwords expire unthes the user account is used for a system service.

How To Fix:

Remove the password never expires option from the user account.

1. Open User Manager.

2. Sandhect the user from the list.

3. Sandhect Properties from the User menu.

4. Uncheck "Password Never Expires."

5. Click "Ok".

CVE: CAN-1999-0535

Accounts: IUSR_SCOREPO01 - Password Does Not Expire

Risk Level: Medium

Description: If a users password does not expire You allow a remote attacker endthes
amornt of time to try to figure ort Your users password. It is recommended that You make
all users passwords expire unthes the user account is used for a system service.

How To Fix:

Remove the password never expires option from the user account.

1. Open User Manager.

2. Sandhect the user from the list.

3. Sandhect Properties from the User menu.

4. Uncheck "Password Never Expires."

5. Click "Ok".

CVE: CAN-1999-0535
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Accounts: SQLAgentCmdExec - Password Does Not Expire

Risk Level: Medium

Description: If a users password does not expire You allow a remote attacker endthes
amornt of time to try to figure ort Your users password. It is recommended that You make
all users passwords expire unthes the user account is used for a system service.

How To Fix:

Remove the password never expires option from the user account.

1. Open User Manager.

2. Sandhect the user from the list.

3. Sandhect Properties from the User menu.

4. Uncheck "Password Never Expires."

5. Click "Ok".

CVE: CAN-1999-0535

Accounts: TsinternetUser - Password Does Not Expire

Risk Level: Medium

Description: If a users password does not expire You allow a remote attacker endthes
amornt of time to try to figure ort Your users password. It is recommended that You make
all users passwords expire unthes the user account is used for a system service.

How To Fix:

Remove the password never expires option from the user account.

1. Open User Manager.

2. Sandhect the user from the list.

3. Sandhect Properties from the User menu.

4. Uncheck "Password Never Expires."

5. Click "Ok".

CVE: CAN-1999-0535

Accounts: Max Password Age

Risk Level: Medium

Description: The maximum password age is the maximum number of days until a user's
account password expires. It is recommended that users change their password once a
month.

How To Fix:

For Windows NT 4.0:

Sand the maximum password age to 30 days.

1. Open User Manager.

2. Sandhect Account from the Policies menu.

3. Click Expires In.

4. Enter the maximum days (Recommended 30 or thes).

For Windows 2000:

Open Administrative tools, local security policy.

Now navigate to Account Policy, Password Policy.

From the menu on the right You can now reconfigure Your settings.

CVE: CAN-1999-0535

Accounts: Min Password Thength

Risk Level: Medium

Description: The minimum password thength is the theast amornt of characters a user
account password can be. It is recommended that account passwords are greater than 10
characters.

How To Fix:

Sand the minimum password thength to 10 characters.

1. Open User Manager.

2. Sandhect Account from the Policies menu.

3. Click At Theast.

4. Enter the minimum password thength (recommended is 10 characters or more).
CVE: CAN-1999-0535

FTP Servers: TCP:21 - Anonymous FTP

Risk Level: Medium

Description: It is recommended that You disabthe anonymous FTP access if it is not
needed. Anonymous FTP access can thead to an attacker gaining information abort Your
system that can possibly thead to them gaining access to Your system.

How To Fix:

Follow Your FTP server instructions on how to disabthe anonymous FTP.

CVE: CAN-1999-0497

Summary Brief If the Retina tool discovers some vulnerabilities with a
explanation of risk : « high » risk level, it should normmally be possible for an
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attacker to exploit those wulnerabilities to his
advantage.

In the case where the vulnerabilities are a « Medium »
risk level, an evaluation will be necessary in order to
validate the probabilities that each of the vulnerabilities
are really exploitable or to validate the relevancy of the
returned information.

In a general manner, easier the wulnerabilities are
exploitable, greater the threat will be. Therefore the risk
level will be higher.

Risk evaluation : Have some « High Risk » level vulnerabilities been
found ?
YES NO RL total
X
4
RL=4

Have some « Medium Risk » level vulnerabilities been

found ?
YES NO RL total
X
2
RL=2

TOTAL RISKLEVEL: [6]/ 6
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[ 4 ] Control objective : | Verification of suspicious services or not anticipated
remote response.

Test location : X] From the auditor station

|| From the server audited

Tests to be conducted : | NOTE : In order to obtain the best result, this
verification must be executed from the same
segment where resides the server to audit in order
to avoid being scanned by an equipment, such as
a router or firewall.

Pre-required : Having downloaded and installed the
latest version available of the SuperScan tool.

Observe the following instructions:

1. Open « SuperScan »

2. In the section « Hostname Lookup » enter the
IP address of the server to scan.

3. Press on « Lookup » in order for the IP address
to appear in « START » and « Stop » in the
section « IP »

4. In the section « Scan type » choose :

- Show host responses
- All ports from [1 ][ 65535 ]

5. Press on « Start »

6. When finish, save the results in the file
« 4-superscan.txt »

Reference(s) : The SuperScan tool is available at no charge at the

following address :

http://www.foundstone.com/knowthedge/scanning.html

The Twenty Most Critical Internet Security Vulnerability
Version 2.504, The SANS Institute, May 2, 2002,
http://www.sans.org/top20/

Expected results : A minimum of port should be open on the server.

Port requwed by the ePO product:
80 — Pre-required for the communications
between the ePO agent and the ePO server
- 81 — Pre-required to access the ePO console
- 8081 — Pre-required by the ePO server for the
« Weakup Call » to the ePO agent.
- 1433 — Pre-required by MSDE

83
© SANS Institute 2003, As part of GIAC practical repository. Author retains full rights.



Port required by the FTP server :
- 21 — Pre-required for the transfer of updates
(.DAT, Engine Update, Hotfix, etc.)

Port required for the remote control access (ex:

Terminal Service) :
- 3389

Port required by a saving software (ex : BackupExec).
- (port to be determined as per the product
used)

No other ports need to be open, except the necessary
ports open by the operating system for the use of the
NETBIOS : 135 (tcp and udp), 137 (udp), 138 (udp),
139 (tcp) and also 445 (tcp and udp).

Objective / Subjective : | Objective

Results : File content « 4-superscan.txt » :

*+172.25.1.134
21
|__ 220 scorepo01 Microsoft FTP Service

(Version 5.0)...
| 80
81
135
139
445
1026
1027
1028
1433
3389
5631
|__ .X.}.....Pthease press <Enter>.....

8081

Summary Brief The scanning of the open ports on an equipment
explanation of risk : permits an attacker to quickly identify the services that
respond. The attacker’s objective is to concentrate is
attacks on the services more susceptible to permit him
to succeed with is attack.

More services are open, greater the threat will be and
there is more probabilities that vulnerabilities will be
exploited. Therefore, the level of risk increases.
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Risk evaluation :

Are ports other than the ports anticipated open ?

YES NO RL total
X
3
RL=3
If so, which ? :

1026, 1027, 1028, 5631

Is the port 139 open ?

YES NO RL total
X
6
RL=3

TOTAL RISKLEVEL: [6]/ 6

[ 5] Control objective :

Analysis of the sessions and the suspicious
applications on the server.

Test location :

|| From the auditor station
X] From the server audited

Tests to be conducted :

Pre-required : Having downloaded and installed on
the audited ePO server, the latest version of Fport.

Observe the following instructions:

4.
)

6.

Open a command line (cmd.exe)

. Type the following line:
netstat —an > 5-netstat.ixt

Type the following line:

foort /p > 5-fport.txt

Reference(s) :

The Fport tool is available at no charge at the following

address :

http://www .foundstone.com/knowthedge/proddesc/fport

.html

Expected results :

The results of netstat and of fport should not have
recorded the presence of session or of suspicious

(only the « listening » and « established »):

application.
Objective / Subjective : | Objective
Results : Extract of file « 5-netstat.txt » :

© SANS Institute 2003,
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Active Connections

Proto Local Address Foreign Address State
TCP 0.0.0.0:21 0.0.0.0:0 LISTENING
TCP 0.0.0.0:80 0.0.0.0:0 LISTENING
TCP 0.0.0.0:81 0.0.0.0:0 LISTENING
TCP 0.0.0.0:135 0.0.0.0:0 LISTENING
TCP 0.0.0.0:445 0.0.0.0:0 LISTENING
TCP 0.0.0.0:1026 0.0.0.0:0 LISTENING
TCP 0.0.0.0:1027 0.0.0.0:0 LISTENING
TCP 0.0.0.0:1028 0.0.0.0:0 LISTENING
TCP 0.0.0.0:1044 0.0.0.0:0 LISTENING
TCP 0.0.0.0:1433 0.0.0.0:0 LISTENING
TCP 0.0.0.0:2181 0.0.0.0:0 LISTENING
TCP 0.0.0.0:2182 0.0.0.0:0 LISTENING
TCP 0.0.0.0:2183 0.0.0.0:0 LISTENING
TCP 0.0.0.0:2184 0.0.0.0:0 LISTENING
TCP 0.0.0.0:2185 0.0.0.0:0 LISTENING
TCP 0.0.0.0:2186 0.0.0.0:0 LISTENING
TCP 0.0.0.0:2187 0.0.0.0:0 LISTENING
TCP 0.0.0.0:2188 0.0.0.0:.0 LISTENING
TCP 0.0.0.0:3389 0.0.0.0:0 LISTENING
TCP 0.0.0.0:5631 0.0.0.0:0 LISTENING
TCP 0.0.0.0:8081 0.0.0.0:0 LISTENING

TCP 172.25.1.134:1433  172.25.1.134:2181 ESTABLISHED
TCP 172.25.1.134:1433  172.25.1.134:2182  ESTABLISHED
TCP 172.25.1.134:1433  172.25.1.134:2183  ESTABLISHED
TCP 172.25.1.134:1433  172.25.1.134:2184  ESTABLISHED
TCP 172.25.1.134:1433  172.25.1.134:2185  ESTABLISHED
TCP 172.25.1.134:1433  172.25.1.134:2186  ESTABLISHED
TCP 172.25.1.134:1433  172.25.1.134:2187  ESTABLISHED
TCP 172.25.1.134:1433  172.25.1.134:2188  ESTABLISHED
TCP  172.25.1.134:2181 172.25.1.134:1433  ESTABLISHED
TCP 172.25.1.134:2182  172.25.1.134:1433  ESTABLISHED
TCP 172.25.1.134:2183  172.25.1.134:1433  ESTABLISHED
TCP 172.25.1.134:2184  172.25.1.134:1433  ESTABLISHED
TCP 172.25.1.134:2185  172.25.1.134:1433  ESTABLISHED
TCP 172.25.1.134:2186  172.25.1.134:1433  ESTABLISHED
TCP 172.25.1.134:2187  172.25.1.134:1433  ESTABLISHED
TCP 172.25.1.134:2188  172.25.1.134:1433  ESTABLISHED

File content « 5-fport.txt » :

FPort v1.33 - TCP/IP Process to Port Mapper
Copyright 2000 by Foundstone, Inc.
http://www.foundstone.com

Pid Process Port Proto Path

1064 inandinfo -> 21 TCP C:\WINNT\System32\inandsrwvinandinfo.exe
1436 NAIMSERV -> 80 TCP D:\ePO\2.0\NAIMSERV.EXE
1436 NAIMSERV -> 81 TCP D:\ePO\2.0\NAIMSERV.EXE
492 svchost -> 135 TCP C:\WINNT\system32\svchost.exe
8 System -> 139 TCP

8 System -> 445 TCP

904 MSTask -> 1026 TCP C:\WINNT\system32\MSTask.exe
1064 inandinfo -> 1027 TCP C:\WINNT\System32\inandsrwinandinfo.exe
788 sqlservr -> 1028 TCP d:\ePO\MSSQL7\binn\sqglservr.exe
8 System -> 1044 TCP

788 sqlservr -> 1433 TCP d:\ePO\MSSQL7\binn\sqglservr.exe
1436 NAIMSERV -> 2181 TCP D:\ePO\2.0\NAIMSERV.EXE
1436 NAIMSERV -> 2182 TCP D:\ePO\2.0\NAIMSERV.EXE
1436 NAIMSERV -> 2183 TCP D:\ePO\2.0\NAIMSERV.EXE
1436 NAIMSERV -> 2184 TCP D:\ePO\2.0\NAIMSERV.EXE
1436 NAIMSERV -> 2185 TCP D:\ePO\2.0\NAIMSERV.EXE
1436 NAIMSERV -> 2186 TCP D:\ePO\2.0\NAIMSERV.EXE
1436 NAIMSERV -> 2187 TCP D:\ePO\2.0\NAIMSERV.EXE
1436 NAIMSERV -> 2188 TCP D:\ePO\2.0\NAIMSERV.EXE
384 termsrv -> 3389 TCP C:\WINNT\System32\termsrv.exe
580 awhost32 -> 5631 TCP C:\Program
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File\Symantec\pcAnywhere\awhost32.exe
832 naimas32 -> 8081 TCP C:\EPOAgent\naimas32.exe
492 svchost -> 135 UDP C:\WINNT\system32\svchost.exe

8 System -> 137 UDP
8 System -> 138 UDP
8 System -> 445 UDP
268 Isass -> 500 UDP C:\WINNT\system32\lsass.exe

256 services -> 1025 UDP C:\WINNT\system32\services.exe

520 spoolsv -> 1040 UDP C:\WINNT\system32\spoolsv.exe

1064 inandinfo -> 3456 UDP C:\WINNT\System32\inandsrwinandinfo.exe
580 awhost32 -> 5632 UDP C:\Program
File\Symantec\pcAnywhere\awhost32.exe

Summary Brief Suspicious or unknowns sessions permit to identify the

explanation of risk : applications that an attacker could use to his
advantage (ex: a Trojan horse).

Risk evaluation : Are sessions that seem suspicious or unnecessary

applications present ?

YES NO RL total

X
RL=4

If so, which ? :
___Pcanywhere

TOTAL RISKLEVEL: [4]/ 4

TOTAL RISK LEVEL concerning the security of the

) , 40/ 48
operating system and the open sessions

3.3.2 Settings verification for various products

[ 6 ] Control objective : | Verification of the update level for ePolicy Orchestrator.
Test location : |_| From the auditor station

<] From the server audited

Tests to be conducted : | Pre-required : Having obtained by the system
administrator a user account and a valid password.

Observe the following instructions:

1. Open the « ePO » management console

2. Choose « Login »

3. Register a user account, a valid password and
choose « OK »

4. When the window « Initializing... » disappears
Take a screen capture and save it in a
Wordpad document under the name
« 6-verepo.rtf »
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Reference(s) :

A search on «version numbers, determining,
software » on the online help for the ePO management
console.

Information on the type of information leak :
http://lists.insecure.org/lists/pen-

test/2001/Nov/0006.html

Expected results :

The version 2.5.0 SP1 (2.5.1 Build 213) of ePolicy
Orchestrator should be installed in order to correct
certain important information leak, like a user code and
a valid password, via port 80, 81 and 8081.

Objective / Subjective :

Objective

Results :

Content of « 6-verepo.rft » :

ePolicy Orchestrator 2.5.1.213

® 3 W =

Manhage Server Settings Network Help Topics
Administrators Associates Home
Page

explanation of risk :

Hstant ||| ) @ I 7y MeAfee ePolcy Orches..
Summary Brief As it is possible to obtain privilege information

permitting authentification on the MSDE (or SQL)
database if the last update of the product is not
installed, this would permit an attacker to take remotely
control of the database so far as port 1433 is not
scanned, to execute the code of his choice with the
« CmdExec » function in order to take full control of the
server.

Risk evaluation :

Is the version of the ePO server installed the version
2.5.1 Build 213 (or a more recent version) ?

YES NO

RL total

X 0
RL=5

TOTAL RISKLEVEL: [0]/ 5
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[ 7 ] Control objective : | Verification of the active system services on the
ePolicy Orchestrator server.
Test location : || From the auditor station
<] From the server audited
Tests to be conducted : |Pre-required : Having downloaded and installed on
the audited ePO serve, the latest version of DumpSec.

Observe the following instructions:

1. Open « DumpSec »
2. Choose « Select Computer » in the menu
« Report » and enter the IP address of the
audited server.
3. Choose « Dump Services... » in the menu
« Report ».
4. Be sure that all the options are selected and
press on« OK ».
5. When the result is obtain, choose « Save
Report As... » of the menu « File »
(or CRTL-S).
6. Choose the type « Fixed width cols » and save
under the name « 7-services.txt »
Reference(s) : The DumpSec tool is available at no charge at the
following address :
http://www.systemtools.com/somarsoft/
Expected results : There should only be the required services for the
efficiency of the active ePO server operations.
Objective / Subjective : | Objective, except for the application identification
which is not necessary.

Results : Important extract of file « 7-services.txt » :
2003-01-15 10:10 - Somarsoft DumpSec (formerly DumpAcl) - \\172.25.1.134
FriendlyName Name Status Type Account
McAfee ePolicy Orchestrator 2.5.1 Server NAIMSERV2 Running
Win32 LocalSystem
MSSQLServer MSSQLServer Running Win32
LocalSystem
pcAnywhere Host Service awhost32 Running Win32
LocalSystem

Summary Brief The least active service on the server, fewer probability

explanation of risk : for an attacker to exploit a wulnerability to his
advantage.

Risk evaluation : Are suspicious or unnecessary services used ?

YES NO RL total

X
RL=4
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If so, which ?:
__Pcanywhere

TOTAL RISKLEVEL: [4]/ 4

[ 8 ] Control objective : | Verification for presence of a functional antivirus on the
ePO server.

Test location : |_| From the auditor station

<] From the server audited

Tests to be conducted : | Observe the following instructions:

In order to know the version of the signature (.DAT)
and the version for scanning engine :

1. Right button on the icon « NetShield » in the
task bar.

2. Choose « Abort »

3. Take a screen capture and save in a Wordpad
document under the name « 8-antivirus.rtf »

In order to know the exact version of NetShield :

1. Open « regedit »

2. Find the following key :
HKEY_LOCAL_MACHINE\SOF TWARE\Network
Associates\TVD\NetShield
NT\CurrentVersion\szProductVer

3. Make a note of NetShield version.
version : _ 4.5.0.468.1___

Observe the following instructions on the audited
server in order to validate if the settings on the update
have adequately been actived :

1. Right button on the icon« NetShield » in the
task bar.

2. Choose « Console »

3. Click on « Automatic DAT Update »

4. Take a screen capture of the « Update
Options » tab and save at the end of file
« 8-antivirus.rtf »
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Observe the following instructions on the audited
server in order to validate if the ePO agent is installed :

1. Choose « Internet Explorer »

2. Type the following line in « Address » :
http://localhost:8081

3. Take a screen capture and save at the end of
file « 8-antivirus.rtf »

4. Go to the end of the obtained document, Take a
screen capture and save at the end of file « 8-
antivirus.rtf »

Reference(s) : Information in order to know the exact version of

NetShield : Solution nai25980 - NetShield Version

Information, dated September 10", 2002.

Requires an access to « PrimeSupport
KnowledgeCenter Service Portal » at the following
address : https://mysupport.nai.com

Expected results : Concerning the version for the installed product and
the version of the signature (.DAT) :

- The version of NetShield installed should be :
4.5.0.468.1 (or plus récent)

- The version Of « Scan Engine » should be :
4.1.60 (or more recent)

- The version of the signature (.DAT) should be
the latest available at the following address :
http://www.mcafeeb2b.com/naicommon/downlo
ad/dats/find.asp

Concerning the settings for the update of the product :

- The option « Get from an FTP source » should
be selected

- The IP address or the name of the audited FTP
server (under the format FQDN) should be
inscribed in the zone « Enter an FTP computer
name and directory »

- The option « Use anonymous FTP login »
should be selected.

Concerning the information returned by Internet
explored at the command « http://localhost:8081 » :

- The version of the ePO agent installed should
be : 2.5.1.213 (or more recent)

A
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- The three following lines should come back
periodically ( according to the agent
configuration on the management) in the
« logs » of the ePO agent :
20030112115447: Agent: Enforcing policy for
NANDSHLD_ 4500...
20030112115447: Agent: Enforcing policy for PCR 1.0.0
for Windows...
20030112115448: Agent: Enforcing policy for NAI ePolicy
Orchestrator Agent...

Objective / Subjective : | Objective

Results : File content « 14-antivirus.rtf » :

{3 About NetShield I

NetShield for Windows NT and
Windows 2000 4 b

Serial Number: E000-50.6-LI| 66
Virus definitions: 4104242
Created or: 11 Januarp 2003
Scah engine: 41.60

Copyright @ 1995-2001 Metworks Associates Technology, Inc. All Rights Reserved.

Warning; thiz computer program iz protected by copyright lawve and international
treaties.

Unauthorized repraduction or distribution of this pragram. or any portion of it may
rezult in severe civil and criminal penalties, and will be prosecuted to the maximum
extent pogzible under the |aw,

Automatic Update/Upgrade Properties
Update Options I Uparade Options

":|| T Update vour wirug definition files from the lozal

network. or from a remote computer.

— Select Transfer Method
1l
=

Enter an FTP computer name and directorny:

’epo. Jdats/pe Dietault |

bwwork computer

e

[ lze |pgaed ohaccount N E fodin nfarmation...
V¥ Use anonymous FTP login ETE laalt intarmatio.
[T Use prowy server | Pioit: I;}U

™ Log activity inta the NetShisld Activity Laog File:

Schedule... | Advanced... | Update nowl
(]9 i Cancel I
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=] oo || 7

ePolicy Orchestrator Agent Version - 2.5.1.213 :’

20020404085541: Agent: Generating Agent private key
20020404085543: Agent: Generating Agent public key

2002040408554 3; Agent: Updating plug-in DLLs

20020404085543: Agent: Agent service is nove runming

2002040408554 3: Apent: Checking MAC address

20020404085543: Agent: Checking computer nare

2002040408554 3: Agent: Generating Agent ID.

20020404085543: Agent: Agent will attempt to connect to server in: 53 seconds
20020404085543: Agent: Starting to collect Agent propetties

2002040408554 3: Agent: Collesting properties for NAL ePolicy Orchestrator Agent.
20020404085636: Agent: Starting to collect Agent properties

20020404085636: Agent: Collecting properties for NAT ePolicy Orchestrator Agent.
20020404085636: Agent: Agent atternpting to connect to server

20020404085636: Agent: Agent sending AgentPubK ey

20020404085638: Agent: Received package: PropsResponse

20020404085638: Agent: Event filter file updated

20020404085638: Agent: Task filss updated

20020404085638: Agent: Policy files updated

20020404085638: Agent: Enforcing policy for MAT ePolicy Orchestrator Agent
20020404085638: Agent: Starting to collect Agent properties

20020404085638: Agent: Collecting properties for NAT ePolicy Orchestrator Agent
20020404085639: Agent: More package(s) in the queve to send

<. log truncated her=, >

properties for NETSHLD_4500

20021125171318: Agent: Collecting properties for NAT ePolicy Orchestrator Agent.

20021125171318: Acent: Collecting properties for ALERTMIIG4300

@] Opening page http: locahost: 50811, L] [

hstart] | & & ||[E1ePoticy Orchestrator A

_is]x|
_[5]

4EBack + = - & | @search Favories (HHistory |
Adiress [&] =] oo || 7
20030115113644: Agent: Enforcing pohey for PCR. 1.0.0 for Windows. =]

20030115113644: Agent: Enforcing policy for NETSHLD_4500.

20030115113645: Agent: Enforcing policy for AT ePolicy Orchestrator Agent

20030115113645: Agent: Next policy enforcement time: 11:51:45

20030115115143: Agent: Enforcing pelicy for PCR. 1.0.0 for Windows,

20030115115145: A gent: Enforcing policy for NETSHLD_4500

2003011511514 Agent: Enforcing policy for MAT ePolicy Orchestrator Agent

20030115115145: Agent: Next policy enforcement time: 12:06:45

20030115120645: Agent: Enforcing policy for PCR. 1.0.0 for Windows.

20030115120643: Agent: Enforcing pelicy for NETSHLD_4500.

20030115120646: A gent: Enforcing policy for NAT ePolicy Orchestrator Agent
Q030115120646 fgent: blaxtpol tingc12:21:

20030115122002: Agent: Enforcing policy for PCR. 1.0.0 for Windows.

20030115122002: Agent: Enforcing policy for NETSHLD_4500.

20030115122002: Agent: Enforcing policy for AT ePoficy Orchestrator Agent
O30T 15 122002 Agent: Startmg fo collect Agent propertes

20030115122003; Agent: Cellecting properties for PCR 1.0.0 for Windows

20030115122003: Agent: Collecting properties for NETSHLD_4500

20030115122004: Agent: Collecting properties for NAT Policy Orchestrator Agent.

20030115122004: Agent: Collecting properties for ALTERTMING4500

20030115122004: Agent: Agent attempting to cormect to server

20030115122005: Agent: Agent sending PropeVersion

20030115122005: Agent: Received package: RequestProps

20030115122006: Agent: More package(s) in the queve to send

20030115122006: Agent: Agent atternpting to connect to server

20030115122006: Agent: Azent sending TncProps

20030115122006: Agent: Server connection closed

20030115122006: Agent: Next connection time: 13:20:06

20030115122146: Agent: Enforcing pelicy for PCE. 1.0.0 for Windews,

20030115122146: A gent: Enforcing policy for NETSHLD_4500

20030115122146: Agent: Enforcing policy for MATL ePolicy Orchestrator Agent,

20030115122146: Agent: Next policy enforcement time: 12:36:46 j

& oone [l ccal irenet

Summary Brief Having an antivirus solution that is not adequately up
explanation of risk : to date is more vulnerable to infection than an antivirus
rigorously updated.

An antivirus solution must therefore be present on an
antivirus server such as ePO in order to be sure that it
does not become a centralized distribution virus
console.
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Risk evaluation :

Is the version of NetShield installed at least the version

4.5.0.468.1 ?
YES NO RL total
X 0
RL=4

Is the version of « Scan Engine » installed at least the
version 4.1.60 ?

YES

NO

RL total

X

RL=4

Is the version of the signature (.DAT) the latest version
available the day of the audit ?

option « Get from an FTP source » selected ?

YES NO RL total
X 0
RL=4
Is the
YES NO RL total
X 0
RL=3

If not, what is the configuration ? :

Is the IP address or the name of the FTP server
audited (under a format FQDN) inscribed in the zone
« Enter an FTP computer name and directory » ?

YES

NO

RL total

X

RL=3
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If not, what is the configuration ? :

Is the option « Use anonymous FTP login » selected ?
YES NO RL total

X 0
RL=3

If not, what is the account used ? :

Is the version of the ePO agent installed at least the
version 2.5.1.213 ?

YES NO RL total

X 0
RL=3

If not, what is the version ? :

Do the three following lines come periodiquely in the
« logs » of the ePO agent?
20030112115447: Agent: Enforcing policy for
NANDSHLD_4500...

20030112115447: Agent: Enforcing policy for PCR 1.0.0 for
Windows...

20030112115448: Agent: Enforcing policy for NAI ePolicy
Orchestrator Agent...

YES NO RL total

X 0
RL=4

If not, what are the results obtained :

TOTAL RISKLEVEL: [0] / 28
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[ 9 ] Control objective : | Verification of the basic settings for Internet Information
Server (11S)

Test location : || From the auditor station

<] From the server audited

Tests to be conducted : | Observe the following instructions:

1. Open « Internet Service Manager » via Start —
Programs — Administrative Tools.

2. Right button on « Default FTP Site »

3. Choose « Properties »

4. Take a screen capture of each tabs (FTP Site,
Security Accounts, Messages, Home
Directory and Directory Security) and save it
in a Wordpad file under the name « 9-ftp.rtf »

Reference(s) : Not applicable / Personal experience

Expected results : Concerning the configuration of IIS :

In the tab « FTP Site »
- The connexion number should be limited to the
station/server number needing an update.
- The option « Enable Logging » should be
selected

In the tab « Security Accounts » :
- The option « Allow Anonymous Connections »
should be selected and also check mark for
« Allow only anonymous connections ».
- Only the group « Administrators » should be
visible In the section« Operators ».

In the tab « Messages » :

- Alegal message should be inscribed in the
section« Welcome »

In the tab « Home Directory » :
- The option « a directory located in this
computer » should be selected
- The directory « Ftproot » should not be found on
the same driver as the operating system.
- Only the option « Read » and « Log visits »
should be selected.

In the tab « Directory Security » :
- The option « Denied Access » should be
selected.
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- Alist of the IP addresss that have the right to
access the FTP server should be written.

Objective / Subjective :

Objective

Results :

File content « 9-ftp.rtf » :

Default FTP Site Properties

FTP Site | Security Accounts I Messages | Home Directery | Directory Security |

Identification
Description: Im
IP Address: {4l Unassigned) x|
ICP Part: |2'I_
- Connection —
€ Unlimited

& Limited To: I 5.000 connections
LConnection Timeout: i 900 seconds

— Enable Logaing

Active log format:

iWBC Extended Log File Format l] Properties... l

Curgant Sessions.., |
ok | cancel | ey | Hep |

Default FTP Site Properties [ 2]

FTP Site  Security Accounts I Messagesi Home Director_l,ll Directary Securit_l,ll

— Allaw Anonpmous Cornections

Select the Windows Uzer Account to uze for anohymaous access ta thiz resource

Usemarme: IIUSH_SEDHEPDm Browse... |

Fassword: I}.xxxxxxxx:

™ &llow only anonymous conriections

¥ Allow IS to contral password

—FTR Site Operator

Grant operator privileges to Windows User Accounts for this FTP zite only.

Operators: Administrators Add...

Femove

ak I Cancel Apply Help

© SANS Institute 2003,
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FTP Sita l Security Accounts Mezzagesz l Hormne Directany I Directary Security I
FTP Site Messages

Welzome;
Tou are now connected to a system owned

'By connecting and using
thisz system, you engage yourself to raspect the
corporate security policy. This system is monitored
and illeyal used of it will be prosecuted.

Vous étes maintenant connecté 4 un systéme
APPAFTERANE &

En vous connectant et utilisant ce systéme, vous vous
engagez A raspecter la politicue de sécuritd de
1’entreprise. Ce systiéme est sous surveillance et un
ugage illicite de celui-ci entrainers des poursuites.

Egit:

Mawimum Connections:

Default FTP Site Properties [ 7]

0k | camcel | o | Hep

Default FTP Site Properties H

FTP Site I Security Accounts i Messages  Home Directory I Directany Security I

“when connecting ta this resource, the content should come from:

5 directory located on this computer

" a share located on anather computer

—FTP Site Directorny

Local Path: IE:\ftproot Browse. .. |

¥ Bead
¥ wite
¥ Log visits

— Directory Lizting Style
UM ®
& M5-DOS ®

5].8 i Cancel Spply Help
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Default FTP Site Properties

FTP Sﬁel Sem.liyml Messag&sl Home Dectory  Directon 33‘3-!33-?]
— TCPAP Access Resinichions
By defaut all computers willbe o & Granied Anoess

Exceptthoss lisied below, B © DeniedAccess
Access IP Address [Subnet Mazk]

[ o 1 owa | oo | oo |

Summary Brief A configuration mistake on the FTP server could permit
explanation of risk : an attacker to use to his advantage this weakness in
order to corrupt the files of the update and at the same
time to upload some applications to the server
potentially permitting him, if combine with an other
attack, to take control of the server.

Risk evaluation : Is the connexion number limited to the station/server
requirering an update ?

YES NO RL total

X
RL =2

Is the option «Enable Logging» selected ?

YES NO RL total

X 2
RL=3

Is the option «Allow Anonymous Connections »
selected and also the option « Allow only anonymous
connections » ?

YES NO RL total

X
RL =2
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Is only the group « Administrators » presentin the
section« Operators » ?

YES NO RL total

X 4
RL=4

Is a legal message inscribed in the section
« Welcome » ?

YES NO RL total

X 4
RL =2

Is the option « a directory located in this computer »
selected ?

YES NO RL total

X 4
RL =2

Is the directory « Ftproot »located on the same driver
as the operating system ?

YES NO RL total

X 4

RL=3

Is only the option « Read » and « Log visits » selected
?

YES NO RL total

X
RL =2

Is the option « Denied Access » selected?

YES NO RL total

X
RL=3
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Does a list of the IP addresss that have the right to
access the FTP server exist ?

YES NO RL total

X
RL=3

12

TOTAL RISKLEVEL: [12] | 26

[ 9 ] Control objective : | Verification of the ePO agent settings

Test location : __| From the auditor station

X| From the server audited

Tests to be conducted : | Pre-required : Having obtained from the system
administrator a user account and a valid password.

Observe the following instructions:

1. Open the « ePO » management console

2. Choose « Login »

3. Register a user account, a valid password and
Choose « OK »

4. Once the window « Initializing... » disappears,
Choose « Directory »

5. Choose « ePO Orchestrator Agent »

6. Take a screen capture and save in a Wordpad
document under the name « 9-ePOAgent.rtf »

7. Double click on« ePO Orchestrator Agent » and
choose « Configuration ».

8. Take a screen capture of the tab « Agents
Options » also « Event Options » and save at
the end of file « 9-ePOAgent.rtf ».

Reference(s) : Not applicable / Personal experience

Expected results : The option « Enforce Policies for ePolicy

Orchestrator Agent » must be selected.

In the tab « Agent Options » :

The option « Prompt user when software
installation requires reboot» should be ideally
selected.

The  option « Enable Agent to  server
communication » must be selected with a reasonable
delay (ex: 60 minutes by default).
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The option « Enable agent Wakeup call support »
must be selected.

In the tab « Event Options » :

A reasonable delay (depending on the size of the
company) can be entered in the zone «Interval
between immediate upload ». Ideally, shorter the
delay will be, faster the alerts will be corrected.

Objective / Subjective :

Objective

Results :

File content « 9-ePOAgent.rtf » :

% console  Window telp [ISETES|
[ aen wow || & = [m[m| @] 2 B

Tree | Palicizs | Propeties | Tasks |
[0 Menfee [z =
3-8y ePolicy Orchestrator (SCOREPOOL) et
@ Directory ield Appliance
) Repository PO Agent for Netware
) €O Reparts ) Mcltee Deskiop Firewal 7.5
WebImmune B2 GroupShield Damine 5.0 |
Installe for ViusSean TG
NetShield v4.0.3 for Windaws
B NetShield A5 for Windaws
2 Nortan Ativirus Corporste Ediion 7.54/7.6 =l
\ ePolicy Orchestrator Agent
network
Agent Options  Inherit
Agent General Options
I Enforce Policies for ePolicy Orchestrator Agent
Amply
|
5 objects [

Hsert] | & @ || [amcatee epoliy orches... WHHE e

"fii McAfee ePolicy Orchestrator [-[=]
%) console window Hep | =121
| acton wew || = » [@[m | B2
Tree | Poiicizs | Propties | Tasks |
(0 MeAfee 2 Alet Manager 4.5 4
-0 ePalicy Orchestrator (SCOREPODL) -0 ePelicy Orchestrator Agent

@ Directory & Configuation

5} Repository PO Agent for Webshishd Applance
) 2POReparts UK 2P0 Agent for Metware

(9] webImmune ) Mcaies Desktop Firewall 7.5

LD GroupShield Daring 5.0

Installer for VirusSean TC

NetShield v4.0.3 for Windaws

B NetShield 4.5 for windows =l

Agent Options Event Options

General Option
I Show Agent Tray Toon
- Software Installation

I~ Inherit

¥ Protpt user when software installation requires reboot
I~ Automatic reboot with timeout: seconds
Agent i
Policy Enforcement Interval

every [15 minutes

¥ Enable Agent to server communication

ion Interval

every 60 minutes

"Agem wakeup Gall

W Enable agent wakeup call support.

5 objects

Hstan||| [ & || [ Mcatee epaiicy orches... BEIRE sesam
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"Fii McAfee ePolicy Drchestrator

| %1 consale  window  Help

[| acton wew || » (&)@ B2 D
e

rehestrator (SCOREPODI )

1) €PO Reparts
[@] webImmune

ITREEEEEE -TE| D

I~ Inherit

Event forwarding setting
I Eaable event upload.

Event Priority [ o =] and above
Interval between immediare uploads  [15 mingtes
Maginmum ovents per immediate upload [200

d

Summary Brief A bad configuration of the ePO agent could render it a

explanation of risk : little or completely inefficient and even prevent any
reaction if a major incident would arise.

Risk evaluation : Is the option « Enforce Policies for ePolicy

Orchestrator Agent » selected ?

YES NO RL total

X 0
RL=4

Is the option « Prompt user when software installation
requires reboot » selected ?

YES NO RL total

X 0
RL =2

Is the option «Enable Agent to server
communication » selected with a reasonable delay
(ex: 60 minutes by default) ?

YES NO RL total

X 0
RL=4

If not, what is the delay 7 :
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Is the option « Enable agent Wakeup call support »
selected ?

YES NO RL total

X 0
RL=4

Is a reasonable delay (depending on the company
size) entered in the zone « Interval between immediate
upload » ?

YES NO RL total

X 0
RL =2

If not, what is the delay ? :

TOTAL RISKLEVEL: [0] / 16

[ 10 ] Control objective : | Verification of the process for the update of the ePO
server

Test location : || From the auditor station

<] From the server audited

Tests to be conducted : | The ePO server does not have an integrated
mechanism in order to update the files of the signature
(.DAT).

The system administrator may have to choose different
kind of way in order to carry out this task. Therefore
you must ask the administrator what is the process he
uses for the update and adapt this section accordingly.

In the present case, the system administrator as
chosen to automate this task using a combination of
« Scheduled Tasks » and command files (.BAT) in
order to make the FTP transferts between the FTP
servers of the Network Associate and the server
audited.

Observe the following instructions:
Take some screen captures of all the pertinent

mechanisms in the process for the update and save it
in a Wordpad file under the name « 10-update.rtf »
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In the present case :

- A screen capture of the « Scheduled Tasks »
- A screen capture of the command files

Reference(s) :

Not applicable / Personal experience

Expected results :

The process for the update must be entirely

automated.

Journals («logs ») must be available in order to
validate that the process works well.

The structure on the audited FTP server must be as
faithful as possible to the FTP server of NAL.

Objective / Subjective :

Subjective

Results :

File content « 10-update.rtf » :

anced  Help

ch GyFolders (BHstory | [ 03 X ) | BB

P =] IJ Wame [ schedule
B Sheduisd Task |
= [ElERo clean dat + update At 8100 PM every Sun of every week, starting 10/0. .
Scheduled Tasks ElEro Update At 6:00 A ever starting 10/04{2002
| [EIMcifee Desktop Firewal Event Puller  Every 10 minutefs) from 12:00 AM For 24 hour(s) e.

fstert|| @) & || [@scheduleaTasks WEDE eseam
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Sstert || 1 &

BY E:\Scripts

File Edt Yen Favori

1 scheduled Tasks

etk - = - 1]

Address |51 scheduled Taske

[
Scheduled Tasks

£PO Update
Schedule:

PE6:00 AM every day, starkil
10/04/2002

Next Run Time:
6:00:00 A 22/03(2003

Last Run Time:
£100:00 4M 21/03/2003

Last Resul: 0x0

Creator: Administrator

Task | Schedule | Settings | Securty]

ﬁ CAWINNT\Tasks\EPD Updsle.ob

Browse...

Startin E:Scipls

Comments:

Runas: SCORE POOT \Adrinistrator Set password

IV Enabled (scheduled task wuns af specified time)

Cancel )

Ele Edt view Favo =
e | PO Undate [2]x]

—

wesk, starting 10/0..
o 10j04/2002
M For 24 hour(s) ...

]

1 object(s) selected

tes  Tools Help

|| =1 5cheduted Tasks

TR asaam

daBack + = -

@ search | Byrokers sty |5 15 X =3 |

address [ Exscripts

Folders

Ele Edt Fomat Hep

D eatcH

O om

-] administrat:
{2 Applicat
& Favort:
{3 My Doe

{2 PrintHor
() Recert

{2 Templat

3 AllUsers

{2 EPoagent
Qw

1366
3 Program Fies
{3 recvcLEr
3 ystem volume
3 winnr
S EPo ()
=T

od

{3 recvcLer
3 serpts

2 System Volume,

{2 Documents and Setti-
& Cookies
{2 Desktop

{1 FrontPageTer
23 Locsl Settings

3 ettood
{1 SecurityScans
Q3 sendto

{2 start Meru
(& Progras

3 winbows

23 oefauk User

Fp -s¢

or
tion D2

s

ument:

od

tes

Inform

Tscriptsnrtp. txt

Information

Type: windows NT Command St

hstert|| 1) &

cript Size: 27 bytes

|| yesscripts Fgo.cmd - notepad

27 bytes [\ my Computer

WAHE osan
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cd fuirusdefs d.x/
lcd £:\Frprootipatsiec
mget ¥

cd extra
lcd E:nfrproothoatshpOwextra

maac
cd “wirusdefs\mac\wirex
cd £:\FrprootiDatsipac

nge:
bye

hstert]|| 1) & || [Erep-oxt- notepad QEIHE sssan

Summary Brief
explanation of risk :

In order to assure an efficient update of the antivirus,
the antivirus server must be rigorously updated. If the
process does not permit an efficient update, the
infection probabilities will be higher.

Risk evaluation :

Is the update process entirely automated ?

YES NO RL total

X 0
RL=4

If not, explain the process :

Are the journals (« logs ») available in order to validate
the process is working correctly ?

YES NO RL total

X
RL=3

Is the structure on the audited FTP server faithful or
close to the FTP server of NAI?

YES NO RL total

X 3
RL=3
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If not, explain what file is available for the update :

TOTAL RISKLEVEL: [3] / 10

[ 11 ] Control objective : | Verification of the settings for NetShield 4.5 deployed
by the ePO management console.

Test location : || From the auditor station

<] From the server audited

Tests to be conducted : | Pre-required : Having obtained from the system
administrator a user account and a valid password.

Observe the following instructions:

1. Open the « ePO » management console

2. Choose « Login »

3. Register a users account, a valid password and
Choose « OK »

4. Once the window « Initializing... » disappears,
choose « NetShield v4.5 for Windows »

5. Take a screen capture and save in a Wordpad

file under the name « 11-NetShield.rtf ».

Choose « On Acces Scan »

Take a screen capture of each of the tabs

available (« Detection », « advanced »,

« action », « report » and « exclusion ») and

save at the end of file « 11-NetShield.rtf ».

Reference(s) : Not applicable / Personal experience

Expected results : In « Installation Options » :

N

The option « Enforce Policies for NetShield v4.5 »
must be selected.

The option « Force Install NetShield v4.5 » must be
selected and an installation package must be selected.

In the tab « Detection » :
At least the following options must be selected :

- Scan « Inbound File »
- Scan « Network Drive »
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- Selected file type only
- Enable on acces scanning at system startup

The remaining options can be selected, but an impact
on the system performance as to be evaluated.

In the tab « Advance » :

All should be selected, however for performance
reason the options in the zone « Compressed File »
can be deactivated.

In the tab « Action » :

Only « Clean
necessary.

infected file automatically » is

In the tab « Report » and « Exclusion » :

Nothing as to be activated and no exclusion should be
defined.

Objective / Subjective :

Objective

Results :

File content « 11-NetShield.rtf » :

v
1) ePO Reports
[8] webtmmune

te Edition 7.54/7.6

A NetShield v4.5 for Windows \

Installation Options

¥ Enforce Policies for NetShield v4.5 for Windows

" Inherit

Install options
¥ Force Install NetShield v4.5 for Windows

Install Package: [NETSHLD_450044 5.0,0409 Select

I” Force Uninstall NetShield vd.5 for Windows

Apply

—

5 abjects [

fhstert|| [ & || g Meatee epolicy Orches... WEDSE seean
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McAfee ePolicy Orchestrator

|*$ Consdle  window  Help

’ﬁttmn Yiew H & -

m

ENE]

Tree |

Poliies | propertes | Tasks |

(03 meafee

=@y eFolicy Orchestrator (SCOREPODI)
@ Directory

5 Repository

) 2P0 Reparts
Weblmmune

PO Agent for Netware
) Mchiee Deskiop Fiewsl 7.5
{2 GroupShisld Dorine 5.0
Installe for VinsS can TC
NetShield v4.0.2 or Windows
148k NetShiskd v4.5 for Windows
& Onsceess Scan
@ Alert Properies
@ Morton Anthvirus Corporate Ediion 7.5:/7.5
I NetShicld for Netware v4.5

Detection|idvanced|action|Report [Exelusion

Specify what items will be scanned and where scanning will take place

™ Inherit

¥ Inbound files ™ Outbound files
¥ Network Drives
I Floppy during shutdovn.

[ Files to scan
© Al fles

& Selected file types and for macro viruses in all files

" Selected file types only File Types.

¥ Enable on access scanning at systetn startup

S objects

ifhstart ||

it McAfee ePolicy Orchestrator

|| Ffimcatee epolicy orches...

Policies | Propeties | Tasks |

(1 McAfee

9] weblmmune

TH] PO Agent for Netware
Mobies Deskiop Firewall 7.5
£ GroupStisid Domina 5.0
Installerfor VinusSican TG

W NetShield v2.03 for Windows
=B NetShield v4.5 for Windows

& OnAccess Sean

& Alert Propetties
5 Norton Anlivines Corporate E dion 7.54/7.6
NetShield for Metware v

Detection |Advam:ed | Action | Report | Exelusion

Specify advanced scan options

" Inherit

[ Heuristic:
F? Find unknown program viruses

¥ Find unknown macro viruses

~Gompressed file

I Scan compressed files (e g PkLite)
I Scan e in archives (z.g. Zip)
Wasimum archive soan time (seoonds) [29

F Boot Sector(s)

P Enabls fle soan caching

5 objects

fhstert||| () &

| [ mentee epolicy orches...

B seran

© SANS Institute 2003,

110

As part of GIAC practical repository.

Author retains full rights.



MeAfee ePolicy Orchestrator
|*Fy Console  window  Help

[| acton wen || &= = |

@]

2

Tree |

(1 McAfee

Policies | Propeties | Tasks |

9] weblmmune

-] ePoicy Orchestrator (SCOREPOOL)

TH] PO Agent for Netware
Mobies Deskiop Firewall 7.5
£ GroupStisid Domina 5.0
Installerfor VinusSican TG
W NetShield v2.03 for Windows
=B NetShield v4.5 for Windows
& OnAccess Sean
& Alert Propetties
5 Norton Anlivines Corporate E dion 7.54/7.6
NetShield for Metware vd 6

Detection |Advam:ed | Action | Report | Exelusion

when a virus is found

" Inherit

€ Deny access to infected files and continue
 Move mfected files automatically
Folder to move to

= [xSOFTWARE_INSTALLED_DIRS
& Clean infected files automatically
€ Delete infected files automatically

10 user

™ Send message to user

N

I” Disconnect remote users and deny access to network share

5 objects

fhstert||| () &

| [ mentee epolicy orches...

B seran

[_[=]
Tree | Poliies | propertes | Tasks |
(03 meafee &P0 Agert for NetWare

@ Directory
5 Repository
) 2P0 Reports
[8] weblmmune

=@y eFolicy Orchestrator (SCOREPODI)

+J Mchiee Deskiop Fiewsll 7.5
{2 GroupShisld Dorine 5.0

Installe for VinsS can TC

NetShield v4.0.2 or Windows
148k NetShiskd v4.5 for Windows

On Aceess Scan

@ Alert Properies
@ Morton Anthvirus Corporate Ediion 7.5:/7.5
I NetShicld for Netware v4.5

Detection|advanced |Action

Report

Exclusion

Log file

™ Inherit

™ Log to file
= [<SOFTWARE_INSTALLED_DIR>\NetShield Act
I Limit size of log fle to [100 llobytes

rWhat to log

¥ Virus detection ¥ Session settings
I¥ Virus cleaning I¥ Session summary
7 Infected file deletion I¥ Date and time

7 Infected file move I¥ Tser name

S objects

ifhstart ||

|| Ffimcatee epolicy orches...

[OEBE oo |
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"Fii MecAfee ePolicy Orchestrator

|*Fy Console  window  Help

“_Attiun vew “ rEEENEE

Tveel
=3 %ﬂz Orchestrator (SCOREPODLY ;I
- F) 8RO Reparts Y
9] weblmmune |
=
Detection |Advam:ed | Action | Report | Exelusion
I Inherit
¥ Enfo: I
5;;54” e || Fomicates epotiy orches-
Summary Brief A configuration mistake in the settings deployed by the
explanation of risk : management console increases the infection

probabilities on the total system of the servers in the
information system.

Risk evaluation : Is the option « Enforce Policies for NetShield v4.5 »
selected ?

YES NO RL total

X 0
RL=4

Is the option « Force Install NetShield v4.5 » selected
and is an installation package selected ?

YES NO RL total

X 0
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Are at least the following options selected in the tab

« Detection » ?

Scan « Inbound File »

Scan « Network Drive »

Selected file type only

Enable on acces scanning at system startup

NO

RL total

RL =

4

If not, which are missing ? :

Are all the options selected in the tab « Advance » ?
(do not consider the zone « Compressed File »).

YES

NO

RL total

X

RL =

3

If not, which are missing ? :

Is at least « Clean infected file automatically »
selected in the tab « Action » ?

YES

NO

RL total

X

RL =

3

If not, what is the default action ? :
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Have exclusions been defined in the tab
« Exclusion » ?.

YES NO RL total

X 0

RL =2

If so, explain the exclusions :

TOTAL RISKLEVEL: [0] / 20

TOTAL RISK LEVEL Concerning the configurations of

_ 19/109
various products

3.3.3 Access rights verification

[ 12 ] Control objective : | Verification of the users account available on the ePO
server.

Test location : |_| From the auditor station

<] From the server audited

Tests to be conducted : | Pre-required : Having downloaded and installed on
the audited ePO server, the latest version of DumpSec.

Observe the following instructions:

1. Open « DumpSec »
2. Choose « Select Computer » in the menu
« Report » and enter the IP address of the
audited server.
3. Choose « Dump Users as columm... » in the
menu « Report ».
Add all the fields available and Press on« OK ».
Once the result is obtained, choose « Save
Report As... » of the menu « File »
(or CRTL-S).
6. Choose the type « Fixed width cols » and save
under the name « 12-users.txt »
Reference(s) : The DumpSec tool is available at no charge at the
following address :
http://www.systemtools.com/somarsoft/

ok
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Expected results : - The account « Guest » should be deactivated
and renamed for something less explicit.

- The account « administrator » should be
renamed for something less explicit.

- The default account for IS
« IUSR_computername » should be renamed
for something less explicit.

- A service account for the ePO server should be
present.

- A service account for the saving software (ex:
BackupExec) can be present.

- A service account for a remote access software
(ex: Terminal Service) can be present.

Objective / Subjective : | Objective

Results : File content « 12-users.txt » :

2003-01-15 09:57 - Somarsoft DumpSec (formerly DumpAcl) - \\172.25.1.134
UserName

Administrator
Grorps Administrators (Local, Administrators have compthande and
uRThetricted access to the computer/domain)
AccountType User
HomeDrive
HomeDir
Profile
LogonScript
Workstations
PswdCanBeChanged Yes
PswdLastSandTime 2002-04-02 14:13
PswdPre-required  Yes
PswdExpires No
PswdExpiresTime Never
AcctDisabthed No
AcctlockedOrt  No
AcctExpiresTime Never
LastLogonTime  2003-01-15 09:50
LastLogonServer 172.25.1.134
LogonHorrs All
Sid S-1-5-21-1715567821-682003330-72534554 3-500
RasDialin No
RasCallback Noe
RasCallbackNumber

FullName

Comment Built-in account for administering the computer/domain
Backupexec_svr

Grorps Administrators (Local, Administrators have compthande and
uRThetricted access to the computer/domain)

Grorps Backup Operators (Local, Backup Operators can override

security restrictions for the sothe purpose of backing up or restoring file)
AccountType User
HomeDrive
HomeDir
Profile
LogonScript
Workstations
PswdCanBeChanged Yes
PswdLastSandTime 2002-08-26 16:38
PswdPre-required  Yes
PswdExpires No
PswdExpiresTime Never
AcctDisabthed No
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AcctlockedOrt  No

AcctExpiresTime Never

LastLogonTime  2002-09-04 08:42

LastLogonServer 172.25.1.134

LogonHorrs All

Sid S-1-5-21-1715567821-682003330-72534554 3-1005

RasDialin No

RasCallback Noe

RasCallbackNumber

FullName Backupexec_swr

Comment
Guest

Grorps Guests (Local, Guests have the same access as members of
the Users grorp by default, except for the Guest account which is further
restricted)

AccountType User

HomeDrive

HomeDir

Profile

LogonScript

Workstations

PswdCanBeChanged No

PswdLastSandTime Never

PswdPre-required  No

PswdExpires No

PswdExpiresTime ?Unknown

AcctDisabthed  Yes

AcctlockedOrt  No

AcctExpiresTime Never

LastLogonTime  Never

LastLogonServer 172.25.1.134

LogonHorrs All

Sid S-1-5-21-1715567821-682003330-72534554 3-501

RasDialin No

RasCallback Noe

RasCallbackNumber

FullName

Comment Built-in account for guest access to the computer/domain
IUSR_SCOREPO01

Grorps Guests (Local, Guests have the same access as members of
the Users grorp by default, except for the Guest account which is further
restricted)

AccountType User

HomeDrive

HomeDir

Profile

LogonScript

Workstations

PswdCanBeChanged No

PswdLastSandTime 2002-04-02 14:36

PswdPre-required  No

PswdExpires No

PswdExpiresTime Never

AcctDisabthed No

AcctlockedOrt  No

AcctExpiresTime Never

LastLogonTime  2003-01-15 04:58

LastLogonServer 172.25.1.134

LogonHorrs All

Sid S-1-5-21-1715567821-682003330-72534554 3-1001

RasDialin No

RasCallback Noe

RasCallbackNumber

FullName Internet Guest Account

Comment Built-in account for anonymous access to Internet Information
Services
SQLAgentCmdExec

Grorps Users (Local, Users are prevented from making accidental or

intentional system-wide changes. Thus, Users can run certified applications,
but not most thegacy applications)
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AccountType User

HomeDrive

HomeDir C:\Documents and Settings\administrator

Profile

LogonScript

Workstations

PswdCanBeChanged No

PswdLastSandTime 2002-04-03 11:31

PswdPre-required  Yes

PswdExpires No

PswdExpiresTime Never

AcctDisabthed No

AcctlockedOrt  No

AcctExpiresTime Never

LastLogonTime  Never

LastLogonServer 172.25.1.134

LogonHorrs All

Sid S-1-5-21-1715567821-682003330-72534554 3-1004

RasDialin No

RasCallback Noe

RasCallbackNumber

FullName SQLAgentCmdExec

Comment SQL Server Agent CmdExec Job Step Account
TsinternetUser

Grorps Guests (Local, Guests have the same access as members of
the Users grorp by default, except for the Guest account which is further
restricted)

AccountType User

HomeDrive

HomeDir

Profile

LogonScript

Workstations

PswdCanBeChanged No

PswdLastSandTime 2003-01-14 14:15

PswdPre-required  No

PswdExpires No

PswdExpiresTime Never

AcctDisabthed No

AcctlockedOrt  No

AcctExpiresTime Never

LastLogonTime  Never

LastLogonServer 172.25.1.134

LogonHorrs All

Sid S-1-5-21-1715567821-682003330-72534554 3-1000

RasDialin No

RasCallback Noe

RasCallbackNumber

FullName TsInternetUser

Comment This user account is used by Terminal Services.
Summary Brief The less accounts exist with administrative rights and
explanation of risk : significative names (ex: administrator), smaller the

probabilities for an attacker to guess the names of the
accounts present. This is particularly thru where the
NETBIOS protocol is not used (or if special measures
have been done).

Otherwise, there is a great probability that an attacker
may retrieve the available accounts list and their rights.
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Risk evaluation : Is the account « Guest » deactivated ?

YES NO RL total

X 0
RL=4

Is the account « Guest » renamed for something less
explicit ?

YES NO RL total

X 0
RL =2

Is the account « administrator » renamed for
something less explicit ?

YES NO RL total

X
RL =2

Does the default account « IUSR_computername » as
been renamed for something less explicit ?

YES NO RL total

X
RL =2

Is a service account for the ePO software present ?

YES NO RL total

X
RL=3

Is a service account for the saving software (ex:
BackupExec) present ?

YES NO RL total

X
RL =2
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Is a service account for the remote access (ex:
Terminal Service) present ?

YES NO RL total

X 9
RL =2

TOTAL RISKLEVEL: [9] / 17

[ 13 ]. Control objective : | Verification of the user groups available on the ePO
server.

Test location : |_| From the auditor station

<] From the server audited

Tests to be conducted : |Pre-required : Having downloaded and installed on
the audited ePO server, the latest version of DumpSec.

Observe the following instructions:

1. Open « DumpSec »

2. Choose « Select Computer » in the menu
« Report » and enter the IP address of the
audited server.

3. Choose « Dump Grorps as columm... » in the

menu « Report ».

Add all available fields and press on« OK ».

Once the result is obtained, choose « Save

Report As... » of the menu « File »

(or CRTL-S).

6. Choose the type « Fixed width cols » and save
under the name « 13-groups.txt »

Reference(s) : The DumpSec tool is available at no charge at the

following address :

http://www.systemtools.com/somarsoft/

Expected results : - The account « administrator » should not be
found in the group « administrators ».

- The service account for the saving software
should be only in the group
« Backup_Operators ».

- The account « Guest » should not be found in
the group « Guest ».

- Only the service account required by IIS can be
found in the group « Guest ».

- No user should be found in the groups « Power
Users », « Replicator » and « Users ».

Objective / Subjective : | Objective

i
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Results : File content « 13-groups.txt » :

2003-01-15 16:04 - Somarsoft DumpSec (formerly DumpAcl) - \\172.25.1.134

Grorp Comment
Type
Administrators Administrators have compthande and uRThetricted
access to the computer/domain
Local
SCOREPO01\administrator
User
SCOREPOO01\Backupexec_svr
User
Backup Operators Backup Operators can override security restrictions for
the sothe purpose of backing up or restoring file
Local
SCOREPOO01\Backupexec_svr
User
Guests Guests have the same access as members of the Users
grorp by default, except for the Guest account which is further restricted
Local
SCOREPO01\Guest
User
SCOREPO01\IUSR_SCOREPO01
User
SCOREPO01\TsInternetUser
User
Power Users Power Users possess most administrative powers with

some restrictions. Thus, Power Users can run thegacy applications in addition to
certified applications Local

Replicator Supports file replication in a domain
Local
Users Users are prevented from making accidental or intentional

system-wide changes. Thus, Users can run certified applications, but not most
thegacy applications Local
SCOREPO01\SQLAgentCmdExec

User
Summary Brief Well managed groups permit only the appropriate
explanation of risk : accounts an access to the good things. More

misplaced accounts will mean a greater probability for
an attacker to use one of those accounts to his
advantage.

Risk evaluation : Is the account « administrator » (If not renamed)
found in the group « administrators » ?

YES NO RL total

X
RL=3

Is the service account for the saving software found
only in the group « Backup_Operators » ?

YES NO RL total

X
RL =2
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If not, where is it located ? :
__Inthe group « administrators »

Is the account « Guest » found in the group « Guest »
?

YES NO RL total

X
RL =2

Is only the service account required by IIS found in the
group « Guest » ?

YES NO RL total

X
RL =2

Are accounts found in one of the following groups :
« Power Users », « Replicator » and « Users » ?

YES NO RL total

X
RL =2

1

If so, explain :

TOTAL RISKLEVEL: [11] / 11

[ 14 ] Control objective :

Verification of the complexity of the password for the
accounts present on the ePO server.

Test location :

X| From the auditor station
X] From the server audited

Tests to be conducted :

Pre-required :

1. Having downloaded and installed on the audited
ePO server, the Pwdump3 tool.

2. Having downloaded and installed on the audited
station the tool LC3 (or more recent).
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Note : Also, you must know the password of an

account with « administrator » rights.

Part 1 : From the server audited
Observe the following instructions:

1. Open a command line (cmd.exe)
2. Type the following line:

pwdump3 addressIP_du_server 14-pwdump. txt

Part 2 : From the auditor station

Note : Before starting the verification of the complexity

of the passwords, assure yourself tha

software is configured according to the following

settings :

Default Settings For Future Auditing Sessions

t the LC3

— Dictionary Crack
[v Enabled Word file:

I Filesh@stake\LC Fwords-english-big | Browse... |

The Dictionary Crack tests for pazswords that are the same as the words listed in the
word file. Thiz test iz very fast and findz the weakest passwords.

— Dictionan/Brute Hubrid Crack
¥ Enatled |3 'I Characters to vary [more iz slower)

The Dictionary/Brute Hybrid Crack tests for passwords that are variations of the words in
the word file. It finds passwards such as "Dana33" or “monkeys!". This test is fast and
finds weak pagswords.

r Brute Force Attack

¥ Enabled Character Set:
) IA -Z.0-9 and @IE W _e="THHG 0, 7

Customn Character Seb (list each character]:
IETNHIDASDHLEFPUMYGW\JBXKQJZ

The Brute Force Crack tests for passwords that are made up of the characters specified
it the Character Set. It finds passwords such as "weR 3pltes" or "vC5%E5+120". This
test is glow and finds medium to ¢trong passwords. Specify a character zet with more
characters to crack stronger passwords.

Ok I LCancel

And observe the following instructions:

1. Recover the file « 14-pwdump.txt » from the
audited server by the way of your choice.

Open the application« LC3 » (or mor:
Choose « File - New Session... »
Choose « Import »

Choose the file « 14-pwdump.txt »

NOOGORWLN

Audit »).

Choose « Import from a PWDUMP File... »

Press on« F4 » (or choose the icon « Begin

e recent)
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8. Press on the icon « Minimize LC3 to the
system tray » and let it run until you obtain the
passwords or upto a maximum of 12 hours.

9. Once the passwords are obtained or after the
delay has expired, export the results in the
file« 14-lc3.txt ».

Reference(s) : The LC3 tool is available as an evaluation version at

the following address :

http://www.atstake.com/research/lc/download.html

The Pwdump3 tool is available at the following
address :
http://www.polivec.com/pwdumpdownload.html
Expected results : Concerning the result for LC3 :

No password must have been found after a minimum
of 12 hours of « brute force ».

Concerning the general rule for passwords :

All passwords should be composed of :
- Atleast 8 characters
- Atleast one small letter, one capital letter, one
number and one special character (ex : 1?%*/#)

The service accounts should be composed of 14
characters and should include at least 2 characters of
each categories.

Objective / Subjective : | Objective

Results : File content « 14-pwdump.ixt » :

Administrator:500: CE7A23ED46C4FOFCO9D8BBC3E3B48E321:CDADFO
1D2336AB04D1EF488429E553FA:::
Backupexec_svr:1005:B7BF3C926A6A34FF7584248B8D2C9F 9E:D48F
DAE7B9496CD575E16D305D1DF194:::

Guest:501:NO PASSWQRD****#xx#sssest:NO
PASSWORD*********************: ..
IUSR_SCOREPO01:1001:4AC018FBC87DE18C6647BD48BAB3C431:3
05349374C9BB8D73D4C8DCD9B1667FA:::
SQLAgentCmdExec:1004:14AC06232C3171941486235A2333E4D2:E2
9526B19D19B6EAE96A24D0B39E85DA:::
TsinternetUser:1000:165F36438 1FE397ED10C5288A0723450:EBBYA3
BBAA10E33A974EE84FBABEFFAC:::

Contenu de « 14-lc3.txt » :

USERNAME LANMAN PASSWORD NTLM PASSWORD
Administrator ?????7?7N99 * uncracked *
Backupexec_swr ePOBackup EPOBACKUP
Guest * missing * * missing *
IUSR_SCOREPOO01 CGR2QDV??????7? * uncracked *
SQLAgentCmdExec ZEUMVKCM ZEUMVKCM
TsInternetUser ?2?????? THE94EIJ * uncracked *
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Summary Brief
explanation of risk :

Without a robust authentification (including a small
letter, a capital letter a number and a special
character) the probabilities for an attacker to take
control of the server is higher.

Risk evaluation :

Have passwords been found after a maximum of 12
hours of « brute force » ?

YES NO RL total

X
RL=4

Are passwords for accounts with administrative rights
robust and conform ?

YES NO RL total

X
RL=4

Are passwords for service accounts composed of 14
characters ?

YES NO RL total

X
RL=3

1

TOTAL RISKLEVEL: [11]/ 11

[ 15 ] Control objective :

Verification that access rights have been put on certain
important directories.

Test location :

|| From the auditor station
X] From the server audited

Tests to be conducted :

Observe the following instructions in order to verify the
access rights to the directory « MSFTPSVC1 » :

1. Conduct a search on drive « C » for

« MSFTPSVC1 » using « Start » - « Search » —
« For File and Folders » (or touch windows + f)
Right button on « MSFTPSVC1 »

Choose « Properties »

Choose the tab « Security »

Click on « Administrator », Take a screen
capture and save in a Wordpad file under the
name « 15-msftpsvc1.rtf »

bl

6. Use the same procedure for each accounts
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present and save at the end in the same file.

Observe the following instructions in order to verify the
access rights to the directory « Ftproot » :

1. Conduct a search on all the drives for

« Ftproot» using « Start » - « Search » — « For

File and Folders » (or touch windows + f)

Right button on « Ftproot »

Choose « Properties »

Choose the tab « Security »

Click on « Internet Guest Account », Take a

screen capture and save in a Wordpad file

under the name « 15-ftproot.rtf »

6. Use the same procedure for each accounts
present and save at the end in the same file.

Reference(s) : Not applicable / Personal experience

Expected results : Concerning the rights on the directory

« MSFTPSVCA1 » :

Al

- Only the groups « Administrators » and
« System » should have the authorization « Full
Control »

- The rest of the groups (if existing) should have
only the authorization « Read »

- The group « Everyone » should not be present

Concerning the rights on the directory « Ftproot » :

- Only the group « Administrators » should have
the authorization « Full Control »

- The rest of the groups (if existing) should have
only the authorization « Read »

- The group « Everyone » should not be present

Objective / Subjective : | Objective
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Results : File content « 15-msftpsvc1.rif » :

MSFTPSYC1 Properties

General | Sharing  Security i

| Mame | Add..
!ﬁ Adrinistrators [SCOREPQOT WA dministratars]
EATOR :
tﬁ Pawer Users [SCOREPOOTSPawer Users)
7 SYSTEM
ﬁ Uzers [SCOREPOO1 Y 2ers)

Permizzions: Allaw Dieny

Full Cantral

Modify

Read & Execute
List Folder Contents
Read

frite

Additional permizsions are present but not
w‘ viewable here. Prezs Advanced to sea them.

v Allow inheritable permizsions from parent to propagate to this

object
Ok | Cancel i Spply |

ooooon
Oooooon

MSFTPS¥C1 Properties

General | Sharing  Security |

Marne [ Add..

ﬁ Administratars [SCOREPOOT \Administrataors)

€7 CREATOR DWNER ﬂl
4 Power Users [SCOREPODT4Power Users|
€7 SYSTEM
ﬁ Uzers [SCOREPOO1 A\ zerg)

Perrizszions: Aillaw Dieny
Full Contral O O
I odify O
Read & Execute O
Ligt Folder Contents O
Fiead O
Wit O

Advanced... |

W Allow inhentable permizsions from parent to propagate to this

object
0K l Cancel Apply
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MSFTPS¥C1 Properties

General | Sharing  Security |

Marne [ Add.. |

ﬁ Administratars [SCOREPOOT \Administrataors)
€7 CREATOR DWNER ﬂl

ﬁ Pawer Uzers [SCOREPOD1 YPower Uszers]

ﬁ Uszers [SCOREPOO1 A zerg)

Permizssions: Lillaw Dieny
Full Comtral O
hed coclify a
Read & Execute O
List Falder Caontents O
Fead O
Wirite O

Advanced.. |

v Allow inheritable permizzions from parent to propagate to this

object
oK i Cancel | Spply

MSFTPSYC1 Properties

Gieneral | Sharing  Securty |

| Hame |

Bemave

€5 SvSTEM
[SCOREPOOTA

Permizsions: Al Deny
Full Contral O O
b odify O O
Read & Execute O
List Falder Cantents O
Fead O
Wirite O O

Advanced... |

~ Allow inhentable permizsions from parent to propagate to this

| ]
Add...
!ﬂ Administratars [SCOREPOOT \Administrataors) |

€7 CREATOR DWNMER
!ﬁ Paveer Uzers [SCOREPOD1WPower Users]

object
QK I Cancel Apply
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File content « 15-ftproot.rft » :

ftproot Properties | 7]

Generall Sharing  Securty I

Name | Add.
Administrator [SCOREPOO \administrator]

£} Intemet Guest Account [SCOREPDO1YU.. ﬂl

EBermizzions: Deny

Full Cantral

b oddify

Read & Execute
List Falder Contents
Read

Write:

Advanced... |

Allow inheritable permizsions from parent to propagate to this

object
ok | Cancel | g |

NEEEEE|§
oooooo

ftproot Properties I

Generali Sharing  Security |

Name | Add.

E Administrator (SCORE PO O \dministrator)
Bemave I

§ Internet Guest Account [SCOREPDOTAU...

Permizzions; Aillowg Dery
Full Control a O
b odify a O
Fiead & Execute a O
List Falder Contents O
Fiead O
Wwite O O

Sdvanced... |

B Allow inhbernitable permizzions from parent to propagate to this

object
(5] I Cancel | Spply |

Summary Brief
explanation of risk :

Larger the access are on the important directories,
greater the probabilities for an attacker to modify the
data present on those directories with a minimum of

effort are big.

© SANS Institute 2003,

128
As part of GIAC practical repository. Author retains full rights.



Risk evaluation : Do only the groups « Administrators » and « System »
have an authorization « Full Control » on the directory
« MSFTPSVC1 » ?

YES NO RL total

X 0
RL=3

If not, which ? :

Do the rest of the groups (if existing) have only an
authorization « Read » on the directory
« MSFTPSVC1 » ?

YES NO RL total

X
RL=3

If not, which ? :

Does the group « Everyone » have rights on the
directory « MSFTPSVC1 » ?

YES NO RL total

X 3

RL=3

Does only the group « Administrators » have an
authorization « Full Control » on the directory
« Ftproot » ?

YES NO RL total

X 3
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If not, which ? :

Do the rest of the groups (if existing) have only an
authorization « Read » on the directory « Ftproot » ?

YES NO RL total

X 3
RL=3

If not, which ? :

Does the group « Everyone » have rights on the
directory « Ftproot » ?

YES NO RL total

X 3

RL=3

TOTAL RISKLEVEL: [3]/ 18

[ 16 ] Control objective : | Verification of the password for an account « SA » for
the MSDE database

Test location : || From the auditor station

<] From the server audited

Tests to be conducted : | Observe the following instructions in order to validate if
the account « SA » has a password :

1. Conduct a search on all the drives for
« cfgnaims.exe » using « Start » - « Search » —
« For File and Folders » (or touch windows + f)
Double click on the file « cfgnaims.exe »
Take a screen capture of each of the tabs and
save in a Wordpad file under the name « 16-
sapw.rtf »
4. Open a command line (cmd.exe)
5. Type the following line:

osqgl-U sa
6. The following line should be :

Password :

w N
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7. Press « ENTER » in order to enter no password.

8. Take a screen capture and paste it at the end of
file « 16-sapw.rft »

Note : In case a password is entered (i.e. : the result of
osgl-U sa is not 1>), ask for the password from the
system administrator.

Reference(s) : HOW TO: Verify and Change the System Administrator
Password by Using MSDE — KB 322336:
http://support.microsoft.com/default.aspx?scid=kb;en-
us;Q322336#2

Expected results : The result of the command « osql -U sa » should be :

Login Failed for user 'sa’.

If MSDE is configured to use only «Windows
Authentification », the result should be :

Login failed for user 'sa'. Reason: Not associated
with a trusted SQL Server connection.

Since it is rarely changed, it should be composed of
14 characters and should include at least 2 characters
of each categories (small letter, capital letter, number
and special character)

The password « SA» should be different from the
password :
- Permitting authentification to the server
- Permitting authentification to the «ePO»
management console.
Objective / Subjective : | Objective : except for validation of the password
format given by the administrator (if present).
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Results : File content « 16-sapw.rft » :

McAfee ePolicy Orchestrator Server Configuration {(SCOREPOO1) [ %]

SAL Server i.ﬁ.dministlatoll Hevieweli

I Select the SOL zerver containing the ePolicy Orchestrator databaze you wish to
b} use. Then enter the name of the database to be used.

— Databasze information

S0L server name: i[LDE‘AL] _'_I

Databaze name: EFOO

Ok I Caticel Apply Help |

McAfee ePolicy Orchestrator Server Configuration {SCOREPOO1)

SOL Server  Administrator I Reviewer

Thiz account will be used by ePolicy Orchestratar to administer your SEL databaze.
It showld have full privileges to the database.

—Account detail

" Use Windows NT authentication

User credentials

r
Uszer name: |$a
Pazzword: Ix
Domain name: I

0K I Cancel Sppl Help
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McAfee ePolicy Orchestrator Server Configuration {(SCOREPOO1)

SaL Server1 Administrator - Feviewer

e Thig account will be used by eFPolicy Orchestrator to review your SOL databaze. |t
'@ should have read-only privileges to the databaze.

~Account details

€ Use ‘windows NT authentication

~ User credentials -

Uszer name: isa
Password: i xxxxxxxxxx
Diomain name: |

Help

NNT', System32"
Microsoft Windows 2080 [Uersion 5.88.21951
{C» Copyright 1985-200A Hicrosoft Corp.
iC:~Documents and Settings:administratordosgl -U =sa
Password:
Login failed for user ‘sa’.

C:Documents and Settingshadministrator>

Summary Brief
explanation of risk :

Without a robust authentification (including small letter,
capital letter, number and special character) the
probabilities for an attacker to take control of the

MSDE database are higher.

Therefore, the probabilities for an attacker to take
complete control of the ePO server are higher.

Risk evaluation :

Does the account « SA » have a password ?

YES NO RL total

X 0
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Is the password for the account « SA » composed of
14 characters ?

YES NO RL total

X
RL =2

Is the password different from the one for
authentification to the server (i.e. : Windows) ?

YES NO RL total

X 2
RL=3

Is the password different from the one for
authentification to an ePO console ?

YES NO RL total

X
RL=4

TOTAL RISKLEVEL: [6]/ 12

[ 17 ] Control objective :

Verification of access rights on certain important files of
ePolicy Orchestrator.

Test location :

| From the auditor station
] From the server audited

Tests to be conducted :

Observe the following instructions:

1. Conduct a search on all the drives for « DB »
using « Start » - « Search » — « For File and
Folders » (or touch windows + f)

2. Right button on the file « DB » found in the
directory « \eP0\2.0 »

3. Choose « Properties »

4. Choose the tab « Security »

Take a screen capture for each of the accounts

present and save it in a Wordpad file under the

name « 17-dbepo.rtf »

o

Reference(s) :

Not applicable / Personal experience

© SANS Institute 2003,

134

As part of GIAC practical repository. Author retains full rights.




Expected results : Only the group « administrators » should have
access in « Full Control » to the file « DB ».

Note : The group « Backup Operators » could also be
present (if required by the saving software).
Objective / Subjective : | Objective

Results : File content « 17-dbepo.rtf » :
ooproperies ————_H@E|
Genelall Sharing  Securty i
Add...
WEINane
Bemave |
Pemizzions; Alla Deny
Full Control
b odify

Read & Execute
List Falder Contents
Fiead

OREEEE
Ooooooo

Wit
Advanced... I
v .zgioeuitinhelitable permizzions from parent to propagate to this
(1] i Cancel I Spply I
Summary Brief Larger the access will be on the important directories,
explanation of risk : greater are the probabilities for an attacker to modify

the data present on those directories with a minimum
of effort are big.

Risk evaluation : Does only the group « administrators » have an access
« Full Control » to the file « DB ?

YES NO RL total

X
RL=4

If not, which ? :
__Everyone

TOTAL RISKLEVEL: [4] / 4
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[ 18 ] Control objective : | Verification of authentification accounts for the ePolicy

Orchestrator management console

Test location : |_| From the auditor station

X From the server audited

Tests to be conducted : | Pre-required : Having obtained from the system
administrator a user account and a valid password in
order to authentify yourself on the management
console.

Observe the following instructions:

1. Open the « ePO » management console
Choose « Login »

2. Register a users account, a valid password and
choose « OK »

3. Choose « Manage Administrator », Take a
screen capture and save in a Wordpad file
under the name « 18-epopw.rtf »

4. If an other account exist other than the default
account (admin) with the role « administrator »
or « Site Administrator », Choose this account
and Press on « Configure... ».

5. Take a screen capture and save at the end of
file « 18-epopw.rtf »

6. Use the same procedure for each of the
accounts with administrative rights.

Reference(s) : Not applicable / Personal experience

Expected results : There should be an access code created according to

the number of administrator needing access to the

ePO management console.

The default account « ADMIN » must be deleted or
renamed.

All passwords should be composed of at least 8
characters (and include small letter, capital letter,
number and special character).

Also they should be different from the password
permitting authentification on the server or from the
one for account « SA » of the database.

Objective / Subjective : | Objective, except for validation of the password

« ADMIN » given by the system administrator.
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Results : File content « 18-epopw.rtf » :

Manage Administrators
Admin Page I

ﬁ List of ePolicy Dichestrator administiative accounts.

Name | Roke | Site I
Administrator

Add . | Bemove l Qonfigure...]

[ ok ] cawe | Hep |
Summary Brief Without a robust authentification (including small letter,
explanation of risk : capital letter, number and special character) the

probabilities for an attacker to take control of the ePO
management console is higher.

Risk evaluation : Have access codes been created according to the
number of administrators needing to access the ePO
management console ?

YES NO RL total

X
RL=3

Is the default account « ADMIN » deleted or renamed
?

YES NO RL total

X
RL=4

Are all the passwords composed of at least 8
characters and robust ?

YES NO RL total

X 7
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Are the passwords differents from the one for
authentification to the server (i.e. : Windows) ?

YES NO RL total

X 7
RL=4

Are the passwords different from the one for the
account « SA » ?

YES NO RL total

X 7
RL=4

TOTAL RISKLEVEL: [7]/ 19

TOTAL RISK LEVEL Concerning the access rights 51/92

3.3.4 Verification of the supervising mechanism

[ 19 ] Control objective : | Verification for the presence of an audit mechanism for
the operating system.

Test location : __| From the auditor station

X| From the server audited

Tests to be conducted : | Observe the following instructions in order to verify the
settings of «system», «security» and «

application » :

Right button on the icon « My Computer »
Choose « Manage »

Double click « Event Viewer »

Right button on the icon « Application » and
choose « Properties »

Take a screen capture and save in a Wordpad
document under the name « 19-events.rtf »

6. Follow the same procedure for « Security » and
also for « System ».

PN =

o

Observe the following instructions from the server
audited in order to verify the settings for « Audit
Policy » :

1. Choose « Local Security Policy » in the
« Administrative Tools »
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2. Choose « Audit Policy »
3. Take a screen capture and save at the end of
file « 19-events.rtf »

Reference(s) : Securing Windows 2000 Step-by-Step, SANS Institute,
page 21 and 22
Expected results : Concerning the settings for « System », « Security »

and for « Application » :

- The option « Do not overwrite events (clear log
manually) » should be ideally selected only if a
validation and purging task is done every day.

- The amount (in KB) inscribed in the zone
« Maximum log size : » should be suffisant in
order to not permit an easy service deny.

Concerning the settings for « Audit Policy » :

- For each points, « Success » and also
« Failure » should be activated. (« Audit
process tracking » can not be selected)

Objective / Subjective : | Objective

Results : File content « 19-events.rtf » :

Application Properties ﬂ

General I Filter i

Displey name:  [Moeegen

Log name: IE:\\A-"INNT\system32\config\.fhppEvent.E\rt
Size: 8320 KB [851,968 bytes)

Created: April 2, 2002 1:55:20 Ph

Madified: December 9, 2002 2:12:28 PM

Accessed: December 9, 2002 2:12:28 P

—Log size

Maximum log size: |1024 _J: KB

When masimumn log size is reached:

™ Ovemnwite events az needed

& Ovemnwite events alder than I? _i: days

" Do not ovenrite events O nEa
[clear log manually] el G
™ Using a low-speed connection Llear Lag I
Ok I Cancel | Lrply |
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Security Properties E

General I Filter i

Dizplay name:

Log name: IC: SWINMNTAS pstem32heonfighS ecEvent.Evt
Size: 7.0 MB [8.152.000 bytez)

Created: April 2, 2002 1:55:20 P

Madified: December 9, 2002 2:12:.28 PM

Acoeszed: Decernber 3, 2002 2:12:28 PM

r=Log size

Maximum log size:  [S000 = KR

YWwhen masimun log size iz reached:

' Dvenrite events as needed

% Owenwrite events older than I? _j_-zj daps

Do hot ovenwrite events Beneral
[clear log manually] Lestore Uetaults I
™ Using a low-speed cormection Clear Log |
0K I Cancel I Sy |

System Properties E B

General I Filter I

Dizplay name:

Log narme: HE:\WINNT\system32\config\SySE\rent.Evt
Size: 4480 KB 458,752 bytes)

Created: April 2, 2002 1:55:20 P

Muadified: December 9, 2002 2:12:28 PM

hooessed: December 9, 2002 2:12:28 PM

- Logsize

Mawimum log size: |1024 _Jj KB

When masimurn log size iz reached:

" Ovenwite svents as needed

& Ovenwite events alder than |? ‘_’; days

" Do not ovenwrite events B
[clear log marually] SRR

[ Using a low-speed connection Clear Log |

’TI Cancel | Apply |

§ Local Security Settings M=l E3
chtlon Wigt H@-&‘ |!|§ ‘
Tree I Policy  # [ Local Setting | Effective Setting |
E@ Security Settings @Aud\t account logan events Suceess, Failure Success, Failure
-8 Account Policies [j_'-_‘l_ﬂnud\t account management Success, Failure Success, Failure
=18 Local Policies [R¥) Audit directory service access Mo auditing Mo auditing
(18 Audit Policy Eﬂnud\t lngon events Success, Failure Success, Failure
-8 User Rights Assignment Audit object access Mo auditing Mo auditing
H -[Z8 security Options audit policy change: Success, Failure Success, Failure
2 E.] Public key Polidies @Aud\t privilege use Success, Failure Success, Failure
e .’g, IP Security Policies on Local Machine @Aud\t pracess tracking Failure Failure
@Aud\t system events Failure Failure
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Summary Brief
explanation of risk :

Without a sufficient monitoring, there is no way to
identify anomalies caused either by a malfunction of
an application or by an attack targeted by an attacker.

Better the monitoring, greater the probabilities to limit
the damage.

Risk evaluation :

In the settings for « Application » :

Is the option « Do not overwrite events (clear log
manually) » selected ?

YES NO RL total
X
2
RL=2

Is the amount (in KB) indicated in the zone « Maximum
log size : » sufficient in order to not permit an easy
service deny, if «clear log manually » is or was
activated ?

YES NO RL total
X
6
RL=4

If not, what is the value ? :
1024

In the settings of « Security » :

Is the option « Do not overwrite events (clear log
manually) » selected ?

YES NO RL total
X
9
RL=3

Is the amount (in KB) indicated in the zone « Maximum
log size : » sufficient in order to not permit an easy
service deny, if «clear log manually » is or was
activated ?

YES

NO

RL total

X

RL =
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If not, what is the value ? :

In the settings for « System » :

Is the option « Do not overwrite events (clear log

manually) » selected ?
YES NO RL total

X
RL =2

1

Is the amount (in KB) indicated in the zone « Maximum
log size : » sufficient in order to not permit an easy
service deny, if «clear log manually » is or was
activated ?

YES NO RL total
X

RL

4

15

If not, what is the value ? :
1024

In the settings for « Audit Policy », are each points for,
« Success » and also for « Failure » activated ?

YES NO RL total

X
RL=3

18

If not, which are not ? :
__Missing: Directory Service, Object Acces,
___Process Access and System Events

TOTAL RISKLEVEL: [18] / 22
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[ 20 ] Control objective : | Verification of the general process for the verification of
the ePO management console.

Test location : || From the auditor station

X From the server audited

Tests to be conducted : | Pre-required : Having obtenained from the system
administrator a user account and a valid password to
access the ePO management console and the
database MBSA (or MS-SQL accordingly)

Observe the following instructions to obtain a preview of
the last events on the ePO server :

1. Open the « ePO » management console

2. Choose « Login »

3. Register a user account, a valid password and
choose « OK »

4. Once the window « Initializing... » disappears,

choose with the right button of the mouse

« Directory »

Choose « Server Events »

Take a screen capture and save in a Wordpad

document under the name « 20-srvevent.rtf »

o o

Observe the following instructions in order to generate
the quantity of report necessary for the monitoring :

1. Open the « ePO » management console, double
click on « ePO Reports »

2. Double click on « ePO Databases »

3. Double click on the audited server name

Click « OK » in the window « ePO Database

Login »

Double click on « Reports »

Double click on « Anti-virus »

Double click on « Coverage »

Double click on « DAT/Definition Deployement

Summary » and press on« OK »

9. Choose « No » in the window « Customize
Report »

10.Choose the icon « Export »

11.Choose the format of your choice (ex: HTML 3.0
Draft Standard) and press on« OK »

12.Choose the place or save the report (leaving the
default name ) and choose « OK »

13.Do the same task for :

s

©~N oo
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DAT Engine Coverage

NO AV Protection Summary
Product Protection Summary
o Agent Version

Reference(s) : Not applicable / Personal experience
Expected results : In the « Server Events » :

O O O

- There should be nothing suspicious or any errors
recorded (watch out for events in yellow).

In the report « DAT/Definition Deployement
Summary » :

- A large majority of the working stations or of the
servers should have the latest version of the file
signature (.DAT).

- There should not be any version of the signature
older than the one before the latest version
available (« Out of date version »).

In the report « DAT Engine Coverage » :

- There should be only a few (or none) « Out of
date Engine »

In the report « NO AV Protection Summary » :

- There should not have any stations or servers
without the antivirus solution.

In the report « Product Protection Summary » :

- There should not be any product considered
unknown.

- There should not be many version of NetShield
or of VirusScan.

- No other antivirus solution should be present
without a valid reason.

In the report « Agent Version » :

- There should not be many version of the ePO
agent ePO installed.
Objective / Subjective : | Objective
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Results :

File content « 20-

svrevents.rtf » :

e View Help
la
ate [[Time [Event
¥ 03/21/2003 134327 Serveris sending software packags VIRUSCANS500 ta
¥ 03/21/2003 133533 Serveris sending software packags VIRUSCANES00 to
¥ 03/21/2003 133340 Serveris sending software packags VIRUSCANES00 to
¥ 03/21/2003 132936 Serveris sending software packagz <P0Agert2000 toL
¥ 03/21/2003 131545 Serveris sending software packags VIRUSCANES00 to
¥ 03/21/2003 125418 Serveris sending software packags VIRUSCANEE00 to
¥ 03/21/2003 12375 Serveris sending software packagz eP0Aert2000 to
121803 Agent AD -4 has reached the install rety limit for software
121217 Semveris sending software package VIRLISCANBSO0 to
115521 Agent LPATLETENDREC has reached the instal raty I
114335 Serveris sending software package VIRLISCANESO0 to
111420 Froperty collection for VIRLISCANGS0D software faled ai
UBET] Serveris sending software package VIRLISCANESO0 to
11:07:53 Serveris sending software package VIRLISCANESO0 to
11:06:26 Task enforcement of task VIR LIECANSE0D for EIZS11 s L
110500 Agent AD 4 failed 10 nstall softnare VIRUSCANESOD
105359 Serveris sending software packags VIRLUSCANESO0 to
1047:24 Agent AD 4 failed 10 nstall softnare VIRUSCANESOD
10:41:54 Policy enforcement for VIRUSCANESOD software faed 2
102227 Server is sending software packags VIRUSCANE500 to
10:21:33 Agent AD 4 failed 1o nstall soitnare VIRUSCANESOD
1008:41 Server is sending software packags VIRUSCANE500 to
1001:44 Agent AD-4 failed 1o nstal soitniare VIRUSCANESOD
0957:43 Agent AD13 has reached the instal rety it for softwar
094003 Agent CRED dossrit have enough disk space fo install
@ 03,21/2003 09:31:44 Serveris sending software packags eP0Agent2000 to C:
@ 02,21/2003 09:26:14 Server is sending software packags VIRUSCANSE00 ta
03/21/2003 0B57:4 Agent AD-13 faied o install software VIRUSCANBS0D
@ 02,21/2003 085336 Serveris sending software packags VIRUSCANSS00 to
@ 02,21/2003 085113 Server is sending software packags VIRUSCANSE00 ta
03/21/2003 085101 Agent LPATLETENDREC failed to instal softrare YIRLI
03/21/2003 085101 Agent LPATLETENDREC failed to instal softrare VIR
03/21/2003 084447 Agent AD-13 falled to install scftrare VIRUSCAN4S0
€ 02,2100 083544 Serveris sending software packagz eP0Ageni2000 to i
€ 02,21,2003 08:3450 Serveris sending software packags VIRUSCANES00 to
03/21/2003 0BR2R Polcy enforcement for VIRUSCANESQ0 soitware faled
03/21/2003 08:11:18 Agent TRANS CON-OM7POW/ has reached the instal retr
T
loere [

hseart||| () &

|| FMenfee cpolicy arches...

H# a0

Example for the report « DAT/Definition Deployement

Summary » :

Meafee ePalicy Orchestrator
|*Fy Console  window  Help

=]
JRETE]

tew || & 5 |

=@

=

Tree | % |4

4 1of1

Y o= (@& F @t |

|84 Tostaozs

100%

4026 of 4026

Mcafes
B Preview

14 ePolicy Crchestrator (SCOREPODL)
i ePO Databases
=T sPO_SCOREROD! on SCOREPONL
B Reports
- [l Antifirus
5 [@) Coverage
| Agent to Ssrver Conr
4] bAT/Defintion Deplo;
4| DAT Engine Coverags
2] Engine Deploymert 5
4] Language Deploymer
2] No A Protection Sun
&g No Agents Installed =
) Product Protection SU
-2 Agent Versions
[) Infection
[8) MeAfee Desktop Firewall
2 Queris
&, Hlerts
) Report Repostory
Query Reposiory

8] webImmune

|

DAT/Definition Deployment Summary

a0 R
a | avezag
4onaz g 20026
4 '
i '

OulotBak evelone .
uoross e Cumnicrrever fhi sy

Carret ornaer 1804
o AW Goor “
Oue0 $Duts 1 Vareion 11m
urd Date 1 Vamions [
0uL0 FDate 3 Vormions 1
Dut 0 FDate d Vomions ”
0uE0 FDats 5 or maro Vorbns 206

ifljstart H

Example for the report «

& || [Bamcatee epolicy orches...

DAT Engine Coverage » :

@ 1zoem
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|%fy Console  window  Help

| adion youw || = =

B
|lo1
]

Tree | X 04 a1 b M E(BEF A= ]|

|#4 o429 100%  40290f4029

Mcafee
B Previens |

1) ePolicy Orchestrator (SCOREPOOL)
'} PO Reports

8 o s DAT Engine Coverage

2B}y £PO0_SCOREPOO! on SCOREFOGI

9] DAT Engine Coverat
4] Engine Deployment 5
4] Languags Deplaymer
21 No AY Protection Suv
A1 No Agents Installed =
41 Product Protection 5.
A Agert Versions

[3) Infection

[8) McAFee Deskiop Firewall

§ Queries

5 Alerts onornae Bghe
Report Repasitary
Query Reposiory

[@] webirmmune:

- Reports
= [ anvins
& [@ coverage
4] agent to Server Conr St o T 9
2] DAT/Defintion Deploy 8slastad Tagins Vasituncs w20

1o ovioTozE

0 |

okt TeDT
Bofh 0wt 01 Date 1760

Bofh Up To Date 1n

No AV Cover @

Out 0f Date Dat 34

Out 0f Date Engine 2167

Woctonotoa B
I oon UpToDm 03

Eoworom o o0s
[ oworom ege_ a5
o L

Hstart]|| @A & || [BiMentes epalicy Orehes...

Example for the report « NO AV Protection

Summary » :

| cton vew || o |

e | XA A a3 > M BE P& o |

|#  Toutsr 100w 47 of 43

3 Mcafes —— |

24 ePolicy Orchestrator (SCOREPOOLY
- ) PO Reparts

B ero satsbses Machines With No AV Protection

2y ePO_SCOREPON1 on SCOREPONL
B Reperts
E1-[3) Anki-virus
& [3) Coverage Total Unprotected M ackines. n
4§ Agert to Server Conr
| DAT/Defintion Deploy

4§ DAT Engine Coverage
43 Engine Deployment 5
4 Language Deplovmer:
2 No AV Protection Sur
&g Mo Agents Installed =
&g Product Protection 5.
& Agent Versions
[8) Infection
[) MeAfee Desktop Firewal
% Queries
v i, ilerts
Report Repository
Query Repository

(@] webImmune

| B

masin

mase

rrasE e
1masE

s

BT
waBTIE

125
e

mans

Win NT 400 5B 6

Wi NT 4.00 B 5

Win 2000 500593
Win 98 4.10

Wi 95 4.00 B

Wi 2000 500593
Win2000 500593

Win 2000 500593
Win 2000 500522

Wi 95 4.00 B

Hstont | 1) & || [iEmcatee epolicy orches...
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Example for the report « Product Protection
Summary » :

“Fii McAfee ePolicy Drchestrator [_[=]
| By Conscle  Window  Help [SETES|
[| aton wew [| & » | @[m| 2
=l X WM 4 fof2 » ¥ = S EFEE| | |84 Towmtaozs  qo0x  d0z6efenze
(1 Meifes Preview
LF_%\ ePolicy Orchestrator (SCOREPOOL) 7
) PO Reports = B
G erosstncs Product Protection Summary
£ ePO_SCORERODI on SCOREPOD
B Reports
= Anthrus
S [R] Coverage
-4 Agent to Server Cont
4§ DAT/Definition Deploy
) DAT Engine Coverag: w0
4§ Engine Deployment 5
43 Language Deploymer 3500
A No AV Protection Sun =T
A No Agents Instaled < 3000 W 4511308
1 Product Protection U B0 masa
A Agent ersions W 450534
[3) Infection 2000 E e
Mchfez Deskiop Firenal
G B 7510000
450481
4, letts 1000 W450
Report Repository: W <Unknawn>
Query Repository 500
[8] webimmune |
Newhield  Noton  Unmanaged  VinsSoan  Without
ot Protscion - Protaction
Sroupshield
ol Tunborot Ropo o Muckios: 4011
rashini
e " Retshins
59 Retthiad
a1 w Foshios
w
o At
& » 731 om0 ' Fortan Antivin 5

i#Astart] “ w©e U ‘EiMchfee epolicy Orches... BEHE  2osem

Example for the report « Agent Version » :

Hii McAfee ePolicy Orchestrator [_[=]
% console Window Help IS ETES]
| adion wew || @ » | @ilm | 2

Tree | X 4 4 101 y M om B & 7 & =i o | |4 Tomania 100x amaoiamia
[0 racafes

114 epolicy Orchestrakor (SCOREPOUL)
J &PO Reports |

@ rovatsbases Report Generation Detsils
£ b 8P0_SCOREPODI on SCOREPODL 0t S
B Reports Filter Growp: D: ¥
2[R Artivirus User: _ Local user
O [ teverage Report Date/Time: 21/03/2003 12:02:520)

| Agert to Server Conr THE VACCINE FOR E-BUSINESS Eeas Ry

Preview |

4

] DATiDeFinition Deploy
] DAT Engine Coverage
] Engine Deployment 5 o
G || €PO A gent Versions
ﬂ Mo AY Prekection Sun
] No Agents Installed £
5] Product Protection St
& Agent Versions
[@ Infection
[) McAfee Deskiop Firewall

2 Qurins Coverage Count
5 Mlerts €PO Agent/ 2.5.0. 2 |
Report Repasitary PO Ageni/ 25,1213 3,991

Query Repositary
[@] Weblmmune:

4l | Jajj K | _>l:I
I [
Hstart]| | @ & || [Gamctee epolicy orches... HEHE  1zoem

Summary Brief
explanation of risk :

Better installed is the monitoring of the prevention
elements, easier it will be to identify the anomalies (up
to date version, station without antivirus, etc.) and to
react accordingly. Therefore, the probabilities of
incident will be reduced.
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Risk evaluation :

Have suspicious events or mistakes been recorded in
the « Server Events » ?

YES NO RL total

X
RL=4

If so, explain the principals :
__Application that give a failure during installation

Does the large majority of the working stations or the
servers have the latest version of the file signature
(.DAT)?

YES NO RL total

X
RL=4

Have some versions of signature older than the one
before the latest version been identified ?

YES NO RL total

X
RL=4

12

If so, explain :
_As much as a quarter of the computer information
system does not respect this criteria and an other

quarter is overdue by a version

Have little (or none) version not updated for the engin
(« Out of date Engine ») been identified ?

YES NO RL total

X
RL=4

16

© SANS Institute 2003,

148

As part of GIAC practical repository. Author retains full rights.




If not, explain :

__The majority of the computer information system___
does not seem updated to this level. An update has
just come out at NAI which would explain the situation_

Have stations or servers been identified without an
antivirus solution ?

YES NO RL total

X
RL=4

20

If so, explain :
__About 45

Have products considered unknown been identified ?
YES NO RL total

X
RL=4

24

If so, explain :
__ 37 out of 207 servers and over 200 stations

Have many version of NetShield or VirusScan been

identified ?
YES NO RL total
X
28
RL=4
If so, explain :

__Allot for NetShield (70) do not seem up to date
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Have other antivirus solution (present without a valid

reason) been identified ?

YES NO RL total
X
RL=4
If so, explain :

___Norton Antivirus on a test station

TOTAL RISKLEVEL: [32] / 32

TOTAL RISK LEVEL Concerning the monitoring

. 50/ 54
mechanism
Results Summary Table
Ui Maximum Percentage
assessed . o
. risk (%)

risk
Operating system
security and open 40 48 83%
session validation
Product configurations 19 109 17%
Access rights 51 92 559
Monitoring mechanisms 50 54 93%

Total risk: _160_ for a maximum of 303 = _53_ %

3.2 Measuring Residual Risk

As mentioned in Section 1.3, the audit form was designed as tool for reducing the
main security risks involved in using a central management console.

The set of audited elements gives an excellent portrait of the ePO server. Special
emphasis was given to authentification and access rights for certain sensitive
directories. The vulnerabilities of the operating system were also checked, to
determine, among other things, how up to date the system is. The analysis of
open ports and extraneous applications can be used as a quick check to see if
suspect services are present. The audit also checked for an antivirus solution
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and quickly verified ePO agent operation on the server to see whether the server
is properly protected against most malicious code.

The monitoring system on the ePO server was checked as well, to see whether
the system administrator had configured it for proactive monitoring.

There is, however, always a certain residual risk because no security product can
protect against a new vulnerability. However, by using ePolicy Orchestrator to
provide adequate monitoring, there is a greater chance of a quick response to
most threats.

To further decrease risk, consideration should be given to implementing a global
process of securing all important computer systems.

All products deployed (e.g.: VirusScan, Mcafee Desktop Firewall, etc.) should be
checked by the ePO management console to make sure that they are carrying
out their protective functions satisfactorily.

Physical security should also be verified, to make sure that equipment is properly
protected against fire (manual extinguisher, type of sprinkler, etc.), theft (access
to the computer room, disk protection, tape backup protection, etc.), flooding
(height above the floor, etc.) and voltage fluctuations (use of UPS, generators,
etc.).

The hardening of the operating system (Windows 2000) should also be
thoroughly reviewed. There is a significant amount of reference material to assist
with this task, including the following.

Securing Windows 2000: Step-by-Step, SANS Institute

Windows 2000 Server Baseline Security Checklist, Microsoft
(http://www.microsoft.com/technet/treeview/default.asp?url=/technet/securi
ty/tools/chklist/w2ksvrcl.asp)

Benchmark for Windows 2000, The Center for Internet Security (CIS)
(www.cisecurity.org)

Auditing Windows 2000, Security Consensus Operational Readiness
Evaluation (S.C.O.R.E)
(http://www.sans.org/score/checklists/AuditingWWindows2000.doc)

Naturally, the recommendations in each document must be evaluated to ensure
the hardening procedured selected meets the need of each organization.

3.3 Evaluating the Audit

Although the ePO server cannot be accessed directly from the Internet, it is
available to the entire internal network. Because of the importance of the
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protection it provides, it is vital to ensure than no one can in any way impede the
proper functioning of the ePO server.

It is also vital to ensure that only authorized personnel can access the ePO
server to change the protection configuration elements.

All authentification mechanisms on the ePO server were checked against the
audit form, as were the configurations of all products on the ePO server, to make
sure they do not offer any openings to attackers. The vulnerabilities of the
Windows 2000 operating system were also reviewed.

Every effort was made to make all controls as objective as possible in order to
limit the impact of an incorrect interpretation.
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Assignment 4: Audit Report
4.1 Administrative Summary
4.1.1 Purpose of the audit

Given that the ePO central management console can only be accessed via the
local area network (LAN) and wide area network (WAN), the main threats come
from employees, and customers and suppliers who use the WAN. The main
purpose of the ePolicy Orchestrator v2.5 server (ePO) audit was to assess the
security risks for this type of server, in order to ensure configuration and data
integrity, system availability and full authentication.

A further purpose was to make recommendations that would increase the
server's security level.

4.1.2 Summary of results

The security audit of the ePO server covered the four following items: audit of the
operating system (Windows 2000 Advance Server) and identification of suspect
applications; audit of the configurations of the main products used directly or
remotely by the ePO server; audit of the access rights on a number of sensitive
directories; and audit of the existing monitoring mechanisms.

Based on the results obtained, the two main weaknesses of the ePO server are
mainly caused by:

Failure to regularly update the operating system and related products,
including the MSDE (Microsoft SQL Server Desktop Engine) product.
Failure to monitor event reports, whether generated by the operating
system (Event Logs) or generated by or with the help of the ePO
management console (Server Events and the various reports available).

The audit also showed that there are a number of weaknesses in the
management of access rights for certain sensitive directories.

Note that the audited product configurations on the ePO server do not appear to
present any significant weakness that could affect server security.

4.1.3 Risk analysis summary
Even though the ePolicy Orchestrator server cannot be accessed from the

Internet, there would be negative consequences attendant upon the loss of
integrity, authentication or availability of such a server, namely:

153
© SANS Institute 2003, As part of GIAC practical repository. Author retains full rights.



Loss of productivity. if an attacker took control of the ePolicy
Orchestrator management console, the protection parameters the
server is responsible for deploying and configuring could be altered.
This could significantly decrease the protection each product could
provide, leaving the entire system vulnerable to a computer virus.

If a large number of workstations and critical servers were infected by a
virus or worm, loss of productivity would certainly result.

Loss of confidence in the antivirus software: the investment
required to implement a central solution is based on the company-wide
assumption that this solution will provide adequate protection. Further,
central management has most likely freed network administrators from
the task of maintaining the antivirus solution. It is very important that
confidence in the services provided by the ePolicy Orchestrator
console not be damaged.

A simple configuration error by those responsible for the console could
erode that confidence. An intrusion by an attacker that compromised all
protection mechanisms would definitely damage managers' and
technicians' faith in the solution.

Financial loss: the loss of critical company services due to infection,
altered configurations or any other consequence related to an
employee's intrusion into the ePO server, could, depending on the
seriousness and scope of the incident, cause production delays. These
delays could result in financial losses (through penalty clauses in
contracts) or the loss of a customer.

4.1.4 Recommendations

To reduce the risks associated with the weaknesses we have identified, we
recommend implementation of at least the following:

Install all updated security measures for the Windows 2000 Advance
Server oS, available from Microsoft
(http://windowsupdate.microsoft.com), including the latest Service Pack
(SP3), as well as the latest updates for MSDE.

Set up a rigorous process for regularly updating each product required
for the smooth operation of the ePO server. Consideration could be
given to using a specialized product to carry out this task.

Remove extraneous applications that are no longer being used (e.g.:
PCAnywhere).
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Perform a general hardening of the operating system, based on the
recommendations of the SANS Institute in collaboration with CIS
(Center for Internet Security), available at the following address:
http://www.sans.org/score.

Review access rights on the directories identified as sensitive in our
audit forms (appended) to limit access solely to personnel who truly
require access (normally the administrators).

Verify all anomalies detected in the reports generated by the
management console. Pay particular attention to stations or servers
that do not seem to have an antivirus solution (despite the fact that the
ePO agent has been deployed) as well as the many machines whose
signature files (.DAT) or filtering engine have not been updated for a
long time.

Implement an internal process to take advantage of all monitoring
functionalities offered by the ePO server in order to engage in
proactive monitoring. The goal is to quickly identify problems of any
type (including virus activity), to permit a prompt response to an
incident.

We strongly recommend that the above recommendations be implemented to
increase the general security of the ePolicy Orchestrator server. The audit forms
(appended) can be consulted for an overview of the weaknesses identified in the
audit and for more detail.

4.2 Anticipated Cost

To implement the majority of the recommendations, the main requirement will be
an investment of time by one or more technicians.

The first thing to do would be to draft an action plan for implementation of all the
recommendations. An external consultant who specializes in information system
security could help formulate a process for hardening the system. We
recommend that tests be done in a development environment before any
hardening is carried out.

The software programs are not the main source of weakness; and while it is
possible to correct all of the problems identified, there is no guarantee that new
problems won't arise that could threaten the security of the company unless there
is an effective monitoring process. Any evaluation conducted prior to
implementing such a process should cover a great deal more than just the
monitoring offered by the ePolicy Orchestrator server.
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Furthermore, specialized software should be purchased or developed in-house to
ensure regular updating of security hotfixes.

4.3 Interim Solution

We are aware that preparation of an action plan to secure the ePO server
requires time and personnel. It is likely that a special budget would have to be
approved.

In the meantime, we recommend an interim solution: install a firewall on the
ePolicy Orchestrator server so that only the ports the server requires (incoming
and outgoing) are used.

This would reduce exposure to risk by blocking use of a suspect service, or the
use by an attacker of a dangerous protocol such as NetBIOS, or the use of an
inactive program such as PCAnywhere (although the latter simply needs to be
uninstalled).

If the company is not using a firewall, Network Associates, the firm that
developed the dPolicy Orchestrator management console, also has a firewall
solution ("Mcafee Desktop Firewall v7.5") that integrates perfectly with the
product audited.

Please note that this interim measure does not in any way replace the main
recommendations.
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